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Abstract

Thi s docunment describes version 2 of the Wb Cache Communi cation
Protocol (WCCP). The WCCP V2 protocol specifies interactions between
one or nmore routers and one or nore web-caches. The interaction may
take place within an IPv4 or | Pv6 network. The purpose of the
interaction is to establish and nmaintain the transparent redirection
of selected types of traffic flowing through a group of routers (or
simlar devices). The selected traffic is redirected to a group of
web-caches (or other traffic optimisation devices) with the ai m of
optini sing resource usage and | owering response tines.

The protocol does not specify any interaction between the web-caches
within a group or between a web-cache and a web-server.

Status of this Meno

This Internet-Draft is submitted in full conformance with the

provi sions of BCP 78 and BCP 79. This docunent may not be nodified,
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t han Engli sh.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on February 3, 2013.
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1. Introduction
1.1. Pr ot ocol Overvi ew

WCCP V2 defines mechanisms to allow one or nore routers enabled for
transparent redirection to discover, verify, and advertise
connectivity to one or nore web-caches.

Havi ng established connectivity the routers and web-caches form
Service Groups to handle the redirection of traffic whose
characteristics are part of the Service G oup definition

The protocol provides the neans to negotiate the specific nethod used
for | oad distribution anmong web-caches and al so the nethod used to
transport traffic between a router and a web-cache.

A single web-cache within a Service Goup is elected as the

desi gnated web-cache. It is the responsibility of the designated
web-cache to provide routers with the data which deterni nes how
redirected traffic is distributed between the web-caches in the
Servi ce G oup.

Al though its original purpose was for use with web-caches, the WCCP
V2 protocol is suitable for use with nmany types of network devices
that need to transparently intercept IP traffic. For the sake of
simplicity and to maintain consistency with the protocol nane, the
device wishing to receive redirected IP traffic will be generically
referred to as the "web-cache" in this docunent.

Similarly, the device through which the IP traffic to be redirected
is flowing will generically be referred to in this docunent as the
"router", even though the protocol is suitable for use with severa
types of network devices through which IP traffic may fl ow

Thi s docunent specifies WCCP V2 for use with nultiple address
famlies, specifically including both IPv4 and | Pv6. References here
to "IP" apply equally to both IPv4 and | Pv6 and are used when the

di scussion is not specific to a particular address famly.
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1.2. Contributing Authors

Thi s docunent is derived fromthe work of the foll owi ng authors who
wote the original description of WCCP Version 2 in July 2000:

Martin Cieslak (C sco Systens)
Davi d Forster (Cisco Systens)
@urunukh Tiwana (G sco Systens)
Rob W1l son (Cisco Systens)

* X X *

The protocol described in the current docunent is a fully backwards-
conpati bl e extension of the originally described protocol, wth

ext ensi ons added to support the | Pv6 address family, configurable
message interval timng, nore conpact nessage formats and some

addi ti onal m nor enhancenents.

The work of the original authors represents a very significant

proportion of the current docunent and authorship of the najority of
the protocol remains with the four authors |listed above.
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2. Definitions
Assi gnnent Met hod

The nethod by which redirected packets are distributed between
web-caches. Hash assignnent or nask assignhnment can be used.

Desi gnat ed Web- Cache
The web-cache in a web-cache farmresponsible for dictating to the
router or routers howredirected traffic should be distributed
bet ween the nenbers of the farm

For war di ng Met hod

The nethod by which redirected packets are transported from router
to web-cache.

Packet Return Met hod

The nethod by which packets redirected to a web-cache are returned
to a router for nornal forwarding.

Redi rection Hash Tabl e
A 256- bucket hash table nmaintained by the router or routers when
usi ng hash assignnent. This table maps the hash index derived
froma packet to be redirected to the I P address of a destination
web- cache.

Reserved

Parts of a message defined as reserved nust be set to zero by the
sender and nust be ignored by the receiver.

Rout er
This termis used generically throughout this document to refer to
a network device that nmay use the protocol to establish
redirection of traffic flowing through it.

Servi ce Group
A group of one or nore routers plus one or nore web-caches wor ki ng

together in the redirection of traffic whose characteristics are
part of the Service G oup definition.

McLaggan Expi res February 3, 2013 [ Page 7]



I nternet-Draft WCCP V2 Rev 1 August 2012

Transparent Redirection

Transparent redirection is a technique used to deploy traffic
optimsation without the need for reconfiguration of clients or
servers. It involves the interception and redirection of traffic
to one or nore intervening devices by a router or swtch
transparently to the end points of the traffic flow

Usabl e Web- Cache

Fromthe viewpoint of a router a web-cache is considered a usable
menber of a Service Group when it has sent that web-cache a
WCCP2_| _SEE YQU nessage and has received in response a
WCCP2_HERE | _AM nessage with a valid "Receive I D' and conpati bl e
capabilities.

Web- cache
This termis used generically throughout this document to refer to
a network device that will receive redirected traffic. The term

comes fromthe protocol’s original purpose of redirecting HITP
requests to a cachi ng device.

Web- Cache Farm

One or nore web-caches associated with a router or routers.
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2.1. Tinme Interval Definitions
TRANSM T T

The tine interval at which a web-cache nmust send successive
WCCP2_HERE | _AM nessages. The default interval is 10 seconds.

TI MEQUT_BASE T
Atime interval used as the basis for calculating tineout val ues.
The default interval is 10 seconds. The value is cal culated using
this fornmula: TIMEQUT BASE T = (Tl MEOQUT_SCALE * TRANSM T_T).

RA TI MER BASE T
Atime interval used as the basis for calculating tinmeout val ues.
The default interval is 10 seconds. The value is cal culated using
this formula: RA TIMER BASE T = (RA TIMER SCALE * TRANSM T_T).

TI MEQUT_SCALE

A multiplier used to calculate the value of TIMEQUT BASE T from
the value of TRANSM T _T. The default value of the multiplier is 1.

RA TI MER_SCALE

A multiplier used to calculate the value of RA TIMER BASE T from
the value of TRANSM T _T. The default value of the multiplier is 1.
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3. Protocol Description
3.1. Joining a Service G oup

A web-cache joins and maintains its nenbership of a Service Goup by
transmtting a WCCP2_HERE | _AM nessage to each router in the Goup at
time intervals of TRANSM T_T. This may be by unicast to each router
or multicast to the configured Service Group multicast address. The
Web- Cache I nfo Component in the WCCP2_HERE | _AM nessage identifies
the web-cache by I P address. The Service Info Conponent of the
WCCP2_HERE | _AM nessage identifies and describes the Service Goup in
whi ch the web-cache wi shes to participate.

A router responds to a WCCP2_HERE | _AM nessage with a WCCP2_| _SEE YQU
message. |If the WCCP2_HERE | _AM nessage was uni cast then the router
will respond imrediately with a unicast WCCP2 | SEE YQU nessage. |If
the WCCP2_HERE | _AM nessage was nulticast the router will respond

| ater via the schedul ed nmulticast WCCP2 | SEE YOU nessage for the
Servi ce G oup.

A router responds to nulticast web-cache nmenbers of a Service Goup
using a nulticast WCCP2_| SEE YQU nessage transnmitted at tine
intervals of 0.9 * TRANSMT T with a 10%jitter.

The Router ldentity Conponent in a WCCP2_| _SEE YOU nessage i ncludes a
list of the web-caches to which the packet is addressed. A web-cache
not in the list should discard the WCCP2_| _SEE_YOU nessage.

The default value for the TRANSMT T interval is 10 seconds. A
change in this value is only pernissible if a new value is negotiated
between a router and a web-cache via the WCCP2_TRANSM T_T capability.
A router or web-cache nmust use the value for TRANSM T_T specified in
the router’s WCCP2_| _SEE _YOU nessage, or use the default value if a
specific value has not yet been given in a WCCP2_| SEE YQU nessage.
If a specific timer value has been negoti ated between a web-cache and
a router, the web-cache nust only send HERE | AM nessages at the
negotiated interval. Support for the default 10 seconds TRANSM T_T
interval is mandatory. Support for other values of TRANSMT. T is
optional. The range of supported values may be chosen by the

i mpl ement ati on.
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e negotiation of a non-default TRANSM T_T interval has taken

, a web-cache may choose to send WCCP2_HERE | _AM nessages at a
er interval than the default TRANSMT_T interval, provided that
f the following conditions are net:

all other tinming calculations remain based on the default tine
interval of 10 seconds,

the web-cache has received a WCCP2_| _SEE YQU nessage cont ai ni ng
a WCCP2_TRANSM T_T capability describing the range of val ues
supported by the router,

the web-cache’s chosen interval falls within the range supported
by the router, and

the negotiation of a specific WCCP2_TRANSM T_T val ue has not yet
conpl et ed.
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3.2. Describing a Service G oup

The Service Info Conponent of a WCCP2_HERE | _AM nessage describes the
Service Group in which a web-cache wishes to participate. A Service
Goup is identified by its Service Type and Service ID. There are
two types of Service G oup:

Well Known Servi ces
* Dynam c Services

Wel | Known Services are known by both routers and web-caches and do
not require a description other than the Service ID. The
characteristics of the traffic associated with a Well Known Service
are fixed and inmplicitly known to both router and web-cache.

The traffic characteristics associated with a Dynam ¢ Service are not
known in advance to the router and nmust be described by each web-
cache. A router is configured to participate in a particular Dynamc
Service Goup, identified by its Service ID, initially w thout any
know edge of the characteristics of the traffic associated with the
Service Group. The traffic description is comunicated to the router
in the WCCP2_HERE | _AM nessage of the first web-cache to join the
Service Group. A web-cache describes a Dynanic Service using the
Protocol, Service Flags and Port fields of the Service Info
Conponent. Once a Dynanic Service has been defined, a router wll

di scard any subsequent WCCP2_ HERE | AM nessage whi ch contains a
conflicting description. The service definition is reset by the
router when all web-caches have left the Service Goup. A router
will also discard any WCCP2_HERE | _AM nessage whi ch describes a
Service Goup for which the router has not been confi gured.
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Est abl i shi ng Two- WAy Connectivity

WCCP V2 uses a "Receive ID'" to verify two-way connectivity between a
router and a web-cache. The Router Identity Info Conponent of a
WCCP2 | SEE YOU nessage contains a "Receive ID'" within the Router
Identity Element. This value is mmintained separately for each
Service Goup and it is incremented each tine the router sends a
WCCP2_| _SEE YQU nessage for the Service G oup. The router records
the "Receive ID' value it sends to each web-cache.

The "Receive I D' sent by a router is usually reflected back by a web-
cache using a Router ldentity Elenent within the Web-Cache View Info
Conponent of a WCCP2_HERE | _AM nessage. However, when a web-cache
first attenpts to contact a router, no "Receive ID'" will be avail able
and the router will not be listed in the Wb-Cache View Info
Conponent .

A router checks the value given for its own "Receive ID" in each
WCCP2_HERE | _AM nessage received from a web-cache. The "Receive |ID'
isinvalid if the value does not match the "Receive ID' in the nost
recent WCCP2_| SEE YQU nessage sent to the web-cache, or the router
is not listed in Wb-Cache View I nfo Conponent, or the router has not
previously sent a nessage to the web-cache.

When the "Receive ID' is found to be invalid, the router replies with
a WCCP2_| _SEE YQU nessage to advertise the correct "Receive ID', but
the WCCP2_HERE | _AM nessage is then discarded and it is not treated
as a validly received WCCP2 HERE | _AM nessage. In this case nobst of
the WCCP2_HERE | _AM nessage is ignored by the router.

A router can only begin to consider a web-cache as a potentially
usabl e nenber of a Service Goup after it has sent that web-cache a
WCCP2_1 _SEE _YQU nessage and subsequently received a WCCP2_HERE | _AM
message fromit containing the correct "Receive ID".

McLaggan Expi res February 3, 2013 [ Page 13]



I nternet-Draft WCCP V2 Rev 1 August 2012

3.4. Negotiating the Protocol Version Number

WCCP V2 is an extensible protocol and may incorporate a nunber of
revisions to the nessage format. Higher revision |levels my

i ntroduce new nessage conponents, elenents and formats that may not
be valid at a | ower revision |evel

The protocol version is specified within each WCCP V2 nessage and
consi sts of the major version nunber, which is always set to 2,

conmbi ned with the minor version nunber, which indicates the revision
| evel of the V2 protocol. |In the context of this docunent, as the
maj or version nunber is fixed, references to different protoco
versi on nunbers refer specifically to differences in the mnor

prot ocol version nunmber only.

A router or web-cache may use the protocol version within a WCCP
nmessage to decide how to process or respond to an inconing nessage,
or to indicate via an outgoi ng nessage whi ch protocol version it
supports.

A router or web-cache receiving a WCCP nessage should aimto process
the valid conponents and el enments of the nessage even if other parts
of the message may not be understood or appear invalid. However,

unl ess perforning protocol version negotiation, a router or web-cache
is permitted to ignore nessages in which the protocol version nunber

i s not recogni sed.

A router or web-cache may support a single protocol version or

mul tiple protocol versions. To support multiple versions, the router
or web-cache nmust support negotiation of the protocol version nunber.
The negoti ati on takes place per Service G oup. Thus routers and web-
caches participating in several Service G oups may negotiate a
different protocol version for each Service Goup

A router and web-cache that communicate with each other nust |earn
whi ch version of the protocol is supported by the intended recipient.
They shoul d not send a nmessage w t hout knowi ng that the intended
reci pi ent can understand the nmessage format used. The version
supported by the intended recipient is determ ned fromthe protoco
version set within the nmessage nost recently received fromit.

The format of a nessage nust always conformto the protocol version
number set within the nessage header
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3.4.1. Responsibilities of a web-cache during version negotiation

When a web-cache sends the first WCCP2_HERE | _AM nessage to a router
t he web-cache nust decide the protocol version nunber to use in the
message w t hout knowi ng whi ch protocol versions the router is capable
of supporting or understanding.

In this situation, a web-cache not w shing to negotiate the protoco
versi on nunber should set the V bit to 0 within the Wb-Cache
ldentity Element in the first WCCP2 HERE | _AM nessage and set the
protocol version nunber in the nessage header to the only version
nunber that the web-cache is able to support.

Al ternatively, a web-cache wishing to negotiate the protocol version
should set the V bit to 1 within the Wb-Cache Identity El enent in
the first WCCP2_HERE | _AM nessage and set the protocol version nunber
in the nessage header to the | owest version nunber that the web-cache
is able to support. The |owest version nunber is used in this case
to maxim se the chance that a router will understand and respond to
the message. The web-cache should only set the V bit to 1 in a
WCCP2_HERE | _AM nessage when it has not yet received a response from
the router.

When a web-cache receives a first WCCP2_I _SEE YOU nessage from a
router, this provides it with information about the protocol version
the router is able to support. Even if the web-cache does not
support the version used by the router, the web-cache should set the
V bit to 0 in subsequent WCCP2_HERE | AM nessages and use a version
nunber that is less than or equal to the version nunber the router
responded with.

A web-cache need not use the V bit to negotiate the protocol version
nunber, but using the V bit will increase the |ikelihood that
negotiation will be successful by increasing the chance that a
response will be received to the initial nessage.

If the V bit is not used, limted version negotiation may still take
pl ace al though successful negotiation is not guaranteed as sone
routers may decide not to respond. 1In this situation the web-cache

begi ns negoti ations by setting the protocol version nunber within the
first WCCP2_HERE | AM nessage to be the highest protocol version
nunber supported by the web-cache. |If a router replies, the response
will contain either the same or a | ower version nunber. The web-
cache nust then use the version nunber set by the router, or ignore
the response fromthe router
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3.4.2. Responsibilities of a router during version negotiation

A router that finds the V bit set to 1 in an incom ng WCCP2_HERE | _AM
nmessage nust reply by setting the protocol version nunber inits
WCCP2 | SEE YOU nessage to the highest version it can support. 1In a
mul ti cast service group when a router is responding to nultiple
WCCP2_HERE | _AM nessages, the V bit nmust be set to 1 in all inconing
messages before it is acted upon.

When the V bit of an inconming nessage is set to 0, a router nust
treat the protocol version nunber in a WCCP2_HERE | _AM nessage as the

maxi mum ver si on the web-cache is capable of supporting. 1In this case
a router has the option of replying using the sane version nunber,
replying using a | ower version nunber, or not replying at all. When

replying, the router responds with a version that is |less than or
equal to the version the web-cache used. Therefore the router may
respond to the nessage even if it does not support the version set by
t he web- cache
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3.5. Negotiating Capabilities

WCCP i ncl udes a nunber of optional features or capabilities that an

i npl ementati on nay choose to support. To allow a router and web-
cache to agree on which optional capabilities can be used for a
particul ar Service Group, the capabilities are negotiated after a
router’s "Receive I D' has been successfully echoed back fromthe web-
cache to the router.

For each defined capability, an inplenmentation nust support at |east
one option fromthe range of possible options defined for that
particul ar capability. Negotiation of each capability is optional.
For each capability there is a default setting which is used if
negoti ati on of the capability does not take place. Negotiation takes
pl ace i ndependently for each Service G oup.

Currently, the followi ng capabilities can be negoti at ed:
* Forwardi ng Method (Default: GRE encapsul ation)

The nethod by which packets are forwarded to a web-cache by a
router.

* Assignment Method (Default: Hash assignnent)

The nethod by which packets are distributed between the web-
caches in a Service G oup.

* Packet Return Method (Default: GRE encapsul ation)

The nmet hod by which packets are returned froma web-cache to a
router for normal forwarding.

* TRANSM T_T Message Interval (Default: 10 seconds)

The required interval between successive HERE | AM nessages.
*  TIMEOUT_SCALE and RA Tl MER_SCALE val ues (Default: 1 and 1)

Two scaling factors used in nmessage tineout cal cul ations.
Capability negotiation requires the router to advertise the options
that it currently supports for each capability of a Service G oup
usi ng the optional Capabilities Info Conponent of the WCCP2_|_ SEE YOU
message. The absence of this conponent inplies the router supports
only the default option for all capabilities. Simlarly, the absence

of an individual capability fromwithin this conponent inplies the
router supports only the default option for that capability.
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Negotiation with a router takes place independently for each web-
cache, but the options advertised by the router may be influenced by
previ ous negotiations with other web-caches. So, for a given Service
Group, the router may permt different options to be negotiated by

di fferent web-caches, or it may force all web-caches to agree on a
common option. A web-cache participating in several Service G oups
may negotiate different capability options for each Service G oup

A web-cache will inspect the capabilities advertisenment in the first
WCCP2 | SEE YOU nessage received froma router for a particul ar
Service Group. |If the router does not advertise an option supported

by the web-cache for every known capability then the web-cache wll
abort its attenpt to join the Service Goup. Oherw se the web-cache
wi Il pick one option fromthose advertised by the router for each
capability and specify themin the optional Capabilities Info
Conponent of its next WCCP2 HERE | AM nessage. The absence of this
conmponent in a WCCP2_HERE | _AM nessage i nplies the web-cache is
requesting the default option for all capabilities. Similarly, the
absence of an individual capability fromw thin this conponent
implies the web-cache is requesting the default setting for that
capability.

A router will inspect the capability options selected by a web-cache
in a WCP2_HERE_| _AM nessage, provided that the message contains a
valid "Receive ID'. If all of the requested options are supported,
the router will accept the web-cache as usable and add it to the

Service Group. Oherwise, if any of the selected options are not
supported by the router, the router will not add the web-cache to the
Service Group and will instead decide that the web-cache is unusable.
In both cases the router will respond to the WCCP2_HERE | _AM nessage,
either indicating the capability options that have been successfully
negoti ated, or again advertising the capability options that are
avail abl e.

Note that, for each Service Goup, the web-cache need not include a
Capabilities Info Conponent in a WCCP2 HERE | AM nessage until after
the first WCCP2_| _SEE YQOU nessage fromthe router has been received.
Fol | owi ng negoti ati on, both web-cache and router should continue to
i nclude the negotiated capabilities in every WCCP2_HERE | _AM and
WCCP2 | SEE YOU nessage. |If a router or web-cache encounters an
unrecogni sed capability at any tine it should sinply be ignored to
all ow the default setting for the capability to be sel ected.
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3.5.1. Negotiating the Forwardi ng Mt hod

A web-cache and router may negotiate the nmethod by which packets are
forwarded to the web-cache by the router.

A router will advertise the supported forwarding nmethods for a
Service G oup. The absence of such an advertisement inplies the
router supports the default GRE encapsul ati on nethod only.

If the router does not advertise a packet return nethod supported by
the web-cache then the web-cache will abort its attenpt to join the
Service Goup. Oherw se the web-cache will select a packet return
met hod to be indicated in the next WCCP2_HERE | _AM nessage. Absence
of an advertisement of the forwarding nethod in a WCCP2_HERE | _AM
message i nplies the web-cache is requesting the default GRE

encapsul ati on net hod.

3.5.2. Negotiating the Assignnent Mt hod

A web-cache and router may negotiate the nmethod by which packets are
di stributed between the web-caches in a Service G oup.

A router will advertise the supported assignnment nmethods for a
Service G oup. The absence of such an advertisement inplies the
router supports the default Hash assignnment nethod only.

If the router does not advertise an assignnment nethod supported by
the web-cache then the web-cache will abort its attenpt to join the
Service Group. Oherw se the web-cache will select an assignnent
met hod to be indicated in the next WCCP2_HERE | _AM nessage. Absence
of an assignnent nethod advertisenent in a WCCP2_HERE | _AM nessage
implies the web-cache is requesting the default Hash assi gnnent

met hod.

If the assignnent nethod selected by a web-cache is supported and
other capabilities have been successfully negotiated, the router wll
accept the web-cache as usable and add it to the Service Goup. Wen
the first web-cache joins a Service Goup, the router will set the
assi gnnent nethod sel ected by the web-cache to be the only assi gnment
met hod supported by the Service Group. This assignnent nethod wll
remai n selected until all web-caches are renoved fromthe Service

G oup.
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3.5.3. Negotiating the Packet Return Method

A web-cache and router may negotiate the nmethod by which packets are
returned fromthe web-cache to the router for nornal forwarding.

A router will advertise the supported packet return nmethods for a
Service G oup. The absence of such an advertisement inplies the
router supports the default GRE encapsul ati on nethod only.

If the router does not advertise a packet return nethod supported by
the web-cache then the web-cache will abort its attenpt to join the

Service Goup. Oherw se the web-cache will select a packet return

met hod to be indicated in the next WCCP2_HERE | _AM nessage. Absence
of an advertisement of the packet return method in a WCCP2_HERE | _AM
message i nplies the web-cache is requesting the default GRE

encapsul ati on net hod.

3.5.4. Negotiating the TRANSM T_T Message Interval Val ue

A web-cache and router may negotiate the TRANSM T_T nessage interval
val ue used by the Service G oup.

A router will advertise the range of supported TRANSM T_T nessage
interval values. The range is given by specifying its upper and
lower limts, or by specifying a single value.

The absence of such an advertisenent inplies the router supports the
default TRANSM T_T nessage interval of 10 seconds only. |In this case
the web-cache nmust never attenpt to specify or use an alternative
TRANSM T_T nessage interval.

If the router does not advertise a TRANSM T_T nessage interval
supported by the web-cache then the web-cache will abort its attenpt
to join the Service Goup. Oherw se the web-cache will select an
interval value either within the advertised range, or matching the
singl e advertised value. The selected value will be indicated in the
next WCCP2_HERE_| _AM nessage. Absence of a TRANSM T_T nessage
interval advertisement in a WCCP2_HERE | _AM nessage i nplies the web-
cache is requesting the default TRANSM T_T nessage interval of 10
seconds.

If the interval selected by a web-cache is supported and ot her
capabilities have been successfully negotiated, the router wll

accept the web-cache as usable and add it to the Service G oup. Wen
the first web-cache joins a Service Group, the router will set the
TRANSM T_T nessage interval val ue selected by the web-cache to be the
only val ue supported by the Service Goup. This value will remain
selected until all web-caches are renoved fromthe Service G oup.
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3.5.5. Negotiating the TI MEQUT_SCALE and RA_TI MER_SCALE val ues

A web-cache and router may negotiate the TI MEQUT_SCALE and
RA Tl MER_SCALE val ues used by the Service G oup. Both values are
negoti ated together as a pair.

A router will advertise the ranges of supported TIMEOUT_SCALE val ues
and the range of supported RA TlI MER SCALE val ues for a Service G oup.
Each range is given by specifying its upper and lower limts, or by
speci fying a single val ue.

The absence of such an advertisenment inplies the router supports only
the default value of 1 for both the TI MEQUT_SCALE and RA_TI MER _SCALE
paraneters. In this case the web-cache nmust never attenpt to specify
or use alternative TIMEOUT_SCALE and RA TI MER _SCALE val ues.

If the router does not advertise TIMEOQUT _SCALE and RA TI MER SCALE

val ues supported by the web-cache then the web-cache will abort its
attenpt to join the Service Goup. Oherw se the web-cache wll

sel ect a TI MEQUT_SCALE val ue and an RA Tl MER SCALE val ue, either
within the advertised range, or matching the single advertised val ue.
The sel ected values will be indicated in the next WCCP2 HERE | _AM
message. Absence of an advertisenent of TIMEOUT SCALE and

RA TI MER SCALE values in a WCCP2 HERE | _AM nessage inplies the web-
cache is requesting the default value of 1 for both the TI MEQUT_SCALE
and RA TI MER_SCALE par anet ers.

If the values selected by a web-cache are supported and ot her
capabilities have been successfully negotiated, the router wll

accept the web-cache as usable and add it to the Service Group. Wen
the first web-cache joins a Service Goup, the router will set the

TI MEQUT_SCALE and RA TI MER SCALE val ues sel ected by the web-cache to
be the only val ues supported by the Service G oup. These values wll
remai n selected until all web-caches are renoved fromthe Service

G oup.
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3.6. Advertising Views of the Service G oup

Each router advertises its view of a Service Goup via the Router
View I nfo Conponent in the WCCP2_ | SEE YQU nessage it sends to web-
caches. This conponent includes a |ist of the useable web-caches in
the Service Group as seen by the router and a list of the routers in
the Service Group as reported in WCCP2_HERE | _AM nessages from web-
caches. A change number in the conmponent is increnented if the
Servi ce Group nenbershi p has changed since the previous

WCCP2 | _SEE YOU nessage sent by the router.

Each web-cache advertises its view of the Service Goup via the Wb-
Cache View I nfo Conmponent in the WCCP2_HERE | _AM nessage it sends to
routers in the Service Goup. This conponent includes the |ist of
routers that have sent the web-cache a WCCP2_| _SEE YOU message and a
list of web-caches learnt fromthe WCCP2_| SEE YOU nessages. The
Web- Cache View I nfo Conponent al so includes a change nunber which is
incremented each tinme Service G oup nenbership informati on changes.

3.7. Security

WCCP V2 provides a security conponent in each protocol nessage to
al |l ow sinple authentication. Two options are currently support ed:

No security (default)
* MD5 password security

MD5 password security requires that each router and web-cache wi shing
to join a Service Goup is configured with a natching Service Goup
password. Each WCCP protocol packet sent by a router or web-cache
for that Service Goup will contain in its security conmponent the M5
[ RFC1321] checksum of the Service G oup password and the WCCP

prot ocol nessage (including the WCCP nessage header). Each web-cache
or router in the Service Goup will authenticate the security
conponent in a received WCCP nessage i medi ately after validating the
WCCP nessage header. Packets failing authentication, or |acking the
expected authentication option, will be discarded.
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3.8. Distribution of Traffic Assignments

WCCP V2 allows the traffic assignment method to be negotiated. There
are two types of information to be comruni cated dependi ng on the
assi gnnent net hod sel ect ed:

* Hash Tabl es
*  Mask/ Val ue Sets

3.8.1. Hash Tabl es

When using hash assignment each router uses a 256-bucket Redirection
Hash Table to distribute traffic for a Service Group across the

menber web-caches. It is the responsibility of the Service Goup’s
desi gnat ed web-cache to assign each router’s Redirection Hash Tabl e.

The desi gnat ed web-cache uses a WCCP2_REDI RECT_ASSI GNVENT nessage to
assign the routers’ Redirection Hash Tables. This nmessage is
generated followi ng a change in Service G oup nmenbership and is sent
to the same set of addresses to which the web-cache sends
WCCP2_HERE | _AM nessages. The designated web-cache will wait for a
time period of 1.5 * RA TIMER BASE T foll owi ng a nmenbershi p change
bef ore generating the nessage in order to allowtinme for the Service
Group nenbership to stabilise.

The desi gnated web-cache lists the web-caches to which traffic should
be distributed in either an Assignment |Info Conponent or an Alternate
Assi gnnent Conponent within a WCCP2_ REDI RECT_ASSI GNMENT nessage.

Only those web-caches seen by every router in the Service Goup are

i ncl uded.

The Assignment | nfo Conponent or Alternate Assignment Conponent

wi thin a WCCP2_REDI RECT_ASSI GNMENT nmessage cont ai ns an Assi gnnent
Key. This will be reflected back to the designated web-cache in
subsequent WCCP2 | SEE YQU nessages fromthe routers in the Service
Group. A WCCP2_REDI RECT_ASSI GNMVENT nessage nmay be repeated after
TRANSM T_T tinme has el apsed if inspection of the Assignment Key
within a WCCP2_| _SEE YOU message indicates that a router has not
recei ved the assignment nessage.

A router will flush its Redirection Hash Table if a valid

WCCP2_REDI RECT_ASSI GNMVENT message has not been received within a tine
period of 5 * RA TIMER BASE T followi ng a Service G oup nmenbership
change. To be valid, the nessage nmust contain the correct "Receive

I D' and nenbershi p change nunmber for the router.

Fol | owi ng successful receipt of a WCCP2_REDI RECT_ASSI GNVENT nessage,
each router advertises its assigned Redirection Hash Table in all
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subsequent WCCP2_HERE | _AM nessages. The Redirection Hash Tabl e can
be specified within an optional Alternate Assignment Map Conponent.
If that conponent is not present, the current assignnents for each
web-cache are listed within the Wb-Cache Identity El enents of the
Rout er View I nfo Conponent.

3.8.2. Mask/Val ue Sets

When usi ng mask assignment each router uses masks and a table of
values to distribute traffic for a Service Goup across the nenber
web-caches. It is the responsibility of the Service Goup’s

desi gnat ed web-cache to assign each router’s nask/val ue sets.

The desi gnat ed web-cache uses a WCCP2_REDI RECT_ASSI GNVENT nessage to
assign the routers’ mask/value sets. This nessage is generated
following a change in Service Goup nenbership and is sent to the
sanme set of addresses to which the web-cache sends WCCP2_ HERE | AM
messages. The desi gnated web-cache will wait for a tine period of
1.5 * RA_TIMER BASE T foll owing a nenbershi p change before generating
the message in order to allowtine for the Service G oup nmenbership
to stabilise.

The desi gnated web-cache lists the web-caches to which traffic should
be distributed in the Alternate Assignnent Conponent of the
WCCP2_REDI RECT_ASSI GNVENT nessage. Only those web-caches seen by
every router in the Service Goup are included.

The Alternate Assignnment Conponent within a WCCP2_ REDI RECT ASSI GNVENT
nmessage contains an Assignnment Key. This will be reflected back to

t he desi gnated web-cache in subsequent WCCP2 | SEE YOU nessages from
the routers in the Service Goup. A WCCP2_REDI RECT_ASSI GNVENT
message may be repeated after TRANSMT_T tine has el apsed if

i nspection of the Assignnment Key within a WCCP2_| _SEE YOU nessage
indicates that a router has not received the assignnent nessage.

A router will flush its mask/value sets if a valid

WCCP2_REDI RECT_ASSI GNVENT message has not been received within a tine
period of 5 * RA TIMER BASE T followi ng a Service G oup nmenbership
change. To be valid, the nessage nust contain the correct "Receive

I D' and nenbershi p change nunber for the router.

Fol | owi ng successful receipt of a WCCP2_REDI RECT_ASSI GNVENT nessage,
each router advertises its assigned mask/value sets in all subsequent
WCCP2_HERE | _AM nessages. The mask/val ue sets can be listed within
an optional Assignnment Map Conponent or Alternate Assignnent Map
Conponent. |If neither of those conponents is present, the current
assignnents for each web-cache are listed within the Wb- Cache
Identity Elenents of the Router View Info Conponent.
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3.9. FElecting the Designated Wb-cache

El ection of the designated web-cache will take place once the Service
G oup nenbership has stabilised followi ng a change. The desi gnated
web-cache rmust be receiving a WCCP2_| _SEE YQU nessage from every
router in the Service Goup.

El ection of the designated web-cache is not part of the WCCP
protocol. However it is recommended that the eligible web-cache with
the lowest I P address is selected as the designated web-cache for a
Servi ce Goup.

3.10. Traffic Interception

A router will check packets passing through it against its set of
Service Group descriptions. The Service Goup descriptions are
checked in priority order. A packet which natches a Service G oup
description is a candidate for redirection to a web-cache in the
Servi ce G oup.

A router will not redirect a packet with a source |IP address matching
any web-cache in the Service G oup.
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3.11. Traffic Redirection
3.11.1. Redirection with Hash Assi gnnent

To redirect a packet using hash assignnment, a prinmary key is fornmed
fromthe packet and hashed to yield an index into the Redirection
Hash Table. The elenents of the packet used to formthe prinmary key
are deternm ned by the Service G oup description

If the indexed Redirection Hash Table entry is unassigned the packet
is forwarded nornmally. |If the entry contains only a web-cache i ndex
then the packet is redirected to that web-cache. Alternatively, if
the entry is flagged as requiring an alternative hash then a
secondary key is formed fromthe packet and hashed to yield a
secondary index into the Redirection Hash Table. The elenents of the
packet used to formthe secondary key are determined by the Service
Group description.

If the secondary entry contains a web-cache index then the packet is
redirected to that web-cache. |If the secondary entry is unassignhed
the packet is forwarded normally. The alternative hashing flag in
the secondary entry is ignored.

3.11.2. Redirection with Mask Assi gnnent

To redirect a packet using nask assignnment, a bitw se AND operation
is performed between the mask fromthe first mask/val ue set assigned
to the Service Group and the correspondi ng contents of the packet.

The nmasking operation is applied to both the source and destination
| P addresses of the packet. For TCP and UDP packets, the masking
operation is also applied to both the source and destination port
nunbers of the packet, when avail able. When port numbers are not
avail abl e from a packet, the source and destination port elenments of
the result will be set to zero

The output of this operation is conpared agai nst each entry in the
list of value elenents within the mask/value set. |If a match is
found the packet is redirected to the web-cache associated with the
mat chi ng value element. |If no match is found the process is repeated
for each mask/val ue set defined for the Service Goup. If no match
is found after trying all of the mask/value sets defined for the
Service Group, the packet is forwarded normally.

Mask/ val ue sets are processed in the order in which they are
presented in the Alternate Assignnent Conponent. Similarly, value
el ements are conpared in the order in which they are presented in a
mask/ val ue set.
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3.12. Traffic Forwarding

WCCP V2 allows the negotiation of the forwarding nmethod between a
router and a web-cache (see Section 3.5.1). The currently defined
forwardi ng nethods are:

GRE encapsul ation
* Unencapsul ated with L2 rewite

3.12.1. Forwardi ng using GRE Encapsul ati on

Using this forwarding nethod, redirected packets are encapsul ated in
a new | P packet with a GRE [ RFC1701] header followed by a 4-octet
Redi rect Header. The information provided within the Redirect Header
can be used only if the Ubit in the Redirect Header is 0. |If the U
bit is 1, the redirected packet is valid and should be processed
normal Iy, but the rest of the information within the 4-octet Redirect
Header is unavail able and nust be ignored.

The GRE encapsul ation uses the sinple 4-octet GRE header with the
Fl ags and Version octets set to zero and a Protocol Type of Ox883E

The Redirect Header is defined as foll ows:

0 1 2 3

01234567890123456789012345678901
B S e i s s I e S I S S
U Reserved | Service ID | At Bucket | Pri mary Bucket |
i I T e e e e ok i s S NI T S S i S S S et S T S

+- +- +
| TI Al
+- -+
T: Type of Service
0: Standard (well known) service
1: Dynamic service

A: Alternative bucket used (only valid for hash assi gnnent)
0: Primary bucket used
1: Alternative bucket used

U Unavail abl e
0: Redirect Header contents are valid
1: Redirect Header is present,
but its contents (other than this bit) should
be ignored and treated as bei ng unavail abl e
Reserved

Must be zero
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Service ID

Service Group identifier of the service that redirected this
packet .

Al't Bucket

Al ternative bucket index used to redirect the packet. Only valid
for hash assignnent.

Primary Bucket

Primary bucket index used to redirect the packet. Only valid for
hash assi gnnent.

3.12.2. Forwarding using L2 Rewite

Using this forwarding nethod, redirected packets are not

encapsul ated. The router replaces the packet’s destination MAC
address with the MAC address of the target web-cache. The packet’s
source MAC address is set to the router’s MAC address.

This forwardi ng nethod requires that the target web-cache is directly
connected to the router at Layer 2. A router should not allow a web-
cache to successfully negotiate this forwardi ng nethod unless it has

been verified that the web-cache is directly connected.

A packet should not be redirected using this nmethod if the packet’'s

source MAC address matches the MAC address of a web-cache in the
Service Group. See Section 3.13.3 for further details.
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3.13. Packet Return

WCCP V2 allows a web-cache to decline a redirected packet and return
it to the router for normal forwarding without further redirection
The nethod by which packets are returned froma web-cache to a router
can be negotiated (see Section 3.5.3). The currently defined packet
return nethods are:

GRE encapsul ation
* Unencapsulated with L2 rewite

3.13.1. Packet Return using CGRE Encapsul ati on

Using this packet return method, a web-cache sends returned packets
to a router using GRE encapsul ation. Returned packets are

encapsul ated in a GRE packet [RFC1701] with a Protocol Type of 0x883E
and containing either the Redirect Header fromthe originally
redirected packet, or a Redirect Header with the U bit set if a valid
Redi rect Header was not present in the originally redirected packet.
If the Ubit is set, all other parts of the Redirect Header should be
zero.

See Section 3.12.1 for the Redirect Header definition

The receiving router renmoves the CGRE encapsul ati on from each returned
packet and forwards it without attenpting further redirection

3.13.2. Packet Return using L2 Rewite

Using this packet return method, returned packets are not

encapsul ated, so any encapsul ati on added by the router during
redirecti on nust be renmoved by the web-cache. The web-cache then
repl aces the packet’s destination MAC address with the router’s MAC
address and sets the packet’s source MAC address to the web-cache’'s
own MAC address.

The packet return nmethod requires that the router receiving the

return packet does not attenpt to redirect it again, otherw se the
packet will repeatedly |oop between the router and the web-cache.
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3.13.3. Preventing redirection of returned packets

When a router receives a returned packet it nmust not attenpt to
redirect the packet back to a web-cache. Three nethods are avail abl e
to prevent further redirection:

Encapsul ati on
Sour ce MAC address check
* Interface configuration

The encapsul ation nethod requires a web-cache to send returned
packets to a router using GRE encapsul ation, as described in
Section 3.13.1. Returned packets are identified using the web-
cache’s source | P address and/or the GRE Protocol Type of Ox883E.
Fol I owi ng renoval of the CGRE encapsul ation these packets nust be
excluded from further redirection.

The source MAC address check nmethod requires a web-cache to return a
packet unencapsul ated to the router using L2 rewite, as described in
Section 3.13.2. The router nust record the MAC address of each web-
cache that has successfully negotiated the L2 rewite packet return
met hod. The router then excludes fromredirecti on any packet
received with a source MAC address bel onging to one of the known web-
caches.

The interface configuration method requires that a router is
configured to inhibit redirection of packets arriving on an interface
connected to one or nore web-caches. The suitability of this

mechani smis dependant on the network topology. It is only required
if the source MAC address check cannot be used in conbination with
the L2 rewite return nethod.

3.14. Querying Web-Cache Ti me- Cut

If a router does not receive a WCCP2_HERE | _AM nessage from a Service
Group nmenber during a tinme period of 2.5 * TIMEQUT BASE T it will
query the menber by sending a uni cast WCCP2_REMOVAL_QUERY nessage to
it. The target Service G oup nenber should respond by sending a
series of three identical unicast WCCP2_HERE | _AM nessages to the
router, each separated by a tine interval of 0.1 * TRANSMT_T.

If a router does not receive a WCCP2_HERE | AM nessage from a Service
Group nmenber during a time period of 3 * TIMEQUT BASE T it will

consi der the menber to be unusable and renobve it fromthe Service

G oup. The web-cache will no | onger appear in the Router View Info
Conponent of the WCCP2 | SEE YOU nessage. The web-cache will al so be
purged fromthe assignnent data for the Service G oup.
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3.15. Sendi ng additional WCCP2_HERE | _AM nessages

If a web-cache does not receive a WCCP2_| _SEE YQU nmessage from a
router in response to a uni cast WCCP2_HERE | _AM nessage after a tine
period of 0.5 * TRANSM T_T has el apsed, the web-cache nay optionally
choose to transmt a new WCCP2_HERE | AM nessage at this nonent
instead of waiting for a full TRANSMT_T time interval to el apse.

This action is permtted only if, in response to the previous
WCCP2_HERE | _AM nessage unicast to the router, the web-cache
successfully received a WCCP2_| _SEE YQU nessage fromthe router in
whi ch the web-cache appeared in the Router View Info Conponent of the
nmessage.

The web-cache may continue transmtting WCCP2_HERE | _AM nessages at
time intervals of 0.5 * TRANSMT_T until a WCCP2_| SEE YQU nessage i s
received fromthe router, or until a total of 6 WCCP2 HERE | AM
messages have been transnmitted since the |ast WCCP2 | SEE YOU nessage
was received.

3.16. Command and Status |Infornmation

WCCP V2 includes a nmechanismto all ow web-caches to send conmmands to
routers within a service group. The same nmechani sm can be used by
the routers to provide status information to web-caches.

The nmechanismis inplenented by the Conmand Extensi on Conponent.
This conmponent is included in the WCCP2_HERE | _AM nessage from a web-
cache passing comands to routers in a Service G oup.

If a router needs to send status information back to a web-cache it

will include a command in the Conmand Extension Conponent within its
own WCCP2_| _SEE YQU message. That command will indicate the type of
status information being carried.
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4. Protocol Messages
4.1. Overview

Each WCCP protocol nessage is carried within a UDP packet with source
and destination ports of 2048. Every WCCP message begins with a
fixed-1ength 8-octet header, followed by a nunber of additiona

vari abl e-1 engt h conmponent s.

The WCCP header specifies the nessage type, the najor and m nor
protocol version nunbers, and the | ength of the renmi nder of the
message. Any contents of the UDP packet extending beyond this
speci fi ed message | ength nmust be ignored.

There are four WCCP V2 message types:

Here | Am

| See You

Redi rect Assign
Renoval Query

* 0 X X

Messages with a header containing an unrecogni sed type or the

i ncorrect major version nunber nust be ignored. Note that nessages
containing the correct mgjor version nunber but an unrecogni sed m nor
versi on nunmber should continue to be processed.

Every conponent foll owi ng the WCCP header conforms to a Type-Length-
Value (TLV) format. Each conponent begins with a 2-octet type
followed by a 2-octet Iength. The Iength specifies the nunber of
octets remai ning within the conponent followi ng the length field.
The specified length must be a multiple of 4 octets. Padding is

al l oned within each conponent, but no padding is all owed between
components, therefore the length of a conponent nust correctly
specify the offset to the begi nning of the subsequent conponent.

The type of a conponent specifies the format of the data it contains.
If the conmponent type is not recognised by the receiver, the nunber
of followi ng octets specified in the length field nust be ignored and
message processing should resune at the begi nning of the next
conponent .

Sone conponents contain nested el ements which also conformto a TLV

format. In general, when the type of a nested TLV elenent is
unrecogni sed, only the smallest unrecogni sed el enent shoul d be
i gnor ed.

If the length of a conponent extends beyond the end of the WCCP
message (as specified in the WCCP header), the whol e conponent nust
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be i gnored.

If a nessage contains multiple conponents of the same type and only a
singl e conponent of that type is expected, the first el enent of that
type shoul d be processed nornally and any subsequent el enments of the
same type shoul d be ignored.

In general, receivers should be tol erant of unexpected conponents and
el ements within a nmessage, being mndful of the fact that the
protocol is extensible. Protocol extensions nmay be added with or

wi thout a minor version increnent, depending on the nature of the

ext ensi on.
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4.2. ’'Here | Am Message

A "Here | Anmi nmessage contains the foll ow ng conponents:

T voor Vessage teader T )
T ety Tt commenent T )
T v e e commenent T )
" veb. Cache 1dentity Info Component |
T veb. cashe Vi ew 1nfo commenent 1
| Gapabi 111y 1nfo Component (optional) |
| Gonmand Bt enei on Component. (opt] onel )|
" nddr ess Tabl ¢ component (ontional)
o e e e e e e e e e e e e e e e e a oo - +
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4.3. 1 See You' Message
An "1 See You' nessage contains the follow ng conmponents:
o e mmmmmemaaaon +
| WCCP Message Header |
| security info component )
| service info component )
| Router Identity Info component |
| Router View info component )
o m m e e e e e e e e e eem e eaao - +

Assi gnnent Map Conponent (optional)
OoR

Al ternate Assignnent Map Conponent

(optional)
o m e e e e e e e e e e e e e e e e e e o +
| Capability Info Conponent (optional) |
o e e e e e e e e e e m e ao- - +
| Command Ext ensi on Conponent (optional)]|
o m m e e e e e e e e e e e e eaao o +
| Address Tabl e Component (optional) |
o m e e e e e e e e e e e e e e e e e e o +
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4.6. WCCP Message Header

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

I Type I
i e e R e s o i e R R S ih ik i SE SR SR S S
| Ver si on | Mnor Version | Lengt h |

i T S S S e T o S S ety S S SER S S S

Type

I ndicates the type of the WCCP nessage. The followi ng types are
def i ned:

Ox0A - WCCP2_ HERE | _AM (10)

0x0B - WCCP2 | _SEE YQU (11)

0x0C - WCCP2_REDI RECT_ASSI CGN (12)

0x0D - WCCP2_REMOVAL _QUERY (13)
Ver si on

I ndi cates the protocol version required to process the nessage.
The val ue defined by this docunent is:

0x02 - WCCP V2

M nor Version
I ndicates a minor revision |l evel of the protocol that the sender
supports and whi ch the nmessage conforms to. The use of different
protocol revision levels is described in Section 3.4. The val ues

defined by the current revision of this document are:

0x00 - Protocol Version 2.00
0x01 - Protocol Version 2.01

Lengt h

Length of the WCCP nessage not including the WCCP Message Header.
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4.7. Miltiple Address fanily support

By default, network addresses used within the protocol are |Pv4
addresses. However, with protocol version 2.01, alternative address
fam lies can be used whenever the optional address table conponent is
present in a protocol nessage

Al'l addresses and address masks used within a protocol nessage are
referenced via a 4-octet address element. This elenent can contain:

* the special value of 0 indicating an unspecified address, or
* an | Pv4 address or nask, or
* the value of an address index.

The address index is an indirect reference to an address or mask
entry within the address tabl e conponent which is contained within
the sane protocol nessage. Address indices are nunbered from1
upwar ds.

If an address table conmponent is present in a nmessage, every address
el ement within the nessage contains either an address index or an
unspeci fi ed address.

When a WCCP nessage has a protocol version of 2.01, the correct
interpretation of each non-zero address el enent requires know edge of
the presence of an address table conponent. Therefore, there is a
requirenent to check for the existence of an address table conmponent
before attenpting to interpret any non-zero address elenents within

t he nessage.

If an address table conmponent is not present in a nmessage, every

address elenent within the nessage contains an | Pv4 address or nask
Address tables are not permtted when the protocol version is 2.00.
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4.7.1. Messages w thout an address table component

VWhen an address table conponent is not present, every network address
(or mask) within the protocol nessage is specified as foll ows:

Addr ess El enent :

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| | Pv4 Address (or mask) |
R i T I e T S S e S TR S T e i I S e S e e e e o o

4.7.2. Messages with an address tabl e component

When an address table conponent is present in a protocol nessage,
every address el enent within the sane nessage is specified as
fol | ows:

Addr ess El enent:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Reserved | Addr ess | ndex |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Reser ved
Must be zero
Addr ess | ndex

An index into the list of network addresses provided in the
address tabl e conponent defined in Section 5.1.5. The first
address in the table is referenced using index 1, the second
address is referenced using index 2, and so on. Address indices
that would fall beyond the Iength of the address table component
are invalid. A value of 0 is special and will be interpreted as
an unspecified address (or an address mask with no bits set).
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Each WCCP nessage conprises a WCCP Message Header followed by a
nunber of nmessage conponents, sonme of which have a variable | ength.
The defi ned conponents are:

LR I S T T T . N

Security Info

Service Info
Capabilities Info
Command Ext ensi on

Addr ess Tabl e

Web- Cache ldentify Info
Web- Cache View Info
Router ldentity Info
Router View Info

Assi gnnent Map

Al ternate Assignnent Mp
Assi gnment Info

Al ternate Assignnent
Router Query Info

Not e that conponents are padded to align on a 4-octet boundary. Each
conponent has a 4-octet header specifying the conponent type and

I ength. The length value d
header .

oes not include the 4-octet conponent

Expi res February 3, 2013 [ Page 40]



I nternet-Draft WCCP V2 Rev 1 August 2012

5.1. Comnponents used in nultiple message types
5.1.1. Security Info Component

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Security Option |
i I i S s S S i S N SR S
| Security I nplenentation |
I : I
I I
| |
+- +

i S i S T T S S e it S S S S S S S

Type
0x00 - WCCP2_SECURI TY_I NFO (0)
Length

Length of the remainder of the conponent.
Security Option
The currently defined val ues are:

0x00 - WOCP2_NO_SECURI TY
0x01 - WCCP2_MD5_SECURI TY

Security I nplenmentation

If Security Option has the value WCCP2_NO SECURITY this field is
not present. |f Security Option has the val ue WCCP2_MD5 SECURI TY
this is a 16-octet field containing the MD5 [ RFC1321] checksum of
the WCCP message and the Service Group password. The maxi num
password length is 8 octets.

Prior to calculating the MD5 checksumthe password shoul d be
padded out to 8 octets with trailing zeros and the Security

I mpl enentation field of the Security Option set to zero. The M5
checksumis cal cul ated using the 8-octet padded password fol |l owed
by the WCCP nessage (including the WCCP Message Header).
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5.1.2. Service Info Conmponent

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Length |
i e e i e T S L ok o i oI SR R S S
| Service Type | Service ID | Priority | Pr ot ocol |
B i s T T i i o S o T Ji I
| Servi ce Fl ags |
e L o i e e e  l th o i R SR
| Port 1 | Port 2 |
i e e R e s o i e e b i S I N S T
| Port 3 | Port 4 |
B i s T T i i o S o T Ji I
| Port 5 | Port 6 |
e L o i e e R th o i R S
| Port 7 | Port 8 I
i e e R e s o i e e b i S I N S T

Type
0x01 - WCCP2_SERVI CE_I NFO (1)
Lengt h
Length of the remainder of the conponent.
Servi ce Type
The foll owi ng service types are currently defined:
0x00 - WCCP2_SERVI CE_STANDARD
The service is a well known service and is described by the
Service ID. Al service definition fields other than Service
I D shoul d be zero.

0x01 - WCCP2_SERVI CE_DYNAM C

The service is a dynamic service as is defined by the Protocol,
Service Flags and Port fields.
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Service ID

The service nunber which, in conbination with the service type,
uniquely identifies the service group. For services of type
WCCP2_SERVI CE DYNAM C, all values fromO to 255 inclusive are
valid. For services of type WCCP2_ SERVI CE STANDARD, a single
service nunber is currently defined:

0x00 - HITP (Protocol: TCP, Destination Port: 80)
Priority

Service priority. The lowest priority is 0, the highest is 255
Packets for redirection are matched agai nst Services in priority
order, highest first. Well known services have a priority of 240.

Pr ot ocol

I P protocol identifier. The protocol type of traffic to be
redirected. A value of 0 indicates that all protocol types should
be redirected, unless the "Redirect Only Protocol 0" flag is set
(in which case only protocol 0 would be redirected).

Servi ce Fl ags

0x0001 - Source | P Hash

0x0002 - Destination |IP Hash

0x0004 - Source Port Hash

0x0008 - Destination Port Hash

0x0010 - Ports Defined

0x0020 - Ports Source

0x0040 - Redirect Only Protocol O (* see note)
0x0100 - Source IP Alternative Hash

0x0200 - Destination I[P Alternative Hash
0x0400 - Source Port Alternative Hash
0x0800 - Destination Port Alternative Hash

(* - requires mnimum protocol version 2.01)

The primary hash flags (Source | P Hash, Destination |IP Hash,
Source Port Hash, Destination Port Hash) determ ne which protoco
header fields of a packet will be hashed to yield the Redirection
Hash Tabl e primary bucket index. The hash index is constructed by
XORi ng each octet of the appropriate fields fromthe packet

header. The hash index is a single octet and has an initial value
of zero.
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If alternative hashing has been enabled for the primary bucket
(see the bucket definition in Section 6.5), the alternate hash
flags (Source IP Alternative Hash, Destination IP Alternative
Hash, Source Port Alternative Hash, Destination Port Alternative
Hash) determ ne which protocol header fields of a packet will be
hashed to yield a secondary bucket index. The secondary hash
index is constructed by XORi ng each octet of the appropriate
fields fromthe packet header. The secondary hash index is a
single octet and has an initial value of zero.

The primary hash flags and alternate hash flags are valid only
when the service group uses hash assignment, in which case at

| east one primary hash flag and one secondary hash flag nust be
set.

Port 1 -> Port 8

A list of UDP or TCP port nunbers. The port list is active only
if the service protocol is set to UDP or TCP and the service flag
"Ports Defined" is set.

If the "Ports Source" flag is set the port information refers to
the source port within a packet to be redirected, if clear the
port information refers to the destination port within a packet to
be redirected. Wen the list is active, a packet can be
redirected only if it uses one of the port nunbers contained in
this list.

If Iess than eight ports are specified, the list is ternm nated

with a port value of zero, in which case subsequent entries in the
list are ignored.
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5.1.3. Capabilities Info Conponent

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Length |
I i I e i S L ek i SR N SRR S
| Capability Elenent 1 |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
I
I

T S I T i i S o e T i I S i e S
| Capability Elenent n |
s i S e i i T s S S T ol ST S e e

Type

0x08 - WOCP2_CAPABI LI TY_I NFO (8)
Lengt h

Length of the remainder of the conponent.
Capability Element 1 -> Capability El enent n

El ements in TLV-format each describing a router or web-cache
capability. Each elenment is defined in Section 6.11.
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5.1.4. Command Ext ensi on Component

0 1 2 3

01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Length |
I i I e i S L ek i SR N SRR S
| Conmand El emrent 1 |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

T S I T i i S o e T i I S i e S
| Conmmand El enent n |
s i S e i i T s S S T ol ST S e e

Type

OXOF - WCCP2_COMMAND EXTENSI ON ( 15)
Lengt h

Length of the remainder of the conponent.
Command El enent 1 -> Conmmand El enent n

El ements in TLV-format each containing a router or web-cache
conmmand. Each elenent is defined in Section 6.12.
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5.1.5. Address Tabl e Conponent

This component is valid fromprotocol version 2.01. It provides a
list of network addresses that are referenced within the WCCP
message. References to these addresses are nade via address el enents
wi thin other WCCP nessage conponents. The referenci ng address
element is defined in Section 4.7.2.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Lengt h |
i e e i e T S L ok o i oI SR R S S
Address Family ldentifier | Address Length |

i T o T i e S S S i S e S
Nunmber of Addresses |

e b T S i i S S S S e e s S i T T i S S
Address 1

T T S S S

|

+-

|

+-

|

| .

Fo e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e
|

|

|

+_ -
| Address n

|
+-

I
I
+
|
I
I
+
|
I ih T S I S S S :I-— B i T S S S s
Type
0x11 - WCCP2_ADDRESS TABLE (17)
Length
Length of the remainder of the conponent.
Address Family ldentifier
I ndicates the address famly of all network addresses within the
table. The values are defined by the Internet Assigned Nunbers
Authority (1 ANA) Address Fanmi|ly Nunbers registry [| ANA- AF].
Rel evant val ues i ncl ude:
0x02 - 1P version 6 (IPv6)
As | Pv4 addresses can be specified directly within a WCCP nessage

wi thout requiring an address table, the use of an |IPv4 address
table i s unnecessary and therefore strongly discouraged.
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Address Length

The length in octets of each entry within the Iist of network
addresses. The length of each entry nust be a multiple of 4
octets. If this length is |arger than the natural size of an
address of the given address fanmily, excess trailing octets in
each entry should be set to zero by the sender and ignored by the
receiver.

Nunber of Addresses
The nunber of addresses (n) contained within the following Iist.
Address 1 -> Address n
A list of network addresses that can be referenced via their index
inthis list. The first address is referenced using index 1 and

the | ast address is referenced using index n, providing a |ist of
n addr esses.
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5.2. ’'Here | Ami nessage conponents

The foll owi ng sub-sections describe conponents used only in ' Here
Ami nessages

5.2.1. Wb-Cache ldentity Info Conponent

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Lengt h |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Web- Cache ldentity El ement |
I : I

T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
Type

0x03 - WCCP2_WC | D_I NFO (3)
Length

Length of the remainder of the conponent.

Web- Cache ldentity El ement

An el enent indicating the web-cache I P address and its redirection
assignnents. The elenent is defined in Section 6. 4.
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5.2.2. \Wb-Cache View I nfo Conponent
Thi s component represents a web-cache’s view of the Service G oup.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Lengt h |
B i s T T i i o S o T Ji I
| Change Nunber |
e L i i e e S ik ik I R S S
| Nunber of Routers |
i e e R e o o e i ol S N B S

Router ldentity Elenment 1

i S T S S T i S S S it Sl S S S S

i e e o i o S S S  ath S SN N NI SRR
Router ldentity Element n

I I
| |
+- -+
I I
I I
+- -+
I I
| : |
B T S i T s i i e e SEI S
| Nunber of Web-Caches |
R i T I e T S S e S TR S T e i I S e S e e e e o o
I

+-

|

I

+-

I

+-

Web- Cache Address El ement 1 |
e T T e T s s e T S S o S I T st sl e S

I S i T T i S S i i S S S T
Web- Cache Address El ement m |
R e i i i i i T T R R R T S S S SR SR SR S S S S i S

Type
0x05 - WCCP2_WC_ VI EW.I NFO (5)
Lengt h
Length of the remainder of the conponent.
Change Number
A val ue increnented each tinme there is a change in the view
Nunber of Routers

The nunber of routers (n) in the Service G oup.
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Router ldentity Elenent 1 -> Router Ildentity Elenent n
El ements indicating the identifying I P address for each router in
the Service Group and the | ast "Receive I D" obtained from each.
Each el enent is defined in Section 6. 1.

Nunber of Web- Caches
The nunber of web-caches (m in the Service G oup.

Wb- Cache Address El enent 1 -> Web-Cache Address El enent m
El ements indicating the web-cache I P addresses learnt from

WCCP2_| _SEE YQU nessages. Each address elenment is defined in
Section 4.7.
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5.3. 'l See You' nessage conponents

The foll owi ng sub-sections describe conponents used only in | See
You' messages.

5.3.1. Router ldentity Info Conponent

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Lengt h |
I S i o T s S S S e s s T
Router ldentity El enment |

B i s T T i i o S o T Ji I
| Sent To Address El enent |
e L o i e S  th o i R S
| Nunber Recei ved From |
i e e R e o o e i ol S N B S
| Recei ved From Address El enment 1 |
B i s T T i i o S o T Ji I
+-
+-

T S S e it S S S S S s S DU S S i S

Recei ved From Address El enent n |
i T o T i e S S S i S e S

Type
0x02 - WOCP2_ROUTER | D_I NFO (2)
Length
Length of the remainder of the conponent.
Router ldentity El enment
El ement indicating the router’s identifying | P address and
"Receive ID'. The identifying |IP address nmust be a valid,

reachabl e address for the router. The elenment is defined in
Section 6. 1.
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Sent To Address El enent

Ildentifies the IP address to which the target web-cache sent the
WCCP2_HERE | _AM nessage. Wen this conponent is present in a
uni cast WCCP2 | SEE YQU nessage, this elenent identifies the IP
address that the target web-cache used. Wen present in a

mul ticast WCCP2_| _SEE YOU message, this elenent identifies the
Service Group multicast address. The address elenent is defined
in Section 4.7.

Nunber Recei ved From
The nunber of web-caches (n) to which this nessage is directed.
When using nulticast addressing it may be | ess than the nunber of
web-caches which actually see the nessage.

Recei ved From Address Element 1 -> Received From Address El enent n
El ements identifying the | P addresses of web-caches to which this
message is directed. When using nulticast addressing it may be a

subset of the web-caches which actually see the nessage. Each
address elenment is defined in Section 4.7.
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5.3.2. Router View Info Conponent

Thi s component

0

1 2

August 2012

represents a router’s view of the Service G oup.

3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

Type | Lengt h

i T S S S e T S S S T s S Sl SR S S RS

Menber Change Nunber

T T S i i S SIS S S R S T e S

I i S S T o S S e e e e i S i S S

Assi gnment Key El ement

Nunber of Routers

I T S s e S S i S A S S R SR S

Router I D Address El enent 1

T S I T

I T S s e S S i S A S S R SR S

Router | D Address El enent n

Nurmber of Web- Caches

I i S S T o S S e e e e i S i S S

T T i e S T

i T S T S T AT S S S S e S

T S S T

Type

Web- Cache ldentity El ement 1

Web- Cache Identity Elenment m

I

I
+-
I
+-
I
+-
I

I

I
+-
I
T T S S e e i S S U S S AR Tk ok e
I
+-
I

I
+-
I

I

I
+-
I

I
+-

0x04 - WCCP2_RTR VI EW | NFO ( 4)

Lengt h

Length of the remainder of the conponent.
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Menber Change Number

A value increnented each tine there is a change in the Service
G oup nenbershi p.

Assi gnment Key El ement
The Assignment Key El enent received in the nost recent valid
WCCP2_REDI RECT_ASSI GNVENT nessage. This is used by the designated
web-cache to verify that an assignnent has been accepted by the
router and that the assignnment renmains active. The elenment is
defined in Section 6. 3.

Nunber of Routers
The nunber of routers (n) in the Service G oup.

Router I D Address Element 1 -> Router |D Address El enent n
El ements identifying the Router IDs of routers in the Service
G oup. The list is constructed fromrouters reported by web-
caches via WCCP2_HERE | _AM nessages. Note that a router does not
include itself in the list unless it has al so been reported via a
WCCP2_HERE | AM nessage. Each elenent is defined in Section 4.7.

Nunmber of Web-Caches
The nunber of useabl e web-caches (m in the Service G oup.

Web- Cache ldentity Element 1 -> Wb-Cache ldentity Elenent m
Web- Cache ldentity El ements of the useabl e web-caches in the
Service Group. This list contains web-caches that have sent the

router a WCCP2_ HERE | _AM nessage with a valid "Receive I D' and
conpatible capabilities. Each elenent is defined in Section 6. 4.
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5.3.3. Assignnent Map Conponent

Thi s component can only be used with Service G oups using nmask
assi gnnent .

+ P
+Oor

+ N

1

+ W
+ B
+ o1
+ o
+ON

9 12345
e

+ OWw

789 567829 1
- -t - - e o

78 234
- - +- S S
Type Length
Bl o T R ik st T o e b i T o S S e S it eI
Mask/ Val ue Set Li st |

N kL p e SR S T R S S S R

- + O

+
|

+——+—+00

Type
OXOE - WCCP2_ASSI GNVENT_MAP ( 14)
Lengt h
Length of the remainder of the conponent.
Mask/ Val ue Set Li st
A list of mask/value sets. The list is defined in Section 6.13.
5.3.4. Alternate Assignnment Map Conponent
This conmponent is valid fromprotocol version 2.01.
0 1 2 3

01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Lengt h |
i i i T i I S i e s o o i i
| Assi gnnent Type | Assi gnnent Length |

i e e R et o S i ki ol I N S T
Assi gnnment Body

I I
| |
I : I
i el i e S e i e el it T T TR i SR S e e S T T ol it SR N
Type

0x10 - WCCP2_ALT_ASSI GNVENT_MAP (16)
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Lengt h
Length of the remainder of the conponent.

Assi gnnent Type

I ndicates the format of Assignment Body. The currently defined
val ues are:

0x00 - WCCP2_HASH_ASSI GNVENT

0x01 - WCCP2_MASK_ASSI GNVENT

0x02 - WCCP2_ALT_MASK_ASSI GNMVENT
Assi gnnent Length

Length of the remainder of the conponent (Assignnent Body).
Assi gnnment Body

The format of Assignnment Body is specified by the val ue of
Assi gnnment Type, as foll ows:

WCCP2_HASH_ASSI GNIVENT:

Hash Buckets Assignment El ement (Section 6.5)
WCCP2_ MASK_ASSI GNVENT:

Mask/ Val ue Set List (Section 6.13)
WCCP2_ALT_MASK_ASSI GNVENT:

Al ternate Mask/Val ue Set List (Section 6.17)
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5.4. ’'Redirect Assign’ nessage components

The foll owi ng sub-sections describe conponents used only in ' Redirect
Assi gn’ nessages.

5.4.1. Assignnent |Info Conponent

Thi s component can only be used with Service G oups using hash
assi gnnent .

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type | Lengt h |
B i s T T i i o S o T Ji I
Assi gnnent Key El enent |

R s i o e i ol S e S e T ik ik T S e T S T S
Nunber of Routers |

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
Rout er Assi gnnent El enent 1

T T i e S T

B i I I e ik s (T I TR S I S S S S T I i (T T S I SR S
Rout er Assi gnnent El enent n

T T i e S T

I
I
+-
I
+-
I
I
+-
I
I
+-
I
I
+-
| Hash Buckets Assignnment El enent
I

+-

|
I
+
I
I
+
|
I
+
I
I
+

I S S i S I i S +.- I O iD i A ST S S S S S
Type
0x06 - WCCP2_REDI RECT_ASSI GNVENT ( 6)
Lengt h
Length of the remainder of the conponent.
Assi gnment Key El ement
The desi gnat ed web-cache expects this element to be returned by a

router in subsequent WCCP2_ | _SEE YOU nmessages. The element is
defined in Section 6.3.
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Nunber of Routers
The nunber of routers (n) reachable by the designated web-cache.
Rout er Assi gnnent El enent 1 -> Router Assignnent El enent n

El ements indicating the identifying | P address, "Receive ID' and
"Change Number" for each router. Each elenment is defined in
Section 6. 2.

Hash Buckets Assignnent El enent

A list of web-caches and hash bucket assignnments. The elenent is
defined in Section 6.5.
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5.4.2. Alternate Assignment Component

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Lengt h |
i e e i e T S L ok o i oI SR R S S
| Assi gnnent Type | Assi gnnent Length |

B i s T T i i o S o T Ji I
Assi gnnent Key El enent |

R s i o e i ol S e S e T ik ik T S e T S T S
Nunber of Routers
B i I R e b i T S T I R S e R s si s o TR e
Rout er Assi gnnent El enent 1

T T i e S T

B i I R e b i T S T I R S e R s si s o TR e
Rout er Assi gnnent El enent n

T T i e S T

I

I
+-
I
+-
I

I
+-
I

I
+-
I

I
+-
| Assi gnnment Body
| .

I

+-

I
+
|
I
+
I
I
+
|
I
+
I
I
I
+

T S S i i S S S :I-— T S S i i S S S
Type
0x0OD - WCCP2_ALT_ASSI GNVENT (13)
Length
Length of the remainder of the conponent.
Assi gnnent Type

I ndicates the format of Assignnment Body. The currently defined
val ues are:

0x00 - WCCP2_HASH_ASSI GNVENT
0x01 - WCCP2_NMASK_ASSI GNVENT
0x02 - WCCP2_ALT_MASK_ASSI GNVENT (* see note)

(* - requires mninmum protocol version 2.01)
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Assi gnment Length

Length of the remai nder of the conmponent (from Assignment Key
El ement onwards).

Assi gnment Key El ement
The desi gnat ed web-cache expects this element to be returned by a
router in subsequent WCCP2_ | _SEE YOU nmessages. The element is
defined in Section 6.3.

Nunber of Routers
The nunber of routers (n) reachable by the designhated web-cache.

Rout er Assi gnnent El enent 1 -> Router Assignnent El enent n
El ements indicating the router |ID address, "Receive ID' and
"Change Number" for each router. Each elenment is defined in
Section 6. 2.

Assi gnnment Body

The format of Assignnment Body is specified by the value of
Assi gnnent Type, as foll ows:

WCCP2_HASH_ASSI GNVENT:
Hash Buckets Assignnment El enent (Section 6.5)
WCCP2_MASK_ASSI GNVENT:
Mask/ Val ue Set List (Section 6.13)
WCCP2_ALT_MASK_ASSI GNVENT:

Al ternate Mask/Value Set List (Section 6.17)
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5.5. ’"Renpval Query’ nessage conponents

The foll owi ng sub-section describes a conponent used only in ’Renoval
Query’ messages.

5.5.1. Router Query Info Conponent

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Lengt h |
I S i o T s S S S e s s T
Router ldentity El enment |

I

!l-— i T o T i e S S S i S e S
| Sent To Address El enent |
R e s T o T S R El ok i R e e S S e o o s
| Tar get Address El enent |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Type

0x07 - WCCP2_QUERY_I NFO (7)
Lengt h

Length of the remainder of the conponent.
Router ldentity El enent

El ement indicating the router’s identifying | P address and

"Receive ID'. The identifying |IP address must be a valid,
reachabl e address for the router. The elenent is defined in
Section 6. 1.

Sent To Address El enent
Indicates the | P address to which the target web-cache sent its
| ast received WCCP2_HERE | _AM nessage. This will be the multicast
address if the web-cache is multicasting its WCCP2 HERE | _AM
messages. The address elenment is defined in Section 4.7.

Target Address El enent

Indicates the identifying | P address of the web-cache being
queried. The address elenent is defined in Section 4.7.
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6. Message El enents

The foll owi ng sub-sections describe the nessage el ements used within
WCCP nmessage conponents.

6.1. Router ldentity El enent

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Rout er | D Address El enent |
I S i o T s S S S e s s T
| Receive ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Rout er | D Address El enment
Indicates the router’s identifying |P address. The identifying IP
address nmust be a valid I P address by which the router is
reachable. The address elenment is defined in Section 4.7.

Receive ID
A nunber maintained by the router for each Service Goup. It is
incremented each time the router sends a WCCP protocol nessage

that includes a Router ldentity Info Conmponent. A router’s
Receive ID will never be zero.
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6.2. Router Assignnment El enent

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
| Router Identity Element |

i T s i o S i i S R I S I S S S M
| Change Nunber |
B T S i T s i i e e SEI S

Router ldentity Elenent

Indicates the router’s identifying | P address and the | ast Receive
ID obtained fromit. The element is defined in Section 6.1. A
router will ignore an assignnent if the Receive IDis invalid.

Change Number

Last Menber Change Nunber received fromthe router identified by
the Router ldentity Element. A router will ignore an assignnent
i f Change Nunber is invalid.

6.3. Assignment Key El enent
This el emrent uniquely identifies a particul ar assignment.

0 1 2 3

01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Key Address El enent |
i T s i o S i i S R I S I S S S M
| Key Change Nunber |
B T S i T s i i e e SEI S

Key Address El enent

Indicates the identifying | P address of the designhated web-cache.
The address elenment is defined in Section 4.7.

Key Change Nunber
A nunber maintai ned by the designated web-cache. It is

incremented by the designated web-cache each time a change i s nade
to the assignnents for a Service G oup.
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6.4. \Wb-Cache ldentity El enent

0

1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

Web- Cache Address El enment |

I T S S S e S S S S S Sup S Sup S S S

Reserved | Fl ags |

i T S S S T o S e S S s S S SEp S S S

I
I
I
+-

T S S S T S i S T S U A

Assi gnnent Dat a

I
I
I
+

Web- Cache Address El enent

I ndicates the identifying | P address of the web-cache. This nust
be a valid | P address by which the web-cache is reachable. The
address elenent is defined in Section 4.7.

Reserved

Must be zero.

Fl ags

Bit 0 (Ubit):

If set, this bit indicates that the web-cache does not have an
assignnent in the current Service Group assignhnments and that
the assignment data which follows is historical. Historical
data may be used by the designated web-cache to re-assign the
same assignnment entries to a web-cache that left and
subsequently rejoined a Service G oup.

Bit 1 & bit 2 (Type bits):

McLaggan

Two bits indicating the format of the Assignment Data el enent
imedi ately followi ng. The neaning of the bit settings are
shown in the follow ng table:

Bit 1 Bit 2 Meani ng
0 0 Hash Assi gnnent
1 0 Mask Assi gnnent
0 1 No Assi gnnent (* see note)
1 1 Ext ended Assignnent (* see note)
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(* - requires mninmm protocol version 2.01)

Bit 3 (V bit):
If set, this bit indicates that the protocol version nunber in
the nmessage header is the m ni mum versi on supported by the web-
cache. Oherwise, if clear, this bit indicates that the
protocol version nunmber in the nmessage header is the maxi num
versi on supported by the web-cache. This is used as part of
the protocol version negotiation (see Section 3.4).

Bits 4 to 15:
Reserved, nust be zero.

Assi gnnent Dat a

The format of Assignment Data is specified by the setting of the
Type bits within the Flags field, as foll ows:

Hash Assi gnnent:

Hash Assignnment Data El enent (Section 6.6)
Mask Assi gnment:

Mask Assignment Data El enment (Section 6.7)
No Assi gnnent:

The Assignnent Data field is not present.
Ext ended Assi gnnent:

Ext ended Assignnent Data El enent (Section 6.10)
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Hash Buckets Assi gnment El enment

1 2 3

01234567890123456789012345678901

+-

+-

+-

I
I
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I
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I
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I
I
+-
I
+-

i i T S i T e i S
Nunber of Web- Caches |

T o e i e S e e R b ok ok b NI T R
Web- Cache Address El enent 0 |

i T o T i e S S S i S e S

R s i o e i ol S e S e T ik ik T S e T S T S
Web- Cache Address El enent (n-1) |

R i i I e R e I T T il ik o ST TR S R R R TR S T TR i N
Bucket O | Bucket 1 | Bucket 2 | Bucket 3 |
T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

T o e i e S e e R b ok ok b NI T R
Bucket 252 | Bucket 253 | Bucket 254 | Bucket 255 |
i T o T i e S S S i S e S

Nurmber of Web- Caches

The nunber of useabl e web-caches (n) in the Service Group seen by
all routers.

Web- Cache Address Elenent 0 -> Web-Cache Address El enent (n-1)

El ements indicating the | P addresses of the useabl e web-caches in
the Service Group. The position of a web-cache in this list is
the web-cache index. The first entry in the list has an index of
0. Each address elenment is defined in Section 4.7.

Bucket 0 -> Bucket 255

Contents of the Redirection Hash Table. The content of each
bucket is a web-cache index value in the range 0 to 31. |If set,
the "A" flag indicates that alternative hashing should be used for
this web-cache. The special value OxFF indicates that no web-
cache has been assigned to the bucket.

01234567
i S e T o
| | ndex | Al
i ok It S S R R
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6.6. Hash Assignnent Data El enent

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Bucket Bl ock O |
i e e R e o o e i ol S N B S
| Bucket Block 1 |
B i s T T i i o S o T Ji I
| Bucket Bl ock 2 |
e L o i e S  th o i R S
| Bucket Bl ock 3 |
i e e R e o o e i ol S N B S
| Bucket Bl ock 4 |
B i s T T i i o S o T Ji I
| Bucket Bl ock 5 |
e L o i e S  th o i R S
| Bucket Bl ock 6 |
i e e R e o o e i ol S N B S
| Bucket Bl ock 7 |
B i s T T i i o S o T Ji I
| Assi gnment Wi ght and Status El enent |
e L o i T e e i s h o i SR S S

Bucket Bl ock 0 -> Bucket Bl ock 7

A 256-bit vector. A set bit indicates that the correspondi ng
Redi recti on Hash Tabl e bucket is assigned to this web-cache.

Assi gnment Wi ght and Status El enent
This el ement may be used to indicate to the designated web-cache

how new assi gnments shoul d be made. The elenent is defined in
Section 6.9.
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6.7. Mask Assignnment Data El enent

0 1 2 3

01234567890123456789012345678901
B S T i s T S S S R S i ik Tk I I N R S S S i e
| Mask/ Val ue Set Li st |
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| Assi gnnent Wei ght and Status El enent |
el i I e i it T e e e e i i T o S e e S e T R R

Mask/ Val ue Set Li st
A list of mask/value sets. The list is defined in Section 6.13.
Assi gnnent Wei ght and Status El enent

This el ement may be used to indicate to the designated web-cache
how new assi gnments shoul d be made. The elenent is defined in
Section 6.9.

6.8. Alternate Mask Assignnment Data El enent

This el ement provides a nore conpact representation of mask

assi gnnent data than the Mask Assignment Data Elenment. The Alternate
Mask Assignment Data El ement should be used in preference to the Msk
Assi gnnent Data El enent whenever possi bl e.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Al ternate Mask/Val ue Set Li st |
| : |

B T S i T s i i e e SEI S
| Assi gnnent Wei ght and Status El enent |
T i I L i i SR S S S S S ok T
Al t ernate Mask/Val ue Set Li st

A list of alternate mask/value sets. The list is defined in
Section 6.17.

Assi gnment Wi ght and Status El enent
This el emrent may be used to indicate to the designated web-cache

how new assi gnnents shoul d be nade. The elenent is defined in
Section 6.9.
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6.9. Assignnent Weight and Status El enent

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Assi gnnent Wi ght | Assi gnnent St at us |
R et e s i o e s i i

Assi gnnent Wi ght

May be used to indicate to the designated web-cache how new

assi gnnents should be nade. This information is generated by each
web- cache to be associated with its identity information. It is
received, stored and distributed by a router w thout nodification.

Assi gnnent St at us

May be used to indicate to the designated web-cache how new

assi gnnents should be nade. This information is generated by each
web-cache to be associated with its identity information. It is
recei ved, stored and distributed by a router w thout nodification.
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6. 10. Extended Assignnent Data El enent
0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type | Length |
I i I e i S L ek i SR N SRR S
Assi gnnent Dat a

I I
| |
I : I
i el i e S e i e el it T T TR i SR S e e S T T ol it SR N
Type

Indicates the format of Assignnment Data. The currently defined
val ues are:

0x00 - WCCP2_HASH ASSI GNVENT
0x01 - WCCP2_MASK_ ASSI GNVENT
0x02 - WCCP2_ALT_MASK_ ASS| GNVENT
0x03 - WCCP2_ASS| GNVENT_WEI GHT_STATUS
Length
Length of the remainder of the el enent (Assignnent Data).

Assi gnnent Dat a

The format of Assignment Data is specified by the value of Type,
as foll ows:

WCCP2_HASH_ASSI GNVENT:

Hash Assignnment Data El enment (Section 6.6)
WCCP2_VASK_ASSI GNVENT:

Mask Assignment Data El enment (Section 6.7)
WCCP2_ALT_MASK_ASSI GNVENT:

Al'ternate Mask Assignnent Data El ement (Section 6.8)
WCCP2_ASSI GNVENT _WEI GHT_STATUS:

Assi gnnent Wei ght and Status El enent (Section 6.9)
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6.11. Capability El enent

0 1 2 3

01234567890123456789012345678901
T T T A S T
| Type | Length |
T T S S e T S S T S S it i S S
| Val ue |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Type
Currently defined types are:
0x01 - WCCP2_FORWARDI NG_METHOD (Section 6.11.1)
0x02 - WCCP2_ASS| GNMVENT_METHOD (Section 6.11.2)
0x03 - WCCP2_PACKET_RETURN_METHOD (Section 6.11.3)
0x04 - WCCP2_TRANSM T_T (Section 6.11.4)
0x05 - WCCP2_TI MER_SCALE (Section 6.11.5)

Rout ers and web-caches nust ignore any Capability El ement which
has an unrecogni sed type.

Lengt h

The length in octets of the follow ng Capability El ement Val ue.
Val ue

The format and | ength of the Value field is determined by the

capability type. The follow ng sub-sections describe the fornat
of this field for each defined type.
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6.11.1. Capability Type WOCP2_FORWARDI NG METHOD

The Capability El ement Val ue contains a 32-bit bitmask indicating the
supported or sel ected forwardi ng methods. The currently defined
val ues are:

0x00000001 - WCCP2_FORWARDI NG _METHOD CGRE
0x00000002 - WCCP2_FORWARDI NG_METHCD L2

6.11.2. Capability Type WCCP2_ASSI GNVENT _METHCD
The Capability El enent Value contains a 32-bit bitnmask indicating the
supported or sel ected assignment nethods. The currently defined

val ues are:

0x00000001 - WCCP2_ASS| GNVENT _METHOD HASH
0x00000002 - WCCP2_ASS| GNEMNT_METHOD_MASK

6.11.3. Capability Type WCCP2_PACKET_RETURN_METHOD
The Capability El enment Val ue contains a 32-bit bitmask indicating the
supported or sel ected packet return nethods. The currently defined
val ues are:

0x00000001 - WOCP2_PACKET RETURN METHOD GRE
0x00000002 - WCCP2_PACKET RETURN_METHOD_L2
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6.11.4. Capability Type WOCP2_TRANSM T_T

The Capability Element Val ue contains two 16-bit val ues specifying
the supported or selected TRANSM T_T nessage interval in
mlliseconds. In a WCP2 | SEE YOU nessage, a router can advertise
either a range of permitted TRANSM T T values, or a single pernitted
TRANSM T_T value. In a WCCP2_HERE | _AM nessage, a web-cache can

sel ect only a single TRANSM T_T val ue.

When a single selected value is to be specified, the first 16-bit
value is zero and the second 16-bit value is the selected TRANSMT_T
message i nterval val ue:

0 1 2 3
01234567890123456789012345678901
T T i i Sl S S S SURV A S S S R A
| 0 | TRANSM T_T |
T S i e S S T S e A S S MU S g S

When a supported range of permtted values is to be specified, the
first 16-bit value contains the upper limt of the range and the
second 16-bit value contains the lower limt of the range:

0 1 2 3
01234567890123456789012345678901
i S T S S e e e T A I S s Sl i e o
| TRANSM T_T Upper Limt | TRANSM T_T Lower Limt |
i S T i S S T S AT S A A S S S

The default TRANSM T_T val ue is 10000 (10 seconds) and applies when
the WCCP2_TRANSM T_T capability is not present. The range of
supported val ues may be chosen by the inplenentation, but a mninmum
val ue of 500 and a maxi mum val ue of 60000 are suggested.

McLaggan Expi res February 3, 2013 [ Page 74]



I nternet-Draft WCCP V2 Rev 1 August 2012

6.11.5. Capability Type WOCP2_TI MER SCALE

The Capability Element Val ue contains four 8-bit val ues specifying
the supported or selected TI MEQUT _SCALE and RA Tl MER SCALE val ues.

In a WCCP2_ | SEE YQU nessage, a router can advertise either a range
of supported val ues for each paranmeter, or a single value for each
paraneter. In a WCCP2_HERE | _AM nessage, a web-cache can sel ect only
a single value for each paraneter.

The first and second 8-bit values are used to specify the
TI MEQUT_SCALE paraneter. The third and fourth 8-bit val ues are used
to specify the RA TI MER SCALE paraneter.

When a single selected value is to be specified for each paraneter,
the first 8-bit value is zero, the second 8-bit value is the selected
TI MEQUT_SCALE val ue, the third 8-bit value is zero and the fourth
8-bit value is the selected RA TI MER SCALE val ue:

0 1 2 3

01234567890123456789012345678901
T T I e T
| 0 | TI MEQUT_SCALE | 0 | RA_TI MER_SCALE |
e S T S T S I S St S S e S S S

When a supported range of permitted values is to be specified for
each paraneter, the first 8-bit value contains the upper limt of the
TI MEQUT_SCALE range, the second 8-bit value contains the lower limt
of the TIMEQOUT_SCALE range, the third 8-bit val ue contains the upper
limt of the RA TIMER SCALE range and the fourth 8-bit val ue contains
the lower limt of the TIMEOUT_SCALE range:

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| TO SCL Upper | TO SCL Lower | RA SCL Upper | RA SCL Lower |
I S i o T s S S S e s s T

TO SCL Upper = TI MEQUT_SCALE Upper Lim't
TO SCL Lower = TI MEQOUT_SCALE Lower Limt
RA SCL Upper = RA TIMER SCALE Upper Limt
RA SCL Lower = RA TIMER SCALE Lower Limt

The default TIMEQUT_SCALE and RA Tl MER _SCALE val ues are both 1 and
apply when the WCCP2_TI MER _SCALE capability is not present. The
range of supported values for each of these paraneters may be chosen
by the inplenentation, but a mninumvalue of 1 and a naxi mum val ue
of 5 are suggested in both cases. The value 0 nmust not be within the
supported range of either paraneter.
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6.12. Command El enent

0 1 2 3
01234567890123456789012345678901
R e s T o T S R El ok i R e e S S e o o s
| Conmand Type | Conmand Length !
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Conmand Dat a
B i s T T i i o S o T Ji I
Conmand Type

Currently defined command types are:

0x01 - WCCP2_COMMAND TYPE_SHUTDOWN ( Section 6.12.1)
0x02 - WCCP2_COMMAND_TYPE_SHUTDOWN RESPONSE ( Section 6. 12. 2)

Rout ers and web-caches nust ignore any Comrmand El ement which has
an unrecogni sed type.

Conmand Length

The length in octets of the followi ng Command Data field.
Comrand Dat a

The format and | ength of the Command Data field is determ ned by

the val ue of the Conmand Type field. The follow ng sub-sections
describe the format of this field for each defined type.
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6.12.1. Conmand Type WCCP2_COMMVAND TYPE_SHUTDOMN

This command is used by a web-cache to indicate to the routers in a
Service Group that it is shutting down and should no | onger receive
any redirected traffic.

The Command Data for the WCCP2_COMVAND TYPE _SHUTDOMN comrand is a
Web-cache | P address elenent, as defined in Section 4.7. The length
of the field is 4 octets.

The format of the Conmand Data field is:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Web- Cache Address El enent |
i i i T i I S i e s o o i i

The address elenent value will be identical to that used in the Wb-
Cache ldentity Element within the Web-Cache Identity Info Component.

6.12.2. Command Type WOCP2_COVMMAND TYPE_SHUTDOWN RESPONSE

This command is used by a router to acknow edge recei pt of a SHUTDOMWN
command received fromthe web-cache identified by the I P address
element in the Comand Data field.

The Command Data for the WCCP2_ COMVAND TYPE SHUTDOWN RESPONSE conmand
is a Web-cache | P address elenment, as defined in Section 4.7. The
length of the field is 4 octets.

The format of the Command Data field is:

0 1 2 3

01234567890123456789012345678901
O e i o R i i I R S e o
| Web- Cache Address El erment |
T i i I T T o s S O o o il S S S
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6. 13. Mask/ Val ue Set Li st

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Nunber of Mask/ Val ue Set El enents |
i e e R e o o e i ol S N B S
Mask/ Val ue Set El enent 1

i S i S T T S S e it S S S S S S S

_—

T o e i e S e e R b ok ok b NI T R
Mask/ Val ue Set El enent m |
i T o T i e S S S i S e S

I
|
+-
I
I
+-
I
+-
Nurmber of Mask/ Val ue Set El enents

The nunber of Mask/Value Set Elenents (m) in the following Iist.
Mask/ Val ue Set El enent 1 -> Mask/Val ue Set El ement m

A list of the Mask/Val ue Set El enents. Each elenent is defined in
Section 6. 14.
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6. 14. Mask/ Val ue Set El enent

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Mask El enent |
i e e R e o o e i ol S N B S
| Nunber of Val ue El ements |
B i s T T i i o S o T Ji I
| Val ue El enent 1 |
e L o i e S  th o i R S
I
I

B T I e R i i i T S S e e I e ik oI I S S e S S
| Val ue El ement n |
el i I e i it T e e e e i i T o S e e S e T R R

Mask El enment

The Mask El enent for this set. The elenent is defined in
Section 6. 15.

Nurmber of Val ue El enents
The nunber of Value Elements (n) in this set.
Value Element 1 -> Value El enent n

The Value Elenents for this set. Each elenent is defined in
Section 6.16.
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6.15. Mask El enent

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Sour ce Address El enent |
i e e R e o o e i ol S N B S
| Desti nati on Address El enent |
B i s T T i i o S o T Ji I
| Source Port | Destination Port |
e L o i e e R th o i R S

Sour ce Address El enent
Indicates the mask to be applied to the source | P address of the
packet. A value of zero neans "Don’t care". The elenent is
defined in Section 4.7.

Destination Address El enent
I ndicates the mask to be applied to the destination |IP address of
the packet. A value of zero neans "Don’t care". The elenent is
defined in Section 4.7.

Sour ce Port

The 16-bit mask to be applied to the TCP/UDP source port field of
the packet. A value of zero neans "Don't care".

Destinati on Port

The 16-bit mask to be applied to the TCP/ UDP desti nation port
field of the packet. A value of zero means "Don't care".
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6.16. Val ue El enent

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Sour ce Address El enent |
i e e R e o o e i ol S N B S
| Desti nati on Address El enent |
B i s T T i i o S o T Ji I
| Source Port | Destination Port |
e L o i e e R th o i R S
| Web- Cache Address El erment |
i e e R e o o e i ol S N B S

Sour ce Address El enent

I ndi cates the value to match agai nst the source | P address of the
packet after masking. The elenent is defined in Section 4.7.

Desti nati on Address El enent

I ndicates the value to match agai nst the destination | P address of
the packet after mmsking. The elenent is defined in Section 4.7.

Sour ce Port

The value to match against the TCP/ UDP source port nunber of the
packet after masking.

Destinati on Port

The value to match against the TCP/ UDP destination port number of
the packet after masking.

Web- Cache Address El enent
Indicates the identifying | P address of the web-cache to which

packets matching this Value El ement should be sent. The address
element is defined in Section 4.7.
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6.17. Alternate Mask/Val ue Set List

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Nunber of Alternate Mask/Val ue Set El enments |
i e e R e o o e i ol S N B S
Al ternate Mask/Val ue Set El enment 1

i S i S T T S S e it S S S S S S S

_—

+-
i S D S T O T A T
| Al ternate Mask/Value Set El ement m |
B i s T T i i o S o T Ji I
Nurmber of Alternate Mask/Val ue Set El enments

The nunber of Alternate Mask/Value Set Elenents (m in the
followi ng list.

Al ternate Mask/Val ue Set Elenment 1 -> Alternate Mask/ Val ue Set
El emrent m

A list of Alternate Mask/Value Set Elenents. FEach elenent is
defined in Section 6.18.
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6.18. Alternate Musk/Val ue Set El enent

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Mask El enent |
i e e R e o o e i ol S N B S
| Nunber of Web-Cache Val ue El enents |
B i s T T i i o S o T Ji I
| Wb- Cache Val ue El enment 1 |
e L o i e S  th o i R S
I
I

B T I e R i i i T S S e e I e ik oI I S S e S S
| Web- Cache Val ue El enent n |
el i I e i it T e e e e i i T o S e e S e T R R

Mask El enment

The Mask El enent for this set. The elenent is defined in
Section 6. 15.

Nurmber of Web- Cache Val ue El enents
The nunber of Web-cache Value Elenents in this set.
Web- Cache Val ue El enent 1 -> Web- Cache Val ue El enent n

The Web-cache Val ue Elenents for this set. Each elenment is
defined in Section 6.19.
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.19. Web-Cache Val ue El enent

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| Web- Cache Address El erment |
i e e R e o o e i ol S N B S
| Nunber of Val ue Sequence Numbers |
B i s T T i i o S o T Ji I
| Val ue Sequence Nunber 1 |
e L i i e e i R S S
I
I

I
| .
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Val ue Sequence Number m |
B T S i T s i i e e SEI S
Web- Cache Address El enent
Indicates the identifying | P address of the web-cache to which
packets matching this list of value sequence numbers shoul d be
sent. The address elenent is defined in Section 4.7.
Nunber of Val ue Sequence Nunbers
The nunber of Val ue Sequence Numbers (n) in this elenment.

Val ue Sequence Nunber 1 -> Val ue Sequence Number m

An index (starting fromO) into an inaginary table that contains

an entry for each possible value that could be matched agai nst the

result of applying the mask to the fields of the packet header.
The size of the imaginary table is determ ned by the total nunber
of bits set in the mask. For n bits set in the mask, the

i mgi nary table contains 2°n (2 raised to the power n) entries.
The mininmum pernmitted index value is O and the maxi mum pernitted
i ndex value is (2"n)-1.
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7.

Interpreting Alternate Mask/value Set El ements
As defined in Section 6.15, each mask consists of four el ements:

1. Source address mask (SAM

2. Destination address mask (DAM
3. Source port mask (SPM

4. Destination port mask (DPM

Each bit that is set in any of the four mask el enents maps uni quely
to an individual bit within the Val ue Sequence Nunber (VSN). Wth 32
bits available in the VSN, there can be up to 32 bits set in the mask
across the four el enents.

The order of the mask el enents |isted above is the order of
significance, with the SAM bei ng the nost significant el enent (MSE)
and the DPM being the | east significant el enent (LSE).

Bits within the VSN are nmapped in order fromthe |east significant
bit (LSB, bit 0) to the nost significant bit (MSB, bit 31). Mask

el ements are processed in order fromthe LSE to the MSE. Wthin each
mask el enment, octets are processed fromthe | east significant octet
to the nost significant octet, and within each octet bits are
processed fromthe LSB (bit 0) to the MSB (bit 7).

For exanple, consider the follow ng | Pv4 mask:

Sour ce Dest Sour ce Dest
Addr ess Addr ess Port Port
Mask Mask Mask Mask

0x00000100 0x00000003 0x0000 0x0001

When mapping bits in the mask above to bits in the VSN, the val ues
shown above are processed fromright to |left as foll ows.

The least significant element is the DPM Wthin that elenent, bit O
is set in the least significant octet, therefore this is nmapped to
bit O inthe VSN. No other bits are set within the DPM so

processi ng noves on to the SPM

No bits are set in the SPM so processing noves on to the DAM

In the least significant octet of the DAM bit O is set therefore
this is mapped to the next available bit in the VSN, bit 1. The next
bit set inthe DAMis bit 1 of the least significant octet, so it
maps to the next available bit in the VSN, bit 2. No other bits are
set within the DAM so processing noves on to the SAM
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In the |l east significant octet of the SAM no bits are set, so
processing noves on to the next significant octet within the SAM In
this octet, bit O is set therefore this is mapped to the next

avail able bit in the VSN, bit 3.

Therefore, the above nmask results in the follow ng mappi ng (mask
octets are counted fromleast significant to nost significant):

VSN bit 0 --> DPM octet O, bit
VSN bit 1 --> DAM octet O, bit
VSN bit 2 --> DAM octet 0, bit
VSN bit 3 --> SAMoctet 1, bit

O OO

Usi ng the mappi ng shown above, the follow ng table can be

construct ed.

Val ue Sour ce Dest Sour ce Dest
Sequence Addr ess Addr ess Por t Por t
Nurber Val ue Val ue Val ue Val ue
0 0x00000000 0x00000000 0x0000 0x0000
1 0x00000000 0x00000000 0x0000 0x0001
2 0x00000000 0x00000001 0x0000 0x0000
3 0x00000000 0x00000001 0x0000 0x0001
4 0x00000000 0x00000002 0x0000 0x0000
5 0x00000000 0x00000002 0x0000 0x0001
6 0x00000000 0x00000003 0x0000 0x0000
7 0x00000000 0x00000003 0x0000 0x0001
8 0x00000100 0x00000000 0x0000 0x0000
9 0x00000100 0x00000000 0x0000 0x0001
10 0x00000100 0x00000001 0x0000 0x0000
11 0x00000100 0x00000001 0x0000 0x0001
12 0x00000100 0x00000002 0x0000 0x0000
13 0x00000100 0x00000002 0x0000 0x0001
14 0x00000100 0x00000003 0x0000 0x0000
15 0x00000100 0x00000003 0x0000 0x0001

The tabl e above is equivalent to a list of all

order.
effectively an index into this table.
VSN and its equival ent val ue,

For the given nask,
However,
a table | ookup is not

It shows the values that correspond to each valid VSN

possi bl e val ues whi ch
can be obtained by applying the mask to any input data, arranged into
a specific sequential

precedi ng bit mappi ng achi eves the sanme result.

In an Al ternate Msk/Val ue Set El enent,
by a Web- Cache Val ue El enent.

each VSN is
to convert between a
required as the

each web-cache is represented
For each web-cache there is a list of

VSNs wi thin the Web-Cache Val ue El enent to show whi ch val ues have
been assigned to the web-cache.
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web- caches,

in an Alternate Mask/Val ue Set El ement
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each may have a list of VSNs as foll ows:

web-cache 1, VSNs: 0, 3, 6, 9, 12, 15

web-cache 2, VSNs:

1, 4, 7, 10, 13

web-cache 3, VSNs: 2, 5, 8, 11

August 2012

listing three

This is equivalent to the follow ng values in a Mask/Val ue Set

El enent :

Sour ce
Addr ess
Val ue
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000100
0x00000100
0x00000100
0x00000100
0x00000100
0x00000100
0x00000100
0x00000100

In the exanpl e above, al
requirenent,

However, it

General |y,

Dest
Addr ess
Val ue
0x00000000
0x00000000
0x00000001
0x00000001
0x00000002
0x00000002
0x00000003
0x00000003
0x00000000
0x00000000
0x00000001
0x00000001
0x00000002
0x00000002
0x00000003
0x00000003

Sour ce
Port
Val ue
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000
0x0000

Dest
Port
Val ue
0x0000
0x0001
0x0000
0x0001
0x0000
0x0001
0x0000
0x0001
0x0000
0x0001
0x0000
0x0001
0x0000
0x0001
0x0000
0x0001

Tar get
Web- cache

P OWONPFPWOWNRFRPWONPFPWOWNRERPWOWDNPR

valid VSNs are used but this is not a

each VSN does not need to be assigned to a web-cache.

is arequirenent that each VSN is listed for no nore than
one web- cache.

as denonstrated above,

Al ternate Mask/Val ue Set Lists can

be used to represent the same information as Mask/Val ue Set Lists,

but in a nore conpact form
message i n which protocol

McLaggan

Ther ef or e,

when constructing a WCCP

version 2.01 is used, Alternate Msk/ Val ue
Set Lists should be used in preference to Mask/Value Set Lists to
achi eve a smal |l er nessage size
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8.

Security Considerations

WCCP V2 provides a nechani smfor nessage authentication. It is
described in Section 3.7 of this docunent. The authentication
mechanismrelies on a password known to all routers and web-caches in
a Service Group. The password is part of the Service G oup
configuration and is used to conmpute nmessage checksums whi ch can be
verified by other menbers of the group. Should the password becone
known to a host attenpting to disrupt the operation of a Service
Goup it would be possible for that host to spoof WCCP nessages and
appear as either a router or web-cache in the Service G oup.

To pose as a router in a Service Goup a host woul d advertise its
presence to the menbers of the group in | _SEE YOU nmessages. |If
accepted as part of the Service Goup the host would receive the
configuration for the group in a HERE | AM nessage fromthe

desi gnated web-cache. This situation would not pose any threat to
the operation of the Service G oup because the host would not be
perform ng any packet redirection and all packets would fl ow
normal | y.

To pose as a web-cache within a Service Goup a host would adverti se
its presence in HERE | AM nessages. Acceptance of the host as part
of the Service Goup woul d be deci ded by the designated web-cache and
may be subject to additional security checks not specified by WCCP.
The host nmay attenpt to become the designated web-cache to avoid
these checks, but acceptance of a host as the designated web-cache
may al so be subject to additional security checks. Should the host
becone part of the Service Goup it would be assigned a proportion of
the traffic redirected by the routers in the Service Goup. Assum ng
that the host drops any redirected packets, the net effect to clients
woul d be the loss of a proportion of the traffic flow ng through the
Service Group routers.
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9. | ANA Consi derations

Thi s docunment has no actions for | ANA
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