Web Aut hori zation Protocol K. M Qi nness

I nternet-Draft I ndependent
I ntended status: Standards Track A. Pareck
Expires: 19 June 2026 t a

16 Decenber 2025

QAuth 2.0 Token Exchange Target Service Di scovery
draft - ncgui nness-t oken-xchg-target-svc-di sco-00

Abst ract

This specification defines a method for QAuth 2.0 clients to discover
the set of available target services (audi ences, resources, and
scopes) for a given subject token when perform ng QAuth 2.0 Token
Exchange. The discovery endpoint accepts any subject token type
registered in the QAuth Token Type Registry and returns val ues that
are valid inputs to subsequent Token Exchange requests, supporting
advanced use cases such as identity chaining and cross-domain

del egati on.
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1. Introduction

QAuth 2.0 Token Exchange [ RFC8693] enables a client to present a
token issued in one security domain to an Authorization Server and
securely trade it for a new token issued for another domain. The
exchanged token is minted with the target server’ s token
requirenents, including its own audi ence, resource indicators, and
scopes, so it becomes valid and enforceable for the desired
downstream service. This enables controlled cross-domai n access,
renoves the confused-deputy problem by ensuring tokens are explicitly
targeted to the correct service, and avoids requiring direct trust
between the original token issuer and the target service.

Aut hori zation Servers may be capable of issuing tokens to nultiple
services for a given subject token and client, but the client nust

al ready know whi ch values it may request. Today, this know edge is
typically provided through static configuration, proprietary APls, or
i nformal documentation, leading to brittle integrations and
unnecessary Token Exchange failures, particularly when subjects are
aut horized to access only a subset of avail able services.

Thi s specification defines the QAuth 2.0 Token Exchange Target
Servi ce Discovery Endpoint, a standardized nechani smthat enables
clients to dynamically di scover the set of avail able Token Exchange
targets (audi ences, resources, and scopes) for a given subject token.
The aut horization server eval uates both the subject token and the
client’s perm ssions and returns only the values the client is

aut hori zed to request.
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This extension is especially valuable in scenarios requiring identity
chai ni ng and cross-domai n aut hori zati on

*

Thi

Progressive token exchange across service boundaries, such as
multi-tier mcroservices architectures and del egated fl ows where
t okens nust be exchanged with narrower or transforned perm ssions
at each hop. In these scenarios, discovery is critical because
the set of avail able downstream services and their required

perm ssions vary based on the subject token’s context and the
client’s authorization. The perm ssion narrowi ng at each service
hop nmeans that static configuration cannot acconmodat e these per-
subj ect and per-client variations, leading to integration failures
when clients attenpt token exchanges for services the subject is
not authorized to access.

Cross-boundary depl oynents where downstream services exist in
separate adm nistrative, organizational, or cloud donains
requiring strict control over token issuance and acceptance.

Unli ke progressive token exchange which focuses on pernission
transformation within a single domain, this scenario addresses the
chal | enge of discovering avail able target services across distinct
trust boundaries where authorization policies are independently
managed. Discovery is essential here because authorization
policies and avail abl e target services change dynamically across
these boundaries, and static configuration cannot reflect real -
time policy decisions or account for varying perm ssions across
different administrative domains.

Single Sign-On (SSO to APl flows, such as those enabled by the
Identity Assertion Authorization Grant (1D JAG
[1-D.oauth-identity-assertion-authz-grant], where a client needs
to seanl essly connect to cross-domain resources and act on behal f
of the user to access APIs

s specification provides the follow ng benefits:

*Dynam ¢ Di scovery*: Elimnates static configuration requirenments
by enabling clients to discover available target services at
runtime, reducing integration failures and inproving devel oper
experi ence.

*St andar di zati on*: Provides a standardi zed di scovery nechani sm
replacing proprietary APIs and inproving interoperability across
QAuth 2.0 inpl enentations.

*Real - Ti me Authorization*: Returns target services based on real -
time policy evaluation, client permssions, and subject token
context, ensuring accurate and up-to-date authorization
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3.

3.

information. This enables per-subject and per-client results,
which is essential when the set of available target services
varies by user or client. Static configurations cannot
acconmpdat e t hese per-subject or per-client variations.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Token Exchange Target Service Discovery Endpoint

Thi s specification defines a new endpoint for QAuth 2.0 Authorization
Servers that enables clients to discover the set of available target
servi ces (audi ences, resources, and scopes) for a given subject token
when perform ng QAuth 2.0 Token Exchange [ RFC8693].

The endpoint is identified by the Authorization Server mnetadata
par anet er token_exchange_target service_di scovery_endpoint, as
defined in Section 7

1. Endpoi nt Request

The client makes a request to the token exchange target service

di scovery endpoi nt by sending an HTTP PCST request to the endpoint
URL. The client MJST use TLS as specified in Section 1.6 of

[ RFC6749] .

The endpoint URL MJST be obtained fromthe Authorization Server’s
met adat a document [ RFC8414] using the

t oken_exchange_target _service_di scovery_endpoi nt parameter. The
endpoint URL is an absolute URL as defined by [ RFC3986].

The client sends the paranmeters using the application/x-ww-form
url encoded format per Appendix B of [RFC6749]. Character encoding
MJST be UTF-8 as specified in Appendix B of [RFC6749]. If a
paraneter is included nore than once in the request, the

aut hori zati on server MJST return an error response with the error
code invalid request as described in Section 2.2.

1.1. Request Paraneters
The foll owing paraneters are used in the request:

subj ect _token REQUI RED. The subject token used as input to
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di scovery. The token type is indicated by the subject_token_type
par aret er .

subj ect _token type REQU RED. A string value containing a URI, as
described in Section 5 of [RFC8693], that indicates the type of
the subject token parameter. This identifier MJST be a valid URI
as defined in [ RFC3986], and SHOULD be registered in the "QAuth
Token Type Registry" as defined in Section 5.1 of [RFC8693].

The client MAY include additional paraneters as defined by extensions
and the authorization server MJST ignore unknown paraneters.

Client authentication MAY be required by the authorization server

The neans of client authentication are defined by the authorization
server and MAY include any nethod supported by the authorization
server, including those defined in Section 2.3 of [RFC6749]. |If
client authentication is required by the authorization server but not
provided in the request, the authorization server MJST return an
error response with the error code invalid _client as described in
Section 2. 2.

3.1.2. Subject Token Processing

The aut hori zation server MJST process the subject token paraneter
according to the follow ng rul es:

1. The authorization server MIST validate that the subject_token and
subj ect _token_type paraneters are not enpty strings. |f either
paraneter is an enpty string, the authorization server MJST
return an error response with the error code invalid request as
described in Section 2.2.

2. The authorization server MJST validate that the
subj ect _token_type paraneter is a valid URl per the UR
validation requirenents specified in Section 2.1.2. If the
format is invalid (e.g., not a valid absolute URI or URN), the
aut hori zati on server MJST return an error response with the error
code invalid_request as described in Section 2.2.

3. The authorization server MJST deternine whether it supports the
i ndi cated token type. This determnation is an inplenentation
deci sion and MAY be based on the authorization server’s
capabilities, the subject_token value, the authenticated client,
or any conbination thereof. |If the subject_token_type is not
supported by the authorization server for the given context, the
aut hori zation server MJST return an error response with the error
code unsupported_token_type as described in Section 2. 2.
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4. The authorization server MJST validate the subject_token
according to the rules for the indicated token type. The
val i dation process MJST verify:

* The token is properly formatted for the indicated token type

* The token's signature (if applicable) is valid and can be
verified using the appropriate cryptographic keys

* The token was issued by a trusted issuer
* The token has not expired
*  The token has not been revoked

* The token is associated with the authenticated client, if
client authentication is required

5. If the subject _token is invalid for any reason (e.g., malforned,
t he
aut hori zation server MJST return an error response with the error

expi red, revoked, or does not match the subject_token_type),
code invalid request as described in Section 2.2.

6. The authorization server MIST eval uate the subject_token in
conjunction with the authenticated client’s permissions to
determ ne which target services are available for discovery.
specific authorization policy evaluation mechanismis
i mpl ement ati on-specific and MAY be based on scopes, claims,
resour ce- based access control, or other authorization nodels.
When constructing the response, the authorization server MJST
omt any target service objects or fields that would contain
enpty strings, as specified in Section 2.1.2.

3. Request Exanple

The following is an exanple of a discovery request:
POST /target-di scovery HTTP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-ww-form url encoded

subj ect _t oken=Sl AV32hkKG. .. ACCESSTCKEN. .
&subj ect _token_type=urn:ietf:parans: oaut h:token-type: access_t oken
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3.2. Endpoi nt Response

The aut horization server validates the request and returns a response
with the discovery results. The response MJST use the application/
json nedia type as specified in [RFC7159]. The Content-Type header
of the response MJST be set to application/json

The aut horization server MAY include HTTP cache validators (such as
ETag or Last-Mdified headers) and expiration times (such as Cache-
Control or Expires headers) in the response to enable conditiona
requests by the client, as specified in Section 13 of [ RFC2616].

3.2.1. Successful Response

If the request is valid and authorized, the authorization server
returns a JSON array of avail abl e token exchange targets. Each
element in the array represents a target service that the client is
aut horized to request in a subsequent token exchange operati on.

Each target service object contains the follow ng fields:

audi ence REQUIRED. A string value containing an absolute UR
i ndi cating an avail abl e audi ence val ue for token exchange, as
defined in Section 2.1 of [RFC8693]. Enpty strings are not
supported and the response MUST contain an URI. |f the audience
value is a URI but not a URL (e.g., a URN) and does not provide a
| ocation, the authorization server SHOULD return a resource field
that contains a | ocation.

resource OPTIONAL. A string value containing an absolute URI, or an
array of string values each containing a URI, indicating avail abl e
resource indicator values, as defined in Section 2 of [RFC8707].
In JSON, URI values are represented as strings. Enpty strings are
not supported. |If present as a string, the string MJUST contain a
non-enpty URI. |f present as an array, the array MJST contain at
| east one non-enpty URI string and MJUST NOT be enpty. If no
resources are available for a target service, this field MIST be
omtted fromthe response rather than including an enpty string,
enpty array, or null value.

scope OPTIONAL. A string value containing a space-delinted |ist of
QAuth 2.0 scope values, as defined in Section 3.3 of [RFC6749],
that are available for this target service. Each individual scope
value in the list MIST conformto the scope syntax defined in
Section 3.3 of [RFC6749]. Enpty strings are not supported. |If
the field is present, the string MJST contain at |east one non-
enpty scope value. |If no scopes are available for a target
service, this field MIST be omitted fromthe response rather than
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including an enpty string. The authorization server determ nes
whi ch scopes to return based on its authorization policy

eval uati on, which is inplenmentation-specific. The scopes returned
SHOULD be those that would be authorized in a subsequent token
exchange request per Section 2.2 of [RFC8693].

supported_token_types OPTIONAL. An array of strings indicating the
token types that may be requested for this target service in a
subsequent token exchange operation. Each string MJST be a valid
absolute URI, as defined in [RFC3986]. Enpty strings are not

supported; array el ements MJST contain non-enpty URl strings. |If
the array would be enpty or contain only enpty strings, this field
MJUST be onmitted fromthe response. |If onmitted, the client may use

any token type supported by the authorization server.

Multiple target service objects for the sane audi ence MAY be returned
with different resource(s) and scopes. The conbination of audi ence
and resource (the entire set of resources, when present) MJST be
unique within the target service array. That is, no two objects in
the array may have both the same audi ence val ue and the sane set of
resource val ues (when conparing arrays, the order of elenents does
not matter, but the conplete set nust natch).

If no target services are available for the given subject token and
client, the authorization server returns an enpty array [].

3.2.2. Response Exampl e

The following is an exanple of a successful discovery response:
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json

[

]

{
"audi ence": "https://api.exanple.coni,
"resource": ["https://api.exanple.con orders”, "https://api.exanple.coninventory"],
"scope": "orders.read inventory.read",
"supported_token_types": [
"urn:ietf:parans: oaut h:t oken-type: access_t oken"
]
H
{
"audi ence": "https://billing.provider.exanple",
"scope": "customer.read custonmer.wite",
"supported token_ types": [
"urn:ietf:parans: oaut h:token-type:jwt-bearer”
]
b
{
"audi ence": "https://backend-audit-service.exanple.conf,
"scope": "audit.read audit.wite",
"supported_token_ types": [
"urn:ietf:parans: oaut h:t oken-type: access_t oken"
]
}

3.3. Error Response

If the request failed, the authorization server returns an error
response as defined in Section 5.2 of [RFC6749]. The response MJST
use the application/json nedia type, and the Content-Type header MJST
be set to application/json. The HITP status code MJST be set
according to the error code, as specified below and in Section 5.2 of
[ RFC6749]. The following error codes may be returned:

invalid_request The request is mssing a required paraneter,
includes an invalid paraneter value (such as an invalid URl format
for subject _token type or an enpty string for subject _token or
subj ect _token_type), includes a paraneter nore than once, or is
otherwi se malformed. This error code is also returned when the
provi ded subject token is invalid, expired, revoked, or does not
mat ch the subject token type, or when another error condition
occurred during token validation. The HTTP status code MJST be
400 (Bad Request).

invalid client dient authentication failed (e.g., unknown client,
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no client authentication included when required, or unsupported
aut hentication method). This error code MJST be returned when
client authentication is required by the authorization server but
not provided in the request. The HITP status code MJUST be 401
(Unaut hori zed).

unaut hori zed_client The authenticated client is not authorized to
use this discovery endpoint. The HTTP status code MJST be 403
(For bi dden).

unsupported _token_type The authorization server does not support the
subj ect token type indicated by the subject token type paraneter.
The HTTP status code MJST be 400 (Bad Request).

inval i d_scope The request includes an invalid scope parameter. The
HTTP status code MJUST be 400 (Bad Request).

server_error The authorization server encountered an unexpected
condition that prevented it fromfulfilling the request. The HITP
status code MJST be 500 (Internal Server Error).

tenmporarily unavailable The authorization server is currently unable
to handl e the request due to a tenporary overl oadi ng or
mai nt enance of the server. The HITP status code MJUST be 503
(Service Unavail abl e).
3.3.1. Error Response Exanple
The following is an exanple of an error response:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

{
"error": "invalid_request",
"error_description": "The subject token is invalid or expired"
}
4. Example

Thi s exanpl e denponstrates a conplete cross-donmain identity chaining
wor kf | ow usi ng the token exchange target service discovery endpoint.

4.1. Step 1: Discover Target Services
The client begins with a subject access token issued by Domain A and

calls the target service discovery endpoint to |learn which target
services are avail abl e.
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4.1.1. Discovery Request

POST https://as.domai nA. exanpl e/t arget-di scovery HITP/ 1.1

Host: as. domai nA. exanpl e
Cont ent - Type: application/ x-wwform url encoded

client_id=client-A

&client _assertion_type=urn:ietf:paramnms:oauth:client-assertion-type:jw -bearer

&client _asserti on=eyJhbCGci O ...
&subj ect _t oken=S| AV32hkKG. . . ACCESSTOKEN. . .

&subj ect _token_type=urn:ietf:parans: oaut h:token-type: access_t oken

4.1.2. Discovery Response

HTTP/ 1.1 200 K
Cont ent - Type: application/json

[

{
"audi ence": "https://api.donmai nB. exanpl e",
"resource": ["https://api.domainB. exanpl e/ orders",

tory"],
"scope": "orders.read inventory.read",
"supported_token_ types": [
"urn:ietf:parans: oaut h:token-type:jwt-bearer”

]

}

]

"https://api.domai nB. exanpl e/i nven

Fromthis response, the client learns that it may request a token
exchange for the audi ence https://api.donai nB. exanple with the

resources https://api.domai nB. exanpl e/ orders and

https://api.domai nB. exanpl e/i nventory and the scopes orders.read and
inventory.read. The client also |earns that JW bearer tokens are

supported for this target service.

4.2. Step 2: Discover Token Types (Optional)

If the discovery response does not include supported_token_types, or

if the client needs to verify token type support,

the client may

query the Authorization Server Metadata of Domain B to determne
whi ch token types are supported for the target service.

4.2.1. Metadata Request

GET https://as.domai nB. exanpl e/ . wel | - known/ oaut h- aut hori zati on-server HITP/ 1.1

Host: as. domai nB. exanpl e
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4.2.2. Metadata Response

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"issuer": "https://as.domi nB. exanpl e",
"token_endpoint": "https://as.domai nB. exanpl e/t oken",
"request ed_t oken_types_supported”: [
"urn:ietf:parans: oaut h:token-type:jwt-bearer”
]
}

This confirns that Domain B supports JW bearer tokens as a requested
t oken type.

4.3. Step 3. Perform Token Exchange

The client now performs a token exchange with Domain A s token
endpoi nt, requesting a JW for Domain B using the val ues di scovered
in the previous steps.

4.3.1. Token Exchange Request

POST https://as.donai nA. exanpl e/t oken HTTP/ 1.1
Host: as. domai nA. exanpl e
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange

&subj ect _t oken=S| AV32hkKG. . . ACCESSTCKEN. . .

&subj ect _token_type=urn:ietf:parans: oaut h:token-type: access_t oken
& equest ed_t oken_type=urn:ietf:parans: oaut h:t oken-type:jwt -bearer
&audi ence=htt ps:// api . domai nB. exanpl e

& esour ce=htt ps://api. domai nB. exanpl e/ orders

& esour ce=https://api.domai nB. exanpl e/i nvent ory
&scope=orders.read inventory.read

4.3.2. Token Exchange Response
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json

{
"access_token": "eyJraWQ G ...DOVAI NB. JWI. .. ",
"issued_token_ type": "urn:ietf:parans: oauth:token-type:jwt-bearer",
"token_type": "N_A",
"expires_in": 3600,
"scope": "orders.read inventory.read"
}

The client now holds a Donain B-scoped JW token that can be used to
access the target service, derived fromDomain A's access token
through the token exchange process.

5. Authorization Server Mtadata

This specification defines the follow ng authorization server
met adat a [ RFC8414] paraneter to enable clients to discover the token
exchange target service discovery endpoint:

t oken_exchange_target _service_di scovery_endpoint URL of the token
exchange target service discovery endpoint. This URL MJST use the
https schenme. The authorization server SHOULD publish this
met adat a val ue.

The following is a non-normative exanple of the netadata:

{

"issuer": "https://as.exanple.coni,

"t oken_exchange_t arget _servi ce_di scovery_endpoint": "https://as.exanpl e.conitarget-disc
overy"
}

6. Security Considerations
6.1. Subject Token Validation

The aut horization server MJST validate the subject token provided in
the request. The validation process MJST verify that:

* The subject token is valid and not expired
* The subject token type matches the subject_token_type paraneter

* The subject token is associated with the authenticated client (if
client authentication is required)

* The subject token has not been revoked
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If any validation fails, the authorization server MIST return an
i nval i d_request error as described in Section 2.2.

Client Authentication

The aut horization server SHOULD require client authentication for the
di scovery endpoint to prevent unauthorized access to authorization
informati on. The authorization server MJST support at |east one of
the client authentication nethods defined in Section 2.3 of

[ RFC6749]. If client authentication is required but not provided,
the aut horization server MJST return an error response with the error
code invalid client as described in Section 2. 2.

Aut hori zation Policy Enforcenent

The authorization server MJST eval uate both the subject token and the
client’s perm ssions when determ ning which target services to
return. The server MJUST only return target services that the client
is authorized to request in a subsequent token exchange operation

The specific authorization policy evaluation mechanismis

i mpl ement ati on-specific and MAY be based on scopes, clains, resource-
based access control, attribute-based access control, or other

aut hori zati on nodel s supported by the authorization server

I nformation Discl osure

The di scovery endpoint reveals information about which target
services are available for a given subject token and client. This
informati on could be used by an attacker to enunerate authorization
relationships. To nmitigate this risk

* The authorization server SHOULD require client authentication

* The authorization server SHOULD apply rate limting to prevent
enuneration attacks

* The authorization server MAY return different results based on the
authenticated client to limt information disclosure

* The authorization server SHOULD | og access to the discovery
endpoint for security nonitoring

Token Confidentiality
The subject token is transmtted in the request. The authorization

server MJST require the use of TLS as specified in Section 1.6 of
[ RFC6749] to protect the token in transit.
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6.6. FError Handling
The authorization server MJUST NOT provide detailed error messages
that could aid an attacker in understanding the authorization
server’'s internal state or policies. FError responses SHOULD be
generic and not reveal specific information about why a request
fail ed beyond what is necessary for the client to correct the
request.

7. Privacy Considerations
The di scovery endpoint returns information about authorization
rel ati onshi ps between subjects, clients, and target services. This
i nformati on may be considered privacy-sensitive, as it reveals:
* \Which target services a subject is authorized to access
* The scope of perm ssions available for each target service
* The existence of authorization relationships

To protect privacy:

* The authorization server SHOULD only return information that the
authenticated client is authorized to know

* The authorization server SHOULD apply the principle of I|east
privil ege when determ ning which target services to return

* The authorization server SHOULD | og access to the discovery
endpoi nt in accordance with applicable privacy regul ations

* The authorization server MAY provide nechani sns for subjects to
control or limt the information returned by the discovery
endpoi nt

8. | ANA Consi derations
8.1. (QAuth Authorization Server Metadata Registry

This specification registers the following value in the I ANA "QAuth

Aut hori zation Server Metadata" registry [ RFC8414] established by

[ RFC8414] .

Met adat a Name: token_exchange_target_service_di scovery_endpoi nt

Met adat a Description: URL of the token exchange target service
di scovery endpoi nt
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