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Abst ract

RFC 9728 defines QAuth 2.0 Protected Resource Metadata, enabling
clients to dynam cally discover the authorization requirements of
protected resources. Section 3.3 of RFC 9728 requires that when
protected resource netadata is obtained via a WWV Aut henticate
chal l enge, the resource value in the metadata MJST exactly match the
URL the client used to access the protected resource, linmting the
applicability of the specification

Thi s docunent updates the resource validation rule in Section 3.3 of
RFC 9728 to permt the resource value to be any URI that shares the
same TLS origin (schenme, host, and port) as the requested URL and
whose path is a prefix of the request URL path. This enables a wider
range of use cases for the WWVAut henticate response. All other
aspects of RFC 9728 renai n unchanged.
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htt ps://ncgui nness. gi t hub. i o/ draft-ntgui nness-oaut h-rfc9728bi s/ draft-
ncgui nness-oaut h-rfc9728bis. htm. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-
ncgui nness-oaut h-rfc9728bi s/ .

Di scussion of this docunent takes place on the Wb Aut horization

Prot ocol Working Group mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://gi thub. com ncgui nness/ draft-ncgui nness-oaut h-rfc9728bi s.
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1. Introduction

Thi s docunent updates one specific aspect of QAuth 2.0 Protected
Resource Metadata [ RFC9728]: the resource validation rule defined in
Section 3. 3.

Section 3.3 of [RFC9728] requires that when a client retrieves
protected resource netadata froma URL obtained via a WWW

Aut henticate chall enge, the resource value in the netadata response
MUST be identical to the URL the client used to nmake the request that
triggered the challenge. This exact-match rule is intended to
prevent a malicious resource fromdirecting clients to nmetadata that
i npersonates a different resource

Consi der a resource server at https://api.exanple.comthat exposes
the follow ng protected resources:

* https://api.exanmpl e.confaccounts
* https://api.exanple.contransactions
* https://api.exanple.confprofile
Al three protected resources are served by the sane authorization
server (https://as.exanple.com and accept tokens with the sane
audi ence (https://api.exanple.con
Under the current Section 3.3 rule in [RFC9728], when a client calls
https://api.exanpl e.conftransactions w thout a token, the resource
server responds:

HTTP/ 1.1 401 Unaut hori zed

WAV Aut henti cat e: Bearer resource_netadata="https://api.exanple.coni.well-known/oauth-pro
t ect ed-resource/ transacti ons”
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The client retrieves the netadata, which per Section 3.3 of [RFC9728]
MJST contain a resource value identical to the request URL:

{

"resource": "https://api.exanple.conltransactions",
"aut hori zation_servers": ["https://as.exanple.conl],

}

The client then requests a token using https://api.exanple.com
transactions as the resource paraneter per [RFC8707]. The

aut hori zati on server may issue a token whose audi ence is
https://api.exanpl e.com (covering all protected resources on the
server), but the client has no standardi zed way to know t his.

When the client subsequently needs to access https://api.exanple.com
accounts, it faces one of the foll owi ng suboptimal outcones:

1. It repeats the entire discovery and token-request flow for the
new protected resource, wasting a round trip to the authorization
server.

2. It speculatively reuses the existing token, which may work but is

not grounded in any protocol signal fromthe resource server

3. The authorization server nmust understand and enunerate every per-
URL resource identifier that maps to a given audi ence, increasing
configuration conplexity.

To avoid these outcones, this docunent rel axes the exact-match

requi renent for resource val ues obtained via WWV Aut henti cate

di scovery to a sane-origin, path-prefix match. See Section 4 for the
normative specification. Appendix A provides a non-normative exanpl e
illustrating how the updated rule applies to APIs with fine-grained
resource URLs.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Term nol ogy

Thi s docunent uses the following terns as defined in the referenced
speci fications:
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resource identifier: An HTTPS URI that identifies a protected
resource or set of protected resources, as defined in Section 1.2
of [RFC9728] and [ RFC8707].

TLS origin: The conbination of scheme, host, and port derived froma
URI, as defined in Section 4.3.2 of [RFC9110] for the https
scheme. Two URIs share the sane TLS origin if and only if their
schene, host, and port (after applying default port rules) are
i denti cal

path prefix: A path that matches the begi nning of another path on a
segnment boundary. See Section 4.3 for the precise definition

request URL: The URL the client used to nake the request that
triggered the WNM Aut henti cate chal | enge

4. Update to RFC 9728 Section 3.3

This section contains the normative change to [ RFC9728]. It updates
only the resource validation rule in Section 3.3 of [RFC9728] that
appl i es when netadata is retrieved via a WWMAut henticate chal | enge.
Al'l other requirenments in Section 3.3 and the rest of [RFC9728]
remain in effect.

4.1. Oiginal Rule (Replaced)
Section 3.3 of [RFC9728] states:

If the protected resource netadata was retrieved froma URL
returned by the protected resource via the WNWV Aut henticate

resour ce_netadata paraneter, then the resource val ue returned MJST
be identical to the URL that the client used to make the request
to the resource server. |If these values are not identical, the
data contained in the response MJUST NOT be used.

Thi s docunent replaces the above requirenent with the updated rule in
Section 4. 2.

4.2. Updated Validation Rule

When a client retrieves protected resource netadata froma URL

obtai ned via the resource_netadata paraneter in a WNWV Aut henticate
chal l enge (as defined in Section 5 of [RFC9728]), the client MJST
verify ALL of the follow ng conditions using the resource value from
the metadata response and the URL the client used to make the request
that triggered the chall enge:

1. The schene of the resource val ue MJST be https.
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2. The host of the resource value MJST be identical (using case-
i nsensitive conparison) to the host of the request URL.

3. The port of the resource value MJST be identical to the port of
the request URL. |If either URL omits the port, the default port
for the https schene (443) MJST be used for conparison

4. The path of the resource value MJST be a prefix of the path of
the request URL, as defined in Section 4.3.

If any of these conditions are not net, the client MJST NOT use the
met adat a, consistent with the security requirenents of [RFC9728].

Note that when the resource value is identical to the request URL,

all four conditions are trivially satisfied. This nmeans the updated
rule is fully backwards conpatible with the original exact-match rule
in [RFC9728]: any netadata that was valid under the original rule
remai ns valid under this update.

This update only applies to metadata retrieved via a WWVY Aut henti cate
chal l enge. The validation rule for metadata retrieved directly from
a well-known URI is NOT changed by this docunment; the resource val ue
MUST still be identical to the resource identifier fromwhich the

wel | -known URI was derived, as specified in Section 3.3 of [RFC9728].

4.3. Path Prefix Matching

This section defines the path prefix matching al gorithmreferenced by
condition 4 of the updated validation rule in Section 4.2.

The path of the resource value is a prefix of the path of the request
URL if any of the follow ng conditions hold:

1. The paths are identical (exact match).

2. The resource path ends with / and the request URL path starts
with the resource path. For exanple, a resource path of /api/vl/
is a prefix of a request URL path of /api/vl/accounts.

3. The resource path does not end with /, and the request URL path
is the resource path followed by / and optionally additiona
segnents. For exanple, a resource path of /api/vl is a prefix of
request URL paths /api/vl/ and /api/vl/ accounts.
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be treated as a prefix if the match would split a path segnent.
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A resource path MJUST NOT

For

a resource path of /api/vl MJIST NOT match a request URL path
because v10 and vladmi n are distinct

of /api/v1l0 or /api/vladm n,
pat h segnents fromvl.

Pat hs MJST be conpared in their
Per cent - encoded characters MJST be decoded before conpari son.

URI - normal i zed form per

[ RFC3986] .

An

enpty or absent path MJST be treated as / for conparison purposes.

The following table illustrates the matchi ng behavior:
f oo e s Lo e e
| resource path | Request URL path | Match? |
[ sy e peepy e pu s pg
| / | / Yes |
Fom e Ty +
| / | /accounts Yes |
oo Ty +
| / | /api/vl/accounts Yes |
T L e +
| /api | /api/vl/ accounts Yes |
Fom e e +
| /apil/ | /api/vl/accounts Yes |
Fom e Ty +
| /api/vl | /api/vl/accounts Yes |
T L e +
| /api/vl | /api/vl/ Yes |
Fom e e +
| /api/vl/ | /api/vl/accounts Yes |
Fom e Ty +
| /api/vl | /api/vl Yes |
T L e +
| /api/vl | /api/v10 * No* |
Fom e e +
| /api/vl | /api/vladm n * No* |
Fom e Ty +
| /api/vl | /apil/v2/accounts * No* |
T L e +
| /api/vl | /other * No* |
Fom e Ty +
| /accounts | /transactions * No* |
oo Ty +

McGui nness & Par ecki
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5. Examples

This section is non-normative. It illustrates how the updated
validation rule in Section 4 applies in practice.

5.1. Host-Level Resource ldentifier

A resource server at https://api.exanpl e.comadvertises a host-I|eve
resource identifier covering all of its protected resources.

When a client requests https://api.exanple.conltransactions without a
t oken:

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Bearer resource_netadata="https://api.exanple.coni.well-known/oauth-pro
t ect ed-resource"

The netadata response contains:

{
"resource": "https://api.exanmple.conm"”
"aut hori zation_servers": ["https://as.exanple.conl],
"scopes_supported": ["accounts.read", "transactions.read",
"profile.read"]
}

The client validates that https://api.exanple.coml shares the sane
TLS origin as https://api.exanple.conftransacti ons and that the path
/[ is a prefix of /transactions.

5.2. Path-Level Resource Identifier
A resource server at https://platform exanpl e.com exposes two
i ndependent sets of protected resources under different path
prefixes.

When a client requests https://platform exanple.confapi/vl/
transactions wi thout a token

HTTP/ 1.1 401 Unaut hori zed
WAV Aut henti cate: Bearer resource_netadata="https://platform exanple.coni.well-known/ oaut
h- pr ot ect ed-resource/ api /v1"

The netadata response contains:
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{
"resource": "https://platform exanple.confapi/vl",
"aut hori zation_servers": ["https://as.exanmple.conl],
"scopes_supported": ["transactions.read", "accounts.read"]
}

The client validates that https://platform exanpl e.conlapi/vl shares
the sanme TLS origin as https://platform exanpl e.confapi/vl/
transactions and that the path /fapi/vl is a prefix of /api/vl/
transactions on a segnent boundary.

A subsequent request to https://platformexanple.conm api/v2/reports
woul d NOT match the resource https://platform exanple.com api/vl
because /api/vl is not a prefix of /api/v2/reports. The client would
need to performa separate discovery for the /api/v2 protected
resources

6. dient Token Cachi ng Gui dance
This section is non-normati ve.

A client MAY maintain a token cache keyed by the tuple

(aut hori zation_server, resource), where authorization_server is the
i ssuer identifier fromwhich the token was obtai ned and resource is
the resource value fromthe protected resource netadata. A cached
token MAY be reused for requests to any URL whose path falls under
the sane resource path prefix on the sane TLS origin, provided the
t oken was obtai ned fromthe same authorization server, has not
expired, and carries sufficient scopes.

A client MAY also optimstically reuse a cached token when accessing
a URL under the same resource path prefix before perform ng nmetadata
di scovery for that URL. |If the resource server rejects the token
(e.g., with a 401 response), the client falls back to the standard
di scovery flow. The client should not assume that all protected
resources under a given path prefix accept the sane token

7. Security Considerations
The security considerations of [RFC9728] (Section 7) continue to

apply in full. This section describes how the updated validation
rule in Section 4 interacts with those consi derati ons.
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7.1. Preservation of Origin Security Boundary

Section 7.3 of [RFC9728] describes inpersonation attacks where an
adversary publishes nmetadata claimng to represent a legitimte
resource. The updated validation rule in Section 4.2 naintains the
fundanental security property that prevents these attacks: the TLS
origin check (conditions 1-3) ensures that the resource value is
authoritative for the same server that issued the challenge. An
attacker who controls https://evil.exanpl e.com cannot cause a client
to accept netadata with a resource value of https://api.exanple.conl,
because the origins differ

7.2. Path-Level |solation

Sone depl oynents host multiple i ndependent services on the sane
origin, distinguished only by path (e.g., a shared hosting

envi ronment where https://shared. exanpl e. coni servi ceA and
https://shared. exanpl e. com servi ceB are operated by different
tenants). The path-prefix matching rule in this docunent supports
these depl oynments: each service can advertise its own path-scoped
resource identifier (e.g., https://shared. exanpl e.conf servi ceA) that
covers only protected resources under that path prefix.

Resource servers in nulti-tenant environnents SHOULD use pat h-
specific resource identifiers that maintain the necessary isolation
between tenants. A resource identifier of
https://shared. exanpl e. com serviceA will not match requests to

htt ps://shared. exanpl e. com servi ceB/ resource because /serviceA is not
a path prefix of /serviceB/resource. This ensures that tokens

obtai ned for one service cannot be inadvertently reused for another
service on the same origin.

7.3. Token Scope and Audi ence

Rel axi ng the resource matching rul e does not change the authorization
server’'s responsibility to enforce audience restrictions on issued
tokens. The authorization server renains the authority on what
resource(s) a token is valid for. A client’s use of a resource
identifier (whether host-level or path-scoped) as the resource
paraneter in a token request is a signal to the authorization server,
whi ch MAY issue a token with a narrower or broader audience at its

di scretion.
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4. Sender - Constrai ned Tokens

Depl oyments usi ng sender-constrai ned tokens (e.g., DPoP [ RFC9449])
are conpatible with the relaxed matching rule defined in this
docunment. The sender constraint binds the token to the client, not
to a specific protected resource, so token reuse across protected
resources on the same origin does not weaken the sender-constraint
security property.

5. Metadata Substitution Wthin an Oigin

The updated validation rule in Section 4.2 pernmts a protected
resource to direct clients to netadata with a resource val ue that
differs fromthe URL of the protected resource (but shares the same
origin and satisfies the path-prefix condition). This nmeans that a
conprom sed protected resource on an origin could direct clients to
nmet adata controll ed by another protected resource on the sane origin.
This risk is inherent to sane-origin trust and is no different from
the existing web security nodel, where all content on the sane origin
shares a trust boundary. This risk also exists under the origina

[ RFC9728] rule, since a conprom sed protected resource can already
return arbitrary WWV Aut henticate chal | enges

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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Appendi x A.  Resource Discovery for Fine-Gained APIs
This non-normative exanple illustrates a comon depl oynent pattern
where the original exact-match validation rule in Section 3.3 of

[ RFCO728] creates a barrier to adoption, and shows how t he updated
rule in Section 4 resolves it.
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A.1l. Exact-Match Constraint

Consi der a resource server that exposes individual user resources at
uni que URLs of the form https://exanple.confusers/{id}.

A client that does not yet hold an access token nakes a GET request

to the resource. The resource server responds with 401 Unaut hori zed
and a WWV Aut henti cate chal l enge identifying the Protected Resource

Met adat a docunent :

GET /users/ 100 HTTP/ 1.1
Host: exanpl e. com

HTTP/ 1.1 401 Unaut hori zed
WANM Aut hent i cat e: Bearer resource_rnet adat a=
"https://exanpl e. com . wel | - known/ oaut h- pr ot ect ed-r esour ce

Fol I owi ng the di scovery procedure in Section 3 of [RFC9728], the
client retrieves the metadata docunent:

GET /.wel | - known/ oaut h- prot ect ed-resource HITP/ 1.1
Host: exanpl e. com

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"resource": "https://exanple.confusers/"
"aut hori zation_servers": ["https://as.exanple.conl],

}

Under the original Section 3.3 rule of [RFC9728], the resource val ue
MUST be identical to the request URL https://exanpl e.confusers/100.
Because the netadata instaed contains an invalid val ue of
https://exanmpl e.confusers/, the client MJUST NOT use the netadata.

To satisfy the original exact-match requirenent, a resource server
has two opti ons.

*Option 1: A distinct netadata docunent per resource URL.*

Each resource URL requires its own Protected Resource Metadata
docunent, for exanpl e:
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htt ps://exanpl e. confusers/ 100/ . wel | - known/ . .
htt ps://exanpl e. confusers/ 101/ . wel | - known/ . .
https://exanpl e. conf users/ 102/ . wel | - known/ . .

For APlIs where the set of resource URLs is not fixed in advance, this
creates an unbounded number of metadata docunents to provision,

serve, and keep consistent. |In practice this results in increased
storage overhead, cache fragmentation, and operational complexity
that scales linearly with the nunber of resources.

*Option 2: Qut-of-band know edge of a representative resource URL.*

To work around the exact-match constraint, a client could first nake
a CET request to a "parent” resource (e.g., https://exanple.con
users) in order to trigger a 401 Unauthorized response whose

associ ated netadata contains a resource value of https://exanple.con
users. The client would perform di scovery against that URL, obtain
an access token, and then use the access token to access

htt ps:// exanpl e. conif user s/ 100.

GET /users HITP/ 1.1
Host: exanpl e. com

HTTP/ 1.1 401 Unaut hori zed
WANM Aut hent i cat e: Bearer resource_net adat a=
"https://exanpl e. conl . wel | - known/ oaut h- pr ot ect ed-r esour ce"

Thi s approach requires out-of-band know edge of which URL to request
first, which is not conveyed by the protocol. It also introduces an
additional round trip before the client can access the originally
desired resource, increasing latency and conplexity for every new
client interaction

A.2. Resolution with the Updated Rule

The updated validation rule in Section 4.2 pernmits the resource val ue
to be any URI that shares the sane TLS origin as the request URL and
whose path is a prefix of the request URL path. This allows a single
met adat a docunent to cover a collection of rel ated resources,
enabling straightforward di scovery with no additional round trips or
out - of - band coordi nation

A client that does not yet hold an access token nmakes a GET request

to the resource. The resource server responds with 401 Unaut hori zed
and a WMWV Aut henti cate chal | enge
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GET /users/ 100 HTTP/ 1.1
Host: exanpl e. com

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Bearer resource_netadat a=
"https://exanple.conl.well-known/ oaut h-protected-resource"”

The client retrieves the netadata docunent:

GET /.wel | - known/ oaut h- prot ect ed-resource HTTP/ 1.1
Host: exanpl e. com

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"resource": "https://exanple.confusers/"
"aut hori zation_servers": ["https://as.exanple.conl],

}

The client validates that https://exanple.confusers/ shares the sane
TLS origin as https://exanpl e.com users/ 100 and that the path /users/
is a prefix of /users/100 on a segnment boundary. Both conditions are
satisfied, so the client accepts the netadata.

The client uses https://exanple.com users/ as the resource indicator
(per [RFC8707]) when requesting an access token fromthe

aut hori zation server. The resulting access token can be reused for
subsequent requests to https://exanpl e.con users/ 101,

https://exanpl e. conf users/ 102, and so on w thout repeating the
di scovery or token-request flow
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