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Abst ract
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anbiguity and certain classes of security vulnerabilities such as
resource mx-up attacks, particularly in systens that use the
Resource Indicators for QAuth 2.0 specification [ RFC8707].
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1. Introduction

QAuth 2.0 defines a franmework in which clients obtain access tokens
from aut hori zation servers and present themto protected resources.
In depl oynments involving multiple protected resources or resource
servers (APIs), clients often need to deternine whether a given
access token is valid for a specific resource.

The Resource Indicators for QAuth 2.0 specification [ RFC8707]

i ntroduced the resource request paraneter, which allows a client to
indicate the protected resource(s) for which an access token is
intended to be used. An authorization server can use this

i nformati on when issuing an access token, for exanple by applying
resource-specific restrictions based on policy or configuration

However, [RFC8707] does not define any nechani smfor an authorization
server to confirm in the access token response, which resource(s)
were ultimately accepted. As a result, a client has no interoperable
way to validate the effective resource scope of an issued access

t oken.

When an aut hori zation request includes one or nore resource
paraneters, authorization servers in deployed systens nmay exhibit a
range of behaviors depending on their capabilities and policy
configuration. An authorization server MY, for exanple:

* lgnore the resource paraneter and i ssue an access token that is
not restricted to any specific resource.

* |gnore the resource paraneter and issue an access token that is
valid for a server-assigned resource or set of resources

* Accept all requested resource values and i ssue an access token
that is valid for the conplete requested set.

* Accept only a subset of requested resource values and i ssue an

access token that is valid for that subset, wi thout explicitly
i ndi cating that other requested resources were rejected.
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* Override the requested resource values and i ssue an access token
that is valid for resources determ ned by authorization server
policy or client configuration.

* Reject the request by returning an invalid target error response
as defined in [ RFC8707].

In the absence of explicit confirmation in the token response, a
client cannot determ ne which of these behaviors occurred and may
incorrectly assune that an access token is valid for a particular
resource.

This anbiguity is especially problematic in deploynents that rely on
dynani ¢ di scovery of protected resources and authorization servers.
In such environnents, a client may learn the protected resource URL
at runtinme and di scover an authorization server using QAuth 2.0

Prot ected Resource Metadata [ RFC9728], wi thout any pre-established
trust relationship between the client and the resource. See

Section 1.1 for an exanple of how this can lead to resource ni x-up
att acks.

A key challenge in these deploynents is that the client has no
reliable way to validate whether a discovered authorization server is
actually authoritative for a given protected resource. Wile

[ RFC9728] allows protected resource netadata to be cryptographically
signed, this would require clients to be pre-configured with trust
anchors for signature verification, which defeats the purpose of
runti me di scovery.

Simlarly, an authorization server could publish a |ist of protected
resources it supports in its nmetadata [ RFC8414], but this approach
does not scale in practice for large APIs or resource domains wth
many di stinct resource identifiers, nor does it address cases where
aut hori zati on server policy dynam cally determ nes resource validity.

Sone clients attenpt to deternmine the applicability of an access
token by exami ning audi ence-related information. A client might cal
the token introspection endpoint [RFC7662] to obtain an audi ence

val ue, or mght locally inspect the aud clai mwhen the access token
is self-contained, such as a JWI [ RFC7519]. QAuth treats access
tokens as opaque to the client (Section 1.4 of [RFC6749]). As a
result, neither token introspection nor |ocal inspection of a self-
cont ai ned token provides a reliable or interoperable nechanismfor
determning the protected resource for which an access token is
val i d.
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Audi ence val ues are token-format-specific and policy-defined. They
do not have standardi zed senmantics across authorization server

i npl ementations. As described in Section 2.2, audi ence val ues
commonly identify authorization servers, tenants, resource servers,
or other logical entities rather than concrete protected resource
identifiers. A protected resource may accept access tokens with
broad, narrow, or indirect audience values. There is no predictable
or discoverable relationship between such values and the resource’ s
URL. dients therefore cannot rely on audi ence information, whether
obtained froma token introspection response or fromlocal inspection
of a self-contained access token, to determ ne whether an access
token is applicable to a specific protected resource.

As a result, learning the audi ence of an issued access token does not
provide a reliable or interoperable way for a client to determne
whet her the token is valid for the intended resource, particularly
when nmultiple protected resources share an authorization server or
when the client interacts with resources discovered dynamically at
runtime. This docunment uses the term _resource_ as defined in

[ RFC8707]. The rel ationship between resources and token audi ence

val ues is discussed further in Section 2.2.

Consequently, existing OAuth nechani snms do not provide a practical,
interoperable way for a client to confirmthat an issued access token
is valid for the intended resource

Thi s specification defines a new resource paranmeter to be returned in
QAuth 2.0 access token responses that is orthogonal to the token
format issued by the authorization server. The paraneter explicitly
identifies the protected resource(s) for which the issued access
token is valid, enabling clients to validate token applicability

bef ore use and reduci ng anbiguity across depl oynments.

1.1. Resource Mx-Up via Dynanmic Discovery Exanple
The foll owing exanple illustrates how ambi guity about the effective
resource scope of an issued access token can lead to a resource m x-
up attack in deploynments that rely on dynam c di scovery.
*Precondi tions:*
* Aclient wants to access a protected resource at
https://api.exanpl e.net/data and is not statically configured with

know edge of that resource or its authorization server.

* The client uses QAuth 2.0 Protected Resource Metadata [ RFC9728] to
dynani cal | y di scover an authorization server for the resource.

McQui nness & Hanson Expi res 3 Septenber 2026 [ Page 5]



I nternet-Draft Resource Token Response Par aneter March 2026

* An attacker controls the protected resource at
https://api.exanpl e. net/data and publishes Protected Resource
Met adata clainmng https://legit-as.exanple.comas the
aut hori zation server, advertising |legitimte-|ooking scopes such
as data:read data:wite.

* The client has an existing client registration with https://legit-
as. exanpl e. com

* The authorization server at https://legit-as.exanpl e.com does not
support [RFC8707] and ignores the resource paraneter, issuing
access tokens based solely on requested scopes.

* The user trusts https://Ilegit-as.exanple.comand woul d consent to
the requested scopes for a legitimate client.

*Attack Fl ow *

1. The client retrieves Protected Resource Metadata from
https://api.exanpl e. net/data and discovers https://legit-
as. exanpl e.com as the authorization server

2. The client sends an authorization request to https://legit-
as. exanpl e. com including resource=https://api.exanple.net/data
and scopes data:read data:wite.

3. The authorization server processes the request based on scopes,
i gnores the resource paraneter, and—after user consent—issues an
access token without confirm ng the sel ected resource.

4. The client receives the access token but cannot determ ne whet her
it is valid for https://api.exanple.net/data or for sone other
protected resource.

5. The client presents the access token to https://api.exanple.net/
data. The attacker intercepts the token and reuses it to access
a legitimate protected resource that trusts the sane
aut hori zati on server and accepts tokens with the same scopes.

Wthout explicit confirmation of the resource in the token response,
the client cannot detect that the authorization server ignored or
overrode the requested resource indicator. User consent al one may
not prevent this attack, particularly when authorization servers do
not prom nently display resource information during authorization
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2

2

2

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1. Term nol ogy

The terms "client”, "authorization server", "resource server",
"access token", "protected resource", "authorization request",
"aut hori zati on response", "access token request", "access token

response” are defined by the QAuth 2.0 Authorization Framework
specification [ RFC6749].

The term "resource" is defined by the Resource Indicators for QAuth
2.0 specification [ RFC8707].

The term "server-assi gned resource" denotes resource(s) assigned by
the authorization server (e.g., defaults or additions based on
policy, configuration, or requested scopes).

The term"StringOrURI" is defined by the JW specification [ RFC7519].
2. Resource vs Audi ence

This specification uses the term resource_ (as defined in [ RFC8707])
rat her than _audi ence_ (as commonly used in access token formats such
as JWIs) to describe the protected resource for which an access token
is valid. This distinction is intentional and reflects a fundamental
separation in QAuth between resource identification and token
representation.

In QAuth, a client interacts with a protected resource by naking
requests to a specific resource URL. The client nay not know how
that resource is represented internally by the authorization server,

i ncl udi ng whi ch audi ence val ues a resource server will accept. As a
result, a client cannot assune any fixed or discoverable rel ationship
between a protected resource’ s URL and the audi ence val ues that may
appear in an access token

Wiile a resource identifier and an access token’ s audi ence val ue may
coincide in sone deployments, they are not equivalent. A resource
server protecting a given resource nmay accept access tokens wth

audi ence restrictions that are:
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* *Broad*, such as https://api.exanple.com representing an API-wi de
identifier.

*  *Narrow*, such as https://api.exanple.conl sone/protected/resource,
representing a specific protected resource.

* *logical or indirect*, such as urn:exanple:api or
https://exanpl e. net, which have no direct correspondence to the
resource’ s URL.

Audi ence assignnment is a matter of authorization server policy. A
client therefore cannot reliably predict which audience value will be
used in an issued access token or which audience values a resource
server will accept. This limtation is particularly relevant in
dynanmi ¢ environments, such as those using QAuth 2.0 Protected

Resource Metadata [ RFC9728], where a client can discover the

protected resource URL but cannot discover the authorization server’ s
audi ence assi gnnment policy.

Sone depl oynents attenpt to encode protected resource identifiers
into scope values and rely on the scope paraneter in the access token
response [ RFC6749] to infer the applicability of an access token
Thi s approach conflates two distinct concepts in QAuth. Scope
expresses the permissions or actions that an access token authori zes,
whil e the resource paranmeter [ RFC8707] identifies the protected
resource at which those perm ssions may be exercised. Encoding
resource identifiers into scope val ues obscures this distinction,
limts the i ndependent evolution of authorization and resource
targeting, and does not conpose well in deploynents where a single
resource supports multiple scopes or where the sane scope applies
across mnultiple resources.

Sone depl oynents also rely on protected resource netadata [ RFC9728]
or authorization server netadata [ RFC8414] to di scover which

aut hori zation server is authoritative for a given protected resource.
Wi | e t hese nmechani sns support discovery, they do not provide

i ssuance-time confirmation of the resource(s) for which an access
token is valid. Metadata describes static relationships and
capabilities, not the authorization server’ s resource selection
decision for a specific token. As a result, netadata al one cannot be
relied upon to determ ne whether an authorization server honored,
restricted, or substituted a requested resource when issuing an
access token.

For these reasons, returning audi ence or scope information in the
token response is less useful to a client than returning the
resource(s) for which the access token was issued. By returning the
resource paranmeter, this specification enables a client to confirm
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that an access token is valid for the specific resource it requested
and to detect resource m x-up conditions in which an authorization
server issues a token for a different resource than intended.

Thi s approach is consistent with Resource |Indicators [ RFC8707] and
Prot ected Resource Metadata [ RFC9728], which define the resource
paraneter as the client-facing nmechanismfor identifying the target
protected resource, independent of how a resource server enforces
audi ence restrictions internally.

Thi s specification does not define, constrain, or replace the use of

audi ence val ues in access tokens, nor does it require any particular

token format. How authorization servers encode audi ence information

and how resource servers enforce audi ence restrictions are explicitly
out of scope.

3. Resource Paraneter in Token Response

Aut hori zation servers that support this specification MJST include
the resource parameter in successful access token responses, as
defined in Section 5.1 of [RFC6749], to identify the protected
resource(s) for which the access token is valid, according to the
rules in Section 3.2.

The val ue of the resource paraneter MJST be either

* A single case-sensitive string containing an absolute URI, as
defined in Section 2 of [RFC8707], when the access token is valid
for exactly one resource.

* An array of case-sensitive strings, each containing an absol ute
URI as defined in Section 2 of [RFC8707], when the access token is
valid for nore than one resource. The array MJST contain at |east
one el ement, and each el enent MUST be uni que when conpared using
the URI conparison rules in Section 6.2.1 of [RFC3986] after
appl yi ng synt ax-based nornalization as defined in Section 6.2.2 of
[ RFC3986] .

VWhen an access token is valid for exactly one resource, the

aut hori zati on server SHOULD represent the resource paraneter val ue as
a single string to inprove interoperability and ease of processing.
When the access token is valid for nore than one resource, the

aut hori zati on server MJST represent the resource paraneter value as
an array.

This representation is determ ned solely by the nunber of resources

for which the access token is valid and applies regardl ess of how
many resource paranmeters were included in the request.
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3.

3.

The resource paraneter uses the same val ue syntax and requirenents as
the resource request paraneter defined in [ RFC8707]. Each val ue MUST
be an absolute URI, MJST NOT contain a fragment conmponent, and SHOULD
NOT contain a query component.

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"access_token": "2Yot nFZFEj r 1zCsi cMApAA",
"token_type": "Bearer",
"expires_in": 3600,
"resource": "https://api.exanmple.conm”
}

1. Resource ldentifier Conparison

This section defines the canonical rules for conparing resource
identifiers when determ ning uni queness, eval uating requested
resources agai nst authorization server policy, or validating that
returned resource val ues correspond to client expectations.

When conparing resource identifiers, inplenentations MIST apply the
URI comparison rules defined in Section 6.2.1 of [RFC3986], after
appl yi ng synt ax-based normalization as defined in Section 6.2.2 of

[ RFC3986]. Resource identifiers that are equival ent under these
rules MJST be treated as identical

2. Authorization Server Processing Rul es

Aut hori zation server processing is determ ned by the nunber of
resource paranmeters included in the authorization request or token
request, as defined in [RFC8707]. Server-assigned resources may al so
af fect processing; the effective resource set can be influenced by
requested scopes, authorization server policy, client configuration,
and ot her factors.

The foll owi ng rul es describe how an authorizati on server eval uates
requested resources and determines the effective resource(s)
associated with an issued access token. These rules apply equally to
access tokens issued using the authorization code grant and the
refresh token grant.

When issuing an access token, any resource paraneters included in the
token request represent an additional restriction on the resources
permitted by the underlying authorization grant. The authorization
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server MJST ensure that each requested resource in the token request
is within the set of resources authorized by the grant, or otherw se
acceptabl e under local policy consistent with [RFC8707]. If this
condition is not met, the authorization server MIUST return an
invalid target error and MJUST NOT i ssue an access token

If the client includes resource paraneters in both the authorization
request and the token request, the values in the token request MJST
be treated as a further restriction and MIST be a subset of the
resources permtted by the underlying grant. |[|f no resource
paraneter is included in the token request, the authorization server
MAY i ssue an access token for the resource(s) previously authorized
by the grant, subject to local policy.

When issuing an access token in response to a refresh token request,
the aut horization server MJUST NOT expand the set of authorized
resour ces beyond those previously bound to the underlying grant. If
the client supplies one or nore resource paraneters in the refresh
token request, each requested resource MJST be within the previously
aut hori zed set or otherw se acceptabl e under |ocal policy consistent
with [RFC8707]. If this condition is not net, the authorization
server MJST return an invalid target error and MJST NOT issue an
access token.

An aut hori zation server MAY require clients to include a resource
paraneter. |If a resource paraneter is required by |local policy and
the client does not include one, the authorization server MJIST return
an invalid target error as defined in [RFC8707] and MJUST NOT issue an
access token.

When including a resource paranmeter in the access token response, the
aut hori zati on server MJST use a string when exactly one resource
value is returned and MJST use an array of strings when nore than one
resource value is returned (whether fromrequested resources, server-
assi gned resources, or both).

When the client included one or nore resource paraneters in the
request, the authorization server MJST NOT issue an access token

unl ess at | east one requested resource is acceptable. The server
MUST return an invalid target error if none of the requested
resources are acceptable, even if server-assigned resources could be
returned. Server-assigned resources nmay only be included in addition
to at | east one accepted requested resource.
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3. 2.

1. Summary Table

[S oo s s s s oo e o}
| dient | Authorization | Authorization Server |
| Request | Server Qutcone | Processing Rul es |
| Shape I I I
| *One or nore | No acceptable | MUST return invalid_target

| resource | requested | and MJST NOT issue an |
| val ues | resource | access token. |
| requested* | | |
. RIS . +
| | One or nore | MUST include resource with

| | acceptable | at least the accepted |
| | requested | requested resource(s). NMNAY |
| | resources | include server-assigned |
| | | resource(s) in addition. |
. RIS . +
| *No resource | server-assigned | SHOULD i ncl ude the assignhed

| requested* | resource(s) | resource(s) in the resource

| | | parameter. |
R o e e e e oo oo e e e e e e e e oo - - +
| | No resource- | SHOULD omit the resource |
| | specific | paraneter. |
| | restriction | |
S o e e e e oo oo o e e e e e e e ememao - +

Table 1

When conparing resource identifiers, the authorization server MJST
apply the rules defined in Section 3.1.

3.2.2. dient Requested One or Mre Resources

If the client included one or nore resource paraneters in the
aut hori zation request or token request:

*

The aut horization server MJST eval uate the requested resource
val ue(s) according to | ocal policy and determ ne which requested
val ues are acceptabl e.

If none of the requested resource values are acceptable, the
aut hori zati on server MJST return an invalid_target error response
as defined in [ RFC8707] and MJST NOT issue an access token

If one or nore requested resource val ues are acceptabl e:
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- The authorization server MJST include the resource paranmeter in
the access token response.

- The returned value(s) MJST include at |east one requested
resource value according to the rules defined in Section 3.1

- The returned set MAY contain a strict subset of the requested
resource values (when nmultiple were requested).

- The returned set MAY contain additional server-assigned
resources. See Appendix A 2 for an exanpl e using scope-defined
resour ces

- The returned set MJST NOT contain duplicate resource val ues,
including values that differ only by URI normalization using
rules defined in Section 3.1

3.2.3. dient Did Not Request a Resource

If the client did not include any resource paraneters in the
aut hori zati on request or token request:

* |f the authorization server assigns one or nore server-assigned
resource val ue(s) based on policy, client configuration, or
request ed scopes:

- The authorization server SHOULD i nclude the assigned resource
val ue(s) in the resource paraneter of the response.

* |f the authorization server does not apply any resource-specific
restriction to the access token

- The authorization server SHOULD omt the resource paraneter
fromthe response.

If the resource paraneter is omtted, the access token is not valid
for any specific resource as defined by this specification

3.3. dient Processing Rules
A client that supports this extension MJST process access token
responses according to the rules in this section, which are

determ ned by whether the client requested one or nore resources or
no resources, as defined in [ RFC8707].
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When a resource paraneter is included in an access token response,
the client MIUST interpret and conpare the returned resource
identifiers using the rules defined in Section 3.1. |If the client
cannot determnmine that an access token is valid for the intended
protected resource, the client MJUST NOT use the access token

If validation succeeds, the client MAY use the access token and MJUST
use it only with the resource(s) identified in the response. Any
returned scope value MJST be interpreted in conjunction with the
returned resource val ues, and the granted scopes MJST be appropriate
for the returned resource(s), consistent with Section 3.3 of

[ RFC6749] .

If validation fails at any point, the client MJST NOT use the access
t oken and SHOULD di scard it.

These client processing rules apply equally to access tokens issued
usi ng the authorization code grant and to access tokens issued using
the refresh token grant.

3.3.1. Summary Table

[ el ey et o}
| Cient | Token Response | dient Processing Rules |
| Request | | |
| Shape I I I
[} e ————— Ll pp—p—p——_———————————_———_—_ Ll —p—_—r U
| *One or | resource onmitted | Invalid. dient MIJST NOT |
| nore | | use the access token and |
| resource | | SHOULD discard it. |
| val ues | | |
| requested* | | |
o e e - T o e e e e e e e e m o +
| | resource present | Valid only if at |east one |
| | | returned identifier matches

| | | a requested resource; |
[ | | additional elenments MAY be

| | | server-assigned resources. |
o e e - T o e e e e e e e e m o +
| *No | resource onmitted | Valid. Token is not |
| resource | | resource-specific. |
| requested* | | |
o e e o - o Fom e e e e i +
| | resource present | Valid. dient SHOULD treat

| | | the returned value as a |
| | | server-assigned resource |
| | | assignnent. |
oo s g o mm e e e e e e e i +
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| *Any | error=invalid_target | Client MJST treat this as a

| request | | term nal error and MJST NOT |
| shape* | | use an access token. |
R o e e e e e oo oo oo e e e e e e e e oo - - +

Table 2
3.3.2. Parsing the resource Paraneter

If the access token response includes a resource paraneter, the
client MJUST parse it as foll ows:

* A string value represents a single resource identifier

* An array value represents nultiple resource identifiers; each
el ement MUST be a string.

* Any other value is invalid; the client MUST NOT use the access
t oken and SHOULD di scard it.

The client MJUST nornalize the parsed value to a set of resource

identifiers (treating a string as a single-elenent set) before

appl ying the validation rules below. Wen conparing resource

identifiers, the client MJST apply the rules defined in Section 3.1
3.3.3. dient Requested One or Mre Resources

If the client included one or nore resource paraneters in the token
request:

* The response MJST include a resource paraneter containing at |east
one identifier that matches a requested resource (additiona
identifiers MAY be server-assigned resources).

* Validation fails when the response onits the resource paraneter,
when the returned set does not contain any of the requested
resources, or when duplicate resource identifiers are present.

3.3.3.1. Authorization Request Exanple

Client obtains an access token for the protected resource at
https://api.exanpl e.conf custoners using the authorization code grant.

3.3.3.1.1. Authorization Request

Client nakes an authorization request for the protected resource at
https://api.exanpl e. conf cust oners.
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GET /aut hori ze?response_t ype=code
&client id=clientl123
&redirect _uri=https¥BAYRF¥2Fcl i ent.exanpl e. con¥2Fchb
&scope=cust oner s¥%3Ar ead
&st at e=abc123
& esour ce=ht t psY8AWRFY2Fapi . exanpl e. cont2Fcust oner s
&code_chal | enge=E9Mel hoa20Om Fr EMIJguCHaoeK1t 8URWUGI Sst w cM
&code_chal | enge_mnet hod=S256

HTTP/ 1.1

Host: authorizati on-server. exanpl e.com

3.3.3.1.2. Redirect

The authorization server redirects the user-agent back to the client
with an authorization code.

HTTP/ 1.1 302 Found
Location: https://client.exanple.com cb?code=Spl x| OBeZQQYbYS6WkShl A&st at e=abc123

3.3.3.1.3. Token Request
The client exchanges the authorization code for an access token
POST /token HTTP/ 1.1
Host: authori zation-server. exanpl e. com
Cont ent - Type: appli cati on/ x-wwform url encoded
grant _type=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6WkShl A&
redirect _uri=https¥%BAWRF2Fclient.exanpl e. con2Fcbh&
client_id=client123&
code_verifier=dBjftJeZ4dCVvP- nB92K27uhbUJUlplr wWMLgFWFOEj Xk
3.3.3.1.4. Token Response

The aut horization server issues an access token that is valid for the
protected resource at https://api.exanple.coni custoners

McQui nness & Hanson Expi res 3 Septenber 2026 [ Page 16]



I nternet-Draft Resource Token Response Par aneter March 2026

HTTP/ 1.1 200 &K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{

"access_token": "ACCESS TOKEN',

"token_type": "Bearer",

"expires_in": 3600,

"scope": "custoners:read",

"resource": "https://api.exanple.conl custoners"”
}

3.3.3.2. Refresh Token Request Exanple

Client refreshes an access token for the protected resource at
https://api.exanpl e. conf cust oners.

3.3.3.2.1. Refresh Token Request

The client uses a refresh token to request a new access token that is
valid for the protected resource at https://api.exanple.conm
cust oners.

POST /token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=refresh_t oken&

ref resh_t oken=REFRESH_TOKEN&

client_id=client123&

scope=cust omer s¥8Ar ead&

resour ce=ht t ps¥B8AYRFY2Fapi . exanpl e. conl@2Fcust oner s

3.3.3.2.2. Token Response

The aut horization server issues a new access token that is valid for
the protected resource at https://api.exanple.coni custoners.
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HTTP/ 1.1 200 &K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{

"access_token": "ACCESS TOKEN',

"token_type": "Bearer",

"expires_in": 3600,

"scope": "custoners:read",

"resource": "https://api.exanple.conl custoners"”
}

3.3.3.3. Authorization Request Exanple

Client obtains an access token for the protected resources at
https://api.exanpl e.conf custoners and https://api.exanpl e.coni orders.

3.3.3.3.1. Authorization Request
Client nakes an authorization request for both protected resources.

CGET /aut hori ze?response_t ype=code
&client _id=clientl123
& edirect _uri=https¥BAYRFY2Fcl i ent.exanpl e. cont2Fchb
&scope=cust oner s¥8Ar ead¥200r der s¥3Ar ead
&st at e=abc123
& esour ce=ht t ps¥8AWRFY2Fapi . exanpl e. cont2Fcust oner s
& esour ce=ht t ps¥BAWRFY2Fapi . exanpl e. cont@For der s
&code_chal | enge=E9Mel hoa20Omw Fr EMIJguCHaoeK1t 8URWUGI Sst w- cM
&code_chal | enge_met hod=S256

HTTP/ 1.1

Host: authorizati on-server. exanpl e.com

3.3.3.3.2. Redirect

The aut horization server redirects the user-agent back to the client
wi th an aut hori zation code.

HTTP/ 1.1 302 Found
Location: https://client.exanple.com cb?code=Spl x| OBeZQQYbYS6WkShl A&st at e=abc123

3.3.3.3.3. Token Request

The client exchanges the authorization code for an access token
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POST /token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6WShl A&

redirect _uri=htt ps¥%BAWRF¥2Fclient. exanpl e. con@2Fcbh&
client id=clientl23&

code_verifier=dBjftJeZ4dCVvP- nB92K27uhbUJUlplr wWMLgFWFOEj Xk

3.3.3.3.4. Token Response

The aut horization server issues an access token that is valid for
bot h protected resources.

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store
Pragma: no-cache

{
"access_token": "ACCESS TOKEN',
"token_type": "Bearer",
"expires_in": 3600,
"scope": "customers:read orders:read",
"resource": |
"https://api.exanple.con cust oners”
"https://api.exanple.conforders”
]
}

3.3.3.4. Refresh Token Request Exanple

Client refreshes an access token for the protected resources at
https://api.exanpl e.confcustoners and https://api.exanpl e.coni orders.

3.3.3.4.1. Refresh Token Request

The client uses a refresh token to request a new access token that is
valid for both protected resources.
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POST /token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=refresh_token&

ref resh_t oken=REFRESH_TOKEN&

client _id=client123&

scope=cust oner s¥8Ar ead¥?00r der s¥3Ar ead&

resour ce=ht t ps¥BAYRFY2Fapi . exanpl e. con¥2Fcust oner s&
r esour ce=ht t ps¥%BAYRFY2Fapi . exanpl e. con?2For der s

3.3.3.4.2. Token Response

The aut hori zation server issues a new access token that is valid for
bot h protected resources.

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"access_token": "ACCESS TOKEN',
"token_type": "Bearer",
"expires_in": 3600,
"scope": "customers:read orders:read",
"resource": |
"https://api.exanpl e. conf cust oners”
"https://api.exanple.conforders"
]
}

3.3.4. dient Did Not Request a Resource

If the client did not include any resource paraneters in the token
request:

* |f the response includes a resource paraneter, the client MAY
treat it as a server-assigned resource assignnent.

* |f the response onmits the resource paraneter, the token SHOULD be
treated as unbounded.

3.3.4.1. Authorization Request Exanple

Client obtains an access token w thout requesting a specific
resource.
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3.3.4.1.1. Authorization Request

Client nakes an authorization request w thout including a resource
i ndi cator.

GET /aut hori ze?response_t ype=code
&client _id=clientl123
&redirect _uri=https¥BAYRF¥2Fcl i ent.exanpl e. con¥2Fch
&scope=or der s¥%3Ar ead
&st at e=abc123
&code_chal | enge=E9Mel hoa2Omw Fr EMIJguCHaoeK1t 8URWUGI Sst w- cM
&code_chal | enge_net hod=S256

HTTP/ 1.1

Host: authorizati on-server. exanpl e.com

3.3.4.1.2. Redirect

The aut horization server redirects the user-agent back to the client
with an authorization code.

HTTP/ 1.1 302 Found
Location: https://client.exanple.com cb?code=Spl x| OBeZQQYbYS6WkShl A&st at e=abc123

3.3.4.1.3. Token Request
The client exchanges the authorization code for an access token

POST /token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: application/ x-wwmform url encoded

grant _type=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6Wk Shl A&

redirect _uri=htt psY%8AWRF2Fcl i ent. exanpl e. conb2Fcbh&
client id=clientl23&

code_verifier=dBjftJeZ4CVvP- nB92K27uhbUJUlplr wMLgFWFOEj Xk

3.3.4.1.4. Token Response

The authorization server issues an access token that is valid for the
server-assi gned protected resource (https://api.exanple.conlorders).
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HTTP/ 1.1 200 &K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"access_token": "ACCESS TOKEN',
"token_type": "Bearer",
"expires_in": 3600,
"scope": "orders:read",
"resource": "https://api.exanple.coniorders"
}

3.3.4.2. Refresh Token Request Exanple

Client refreshes an access token without explicitly requesting a
resource.

3.3.4.2.1. Refresh Token Request

The client uses a refresh token to request a new access token w t hout
explicitly requesting a resource.

POST /token HTTP/ 1.1
Host: authori zation-server. exanpl e. com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=refresh_token&
ref resh_t oken=REFRESH TOKEN&
client_id=client123&
scope=or der s¥3Ar ead

3.3.4.2.2. Token Response
The aut horization server issues a new access token that is valid for

the server-assigned protected resource (https://api.exanple.com
orders).
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HTTP/ 1.1 200 &K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"access_token": "ACCESS TCOKEN',

"token_type": "Bearer",

"expires_in": 3600,

"scope": "orders:read",

"resource": "https://api.exanple.coniorders"

}

3.3.5. I nval i d Resource

An invalid target error indicates that none of the requested resource
val ues were acceptable to the authorization server. This outcone may
result from authorization server policy or client configuration

Upon receiving an invalid_target error, the client MAY retry the
aut hori zation request with a different resource val ue.

3.3.5.1. Authorization Request Exanple

Client attenpts to obtain an access token for a protected resource
(https://unknown. exanpl e.com) that is not permtted.

3.3.5.1.1. Authorization Request

Client nakes an authorization request for a protected resource that
is not pernitted.

GET /aut hori ze?response_t ype=code
&client id=clientl123
& edirect _uri=https¥BAYRFY2Fcl i ent.exanpl e. cont2Fcb
&scope=cust oner s¥3Ar ead
&st at e=i nval i d123
& esour ce=ht t ps¥BAWRFY@2Funknown. exanpl e. con?2F
&code_chal | enge=E9Mel hoa20Om Fr EMIJguCHaoeK1t 8URWUGI Sst w- cM
&code_chal | enge_net hod=S256
HTTP/ 1.1
Host: authorization-server. exanpl e. com

3.3.5.1. 2. Error Redirect

The authorization server rejects the requested resource and does not
i ssue an aut horization code.
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HTTP/ 1.1 302 Found
Location: https://client.exanple.conm cb?error=invalid_target&error_descripti on=Resour ce¥?
Onot %20al | owed&st at e=i nval i d123

3.3.5.2. Refresh Token Request Exanple

Client attenpts to refresh an access token for a protected resource
(https://unknown. exanpl e.com) that is not permtted.

3.3.5.2.1. Refresh Token Request

The client uses a refresh token to request a new access token for a
protected resource that is not permtted.

POST /token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: application/ x-wwform url encoded

grant _type=refresh_t oken&

refresh_t oken=REFRESH TOKEN&

client id=clientl23&

scope=cust oner s¥8Ar ead&

resour ce=ht t ps¥%BAYRFY¥2Funknown. exanpl e. cont2F

3.3.5.2.2. FError Response
The aut horization server rejects the requested resource.

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

"error": "invalid_ target",
"error_description": "Resource not allowed"

}
3.4. Security Considerations

This section describes security threats related to anbi guous resource
sel ection and access token reuse, and explains how this specification
mtigates those threats, either directly or in conbination with other
QAut h security nechani sns.
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3.4.1. Resource Selection Arbiguity and M x-Up Attacks

*Threat:* An authorization server issues a successful access token
response without clearly indicating the protected resource(s) for
which the token is valid. This can occur when the server applies
server-assi gned resource selection, narrows a requested resource set,
or substitutes a different resource according to | ocal policy wthout
communi cating that decision to the client. Such conditions are nore
likely in deployments where a client interacts with nultiple

aut hori zation servers and protected resources, or dynamcally

di scovers authorization servers at runtine, including via HTTP

aut hori zation chall enges using QAuth 2.0 Protected Resource Metadata
[ RFC9728] .

*Inmpact:* A client may incorrectly assume that an access token is
valid for a different protected resource than the one actually
authorized. This can result in access token m suse, unintended token
di sclosure to an incorrect protected resource, or resource nx-up
attacks in which a token intended for one resource is presented to
another. These risks are anplified in dynanic environments where the
client cannot fully validate the trust relationship between a
protected resource and the authorization server

*Mtigation:* This specification mtigates resource sel ection
anbiguity and QAuth m x-up attacks by requiring authorization servers
to explicitly return the resource(s) for which an access token is
valid in the access token response. By providing issuance-tine
confirmation of the effective resource selection, clients can detect
cases where a requested resource was narrowed, substituted, or
overridden, and can avoi d using access tokens w th unintended
protected resources.

3.4.2. Limtations of D scovery-Tine Mechani sns

*Threat:* Cients rely on protected resource netadata [ RFC9728] or
aut hori zati on server netadata [ RFC8414] to determ ne which

aut hori zation server is authoritative for a protected resource and
assune that successful token issuance inplies correct resource

bi ndi ng.

*| nmpact:* Metadata describes static relationships and supported
capabilities, but does not reflect issuance-tinme authorization
decisions. As a result, clients may be unable to detect cases where
an aut horization server issues an access token valid for a different
resource than the one requested, particularly in dynamc or nulti-
resource environments.
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*Mtigation:* By returning the effective resource selection in the
token response, this specification conplenments discovery-time
mechani sms with issuance-tinme confirmation. This enables clients to
verify that an access token is valid for the intended protected
resource regardl ess of how authorization server relationships were
di scover ed.

3.4.3. Token Reuse by Mlicious Protected Resources

*Threat:* A malicious protected resource intercepts an access token
during a client’s legitimte request and reuses that token to access
other protected resources that trust the sane authorization server
and accept tokens with the sane audi ence and scopes.

*| mpact: * Token reuse can |lead to unauthorized access to protected
resour ces beyond those intended by the client, particularly in
environments where nultiple resources trust a common authorization
server and audi ence values are broad or indirect.

*Mtigation:* To prevent token reuse attacks, access tokens SHOULD
require proof-of-possession, such as Denpnstrating Proof-of -
Possessi on (DPoP) as defined in [RFC9449]. O her proof-of-possession
mechani sns nmay al so be applicable. Proof-of-possessi on nechani sns

bi nd the access token to a cryptographic key held by the client and
require denonstration of key possession when the token is used. This
prevents a malicious protected resource that intercepts an access
token fromreusing it at other resources, as it does not possess the
client’s private key. Both the client and authorization server nust
support proof-of-possession nmechanisns for this protection to be
effective. See Section 9 of [RFC9449] for additional details.

3.4.4. dient Validation and Defense in Depth

*Threat:* Aclient fails to validate the resource(s) returned in the
access token response and proceeds to use an access token for a
protected resource other than the one for which it was issued.

*lnpact:* Failure to validate the returned resource parameter can
result in token m suse or unintended interactions with protected
resources, even when the authorization server correctly indicates the
ef fective resource sel ection
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*Mtigation:* Clients are advised to validate the resource paraneter
in the token response as specified in Section 3.3 and to treat

m smat ches as errors unless explicitly designed to support resource
negotiation. While validating the resource paraneter provides
defense in depth by allowing the client to detect resource
substitution, it does not prevent token reuse by malicious protected
resources. Cients that require strict resource binding SHOULD treat
the absence of the resource paraneter as a potential anbiguity.

4. Privacy Considerations

Returning the resource value may reveal some information about the
protected resource. |If the value is sensitive, the authorization
server SHOULD assess whet her the resource name can be safely

di scl osed to the client.

5. | ANA Consi derati ons

Thi s docunent updates the "resource" paraneter in the OAuth
Parameters registry established by [RFC6749]. The "resource"
paraneter is defined by [RFC8707] for use in authorization requests
and token requests. This specification adds the follow ng usage

| ocati on:

5.1. CQAuth Parameters Registry

[ oo ool oo s s e oo s e et o}
| Nane | Paraneter | Description | Specification |
| | Usage Location | | |
| resource | token response | Resource to | This docunent

| | | which the access | |
| | | token applies | |
TS S o e e e e e e oo S +

Table 3
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Appendi x A.  Additional Exanples
A.1. Requesting a token for a dynam cally di scovered protected resource

The foll owi ng exanpl e details the need for the resource paraneter
when a client dynamically discovers an authorization server and
obtai ns an access token using [ RFC9728] and [ RFC8414]

Client attenpts to access a protected resource without a valid access
t oken

GET /resource
Host: api.exanpl e. com
Accept: application/json

Client is challenged for authentication

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Bearer resource_netadat a=
"https://api.exanple.con .well-known/ oaut h-protected-resource”

Client fetches the resource’s QAuth 2.0 Protected Resource Mt adata
per [ RFC9728] to dynamically discover an authorization server that
can i ssue an access token for the resource.

GET /.wel | - known/ oaut h- pr ot ect ed-resource
Host: api.exanpl e. com
Accept: application/json

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"resource":
"https://api.exanpl e.conm resource",
"aut hori zati on_servers":
[ "https://authorization-server.exanple.conm" ],
"bear er et hods_support ed"
["header", "body"],
"scopes_supported":
["resource.read”, "resource.wite"],
"resource_docunent ation":
"https://api.exanple.confresource_docunentation.htm"
}
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Client discovers the Authorization Server configuration per [RFC8414]

GET /.wel | - known/ oaut h- aut hori zati on-server
Host: authorizati on-server. exanpl e.com
Accept: application/json

HTTP/ 1.1 200 &K
Cont ent - Type: application/json

{
"issuer": "https://authorization-server.exanple.com"
"aut hori zation_endpoint": "https://authorization-server. exanpl e. com oaut h2/ aut hori ze",
"token_endpoint": "https://authorization-server. exanpl e. com oaut h2/t oken",
"jwks_uri": "https://authorization-server.exanple.con oaut h2/ keys",
"scopes_supported": [
"resource.read", "resource.wite"
]1
"response_types_supported": [
IICOdeII
]1
"grant _types_supported": [
"aut hori zation_code", "refresh_token"
]1
}

Client nakes an authorization request for the resource

GET /oaut h2/ aut hori ze?response_t ype=code
&client _id=clientl123
& edirect _uri=htt ps¥BAYRFY¥2Fcl i ent. exanpl e¥2Fcal | back
&scope=r esour ce. r ead
&st at e=abc123
& esour ce=ht t ps¥BAWRFY2Fapi . exanpl e. con®@2Fr esour ce
&code_chal | enge=E9Mel hoa20Omw Fr EMIJguCHaoeK1t 8URWUGI Sst w- cM
&code_chal | enge_net hod=S256

HTTP/ 1.1

Host: authorizati on-server. exanpl e.com

User successfully authenticates and del egates access to the client
for the requested resource and scopes

HTTP/ 1.1 302 Found
Location: https://client.exanple/call back?code=Spl x| OBeZQQYbYS6WkSbl A&st at e=abc123

Client exchanges the authorization code for an access token
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POST /oaut h2/token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6WShl A&

redirect _uri=htt ps¥BAWRFY2Fcl i ent. exanpl e%2Fcal | back&
client id=clientl23&

code_verifier=dBjftJeZ4dCVvP- nB92K27uhbUJUlplr wWMLgFWFOEj Xk

Client obtains an access token for the resource.

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"access_token": "eyJhbGeci G JSUzl INi | sl nR5cCl 61 kpXvCJ9. .. ",
"token_type": "Bearer",
"expires_in": 3600,
"scope": "resource.read",
"resource": "https://api.exanple.coniresource"”
}

Client verifies that it obtained an access token that is valid for
t he di scovered resource.

A. 2. Scope-defined resource with a resource request

An aut hori zation server nay determine resources fromrequested scopes
in addition to explicit resource paranmeters. For exanple, a scope

m ght inply a protected resource URL that the authorization server
returns as a server-assigned resource al ongside any client-requested
resour ces

The foll owi ng exanpl e uses Openl D Connect: the openid scope inplies
access to the Userlnfo endpoint. When a client requests both a
protected resource and the openid scope, the authorization server may
determne the Userlnfo endpoint URL fromits configuration (e.qg.,
{issuer}/userinfo) and return it as a server-assigned resource

al ongsi de the client-requested resource.

A.2.1. Authorization request exanple

A.2.1.1. Authorization Request
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GET /aut hori ze?response_t ype=code
&client id=clientl123
&redirect _uri=https¥BAYRF¥2Fcl i ent.exanpl e. con¥2Fchb
&scope=openi d%20pr of i | e%20dat a¥3Ar ead
&st at e=oi dc123
& esour ce=ht t ps¥BAWRFY2Fapi . exanpl e. conb2Fdat a
&code_chal | enge=E9Mel hoa20Om Fr EMIJguCHaoeK1t 8URWUGI Sst w cM
&code_chal | enge_mnet hod=S256
HTTP/ 1.1
Host: i dp. exanpl e. com

A.2.1.2. Redirect

HTTP/ 1.1 302 Found
Location: https://client.exanple.com cb?code=Spl x| OBeZQQYbYS6WkShl A&st at e=0i dc123

A.2.1.3. Token Request

POST /token HTTP/ 1.1
Host: i dp. exanpl e. com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6WKShl A&

redirect _uri=htt ps¥%B8AWRFY2Fclient. exanpl e. com@2Fcbh&
client id=clientl1l23&

code_verifier=dBjftJeZ4dCVP- nB92K27uhbUJUlplr wMLgFWFOEj Xk

A.2.1.4. Token Response
The aut horization server issues an access token valid for both the
requested resource (https://api.exanple.com data) and the Userinfo

endpoint (https://idp.exanpl e.comuserinfo), which it determ ned from
t he openi d scope.
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HTTP/ 1.1 200 &K

Cont ent - Type: application/json
Cache-Control : no-store
Pragma: no-cache

{
"access_token": "eyJhbGci G JSUzl INi | sl nR5cCl 61 kpXvCJ9. .. ",
"token_type": "Bearer",
"expires_in": 3600,
"scope": "openid profile data:read",
"resource": |
"https://api.exanple.confdata",
"https://idp.exanpl e.conf userinfo"
]
}

The client validates that the requested resource
(https://api.exanple.conidata) is present in the response. The
additional resource (https://idp.exanple.confuserinfo) is a server-
assi gned resource determ ned by the authorization server based on the
openi d scope, enabling the client to use the sanme access token for
both the APl and the Userlnfo endpoint.
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