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Abst ract

Thi s specification defines a new paraneter, resource, to be returned
in QAuth 2.0 access token responses. It enables clients to confirm
the intended protected resource (resource server) for the issued
token. This mtigates anbiguity and certain classes of security

vul nerabilities such as resource m x-up attacks, particularly in
systems that use the Resource Indicators for QAuth 2.0 specification
[ RFC8707] .

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// ncgui nness. gi t hub. i o/ draft - ncgui nness- oaut h-r esour ce-t oken-
resp/ draft-ncgui nness- oaut h-resource-token-resp. htm . Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ncgui nness-oaut h-resource-

t oken-resp/.

Di scussion of this docunent takes place on the Wb Aut horization
Protocol Working Goup mailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://gi thub. com ncgui nness/ draft - ntgui nness- oaut h-r esour ce-t oken-
resp.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

QAuth 2.0 defines a franmework in which clients request access tokens
from aut hori zation servers and present themto resource servers. In
depl oynents where nmultiple resources (or APIs) are involved, the
Resource Indicators for QAuth 2.0 [ RFC8707] specification introduced
a resource request paraneter that allows clients to indicate the
protected resource for which the token is intended.

However, [RFC8707] does not require the authorization server to
return any confirmation of the resource to which the access token
appl i es (audience). Wen an authorization request includes one or
nore resource paranmeters, the authorization server can exhibit a
range of behaviors depending on its capabilities and policy
configuration.

An aut hori zation server NAY:

* |gnore the resource paraneter (e.g., if it does not support
[ RFC8707]) and audi ence-restrict the issued access token to a
default resource or set of resources.

* Accept and honor all requested resource val ues, audience-
restricting the issued access token to the entire set of requested
resour ces

* Accept a subset of the requested resource val ues, audience-
restricting the token accordingly.

* Qverride the requested resource values and issue a token audi ence-
restricted to an authorization-server-defined set of resources,
based on policy or client registration.

* Reject one or more requested resource values and return an QAuth
2.0 error response with the error code invalid_target as defined
in [ RFC8707].

This leads to ambiguity in the client’s interpretation of the token's

audi ence, potentially resulting in *resource m x-up attacks* or

i ncorrect token usage such as:

1. Aclient requests an access token for Resource A
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2

3.

2. The authorization server issues a token for Resource B
(intentionally or due to configuration).

3. The client unknow ngly sends the token to Resource A, which may
m stakenly accept it or return a msleading error

4. The client msuses a token for a different audi ence, causing a
confidentiality or access control breach.

Thi s docunent introduces a new paraneter, resource, to be returned in
the access token response, so the client can validate that the issued
token corresponds to the intended resource.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1. Term nol ogy

The terms "client”, "authorization server", "resource server’,
"access token", "protected resource", "authorization request",
"access token request", "access token response" is defined by the
QAuth 2.0 Authorization Framework specification [ RFC6749].

The term "resource" is defined by the Resource Indicators for QAuth
2.0 specification [ RFC8707].

The term"StringO>r URI" is defined by the JW specification [ RFC7519].

Resource Paraneter in Token Response

.1.  Syntax

Aut hori zation servers that support this specification SHOULD i ncl ude
the resource parameter in successful access token responses, as
defined in Section 5.1 of [RFC6749] for a valid token request.

The val ue of the resource paraneter MJST be an array of case-
sensitive strings, each containing a StringOrURl val ue that
identifies the protected resource for which the token is valid. In
the special case when the token is targeted to a single resource, the
resource value MAY be a single case-sensitive string containing a
StringOrUR val ue.
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json
Cache-Control: no-store

{
"access_token": "2Yot nFZFEj r 1zCsi cMApAA",
"token_type": "Bearer",
"expires_in": 3600,
"resource": "https://api.exanmple.conm”
}

3.2. Semantics
* |If the client included one or nore resource paraneters in the
request per [RFC8707], the resource value in the response MJST
reflect the accepted or sel ected resource(s).

* |If the authorization server selected a default resource, it SHOULD
return that selected resource in the resource paraneter.

* |f the requested resource is not valid for the client, user, or
aut hori zation server, then the authorization server SHOULD return
an invalid target QAuth error response code according to [ RFC8707]

* |f the token is not bound to a specific resource or the concept
does not apply, the resource paraneter SHOULD be omitted.

4. Cient Processing
Clients that support this extension

* SHOULD conpare the returned resource URIs against the originally
requested resource URI(s), if applicable.

* MJST treat m snmatches as errors, unless the client is explicitly
desi gned to handl e token audi ence negoti ation

*  MJST NOT use the token with a resource other than the one
identified in the response.

4.1. Exanples
4.1.1. Single Protected Resource
4.1.1.1. Authorization Request

Client nakes an authorization request for a protected resource using
the URL as the resource indicator
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GET /aut hori ze?response_t ype=code
&client id=clientl123
&redirect _uri=https¥BAYRF¥2Fcl i ent. exanpl e%2Fcal | back
&scope=r esour ce¥BAr ead
&st at e=abc123
& esour ce=ht t ps¥BAWRFY2Fr esour ce. exanpl e. cont2F
&code_chal | enge=E9Mel hoa20Om Fr EMIJguCHaoeK1t 8URWUGI Sst w cM
&code_chal | enge_mnet hod=S256
HTTP/ 1.1
Host: authorizati on-server. exanpl e.com

4.1.1.2. Redirect

User successfully authenticates and del egates access to the client
for the requested resource and scopes

HTTP/ 1.1 302 Found
Location: https://client.exanplel/callback?code=Spl x| OBeZQQYbYS6WkShl A&st at e=abc123

4.1.1.3. Token Request

POST /token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: application/ x-wwmwform url encoded

grant _type=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6Wk Shl A&

redirect _uri=httpsY%BAWRF2Fcl i ent.exanpl e¥2Fcal | back&
client _id=clientl23&

code_verifier=dBjftJeZ4CVvP- nB92K27uhbUJUlplr wWMLgFW-OEj Xk

4.1.1.4. Token Response
Resource is confirnmed and unanbi guous
HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control : no-store

{
"access_token": "eyJhbGeci G JSUzl INi | sl nR5cCl 61 kpXvCJ9. .. ",
"token_type": "Bearer",
"expires_in": 3600,
"scope": "resource:read",
"resource": "https://resource. exanmple.conm”
}

McQui nness & Hanson Expires 24 January 2026 [ Page 6]



I nternet-Draft Resource Token Response Par aneter July 2025

4.1.2. Miltiple Protected Resources
4.1.2.1. Authorization Request

Client nakes an authorization request for nmultiple protected
resources using the URLs as the resource indicators

GET /aut hori ze?response_t ype=code
&client id=clientl123
& edi rect _uri=https¥BAYRFY2Fcl i ent. exanpl e%2Fcal | back
&scope=r esour ce¥BAr ead
&st at e=abc123
& esour ce=ht t ps¥BAWRFY2Fr esour ceA. exanpl e. comRF
& esour ce=ht t ps¥BAWRFY2Fr esour ceB. exanpl e. con2F
&code_chal | enge=E9Mel hoa20Om Fr EMIJguCHaoeK1t 8URWUGI Sst w- cM
&code_chal | enge_net hod=S256

HTTP/ 1.1

Host: authorization-server. exanpl e. com

4.1.2. 2. Redi r ect

User successfully authenticates and del egates access to the client
for the requested resource and scopes

HTTP/ 1.1 302 Found
Location: https://client.exanple/call back?code=Spl x| OBeZQQYbYS6WkSbl A&st at e=abc123

4.1.2.3. Token Request
Client exchanges the authorization code for an access token
POST /token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: application/ x-ww-form url encoded
grant _type=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6WkShl A&
redirect _uri=htt ps¥%B8AWRF¥2Fcl i ent. exanpl e¥?Fcal | back&
client id=clientl23&
code_verifier=dBjftJezZ4CVvP- mB92K27uhbUJUlplr wMLgFWFOEj Xk
4.1.2.4. Token Response

Bot h resources are confirmed and unanbi guous.

McQui nness & Hanson Expires 24 January 2026 [ Page 7]



I nternet-Draft Resource Token Response Par aneter July 2025

HTTP/ 1.1 200 &K
Cont ent - Type: application/json
Cache-Control: no-store

{
"access_token": "eyJhbGeci G JSUzl INi | sl nR5cCl 61 kpXvCJ9. .. ",

"token_type": "Bearer",

"expires_in": 3600,

"scope": "resource:read",

"resource": |
"https://resourceA exanpl e.com "
"https://resourceB. exanpl e. com "

]

}

4.1.3. Default Resource
4.1.3.1. Authorization Request
Client nakes an authorization request wi thout a resource indicator

GET /aut hori ze?response_t ype=code
&client id=clientl123
& edirect _uri=https¥BAYRFY¥2Fcl i ent. exanpl e2Fcal | back
&scope=r esour ce¥BAr ead
&st at e=abc123
&code_chal | enge=E9Mel hoa20Omv Fr EMIJguCHaoeK1t 8URWUGI Sst w- cM
&code_chal | enge_net hod=S256

HTTP/ 1.1

Host: authori zation-server. exanpl e. com

4.1. 3. 2. Redi r ect

User successfully authenticates and del egates access to the client
for the requested scopes

HTTP/ 1.1 302 Found
Location: https://client.exanple/call back?code=Spl x| OBeZQQYbYS6WkSbl A&st at e=abc123

4.1.3.3. Token Request
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POST /token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6WShl A&

redirect _uri=htt ps¥BAWRFY2Fcl i ent. exanpl e%2Fcal | back&
client id=clientl23&

code_verifier=dBjftJeZ4dCVvP- nB92K27uhbUJUlplr wWMLgFWFOEj Xk

4.1.3.4. Token Response
Default resource is confirned and unanbi guous.

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control: no-store

{
"access_token": "eyJhbGci G JSUzl INi | sl nR5cCl 61 kpXvCJ9. .. ",

"token_type": "Bearer",

"expires_in": 3600,

"scope": "resource:read",

"resource": "https://resource. exanple.conl"

}

4.1.4. Invalid Resource
4.1.4.1. Authorization Request

GET /aut hori ze?response_t ype=code
&client id=client123
&redirect _uri=https¥BAYRF¥2Fcl i ent. exanpl e¥2Fcal | back
&scope=r esour ce¥B8Ar ead
&st at e=i nval i d123
& esour ce=htt ps¥8AWRFY2Fevi | . exanpl e. net %2F
&code_chal | enge=E9Mel hoa2Omw Fr EMIJguCHaoeK1t 8URWUGI Sst w cM
&code_chal | enge_mnet hod=S256
HTTP/ 1.1
Host: authorizati on-server. exanpl e.com

4.1.4.2. Error Redirect

The server rejected the requested resource value (e.g authorization
or policy violation, resource is not valid, etc).

HTTP/ 1.1 302 Found

Location: https://client.exanplel/callback?error=invalid_target&error_descripti on=Resour
ce%20not %20al | oned&st at e=i nval i d123
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5

Security Considerations

The | ack of confirmati on about the audi ence of an access token
i ntroduces a security risk in QAuth depl oynents, particularly when

* Aclient uses multiple authorization servers and resource servers
* A client dynam cally di scovers an authorization server and
attenpts to obtain an access token at runtine via a HITP
aut hori zation challenge with QAuth 2.0 Protected Resource Mt adata
[ RFC9728]

* An attacker attenpts a *mix-up attack* where a token intended for
one resource i s used at another;

* The authorization server ignores or overrides the requested
resource without informng the client.

Thi s specification addresses such issues by explicitly returning the
resource URI in the token response, simlar in spirit to the iss
paraneter defined in [ RFC9207].

Clients are advised to:

* Validate the resource paraneter when present;

* Avoi d use of access tokens with unverified or unintended
r esour ces;

* Treat absence of the resource paraneter as a potential ambiguity
if the client requires strict audi ence bi nding.

Privacy Consi derations

Returni ng the resource value may reveal sonme information about the
protected resource. |If the value is sensitive, the authorization
server SHOULD assess whet her the resource name can be safely
disclosed to the client.

I ANA Consi derations

This docunment registers the following value in the QAuth Paraneters
registry established by [ RFC6749].
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7.1. CQAuth Access Token Response Paraneters Registry

[ bbbl sy s s
| Nane | Description | Specification |
[ el ey el
| resource | Resource to which the | This docunent |
| | access token applies | |
Fomm e e e oo o m e e e e e e e oo Fom e e e oo - +
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Appendi x A.  Additional Exanples

A. 1. Requesting a token for a dynam cally di scovered protected resource
The foll owing exanpl e details the need for the resource paraneter
when a client dynami cally discovers an authorization server and

obt ai ns an access token using [ RFC9728] and [ RFC8414]

Client attenpts to access a protected a resource without a valid
access token

GET /resource
Host: api.exanpl e. com
Accept: application/json

Client is challenged for authentication

HTTP/ 1.1 401 Unaut hori zed

WANM Aut hent i cat e: Bearer resource_rnet adat a=
"https://api.exanple.conf.well-known/ oaut h-protected-resource”

Client fetches the resource’s QAuth 2.0 Protected Resource Mt adata

per [ RFC9728] to dynamically discover an authorization server that
can issue an access token for the resource.
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GET /.wel | - known/ oaut h- pr ot ect ed-resource
Host: api.exanpl e. com
Accept: application/json

HTTP/ 1.1 200 Ok
Cont ent - Type: application/json

{
"resource":
"https://api.exanple.conresource",
"aut hori zati on_servers":
[ "https://authorization-server.exanple.com" ],
"bear er _met hods_support ed"
["header", "body"],
"scopes_supported":
["resource.read", "resource.wite"],
"resource_docunentation":
"https://api.exanple.conresource_docunentation. htm"
}
Client discovers the Authorization Server configuration per [RFC8414]

GET /.wel | - known/ oaut h- aut hori zati on- server
Host: authori zation-server. exanpl e. com
Accept: application/json

HTTP/ 1.1 200 Ck
Cont ent - Type: application/json

{
"issuer": "https://authorization-server.exanple.com"
"aut hori zati on_endpoint": "https://authorization-server. exanpl e. com oaut h2/ aut hori ze",
"token_endpoint": "https://authorization-server.saas. com oaut h2/token",
"fwks_uri": "https://authorization-server.exanple.conf oaut h2/ keys",
"scopes_supported": [
"resource.read", "resource.wite"
]1
"response_types_supported": [
IICOdeII
]1
"grant _types_supported": [
"aut hori zati on_code", "refresh_token"
]1
}

Client nakes an authorization request for the resource
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GET /oaut h2/ aut hori ze?response_t ype=code
&client id=clientl123
&redirect _uri=https¥BAYRF¥2Fcl i ent. exanpl e%2Fcal | back
&scope=r esour ce¥BAr ead
&st at e=abc123
& esour ce=ht t ps¥8AWRF¥api . exanpl e. con¥@2Fr esour ce
&code_chal | enge=E9Mel hoa20Om Fr EMIJguCHaoeK1t 8URWUGI Sst w cM
&code_chal | enge_mnet hod=S256
HTTP/ 1.1
Host: authorizati on-server. exanpl e.com

User successfully authenticates and del egates access to the client
for the requested resource and scopes

HTTP/ 1.1 302 Found
Location: https://client.exanplel/callback?code=Spl x| OBeZQQYbYS6WKkShl A&st at e=abc123

Client exchanges the authorization code for an access token

POST /oaut h2/token HTTP/ 1.1
Host: authorizati on-server. exanpl e.com
Cont ent - Type: application/ x-ww-form url encoded

grant _t ype=aut hori zati on_code&
code=Spl x| OBeZQQYbYS6WkShl A&

redirect _uri=htt ps¥%8A¥WRF¥®2Fcl i ent. exanpl e¥?Fcal | back&
client id=clientl23&

code_verifier=dBjftJezZ4CVvP- mB92K27uhbUJUlplr wMLgFWFOEj Xk

Client obtains an access token for the resource
HTTP/ 1.1 200 OK

Cont ent - Type: application/json
Cache-Control: no-store

{
"access_token": "eyJhbGeci G JSUzl INi | sl nR5cCl 61 kpXvCJ9. .. ",
"token_type": "Bearer",
"expires_in": 3600,
"scope": "resource:read",
"resource": "https://api.exanple.conlresource"”
}

Client verifies the requested a token explicitly bound to the
di scovered resource.
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