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Abst r act

Thi s specification defines an QAuth 2.0 chal |l enge nechani sm by which
an Aut horization Server or Protected Resource signals that a
credential presented by a Client is otherwi se acceptable but |acks
clainms required to fulfill the request. A new error code,
insufficient _clains, together with a required_clains paraneter that
enunerates the mssing clains, lets the recipient signal what is
needed. The sane challenge is used in Token Endpoi nt error
responses, in Bearer authentication challenges at Protected
Resources, and (optionally) in QAuth 2.0 Protected Resource Mt adata.

The challenge is intentionally decoupled fromhow the dient

responds. For back-channel re-issuance grants (QAuth 2.0 Token
Exchange and Refresh Token), a Cient uses the requested clains Token
Endpoi nt request paraneter defined here. For grants that may require
end-user interaction (authorization_code, device_code, CIBA), a
Client uses an applicable front-channel clains request mechani sm
such as the Openl D Connect cl ains request paraneter

A notivating use case is just-in-time account provisioning by a
Resource Authorization Server receiving an identity assertion under
the ldentity Assertion Authorization G ant.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ncgui nness-oaut h-insufficient-
cl ai s/ .
Di scussion of this docunent takes place on the Wb Aut horization
Protocol Wrking Goup mailing list (mailto:oauth@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailman/listinfo/oauth/.
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Source for this draft and an issue tracker can be found at
https://github. com ncgui nness/ draft-ntgui nness-oaut h-i nsufficient-
cl ai ns.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment nmust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . 4
1.1 Wy a New Error Oode 6
1.2. Motivati ng Use Cases . 6

1.2.1. Just-in-Tinme Account Pr OVI SI on| ng at a Resource

Aut hori zation Server 6
1.2.2 Resour ce- Si de d ai m Requi remant S 6
1.2.3 Mul ti - Resource Refresh Tokens . 7
1.2.4. Oher Assertion-Based Grants 7

2. Conventions and Definitions . . 7

3. The Insufficient dains Challenge . 8
3.1. FError Code 8

McQui nness Expi res 28 Novenber 2026 [ Page 2]



I nternet-Draft QAuth d ai ns Chal | enge May 2026

3.2. Response Paraneter . . e e e 8
3.3. Returned at the Token Endp0|nt . 0]
3.4. Returned at the Protected Resource . . . . . . . . . . . 11
4. dient Renediation . . T 4
4.1. Back-Channel Token Endp0|nt Request Paraneter .. . . . . 13
4.1.1. Use with Token Exchange . . . . . . . . . . . . . . . 14
4.1.2. Use with Refresh Token . . . . . . . . . . . . . . . 15
4.2. Interactive Gants . . . . . . . . . . . . . . . .. .. 15
4.3. Authorization Server Behavior . . . . . . . . . . . . . . 16
4.4, No Loop Guarantee . . . . . . . . . . . . . . . . . . .. 16
5. Discovery . . . T Y 4
5.1. Protected Resource hbtadata e v 4
5.2. Authorization Server Metadata . . . . . . . . . . . . . . 18
6. End-to-End Examples . . . . . . . . . . . . . . . . . . . . . 18
6.1. Token Exchange Retry . . A
6.2. Protected Resource ChaIIenge e e
7. Relationship to Gther Specifications e e .. ..., 20
7.1. ldentity Assertion Authorization C}ant e e .. ..., 20
7.2. Assertion-Based Gants . . . . . . . . . . . . .. ... 21
7.3. (QAuth 2.0 scope Parameter . . . . . . . . . . . . . ... 21
7.4. CQAuth 2.0 Resource Indicators . . . e e e e 22
7.5. (Openl D Connect clains Request Paraneter e e e e e 22
7.6. QAuth 2.0 Bearer Token Usage and Step- Up
Aut hentication . . . .. . . . . . . 23
7.7. QAuth 2.0 Rich Authorlzatlon Requests e e e e, 24
8. Security Considerations . . . e e ... 24
8.1. Disclosure of C a|n1ReqU|renents e e e e e .24
8.2 Di scl osure of Issued Clainms . . . . . . . . . . . . . . . 24
8.3 Untrusted Input . . . . . . . . . . . . . . . . . . ... 25
8.4 Replay and Caching . . . . . . . . . . . . . . . . . . . 25
8.5 Deni al of Service . . .. . . 25
8.6 Trust Between ReC|p|ent and ISSU|ng Authorlzatlon
Server . . . 24
9. Privacy CDnS|derat|ons e e e e e oo ..., 26
10. | ANA Consi derations . . . e e e e e ... ... .. ... 26
10.1. CQAuth Extensions Error Registry . . . . . . . . . . . . 26
10.2. CQAuth Parameters Registry . . . . . . . . . . . . . . . 27
10.2.1. required_claims . . . . . . . . . . . . . . . . . .27
10.2.2. requested_clains . . e e 27
10.3. CQAuth Protected Resource h@tadata Reg|stry .
10.4. CQAuth Authorization Server Metadata Registry . . . . . . 28
11. References . . e . . ... ... .. ... 28
11.1. Nornmative References e e ... .. ... 28
11.2. Informative References . . A ]
Appendi x A.  Wirked End-to- End Exanple < 10
A.1l. Actors . . . . . . . 30
A.2. Step 1. d |ent obtalns an ID-JAG fronlthe IdP AS ... .3
A.3. Step 2. Cient presents the IDJAGtothe RAS. . . . . . 32

McQui nness Expi res 28 Novenber 2026 [ Page 3]



I nternet-Draft QAuth d ai ns Chal | enge May 2026

A 4. Step 3: RAS returns insufficient_clainms . . e A
A.5. Step 4: Cient retries the Token Exchange mnth
requested_clainms . . < V4
A.6. Step 5: 1dP AS issues an enrrched ID-JAG .o . . 33
A7 Step 6: Cient re- presents the enriched | D-JAG to the
RAS . . . . 33
A. 8. Step 7: RAS prOV|S|ons Allce S account and i ssues an Access
Token . . . . 7
A.9. Step 8 dient calls the domnstreantAPI . 7
A. 10. Avoi di ng the Round Tr|p with Protected Resource
Met adata . . . . ¥
A.11. Authorization Server Met adata Discovery . . . . . . . . . 35
Acknowl edgments . . . . . . . . . . . . . . . . . . . ... ... 3
Author’s Address . . . . . . . . . . . . . . . . . . . ... .. 3
1. Introduction

QAuth 2.0 Cients present credentials at two natural recipients: a
Token Endpoi nt (an assertion or subject token used to obtain an
Access Token) and a Protected Resource (an Access Token used to

i nvoke an operation). Either recipient may require specific clains
about the subject (an identifier, a directory attribute, a policy
attribute) that the credential does not carry, even though the
credential is cryptographically valid and structurally acceptable.

There is currently no interoperable way for either recipient to
signal which clains are missing, nor for the Cient to convey that
requi renent to whoever issued the credential. Coordination happens
out of band per deploynent pair, Iimting conposability across

Aut hori zation Servers, Cients, and resources.

Thi s specification separates the chall enge (universal across
recipients and grants) fromthe Cient’s response (grant-specific).
I't defines:

1. An QAuth 2.0 error code, insufficient_clainms, that a recipient
returns when a presented credential is otherw se acceptabl e but
lacks clainms required to fulfill the request. Used in Token
Endpoi nt error responses (Section 5.2 of [RFC6749]) and Bearer
aut henti cation chall enges at Protected Resources (Section 3 of
[ RFC6750]) .

2. Arequired_clainms paranmeter (a JSON array of claimentries)
carried in Token Endpoint error response bodies, in JSON response
bodi es acconpanyi ng Protected Resource Bearer challenges, and
(optionally) in QAuth 2.0 Protected Resource Metadata
([ RFCI9728]).
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3. A requested_clains Token Endpoi nt request paraneter that a dient
i ncludes on a back-channel re-issuance request to obtain a
credential carrying the indicated clains. Defined for use with
the QAuth 2.0 Token Exchange ([ RFC8693]) and Refresh Token
(Section 6 of [RFC6749]) grants only.

4. A required_clains Protected Resource Metadata paraneter
([ RFC9728]) by which a Protected Resource advertises the clains
it may require, letting Cients request them at Access Token
i ssuance and reduce runtine chall enges.

5. A requested clains_paraneter_supported Authorization Server
Met adat a paraneter ([ RFC8414]) by which an Authorization Server
advertises that it recognizes the requested_cl ai ns request
paraneter at its Token Endpoi nt.

The chal l enge applies to credentials presented at the Token Endpoi nt
under any grant (see Section 3.3) and to Access Tokens presented at
Protected Resources (see Section 3.4). The Cient’'s response is
grant -specific:

* For QAuth 2.0 Token Exchange and Refresh Token grants, the dient
sends a back-channel Token Endpoi nt request including the
requested_claims paraneter (see Section 4.1).

* For grants that may require end-user interaction
(aut hori zati on_code, device authorization, CIBA, and simlar), the
Client initiates a new authorization request and conveys its claim
requirenents via an applicable front-channel clains request
mechani sm such as the Openl D Connect cl ai ns request paraneter
(Section 5.5 of [OpenlD.Core]; see Section 7.5). The
requested_cl aims parameter defined here is not used with these
grants.

The nechanismis opt-in and degrades gracefully. A recipient opts in
by returning insufficient _clains; a Cient that does not recognize
the error treats the response as it would any other failure. An

Aut hori zation Server that does not recognize the requested_clains
request paraneter ignores it per Section 3.2 of [RFC6749]; the dient
may then receive a second insufficient_clainms, which per Section 4.4
it treats as a terminal failure. The Authorization Server remains
the policy authority for claimrel ease and does not rel ease any claim
it would not otherw se rel ease.
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1.1. Wiy a New Error Code

QAut h defines distinct error codes for distinct failure nodes:

invalid grant ([ RFC6749]) when a token is rejected,

i nsufficient_scope ([ RFC6750]) when a valid token's scope is
insufficient, and insufficient _user_authentication ([ RFC9470]) when a
valid token’s authentication context is insufficient. The condition
addressed here is parallel to insufficient_scope but applies to claim
content rather than scope, and arises at both the Token Endpoint and
the Protected Resource. A distinct error code lets the dient

di stinguish a recoverabl e claimnegotiation failure froma hard
rejection of the credential

1.2. Mdtivating Use Cases

1.2.1. Just-in-Tinme Account Provisioning at a Resource Authorization
Server

A common depl oynent pattern, formalized by the Identity Assertion
Aut hori zation Gant [I-D.ietf-oauth-identity-assertion-authz-grant],
conveys an identity assertion (the ID-JAG a signed JW) from an
Identity Provider (1dP) Authorization Server to a Resource

Aut hori zation Server (RAS) governing a downstreamresource. The
Client obtains the IDJAG fromthe IdP AS via QAuth 2.0 Token
Exchange ([ RFC8693]) and presents the ID-JAGto the RAS via the JW
Bearer assertion grant ([RFC7523]).

If the subject has no account at the RAS, the RAS may performj ust-
in-time (JIT) provisioning fromthe clainms; if an account exists, the
RAS may update it. Either operation requires a sufficient set of
identity clainms, and the required set varies per RAS. The nechani sm
defined here lets the RAS enunerate the clainms it needs in an
insufficient_clains response, and the Cient forward that requirenent
to the IdP AS on the foll owup Token Exchange

1.2.2. Resource-Side O aimRequirenments

A Protected Resource nmay require subject clains at request time that
were not provisioned into the Access Token at issuance: for exanple,
an aut horization service whose policy depends on attributes the
Client did not request via scope, or a downstreamresource that needs
clai ms an upstream Aut horization Server did not include. The
mechani sm defined here allows the Protected Resource to challenge the
Client to obtain a richer Access Token before retrying.
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1.2.3. Milti-Resource Refresh Tokens

A dient holding a Refresh Token that issues Access Tokens for
mul ti pl e audi ences (Section 6 of [ RFC6749]) may need different claim
sets in the Access Tokens it obtains for each audience. The
requested _claims paraneter on the Refresh Token request lets the
Client request the audi ence-appropriate claimset for the next Access
Token without initiating a new authorization fl ow.

1.2.4. Oher Assertion-Based G ants

Any assertion-based grant defined by [ RFC7521], including JW Bearer
([ RFC7523]) and SAM. 2.0 Bearer ([RFC7522]), shares the "incom ng
credential carrying clains" shape with Token Exchange. This
specification’s error code applies uniformy to those grants; how the
Client obtains a richer assertion is governed by the assertion
provider's protocol and is out of scope for this docunent.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the following ternms from[RFC6749]: dient,
Aut hori zation Server, Access Token, Token Endpoi nt, Protected
Resource, and error response.

Thi s docunent uses the following ternms from [ RFC8693]: Token
Exchange, subject token, and requested token type.

This docunent uses the term "assertion" as defined in Section 1.2 of
[ RFC7521]: a package of information that allows identity and security
informati on to be shared across security domains.

Thi s docunent additionally uses the follow ng terns:

I ssuing Authorization Server: An QAuth 2.0 Authorization Server that
i ssued, or can re-issue, the credential the Cient uses in an
QAuth 2.0 request. In the back-channel retry path (Section 4.1),
the Issuing Authorization Server is the one the Client targets
with requested clains. In the Protected Resource case
(Section 3.4), it is the Authorization Server that issued the
Access Token presented at the resource.

Processi ng Aut horization Server: The Authorization Server that
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recei ves a Token Endpoi nt request fromthe Cient and origi nates
the insufficient_clains error response.

Claim An attribute of the subject or the assertion, as defined in
Section 4 of [RFC7519] for JWI-formatted tokens and generalized
here to any token format that carries naned clai ns.

3. The Insufficient dains Challenge

The insufficient _clainms error code (Section 3.1) and the
required _clains response paraneter (Section 3.2) define a common
chal l enge that applies in tw contexts:

* (QAuth 2.0 Token Endpoint requests under any grant that presents a
cl ai mbearing credential, including the Token Exchange grant
([ RFC8693] ), assertion-based grants ([RFC7521], [RFC7522],
[ RFC7523]), and the Refresh Token grant (Section 6 of [RFC6749]);
see Section 3.3.

* Access Tokens presented at QAuth 2.0 Protected Resources; see
Section 3. 4.

The HTTP envel ope and the carrier of the structured response differ

per context, as described in Section 3.3 and Section 3.4. For dient

behavi or on receiving the error, see Section 4.

3.1. FError Code

The error code is:

insufficient_clainms: The credential presented by the dient is
accept abl e but does not carry clainms sufficient for the recipient
to fulfill the request.

3.2. Response Paraneter

A recipient SHOULD include a required_clains paranmeter enunerating
the clains it requires.

In a JSON response body, the value of required clains is a JSON array
of claimentries. Each entry is either a JSON string or a JSON
obj ect .

A bare-string entry identifies a claimby name and indicates that the
naned claimis required; any value is acceptable. For exanple:

"required _clains": ["email", "given_name", "fam |y nane"]
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An object entry adds an optional value constraint and has the
fol |l owi ng menbers:

* nanme: REQU RED. A JSON string identifying the claimnane.
* value: OPTIONAL. A JSON val ue the claimMJST equal .

* values: OPTIONAL. A JSON array of values, one of which the claim
MJST equal .

An entry MJST NOT include both value and values. An entry that
includes neither is equivalent to the bare-string form For exanple:

"required_clains": [
"email ",
{"name": "enmail _verified", "value": true},
{"nanme": "tenant _id", "values": ["t-123", "t-456"]}

]

A claimnanme identifies a claimas it appears in the credential (for
exanpl e, the JSON nenber nane in a JW). daimnanes use the scope-
token syntax of Section 3.3 of [RFC6749]: visible ASCI| characters
excl udi ng space (%20), doubl e-quote (%22), and backslash (%5C).
Clai mnames are case-sensitive. The order of entries in the array is
not significant.

Thi s docunent does not define essential/voluntary semantics; all
entries are required. Profiles needing richer expressivity SHOULD
define their own paraneter rather than overload required_clains (see
Section 7.5).

The sane JSON array shape is used wherever this document conveys a
claimlist in a JSON docunent, nanely in Token Endpoint error
response bodies (Section 5.2 of [RFC6749]), in Protected Resource
error response bodies (Section 3.4), and in Protected Resource

Met adat a docunments (Section 5.1). This aligns with the
scopes_supported and cl ai ns_supported netadata conventi ons of

[ RFC8414] and [ Openl D. Core] .

When the sane list is carried as the requested _cl ai ns paraneter on an
appl i cation/ x-ww«formurl encoded Token Endpoi nt request (see

Section 4.1), the JSON array value is serialized to a JSON string and
per cent - encoded per application/x-wwwformurlencoded rules. This
follows the precedent of authorization_details ([RFC9396]).

Characters that have special meaning in JSON or in form bodies,
including [, ], ", and ,, MJST be percent-encoded.
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The required_clainms paraneter is OPTIONAL. A recipient that cannot
or does not wish to enunmerate the missing clains MAY return the error
code without it. |In that case the Cient has no machi ne-readabl e
basis for retry and SHOULD treat the response as a termnal failure
unl ess out-of-band information is avail abl e.

A recipient MJST NOT include in required_clains any clai mnanme whose
semantics are not defined by a registered clainms registry (such as
the JSON Wb Token Clains registry), a registered profile (such as
Qpenl D Connect Core [Qpenl D.Core]), or prior agreenent with the
popul ati on of |ssuing Authorization Servers it expects to

i nteroperate with.

Claimnames in required_clains are interpreted in the context of the
(issuer, subject, audience, Cient) tuple of the request, in the sane
way as the scope paraneter (Section 3.3 of [RFC6749]); see

Section 7.3. The Authorization Server’s claimrelease policy, the
content and format of issued clains, and the neaning attached to a
given claimnane are all scoped to that tuple.

Entries forwarded froma required_clains field into a
requested clainms paraneter on a retry Token Endpoint request retain
their neaning only when both of the follow ng hol d:

* The audi ence, subject, and Cient are preserved between the
original request and the retry.

* The Issuing and Processing Authorization Servers share an
under st andi ng of the clai mnanmes and constraint val ues invol ved.

A recipient MIST NOT include the sanme claimname in nore than one
entry of the array. A Cient receiving duplicate entries for the
same claimnanme in required_clains MIST treat the value as mal formed
and MUST NOT forward it as requested clains. An Authorization Server
receiving duplicate entries for the sane claimnane in

requested claims MJST treat the paraneter as nal forned.

3.3. Returned at the Token Endpoi nt

A Processing Authorization Server receiving a Token Endpoi nt request
MUST first validate the presented credential per its own acceptance
rules and the rules of the grant profile in use. |f the credential
is rejected for cryptographic, audience, issuer, type, or freshness
reasons, the server MJST respond with the applicable error from
Section 5.2 of [RFC6749] (typically invalid_grant) rather than the
error defined here.
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If the credential is acceptable but does not carry clains sufficient
to fulfill the request, the Processing Authorization Server NMNAY
respond with insufficient_clains. The error code is returned in the
error paraneter of the Token Endpoint error response, formatted per
Section 5.2 of [RFC6749] with HTTP status code 400.

Exanpl e error response
HTTP/ 1.1 400 Bad Request

Cont ent - Type: application/json
Cache-Control: no-store

"error": "insufficient_clains",
"error_description": "The presented credential is mssing required clains.",
"required clains": ["email", "given_name", "fam |y _nane"]

3.4. Returned at the Protected Resource

When a Protected Resource receives a request bearing an Access Token
that is otherwi se valid but does not carry clainms sufficient to

fulfill the request, the Protected Resource MAY return an
aut henti cation chal |l enge containing the insufficient_clains error
code.

The chal l enge follows Section 3 of [RFC6750]. The Protected Resource
MUST respond with HTTP status 403 Forbi dden. The response MJST

i nclude a WAV Aut henti cate header field with the error paraneter set
to insufficient_clains. The response MAY al so include the

resour ce_net adata aut h-param ([ RFC9728]) to point the Cient at its
Prot ect ed Resource Metadata document (see Section 5.1).

Structured details of the challenge, including the clains the

Prot ected Resource requires, are conveyed in the JSON response body
rather than as additional WWMAuthenticate auth-params. This follows
the body-carrying pattern of the QAuth 2.0 Token Endpoi nt error
response (Section 5.2 of [RFC6749]) and keeps the Bearer challenge
header si npl e.

When the Protected Resource enmts a response body al ongsi de the
chal | enge, the body’'s Content-Type MJST be application/json. The
body SHOULD include a required_clai ns nenber (Section 3.2)
enunmerating the clainms the Protected Resource requires. The response
SHOULD i ncl ude Cache-Control: no-store.
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The 403 status code is consistent with insufficient_scope

(Section 3.1 of [RFC6750]): the Access Token authenticates the dient
and subject but does not authorize this request because of
insufficient claimcontent. The 401 Unauthorized status code is not
used because the failure is not authentication of the dient or the

t oken.

Exanpl e chal l enge (line breaks in the WWV Aut henti cate header are
shown for readability)

HTTP/ 1.1 403 For bi dden
WAV Aut henti cate: Bearer error="insufficient_clains",
resour ce_netadat a="https://api.exanpl e. coni.wel | - known/ oaut h- pr ot ect

ed-resource”
Cont ent - Type: application/json

Cache-Control: no-store

{
"error": "insufficient_clains",
"error_description": "The Access Token is missing required clains.",
"required_clains": ["email", "departnment"]

}

A Protected Resource that cannot emt a JSON body MAY convey only the
WANM Aut hent i cate header. The Cient then has no nachi ne-readabl e
claimlist to echo on retry, and SHOULD treat the response as a

term nal failure unless out-of-band information (such as Protected
Resource Metadata, Section 5.1) is available.

If the resource request was unauthenticated (no Access Token
presented), the Protected Resource MJST use the existing error
semantics of Section 3 of [RFC6750] (no error paraneter or
error="invalid_token"), not insufficient_clains. The error defined
here is only applicable when the presented Access Token is otherw se
accept abl e.

4. dient Renediation

A Cient that receives an insufficient_clains response or chall enge,
and that supports the nechanismdefined in this docunent, obtains a
new credential carrying the clainms listed in the required clains
field. The Cient then retries the original request with the new
credential. The retry mechani sm depends on how the origina
credential was obtai ned:

* \When the original credential was obtained via QAuth 2.0 Token
Exchange ([ RFC8693]) or from a Refresh Token (Section 6 of
[ RFC6749]), the dient sends a back-channel Token Endpoi nt request
i ncluding the requested_cl ai ns paraneter (Section 4.1).
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4.

1.

*  Wien the original credential was obtained via an interactive
aut hori zation flow (the authorization_code grant, the device
aut hori zation grant, the CIBA grant, or any other grant that nmay
i nvol ve end-user interaction), the Cient initiates a new
aut hori zati on request and conveys its claimrequirenents using an
appl i cabl e front-channel clains request nechani sm such as the
Openl D Connect cl ai ms request parameter (Section 5.5 of
[ Openl D. Core]); see Section 4.2.

* \When the original credential was a pre-issued assertion presented
under a JWI Bearer ([RFC7523]) or SAM. Bearer ([RFC7522]) grant,
the Client obtains a richer assertion fromthe assertion provider
usi ng what ever nechani smthat provider supports, then presents the
new assertion in a fresh assertion-grant request; see Section 7.2.

Back- Channel Token Endpoi nt Request Paraneter

Thi s docunent extends the Token Endpoi nt request (Section 3.2 of
[ RFC6749]) with the follow ng paraneter

requested_claims: OPTIONAL. A JSON array of claimentries that the
Client is requesting be included in the issued token. The array
shape, including the bare-string and constraint-object entry
forns, and the clai mnanme syntax match the required cl ains
paraneter defined in Section 3.2. Wen included in a Token
Endpoi nt request, the JSON array is serialized to a JSON string
and percent-encoded as the value of the requested_clainms form
paraneter. The requested clains paraneter MJST NOT appear nore
than once in a single Token Endpoint request. A dient SHOULD NOT
include the same claimnane in nore than one entry of the array.
An Aut hori zation Server receiving duplicate entries for the sane
cl ai m name MUST treat the paraneter as mal f orned

The requested clains paraneter is defined for use with the QAuth 2.0
Token Exchange grant ([ RFC8693]) and the QAuth 2.0 Refresh Token
grant (Section 6 of [RFC6749]). These grants are back-channel re-

i ssuance flows in which the Cient already holds a credential that
the Authorization Server can use to determine eligibility for the
requested clainms, without a fresh end-user interaction. The
paraneter MJUST NOT be used with grants that may require end-user
interaction, including the authorization_code grant, the
urn:ietf:parans: oaut h: grant-type: device_code grant, and the

urn: openi d: parans: grant-type: ci ba grant; see Section 4. 2.

When sending a request that carries requested_clains, the Cient MJST
identify the sane audi ence or resource as the original request that
produced the insufficient_clains response or challenge. For Token
Exchange ([ RFC8693]), the Cient uses the audi ence and/or resource
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request paraneters defined by that specification. For Refresh Token
requests, the dient uses the resource paraneter defined by Resource
I ndi cators ([RFC8707]).

The Authorization Server’s release policy is scoped to the indicated
audi ence or resource. Changing the audience or resource nmay cause a
different policy to apply; see Section 7.3 and Section 7.4.

A dient MIST ensure that the requested_clains value it sends is a
wel | -formed JSON array of claimentries confornmng to the syntax
defined in Section 3.2, and MJST NOT forward nal fornmed i nput received
inarequired_claims field froma recipient.

A Cient SHOULD forward the value received in required_clains
verbatimas the value of requested_clains, percent-encoded for the
appl i cation/ x-www+formurl encoded body. A Cdient MAY include
additional entries (bare claimnames or constraint objects) in the
array based on | ocal know edge of the target resource.

4.1.1. Use with Token Exchange

Under the QAuth 2.0 Token Exchange grant ([ RRFC8693]), the dient
sends a new request to the Issuing Authorization Server. The dient
sel ects the subject token and subject token_type based on its
established credential relationship with the Issuing Authorization
Server. This is typically the sane subject_token the Cient
originally exchanged at that Authorization Server.

The foll owi ng exanpl e uses the | D-JAG token type fromthe Identity
Assertion Authorization G ant
([1-D.ietf-oauth-identity-assertion-authz-grant]); any

requested_t oken_type registered with | ANA may be used. The audi ence
val ue matches the Processing Authorization Server that issued the
original insufficient_clains response.

POST /oaut h2/token HTTP/ 1.1
Host: issuer. exanpl e.com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=ur n%BAi et f ¥8Apar ans¥8Aoaut h¥BAgr ant -t ype¥BAt oken- exchange

& equest ed_t oken_t ype=ur n%BAi et f ¥8Apar ans¥8Aoaut h%@At oken-t ypedBAi d-j ag
&subj ect _t oken=eyJhbCGci O ...

&subj ect _t oken_t ype=ur n%BAi et f ¥8Apar anms¥3Aoaut hBAt oken-t ype¥3Ai d_t oken
&audi ence=ht t ps¥8AWRFY2Fapi . exanpl e. cont2F

& equest ed_cl ai ms=%bB%®2emai | R292CY¥22gi ven_name%@2%RC¥22f am | y_nane%@22%D

The requested_cl ai ns val ue above is the URL-encoded form of the JSON
array ["enmail","given_nane","fanmily nane"].
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4.1.2. Use with Refresh Token

A dient holding a Refresh Token (Section 6 of [RFC6749]) MAY include
requested clainms on a Refresh Token request to obtain a re-issued
Access Token (and, where applicable, 1D Token) carrying the indicated
claims. This is particularly useful for nulti-resource Refresh
Tokens, where a single Refresh Token issues Access Tokens for several
audi ences and the claimset required differs per audi ence.

Exanpl e request:

POST /oaut h2/token HTTP/ 1.1
Host: as. exanpl e.com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=refresh_token

& ef resh_t oken=8xLOxBt Zp8. . .

& esour ce=ht t ps¥8AWRFY2Fapi . exanpl e. cont2F

& equest ed_cl ai ms=%B%22emai | 2292 CY¥22depart ment ¥22%6D

The requested_cl ai ns val ue above is the URL-encoded form of the JSON
array ["email","departnent"].

The Authorization Server applies its nornmal Refresh Token policy,
i ncluding any policy that woul d have applied had the Cient requested
those claims at the original authorization.

An Aut hori zation Server that would require fresh end-user consent or
re-authentication to release a requested claimhas two options. It
MAY decline that claimand issue a token without it. Alternatively,
it MAY respond with an Openl D Connect error such as consent_required
or interaction_required (Section 3.1.2.6 of [OpenlD. Core]), pronpting
the Client to initiate a new authori zation request (see Section 4.2).

4.2. Interactive Gants

For grants that may require end-user interaction (the

aut hori zati on_code grant, the device authorization grant, the ClBA
grant, and simlar), a Cient responding to insufficient_clains
SHOULD initiate a new authorization request and convey its claim
requi renents using an applicable front-channel clains request
mechani sm such as the Openl D Connect cl ains request paraneter
(Section 5.5 of [OpenlD.Core]); see Section 7.5.

This separation lets the Authorization Server apply consent, user

aut hentication, or interaction policies appropriate to the new claim
rel ease, rather than requiring those policies to be expressed as a
back- channel side effect.
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4.3. Authorization Server Behavior

An Aut hori zation Server that supports the requested_cl ai ns request
par anet er on Token Exchange or Refresh Token requests SHOULD i ncl ude
each requested claimin the issued token, subject to its own policy.
In particular, the Authorization Server:

* MJST NOT release a claimit would not otherw se release under its
configured policy for the subject, the audi ence, and the
requesting Cient. Receipt of requested clains is not
aut hori zation to bypass consent, privacy, or release controls.

*  MUJST NOT treat requested_clains as a conplete enuneration of the
clains that should be issued. The Authorization Server NAY
include additional clainms it would normally include.

* MAY decline to include any specific requested claim Declining to
include a claimis not, by itself, a reason to fail the request.

* SHOULD NOT fail the request because of an unrecogni zed cl ai m nane
in requested_cl ains.

* \When an entry includes a value or values constraint, the
Aut hori zati on Server MJUST NOT include the claimin the issued
token with a value that does not satisfy the constraint. The
Aut hori zation Server MAY decline to include the claimentirely if
it cannot satisfy the constraint.

* An Authorization Server that does not support constraint entries
MUST NOT ignore the value or values nenbers and treat the entry as
the bare-string form It MJIST either decline the constrained
claimor reject the request with invalid_request.

I ssuance of a token in response to a requested clains request is not
an assertion by the Authorization Server that all requested clains
were honored. A Cdient that needs to verify a specific claimis
present in the re-issued token before retrying i nspects the issued
token using the nechani sns applicable to its format.

4.4, No Loop Guarantee

Thi s specification does not oblige an Issuing Authorization Server to
satisfy a requested_clains request, nor a recipient (Processing

Aut hori zation Server or Protected Resource) to accept a re-issued
credential whose clains still fall short. For the purposes of this
section, the "logical exchange" is the workflow that produced the
original insufficient_clainms response or chall enge, whether returned
froma Token Endpoint or a Protected Resource. A Cient SHOULD issue
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at nost one retry per |ogical exchange, and MJST treat any subsequent
insufficient_clains for the same | ogical exchange as a term nal
failure, even if it enunerates a different required_clains val ue.

5. Discovery

This section defines two static-netadata nmechani snms that conpl enent
the runtime chall enge. Protected Resources advertise the clainms they
may require so that Cients can request them at issuance tine.

Aut hori zation Servers advertise support for the requested clains
request paraneter so that Clients can use it proactively. Both
mechani snms are optional and degrade gracefully when absent.

5. 1. Pr ot ect ed Resource Met adat a

A Protected Resource MAY advertise the set of clains it may require
inits QAuth 2.0 Protected Resource Metadata docunent ([RFC9728])
usi ng the foll owi ng netadata paraneter:

required_claims: OPTIONAL. A JSON array of claimentries with the
shape defined in Section 3.2, enunmerating clains the Protected
Resource may require in Access Tokens. Entries MAY be bare claim
nanes or constraint objects, though depl oynments commonly advertise
bare nanes only.

Exanpl e netadata fragnent:

{
"resource": "https://api.exanple.com",
"aut hori zation_servers": ["https://as.exanple.com "],
"scopes_supported": ["read", "wite"],
"required_clains": ["email", "given_nanme", "fam|ly_nane"]
}

The advertised set is advisory and represents a naxinmal or typical
set of clainms the resource nay require across its operations. A
Client that obtains an Access Token carrying these clains will, in
the common case, avoid an insufficient_clainms challenge.

The Protected Resource MAY still return insufficient_clains for
operations whose requirenents depend on request path, paraneters,
subj ect state, or policy. The Protected Resource is not obliged to
requi re every advertised claimfor every operation.

Clients SHOULD treat the advertised |list as a hint for Access Token

acquisition. dients SHOULD NOT depend on it as a conplete or stable
contract.
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As with required_clains in error responses and chal | enges, and
requested_claims in Token Endpoi nt requests, claimmnanmes in the

met adata are interpreted in the context of the (issuer, subject,

audi ence, Cient) tuple of any Access Token that will be presented at
the resource; see Section 7.3. For Authorization Server-side
advertising of requested clainms support, see Section 5. 2.

5.2. Authorization Server Mtadata

An Aut hori zation Server that supports the requested clai ns request
paraneter defined in Section 4.1 SHOULD advertise that support inits
QAuth 2.0 Authorization Server Metadata ([RFC8414]) using the

foll owi ng nmet adat a paraneter:

requested_cl ai ms_par amet er _supported: OPTIONAL. Bool ean val ue
i ndi cating whet her the Authorization Server supports the
requested_cl ai ms Token Endpoi nt request parameter defined in this
docunment. If onmitted, the default value is fal se.

A Cient MAY consult this netadata to determ ne whether to send
requested_claims on a Token Exchange or Refresh Token request. This
i ncludes proactively including the paranmeter on a first attenpt where
the Cient expects specific clains will be needed.

A Cient MIST NOT rely on the absence or fal se value of this netadata
to predict an Authorization Server’s behavior on requested_cl ai ns.

An Aut hori zation Server that does not advertise support MAY still
honor the paraneter, consistent with Section 3.2 of [RFC6749].

Thi s netadata paraneter advertises support for the Token Endpoi nt
request paraneter only. It does not advertise support for the
insufficient_clains error code in error responses. Recipients return
that error code per their own policy regardl ess of mnetadata.

For Protected Resource-side advertising of required clains, see
Section 5. 1.

6. End-to-End Exanpl es
The two diagrans below illustrate the principal flows. For a full

wor ked exanple with concrete actors, decoded JW payl oads, and
conpl ete HTTP nessages, see Appendix A
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6.1. Token Exchange Retry

The foll owi ng non-normative exanple illustrates the Token Endpoi nt
flow using the Identity Assertion Authorization Gant profile
([1-D.ietf-oauth-identity-assertion-authz-grant]), where the
Processi ng Aut horization Server is the Resource Authorization Server
(RAS) and the Issuing Authorization Server is the Identity Provider
(1dP) Authorization Server.

Cient | dP AS RAS
I I
| TokenExchange |
| (subject=ID Token) |
R >

|
|
[SREREEEEEPEPEPRREEE |
|
|

I e >
| . R
| 400 insufficient_clains
| required clainms: ["email",
| "gi ven_nane",
| "fam | y_nane"]
I e
| | |
| TokenExchange | |
| +requested clains | |
R s > |
| _ | |
| IDJAGwith | |
| requested clainms | |
| <o | |
| [ |
| JWI Bearer (assertion=lD JAG |
R T RRREEEEEEEEEEEEE >
I I I
| 200 K { access_token } |
| |

6.2. Protected Resource Challenge

The foll owi ng non-normative exanple illustrates a Protected Resource

returning insufficient_clainms and the Cient obtaining a richer
Access Token via Token Exchange before retrying.
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dient AS Resour ce

I I I
| GET /apil/foo |
| Authorization: Bearer AT1 |
[ --mmmmrm >|
I I I
| 403 Forbi dden |
| WAM Aut henticate: Bearer |
| error="insufficient_clains" |
| Body: {"required_clains": |
| ["email", "departnent"]} |
I e
I I I
| TokenExchange | |
| audi ence=api . exanpl e. com |
| +requested_clains | |
R R R >| I
I I I
| AT2 (carries | |
| email, departnent)| |
| <-----mmmmmemooo e | |
I I I
| CET /api/foo |
| Authorization: Bearer AT2 |
R EEEEEEEEEEEEEEEEEPEEEERED >

I

|

I I
| 200 K { result }
I

7. Relationship to Other Specifications
7.1. ldentity Assertion Authorization G ant

[I-D.ietf-oauth-identity-assertion-authz-grant] defines the
urn:ietf:parans: oaut h:token-type:id-jag token type and the rol e of
the Resource Authorization Server in a cross-domain identity
assertion flow The Cient mints an ID-JAG via QAuth 2.0 Token
Exchange ([ RFC8693]) at the IdP AS and presents the ID-JAG to the RAS
via the JWI Bearer assertion grant ([RFC7523]). Wth the nechanism
defined here, specific claimrequirenents at the RAS becone a

depl oynent -ti nme deci sion negotiated at runtinme via the

required clainms/requested clains pair, with the |Issuing Authorization
Server retaining policy authority over rel ease.
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7.2. Assertion-Based G ants

[ RFC7521] defines the framework for assertion-based QAuth 2.0 grants.
[ RFC7522] and [ RFC7523] define specific profiles for SAML 2.0 and JWI
assertions respectively. The insufficient _clainms error code defined

here applies uniformy to Token Endpoi nt requests using any of these

grants.

The requested_cl ai ns request paranmeter (Section 4.1) is defined for
Token Exchange and Refresh Token grants and is not used with JWI
Bearer or SAM. Bearer requests directly. The assertion presented in
those grants is obtained out of band, and obtaining a richer
assertion is governed by the assertion provider’s protocol

VWere the assertion provider is itself an QAuth 2.0 Authorization
Server, a Client receiving insufficient_clains would typically obtain
a richer assertion via Token Exchange or via an interactive fl ow
usi ng the Openl D Connect cl ains request parameter. The Cient then
presents the new assertion in a fresh JW Bearer or SAM. Bearer
request.

7.3. QAuth 2.0 scope Paraneter

The scope paraneter (Section 3.3 of [RFC6749]) is a coarse,

Aut hori zation Server-specific authorization request signal. 1n sone
depl oynent profiles, including OpenlD Connect, specific scope val ues
(for example, profile, email) inply the issuance of specific clains.
Thi s docunent does not redefine that mapping.

The mechani sm defined here is finer-grained than scope: a recipient
nanmes individual clainms directly in required_clains, independent of
any scope-to-clai mmappi ng the issuing Authorization Server may
apply. The Cient can forward a precise requirenent as
requested_clainms without knowi ng that nmapping.

Both required _clains and requested _clains share with scope the
property that values are interpreted in the context of the (issuer,
subj ect, audience, Cient) tuple of the request. A claimname has no
globally registered semantics that override an Authorization Server’s
| ocal rel ease policy. The sane nanme nmay carry different content,
format, or release rules at different Authorization Servers, for

di fferent subjects, audiences, or dients.

A Cdient forwarding clai mnanmes between a recipient (in
required_clains) and an |ssuing Authorization Server (in
requested clainms) is relying on those two parties having a shared
under standi ng of the listed nanes, typically through registered
clainms or profile alignment.
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requested_cl ai ms conpl enents scope rather than replacing it. A
Client retrying at the Token Endpoi nt MAY include both paraneters in
the sanme request. The Authorization Server applies its scope
semantics as it otherwi se would, and additionally takes

requested clainms into account.

7.4. QAuth 2.0 Resource Indicators

[ RFC8707] allows a Client to specify the resource (the resource
paraneter) at which the requested token will be used. The

Aut hori zation Server may use that signal, together with the audi ence
paraneter, to determne the audi ence of the issued token and to apply
audi ence-specific claimrel ease policy. Two consequences foll ow

1. dains releasable to one audi ence may not be rel easable to
another. A retry under Section 4.1 that changes the audi ence or
resource value fromthe original request nay obtain a token under
different policy. The Authorization Server may include or onit
different clains, and the recipient that returned
insufficient_clains nmay not accept the re-issued token. For this
reason Section 4.1 requires the Client to preserve the origina
audi ence and, where applicable, resource on retry.

2. A Processing Authorization Server or Protected Resource that
returns insufficient_clainms does so for a specific audience. A
required_claims value that is neaningful for one audi ence may be
meani ngl ess, or trigger different rel ease policy, for another

7.5. Openl D Connect clains Request Paraneter

Openl D Connect Core 1.0 ([OpenlD. Core], Section 5.5) defines a clains
request paraneter at the O DC Aut hori zation Endpoint and Token

Endpoi nt, carrying a JSON object that requests individual clains for
the I D Token and UserInfo responses with optional essential/voluntary
semantics and val ue constraints.

Thi s docunent defers to the O DC clains paranmeter for any response to
insufficient_clains that requires a new authorization request,

i ncluding the authorization_code grant, the device authorization
grant, the CIBA grant, and simlar interactive flows. In these
cases:
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* The Cient SHOULD initiate a new authorization request to the
Aut hori zation Server and include a clains paraneter reflecting the
entries enunerated in the required_clains field of the
insufficient_clains response or challenge. Mapping constraint
entries to A DC clains syntax is depl oynent-specific and only
possi bl e where the Authorization Server supports the correspondi ng
O DC cl ai mrequest semantics.

* The Authorization Server applies its normal interactive-flow
policy: it MAY pronpt the end user for consent, perform additiona
aut hentication, or otherw se involve the user before rel easing
new y requested claims. This is the natural place to handl e such
policy, which the back-channel requested_clains paraneter
(Section 4.1) cannot acconmpdat e.

* On conpletion of the new authorization request, the Cient obtains
an Access Token (and, where applicable, |ID Token) carrying the
requested claims, and retries the original request.

The requested_cl ai ms paraneter defined in this docunent is not a
substitute for the O DC clains paraneter for interactive grants; the
two paraneters target different stages of the QAuth 2.0 flow and

di fferent depl oynent patterns:

* ODCclainms is presented at an Authorization or backchannel -
aut henti cati on request, where end-user consent and authentication
can be evaluated. It supports essential/voluntary clainms and
val ue constraints.

* requested clains is presented at the Token Endpoint as part of a
back-channel re-issuance request (Token Exchange or Refresh
Token), where no end-user interaction occurs. It is a hint to the
Aut hori zation Server about which clains should be included in the
i ssued token, with optional value or val ues constraints.

An Aut hori zation Server MAY support both clains (on its O DC

endpoi nts) and requested_claims (on Token Exchange and Refresh Token
requests at its Token Endpoint). This docunent does not define an

i nteracti on between them

7.6. CQAuth 2.0 Bearer Token Usage and Step-Up Authentication

[ RFC6750] defines the Bearer authentication schene used at the

Prot ect ed Resource and the insufficient_scope error returned when the
Access Token's scope is insufficient. [RFC9470] defines
insufficient_user_authentication returned when the authentication
context behind the Access Token is insufficient. The nechanismin
Section 3.4 of this docunent follows the sane chall enge pattern but
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7

8.

8.

8.

addresses claimcontent rather than scope or authentication context.
7. QAuth 2.0 Rich Authorization Requests

[ RFC9396] carries structured request objects (authorization _details)
as JSON. The claimentry syntax in this docunent is intentionally
much narrower: it can nanme clains and, when needed, request equality
agai nst one value or one of a set of values. Profiles needing richer
aut hori zati on semantics, schema references, or non-claimconstraints
SHOULD define their own paraneter rather than overl oad
required_cl ai ns.

Security Considerations
1. Disclosure of CaimRequirenents

The required_cl ains paraneter, whether in an error response body or
in Protected Resource Metadata, discloses to the Cient the set of
clainms the recipient intends to consune. This is generally |ow
sensitivity information, conparable to the QAuth scope paraneter, but
operators SHOULD confirmthat disclosing the list to any dient
capabl e of reaching the Token Endpoint or Protected Resource is
accept abl e.

When required_clains entries include value or values constraints,
those constraints disclose nore depl oynment-specific policy than bare
cl aimnanmes: they reveal specific tenant identifiers, role nanes, or
other policy attributes that the recipient evaluates. Qperators
SHOULD consi der whet her disclosing these values to any dient capable
of reaching the endpoint is acceptable. Were the constraint val ues
thensel ves are sensitive, deploynents SHOULD use bare cl ai m names and
val i dat e val ues out of band.

2. Disclosure of |Issued d ains

When an Aut hori zation Server includes additional clains in a re-

i ssued token in response to requested_clains, those clainms my be
readable by the dient (for exanple, a JWI-formatted token can be
parsed by anyone hol ding the token). Authorization Servers SHOULD
apply the sane release policy as for any other token issued to the
same subject, audience, and Cient.

In depl oyments where the intended consuner of the issued token is the
recipient only and the Client is treated as a transport, the security
gui dance from[Il-D.ietf-oauth-identity-assertion-authz-grant] on

audi ence scoping and (where supported) encryption of the token
appl i es.
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The Authorization Server is the policy authority for rel ease.

Recei pt of a requested_clainms paraneter froma Cient MIST NOT be
treated as user consent, subject rel ease authorization, or any other
formof override of the Authorization Server’s configured policy. An
Aut hori zation Server that finds that satisfying requested clains
woul d violate policy MIST decline the affected clains and MAY decline
the request.

8.3. Untrusted Input

A recipient constructing a required clains field, and an

Aut hori zation Server consum ng a requested_clains paraneter, MJST
treat the value as untrusted input until validated. |Inplenmentations
MJUST val idate that each entry in the array conforns to the syntax
constraints stated in this document, including claimnanme syntax,

mut ual excl usi on of value and val ues, and the absence of duplicate
claimnanes. |Inplenentations MUST NOT pass the value into |og
formatters, database queries, or claimrel ease rules w thout proper
escapi ng or paraneterization

8.4. Replay and Caching

The insufficient _clainms error response (at the Token Endpoint or
Protected Resource) and the required_clains paraneter it carries have
no aut hentication state, no nonce, and no expiration, and MJST NOT be
used to make any access decision. They serve only to guide the
Client’s next request. Responses carrying required_clains SHOULD be
returned with Cache-Control: no-store.

8. 5. Deni al of Service

A recipient returning insufficient_claims invites the Client to
perform an additi onal Token Endpoint request against an Authorization
Server. Inplenmentations on all sides SHOULD apply standard rate
limting to protect their endpoints. As noted in Section 4.4 and
Section 3.4, Cients SHOULD NOT retry indefinitely.

8.6. Trust Between Recipient and |ssuing Authorization Server

Thi s specification does not establish trust between a recipient
(Processing Authorization Server or Protected Resource) and the

I ssuing Authorization Server. The Cdient nediates between them and
can add, renove, or nmodify the claimlist it received in
required_claims before forwarding it as requested_clains. For this
reason requested_clainms is advisory.
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10.

10.

The 1ssuing Authorization Server SHOULD eval uate the request agai nst
the Cient’s identity, the requested audience, and its |ocal rel ease
policy. The Issuing Authorization Server MJST NOT infer a recipient
requirenment fromrequested clains alone. It MJST NOT treat the
paraneter’s presence as authorization to release any claim

Privacy Considerations

The nmechanismin this docunent is designed to reduce, not increase,
claimdisclosure relative to a static policy. Wthout

required clainms, an Issuing Authorization Server that wi shes to
interoperate with multiple recipients nust either include clains
specul atively (releasing data that nay not be needed) or omit them
and break the downstream operation. Wth required_clainms, an

Aut hori zation Server can release clains only when a specific exchange
requires them subject to its own policy.

Qperators of recipients (Processing Authorization Servers and
Prot ect ed Resources) SHOULD request the mninumset of clains
necessary, and SHOULD NOT enumerate clainms they do not consune.
Qperators of Issuing Authorization Servers SHOULD apply consent,
contractual, or regulatory rel ease controls before honoring any
specific entry in requested_cl ai ns.

I ANA Consi derati ons
1. CQAuth Extensions Error Registry

I ANA is requested to add the following entry to the "QAuth Extensions
Error" registry established by Section 11.4 of [RFC6749].

Name: insufficient_clains

Usage Location: Token Endpoint Error Response, Resource Access Error
Response

Prot ocol Extension: This docunent

Change Controller: |ETF

Speci fication Docunent(s): This docunent

Description: Indicates that the credential presented by the dient
is acceptable but does not carry clains sufficient for the
recipient to fulfill the request. Returned in QAuth 2.0 Token

Endpoi nt error responses and in QAuth 2.0 Bearer authentication
chal | enges at Protected Resources
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10.

10.

10.

2. QAuth Paraneters Registry

I ANA is requested to add the following entries to the "QAuth
Par anet ers" registry established by Section 11.2 of [ RFC6749].

2.1. required_clains

Nane: required_clains

Par anet er Usage Location: token response

Change Controller: |ETF

Speci fication Docunent(s): This docunent

Notes: The required_clainms parameter appears in the JSON error
response body of QAuth 2.0 Token Endpoi nt error responses
(Section 5.2 of [RFC6749]) and in the JSON error response body of
Protected Resources returning insufficient_clainms (Section 3.4).

2.2. requested_clains

Nane: requested clains

Par amet er Usage Location: token request

Change Controller: |ETF

Speci fication Docunent(s): This docunent

3. QAuth Protected Resource Metadata Registry

I ANA is requested to add the following entry to the "QAuth Protected
Resource Metadata" registry established by Section 7.1 of [RFC9728].

Met adata Name: required clains

Met adat a Description: A JSON array of claimentries (bare claim
nanes or constraint objects) enunerating clains the Protected
Resource nmay require in Access Tokens, advisory and not
necessarily a conplete or stable contract; see Section 5.1

Change Controller: |ETF

Speci fication Docunent(s): This docunent
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11.

4. QAuth Authorization Server Metadata Registry

IANA is requested to add the following entry to the "QAuth
Aut hori zation Server Metadata" registry established by Section 7.1 of
[ RFCB8414] .

Met adat a Name: requested_cl ai ms_par anet er _support ed

Met adat a Description: Bool ean val ue indicating whether the
Aut hori zation Server supports the requested clai ns Token Endpoi nt
request paraneter defined in this docunent; see Section 5. 2.

Change Controller: |ETF

Speci fication Docunent(s): This docunent
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Appendi x A.  Wirrked End-to- End Exanpl e

Thi s appendi x is non-normative. It walks through a conplete just-in-
time (JIT) provisioning flow using the Identity Assertion

Aut hori zation Grant ([I-D.ietf-oauth-identity-assertion-authz-grant])
profile, the Token Exchange retry path of Section 4.1, and the
Protected Resource Metadata advertisement of Section 5.1. HITP
messages are shown in full; JW contents are shown as decoded

payl oads for readability.

A 1. Actors

* *End user:* Alice, an enpl oyee of Exanple Corp.

* *Client:* Acme Tools (client _id=acne-tools), an enterprise SaaS
application that uses Alice’'s |IdP session to access a downstream
APl on her behal f.

* *]dentity Provider Authorization Server (lIdP AS):*
https://idp.exanple.conmi. This is the |Issuing Authorization Server
in the termnol ogy of Section 4.1.

* *Resource Authorization Server (RAS):* https://ras.exanple.coni.
This is the Processing Authorization Server.

*  *Downstreamresource:* https://api.exanple.coni.
The RAS perforns JI T account provisioning when the subject is unknown

toit. |Its policy requires enmail, given_name, and fam |y _nane to
provi sion a new account.
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A.2. Step 1: Cient obtains an ID-JAG fromthe IdP AS

The Client has authenticated Alice via OpenlD Connect at the |IdP and
hol ds her I D Token. The Cient sends a Token Exchange request to the
IdP AS for an I D-JAG bound to the RAS' s audience. |In this first
attenpt, the Cient does not yet know which clains the RAS requires
and sends no requested_cl ai ns.

POST /oaut h2/token HTTP/ 1.1

Host: i dp. exanpl e. com

Aut hori zation: Basic YW\t ZS10b29sczpzM2NyZXQ=
Cont ent - Type: application/ x-wwmform url encoded

grant _type=ur n¥8Ai et f ¥%8Apar ans¥8Aoaut h¥BAgr ant -t ype¥8At oken- exchange

& equest ed_t oken_t ype=ur n%3Ai et f ¥8Apar ans¥8Aoaut h%38At oken-t ype%¥3Ai d-j ag
&subj ect _t oken=eyJhbGci O JSUzIl 1IN Is. ..

&subj ect _t oken_type=ur n%BAi et f ¥BApar ans¥BAoaut h%B8At oken-t ype%BAi d_t oken
&audi ence=ht t ps¥8AWRFY2Fr as. exanpl e. cont2F

The 1dP AS validates the I D Token, applies its default rel ease policy
for this Cient and audi ence, and issues an ID-JAG with m ninal
content. Decoded payl oad:

{
"iss": "https://idp.exanmple.com",
"sub": "alice-uuid-12345",
"aud": "https://ras.example.com",
"client_id": "acme-tool s",
"exp": 1748190000,
"iat": 1748189700

}

The Token Exchange response:

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cache-Control : no-store

{
"i ssued_token_type": "urn:ietf:parans:oauth:token-type:id-jag",
"access_token": "eyJhbGci O JSUzl INils...",
"token_type": "N_A",
"expires_in": 300
}

The access token field carries the I D-JAG by convention of [RFC8693].
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Step 2: Cient presents the ID-JAG to the RAS

The Client presents the IDDJAGto the RAS using the JW Bearer
assertion grant ([RFC7523]). The ID-JAG carries the audi ence
identifier of the RASinits aud claim so no separate audience form
paraneter is needed.

POST /oaut h2/token HTTP/ 1.1

Host: ras. exanpl e. com

Aut hori zation: Basic YW\t ZS10b29sczpzM2NyZXQ=
Cont ent - Type: applicati on/ x-ww-form url encoded

grant _type=ur n¥8Ai et f ¥%8Apar ans¥3Aoaut h%38Agr ant -t ype¥3Aj w - bear er
&asserti on=eyJhbCeci G JSUzI INi I s. . .

Step 3: RAS returns insufficient_clains

The RAS validates the I D JAG (signature, issuer, audience, freshness)
and accepts it. It then attenpts to resolve sub=alice-uuid-12345 to
a |l ocal account; no match. To JIT-provision Alice, it needs email,
gi ven_nane, and famly_nanme. The |ID JAG carries none of these, so
the RAS challenges the dient:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{
"error": "insufficient_clains",
"error_description":
"Cannot provision user; mssing required clains.",
"required_clains": ["email", "given_nanme", "fam|ly_nane"]
}
Step 4: Client retries the Token Exchange with requested_cl ai ns

The Client extracts the required_claims JSON array fromthe response
body, percent-encodes the array as the requested_clainms formval ue,
and sends a new Token Exchange request to the 1dP AS with the sane
audi ence and the original |ID Token as the subject token:
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POST /oaut h2/token HTTP/ 1.1

Host: i dp. exanpl e. com

Aut hori zation: Basic YW\t ZS10b29sczpzM2NyZXQ=
Cont ent - Type: application/ x-ww-form url encoded

grant _type=ur n¥BAi et f ¥8Apar ans¥BAoaut h¥BAgr ant -t ype¥BAt oken- exchange

& equest ed_t oken_t ype=ur n%3Ai et f “BApar ans¥8Aoaut h%8At oken-t ype%BAi d-j ag
&subj ect _t oken=eyJhbGci O JSUzIl 1IN Is. ..

&subj ect _t oken_t ype=ur n%3Ai et f ¥8Apar ans¥3Aoaut h%BAt oken-t ype¥3Ai d_t oken
&audi ence=ht t ps¥8AWRFY2Fr as. exanpl e. cont2F

& equest ed_cl ai ns=%B%22emai | 92292CY¥22gi ven_name%22%2C¥22f am | y_nane%22%D

The requested_cl ai ns val ue above is the URL-encoded form of the JSON
array ["email","given_nanme","fam |y nane"] returned in the RAS s
required_clainms field, forwarded verbatim

Step 5: 1dP AS issues an enriched | D-JAG

The 1dP AS checks that Alice has consented to share these clains with
Acrre Tools (or that the deployment’s policy otherw se permts

release). It then issues an I D-JAG that includes the requested
clains. Decoded payl oad:
{

"iss": "https://idp.exanmple.com",
"sub": "alice-uuid-12345",

"aud": "https://ras.example.com",
"client_id": "acme-tool s",

"exp": 1748190600,

"iat": 1748190300,

"emai | ": "alice@xanple.cont,
"given_nane": "Alice",
"fam |y _name": "Carter"
}
Step 6: Client re-presents the enriched IDJAGto the RAS

The Client repeats the JW Bearer request fromStep 2, this time
using the enriched ID-JAGreturned in Step 5.

POST / oaut h2/token HTTP/ 1.1

Host: ras. exanpl e.com

Aut hori zati on: Basic YWAt ZS10b29sczpzM2NyZXQ=
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=ur n%BAi et f ¥%8Apar ans¥B8Aoaut h%8Agr ant -t ype¥8Aj wt - bear er
&asserti on=eyJhbCeci G JSUzI INi | s. ..
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Step 7: RAS provisions Alice’'s account and issues an Access Token
The RAS

1. Validates the enriched | D JAG

2. Confirms no existing account for sub=alice-uuid-12345.

3. Creates a |ocal account using enmail, given_name, and fam|y_nane.
4. |ssues an Access Token for the downstream API

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control : no-store

{
"access_token": "eyJhbGeci O JSUzl INils...",
"token_type": "Bearer",
"expires_in": 3600
}
Step 8: dient calls the downstream API

GET /vl/projects HITP/ 1.1
Host: api.exanpl e. com
Aut hori zation: Bearer eyJhbGci O JSUzI 1IN Is..

The downstream APl validates the Access Token, finds Alice’'s now
provi si oned account, and returns her project list.

0. Avoiding the Round Trip with Protected Resource Metadata

If the RAS publishes its claimrequirenents via Protected Resource
Met adata (Section 5.1), the dient can include requested clains on
its very first Token Exchange request and skip Steps 3 and 4
entirely.

Exanmpl e PRM docunent at https://ras. exanpl e. com . wel | - known/ oaut h-
pr ot ect ed- resour ce:
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json

{
"resource": "https://ras.exanple.com",
"aut hori zation_servers": ["https://idp.exanple.com"],
"required_clains": ["email", "given_nanme", "fam|y_nane"]
}

A Cient that fetches this nmetadata at startup includes

request ed_cl ai ms=%B%22enmi | ¥2292CYR22gi ven_nanmed22%2C%22f am | y_name%22%D
(the URL-encoded formof ["enmail","given_nanme","fam |y nane"]) in

Step 1, and the 1dP AS issues the enriched ID-JAG on the first

attenpt. The remai nder of the flow proceeds directly to Step 7.

A.11. Authorization Server Metadata D scovery

A Cient that consults the 1dP AS' s netadata can al so confirm support
for the requested_clains paraneter before sending it, avoidi ng wasted
requests against an Authorization Server that does not recognize the
paraneter. Exanple |IdP AS netadata fragment at

https://idp. exanpl e. cont . wel | - known/ oaut h- aut hori zati on-server:

{
"issuer": "https://idp.exanple.com",
"token_endpoint": "https://idp.exanpl e.con oaut h2/token",
"grant _types_supported": [
"aut hori zati on_code",
"refresh_t oken",
"urn:ietf:parans: oaut h: grant-type:token-exchange"

]

equest ed_cl ai ms_par amet er _supported": true

}

Acknowl edgnent s

The aut hor thanks the QAuth working group participants who raised the
underlying interoperability gap in the Identity Assertion
Aut hori zation G ant draft.

Aut hor’ s Addr ess
Karl M QGui nness

I ndependent
Emai | : publ i c@karl ncgui nness. com

McQui nness Expi res 28 Novenber 2026 [ Page 35]



