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Abst ract

I nt ernet - depl oyed software agents are increasingly authorized to
spend noney, consune netered services, or commt other resources on
behal f of human or organizational principals. Existing HTTP

aut henti cation and paynent patterns conflate two orthogonal concerns:
whet her the requester holds a credential at all (the "401" axis), and
whet her the requester has been authorized to spend a specific anount
through a specific settlenment rail (the "budget" axis). This
docunent defines the 427 (Budget Required) HITP status code, the
"Budget" HITP aut hentication schene, a CBOR-encoded Budget -
Attestation envel ope signed with a post-quantumdigital signature
algorithm and a version-negotiati on nechani smusing the existing 426
(Upgrade Required) status code. The nmandatory primary signature uses
M.- DSA- 87 (FIPS 204). An optional "rail-keyed" signature, conputed
with a hash-based statel ess signature algorithm provides
cryptographic diversification for settlenent-rail subm ssions.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ncgraw httpapi-agent-budget/.

Di scussion of this docunent takes place on the HTTPAPI Wbrki ng G oup
mailing list (mailto: httpapi @etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ httpapi/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/httpapi/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

MG aw Expires 6 Novenber 2026 [ Page 1]



I nternet-Draft Pr ot ocol 427 May 2026

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 6 Novenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Sof tware agents acting on behal f of human or organizationa
principals increasingly need to make HTTP requests that may incur
cost, consune netered services, or trigger settlenment on a paynent
rail. The HTTP authentication framework [ RFC9110] as historically
depl oyed addresses "who are you" questions through schenes such as
Basi c, Bearer, and DPoP [ RFC9449], and the HTTP 402 (Paynent
Required) status code has been appropriated by the L402 protoco

[ L402] and the x402 protocol [X402] to convey "you nust pay before
proceedi ng" semanti cs.

Neither pattern cleanly captures the question this specification

addresses: "do you hold a recently-issued, cryptographically-attested
aut horization to spend up to a stated anount, valid for this
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request?" That question is orthogonal to the bearer-credential axis;
an agent may hold a perfectly valid bearer token and still |ack any
spendi ng authority, or hold a spending authority and need to present
it for any of several requests across one or nore origins.

Thi s docunent defi nes:

* The 427 (Budget Required) HITP status code (Section 3), used by an
origin server or gateway to indicate that a request will not be
processed until the requester presents a valid Budget-Attestation

* The "Budget" HTTP authentication schene (Section 4), used in the
WA Aut hent i cate response header field of a 427 response and in
the Authorization request header field of subsequent requests.

* The Budget-Attestation envel ope (Section 5), a CBOR-encoded
[ RFC8949], COSE-signed [ RFC9052] structure that carries semantic
cl ains about the issuer, the agent, the bound request, the
permitted settlenment rails, and the spending anount. The
envel ope’s primary signature uses M.-DSA-87 [FIPS204]; an optiona
rail -keyed signature (Section 5.4) uses any |ETF-registered SLH
DSA [ FI PS205] paraneter set.

* A version-negotiation nmechani sm (Section 6) using a Protocol -
427-Version response field [ RFC9651] and the existing 426 (Upgrade
Required) status code [RFC9110] for cases in which the requester
presents a Protocol -427 version the origin does not support.

Motivation and Use Cases

A representative scenario is an autononous research agent that has
been issued, by its operating organization, a cryptographically-
attested all owance of "USD 10 over the next 60 seconds, spendable
through any of {x402, L402, npp}". The agent traverses severa
origins, sone of which require paynent. At each origin requiring
paynent, the agent presents the sanme Budget-Attestation; each origin
verifies the attestation and either processes the request directly or
initiates a rail-specific settlement that consumes fromthe attested
al | owance.

The benefits of attesting authority separately frominvoking a
settlenent rail are: (1) operators retain control over how nuch an
agent can spend without participating in every transaction; (2)
origins can verify authorization w thout coupling to any specific
paynment rail’s protocol; (3) cryptographic agility, including post-
quantumagility, can be applied uniformy to the authorization |ayer
wi t hout nodifying any settlenent-rail protocol
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1.2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The following terns are used throughout this docunent:

Qperator: An entity that issues Budget-Attestations on behalf of a
princi pal .

Agent: An entity that hol ds and presents Budget-Attestations issued
by an Operator in order to make HTTP requests.

Verifier: An origin server, gateway, or internediary that receives a
Budget - Attestation, validates its signatures, and deci des whet her
to process the bearing request.

Budget - Attestati on: The CBOR-encoded, signed envel ope defined in
Section 5.

Settlenment Rail: An out-of-band protocol used to effect actual
transfer of value associated with a Budget-Attestation. Exanples
i ncl ude x402, L402, and Lightning multi-path payments ("npp").
Rail names are carried as text strings in the Budget-Attestation;
this docunment does not define how settlenents are perforned.

Rai | - Keyed Signature: An optional second signature on the Budget-
Attestation envel ope, conputed with a statel ess hash-based
signature al gorithm (SLH DSA), used to provide cryptographic
diversification when the attestation is presented in connection
with a settlenent-rail subm ssion.

1.3. Relationship to HTTP Message Si gnatures
[ RFC9421] defines a generic nechanismfor digitally signing
components of individual HTTP nessages. Although both that mechani sm

and Budget-Attestation involve cryptographic signatures that travel
with HTTP traffic, they address different concerns.
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1.

1.

4.

5.

RFC 9421 signatures bind a signature to a single HITP nessage; their
subject is "the message". A Budget-Attestation, by contrast, is a
portabl e spending authority issued by an Operator and presented by an
Agent across one or nore requests; its subject is "the authority",
and it carries senantic clains (issuer, agent, expiry, permtted
settlenent rails, anobunts) that are not part of any HTTP nessage
component .

[ RFC9421] references signing keys by keyid and, as of the publication
of this docunent, registers no post-quantum signature algorithmin
the "HTTP Signature Al gorithnms" registry. This docunment specifies
CBOR encodi ng [ RFC8949] and COSE signing structures [RFC9052] for the
Budget - Attestati on envel ope so that nulti-kilobyte post-quantum
signature sizes are accomodat ed outside HTTP header fi el ds.

The two mechani snms are conpl enmentary. An Agent MAY carry a Budget-
Attestation in a request that is itself signed per [RFC9421]; in that
case, the RFC 9421 signature covers the request as transnitted, and
the enbedded Budget-Attestation covers the spending authority
irrespective of transport.

Venue and Coordi nation

Thi s docunent is submitted to the HTTPAPI Working Goup. It defines
protocol elenents that, per the HTTPAPI charter and Section 4.6 of

[ RFC9205], require coordination with the HTTP Wrking Goup. In
particul ar, registration of the 427 status code in the "HITP Status
Codes" registry is subject to | ETF Revi ew under Section 16.2.1 of

[ RFC9110], and the author expects that registration to be revi ewed by
the HTTP Working Group prior to | ESG approval .

Thi s docunent follows the best practices of [RFC9205] for
applications that use HTTP. Where it deviates -- specifically, by
defining a new HTTP status code -- it does so consistent with the
gui dance of Section 4.6 of [RFC9205].

Open | ssues

Thi s subsection is to be renoved before Working G oup adoption or
publi cati on.

* The CBOR tag value for the tagged form of the Budget-Attestation
envel ope is marked TBD pendi ng | ANA assi gnnent.

* The default reason-code registry policy (Section 8.7) is set to
Specification Required; alternative policies may be consi dered
during Working Group review.
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2.

* The author seeks feedback on whether the rail-keyed signature
(Section 5.4) belongs in this docunment or in a separate compani on
docunent focused on settlenment-rail bindings.

Overvi ew of Operation
A typical Protocol 427 exchange proceeds as foll ows.

GET /research/ papers/ 12345 HITP/ 1.1
Host: api.exanple

The origin determ nes that processing the request will incur cost and
that no Budget-Attestation acconpanies the request. It returns:

HTTP/ 1.1 427 Budget Required

Date: Tue, 05 May 2026 14:00: 00 GV

Cache-Control: no-store

Cont ent - Type: application/probl em+j son

Content - Lengt h: 213

Prot ocol -427-Version: 1

WAV Aut henti cat e: Budget real n="api . exanpl e",
al g=" M_- DSA- 87",
rail s="x402 | 402 npp",
nonce="QV Vgg5Xxb6yVObO t 9X8gQ',
max- age=900

{
"type": "https://taskhawkt ech. com probl ens/ budget -required”,
"title": "Budget attestation required",
"status": 427,
"detail": "A valid Budget-Attestation is required.",
"m n-budget”: {"USD': 250},
"accepted-rails": ["x402","|402", " nmpp"],
"max-age": 900,
"protocol -version": 1
}

The Agent obtains a Budget-Attestation fromits Operator (out of
band; issuance is not specified by this docunent) and retries:

PCST /research/ papers/ 12345 HTTP/ 1.1

Host: api.exanple

Aut hori zation: Budget attestation=":2BhA...base64url-CBOR. ..kQ="
Content-Length: O
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3.

3.

If the attestation validates against the Verifier's policy, the
Verifier processes the request normally. |If validation fails, the
Verifier returns 427 again with a reason extension nmenber in the
Probl em Details body indicating the failure (Section 7).

The 427 (Budget Required) Status Code

The 427 (Budget Required) status code indicates that the requester
must present a valid Budget-Attestation as defined in this docunent
before the request can be processed. The 427 status code differs
from 401 (Unaut horized) in that the requester may hold a fully-valid
aut hentication credential (for exanple, a Bearer token) and stil
recei ve 427 because the request requires a budget attestation in
addition to, or instead of, that credential. It differs from 402
(Paynment Required) in that 427 is a request for evidence of pre-

i ssued spending authority, not a request to immediately initiate
paynent .

A 427 response MJST include a Protocol -427-Version response header
field (Section 6.1) and a WNWV Aut henti cate header field specifying
the "Budget" authentication schene (Section 4).

A 427 response SHOULD include a response body in the "application/
probl emtj son" [ RFC9457] or "application/probl emtcbor" [ RFC9457] nedi a
type carrying diagnostic information. Wen present, the body SHOULD
use the "budget-required" problemtype defined in Section 8.6.

1. Cacheability

Responses with the 427 status code are not cacheabl e by default; per
Section 15.1 of [RFC9110], status codes not enumerated as cacheabl e
are not cacheabl e absent explicit cache directives. A server SHOULD
send Cache-Control: no-store (Section 5.2.2.5 of [RFC9111]) with a
427 response, and a cache MJUST NOT store a 427 response unl ess
explicitly permtted by Cache-Control directives in the response.
This rule mirrors the treatnent of 428, 429, and 431 in [ RFC6585].

2. Relationship to 401, 402, 426

* 401 (Unaut horized) is returned when no, or insufficient,
aut hentication credential is supplied. A request MAY receive 401
for credential reasons even if a Budget-Attestation is present.

* 402 (Paynent Required) is "reserved for future use" by
Section 15.5.2 of [RFC9110] but has been adopted by L402 and x402
to nean "initiate a paynent-rail interaction". A request MNAY
receive 402 froma downstreamrail-handling endpoint after a 427
has been satisfied, depending on depl oynment.
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4.

4.

* 426 (Upgrade Required) is used by this docunment to negotiate
Prot ocol - 427 versions; see Section 6.

The "Budget" Authentication Schene

The "Budget" authentication schene is registered in Section 8.2. It
is used in the WWVW Aut henti cate response header field of a 427
response and in the Authorization request header field of a
subsequent request.
1. Chall enge Syntax

A WAV Aut henti cate chal l enge using the "Budget" scheme has the
foll owi ng syntax, expressed in ABNF [ RFC9110]:

budget - chal | enge "Budget" 1*SP budget - par ans

budget - par ans = budget-param *( OA5 "," OA5 budget - param)
budget - param = ( "realm "=" quoted-string )

/[ ( "alg" "=" quoted-string )

[ ( "rails" "=" quoted-string )

/[ ( "nonce" "=" quoted-string )

[ ( "max-age" "=" 1*DIGAT)

/[ ( "attestation" "=" quoted-string )

/ aut h- param

Par anet er semanti cs:

realm A protection-space identifier as defined in Section 11.5 of
[ RFC9110]. REQUI RED.

al g: A space-separated list of acceptable signature al gorithm nanes
for the Budget-Attestation primary signature. Tokens correspond
to COSE al gorithmnames ([I-D.ietf-cose-dilithiun). REQU RED.

rails: A space-separated |list of settlenent-rail tokens acceptable
to the Verifier. REQURED if the Verifier expects a rail-keyed
signature (Section 5.4); OPTIONAL ot herw se.

nonce: A server-supplied opaque val ue, base64url-encoded, that the
Agent SHOULD echo in the nonce clai mof any presented Budget-
Attestation bound to this chall enge. REQUI RED.

max-age: An advisory, non-negative integer indicating, in seconds,
the maxi mum recomrended |ifetime of any Budget-Attestation
presented in response to this challenge. OPTI ONAL.

attestation: Reserved for future use; servers MJST NOT include it in
chal  enges enmitted under this version of Protocol 427.
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4.2. Credentials Syntax

An Aut hori zation request header field using the "Budget"” scheme has
the foll owi ng syntax:

budget-credentials = "Budget" 1*SP "attestation" "=" quoted-string
The value of the attestation parameter is the base64url Section 5 of
[ RFC8949] encodi ng of the CBOR Budget-Attestation envel ope

(Section 5).

When t he encoded envel ope woul d exceed an HTTP-i npl enment ati on header
size limt (a typical linit is 8 KiB; SLH DSA signatures

(Section 5.4) can exceed this), the Agent MJST instead subnmit the
envel ope in a request body of nedia type "application/budget-
attestation+cose" (Section 8.5) and convey only the schene nane and a
content-binding parameter in the Authorization header field, as

fol |l ows:

budget - credenti al s-body = "Budget" 1*SP "bi nding" "=" quoted-string

The binding value is the base64url -encoded SHA-256 hash of the CBOR-
encoded envel ope contained in the request body.

5. The Budget-Attestation Envel ope

The Budget-Attestation envelope is a COSE_Sign structure [RFC9052]
carrying a Budget-Clains set as its payload. It MAY be transported
as a tagged CBOR val ue (CBOR tag TBD) or as an untagged val ue when
delivered as the body of an "application/budget-attestation+cose"
HTTP nessage.

5.1. CDDL Definition
The schema below is given in CDDL [ RFC8610].
; Budget-Attestation envel ope (Protocol 427)
; The tagged formuses CBOR tag TBD;, the untagged formis used in
; HTTP nmessage bodi es of nedia type
; application/budget-attestation+cose.

Budget - Attestati on = #6. TBD( Budget - Att est ati on- Unt agged) /
Budget - At t est ati on- Unt agged

Budget - Att est ati on- Unt agged = |

protected . bstr .chor Protected-Header,
unprotected : Unprotected-Header,
cl ai ns . bstr .cbor Budget-d ains,
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signatures : [+ Signature]

]

Pr ot ect ed- Header = {
1 =>int, ; alg of the primary signature (M.-DSA-87)
? 4 => bstr ; kid (operator key identifier)

}

Unpr ot ect ed- Header = {
* (int / tstr) => any

}
Budget-d ai ns = {
"version" => uint, ; protocol version
"iss" => tstr, ; issuer (operator) identifier
"agent" => tstr, ; agent identifier
"iat" => uint, ; issued-at, seconds since epoch
"exp" => uint, ; expiry, seconds since epoch
"nhonce" => bstr .size (16..64), ; replay-protection nonce
"rb" => Request - Bi ndi ng,
"rails” = [+ tstr], ; permtted settlenent rails
? "ant" => Rai | - Amount - Map ; anmount cap (mnor units)
}
Request - Bi nding = {
"met hod" => tstr, , e.g., "PosT"
"uri-h" => bstr .size 32, ; SHA-256 of canonical target URI
? "body-h" => bstr .size 32 ; SHA-256 of body, if bound
}
Rai | - Amount - Map = {
+ tstr => uint ; mnor units per currency code
}
Signature = |
protected . bstr .cbor Sig-Protected-Header,
unprotected : Unprotected- Header,
si gnature : bstr

]
Si g- Prot ect ed- Header = {

1 =>int, ; alg id (COSE)
? 4 => pstr, ; kid
? "role" => "operator" / "rail" ; primary vs rail-keyed
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5.2. Canonical Encoding

Budget - Att estati ons MJST be encoded using the Core Determnistic
Encodi ng Requirenments of Section 4.2.1 of [RFC8949]. Verifiers MJST
reject envel opes whose CBOR encodi ng does not satisfy those
requirenents.

5.3. Primary Signature

The Budget-Attestation envel ope MJST include exactly one prinmary
signature. The primary signhature’'s Sig-Protected-Header MJST set alg
to the COSE identifier for M-DSA-87 as defined by
[I-D.ietf-cose-dilithium. Future revisions of this document MAY add
addi tional MUST-inplement primary algorithms; the rules of algorithm
agility (Section 9.3) apply.

5.4. Rail-Keyed Signature

A Budget - Attestati on envel ope MAY include a second signature, denoted
the "rail -keyed" signature, distinguished by role = "rail" inits

Si g- Prot ect ed- Header. The rail-keyed signature provides
cryptographic diversification: even if the primary lattice-based
signature key is conproni sed, settlenent-rail interactions can
require an additional, hash-based signature over the sanme envel ope.

The rail -keyed signature, when present, MJST use a statel ess hash-
based signature algorithmregistered in the COSE Al gorithns Registry
under [I-D.ietf-cose-sphincs-plus]. Inplenentations of this docunent
MUST support SLH DSA- SHA2- 128f as the rail-keyed al gorithm

([ FI PS205]); inplenmentati ons MAY additionally support any other SLH
DSA paraneter set with a registered COSE algorithmidentifier.

A Verifier that requires a rail-keyed signature for settlenent-rai
acceptance MUST advertise this expectation through depl oynent -
speci fic neans; this docunent does not extend the WNWV Aut henticate
chal l enge to advertise per-rail signature requirenents.

Because SLH DSA signatures are |arge (FIPS 205 reports 17,088 bytes
for SLH DSA- SHA2-128f and may be tens of kil obytes for higher
paraneter sets), envel opes carrying a rail-keyed signature MJST be
transported in an HTTP nessage body of nedia type "application/
budget - att est ati on+cose"; they MJIST NOT be carried in the

Aut hori zation header field s attestation paraneter.

5.5. Verification

A Verifier processing a Budget-Attestation MJST, in order
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1. Verify that the encoded CBOR satisfies the Core Deterministic
Encodi ng Requirenments of Section 4.2.1 of [RFC8949].

2. Verify that the version claimis supported (Section 6).

3. Verify the primary signature against the operator key identified
by the kid paraneter or otherw se resol ved by depl oynent policy.

4. \Verify that iat and exp define a non-enpty interval that includes
the current time, allowing for clock skew of at nbst 60 seconds.

5. Verify that the nonce was issued by the Verifier as part of an
out standi ng 427 chal | enge, and has not previously been observed
for this Verifier.

6. Verify that rb.nmethod matches the request nethod, that rb.uri-h
mat ches the SHA-256 of the canonical target URI, and (if body-h
is present) that body-h matches the SHA-256 of the request body.

7. Verify that any rail-keyed signature, if present, validates under
a configured rail key.

If all checks pass, the Verifier processes the request normally. |If
any check fails, the Verifier MJUST respond with 427 and SHOULD

i nclude a reason extension nmenber in the Problem Details body

i ndicating the failure.

6. Versioning

Thi s docunent defines version 1 of Protocol 427. Future revisions
MAY defi ne additional versions.

6.1. The Protocol -427-Version Field
The Protocol -427-Version response header field is a Structured Field
[ RFC9651] of type Itemcontaining an Integer. |Its value is the
Prot ocol - 427 versi on under which the response was constructed.
A 427 response MJST include exactly one Protocol -427-Versi on header

field. Oher responses MAY include the field to advertise the
origin’ s Protocol-427 capability.
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6.2. Version Negotiation via 426

If a request bearing an Authorization: Budget credential carries a
version claimthat the Verifier does not support, the Verifier MJST
respond with 426 (Upgrade Required) per Section 15.5.22 of [RFC9110]
and MUST include an Upgrade header field Iisting one or nore
Protocol -427/ N tokens for versions the Verifier supports. The token
"Protocol -427" is registered in Section 8. 4.

Exanpl e:
HTTP/ 1.1 426 Upgrade Required
Upgrade: Protocol -427/1
Connection: Upgrade
Prot ocol -427-Version: 1
7. Reason Codes
A Verifier returning 427 SHOULD include a reason extension menber in

the Problem Details body indicating the cause of failure. This
docunent defines the following initial reason codes:
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| Reason | Meani ng |
[5 eemesfoms b esoe s esoe s ese s ese s ess s fes . espsfsospsoses s es s ee s eses s s s s s o}
| ok | Used in audit and di agnostic contexts

| | only; never appears on a 427. |
o e e e e oo s o m e e e e e e e e e e e e aao o +
| expired | The presented attestation's exp is in |
| | the past. |
o e e e e e oo - o e m e e e e e e e e e e e e e e me e +
| signature_m smatch | A signature on the envel ope did not |
| | validate. |
o e e e e oo s o m e e e e e e e e e e e e aao o +
| replay | The presented nonce has previously

| | been observed. |
o e e e e e oo - o e m e e e e e e e e e e e e e e me e +
| unknown_oper at or | The iss is not recognized. |
Fom e e e e e oo s e +
| mal fornmed_cbor | The envel ope fail ed CBOR |
| | canonicalization checks. |
Tt o m e e e e e e e e e e e e e emamao - +
| version_unsupported | The version claimis not supported. |
o e e e e m oo oo o e m e e e e e e e e e e e e mo oo +
| rail _not_authorized | Arail inrails is not permtted by |
| | policy. |
S o m e e e e e e e e e e e e e e e ao oo +
| revoked | The operator key has been revoked. |
o e e e e e oo - o e m e e e e e e e e e e e e e e me e +

Table 1

A registry for additional reason codes is established in Section 8.7.
8. | ANA Consi derati ons

Thi s docunent creates registrations in several |ANA registries.
8.1. Status Code 427

IANA is requested to register the following entry in the "HTTP Status

Codes" registry [I ANA HTTP. St at usCodes] established by Section 16.2.1
of [RFC9110]:
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| Value | Description | Reference |
[ gttty e ——————————_ e —p—_————————————————r
| 427 | Budget Required | Section 3 of this docunment |
S D e +

Table 2
8.2. "Budget" Authentication Schene
I ANA is requested to register the followi ng schene in the "Hypertext

Transfer Protocol (HTTP) Authentication Schenme Registry"
[ 1 ANA. HTTP. Aut hSchenes] establ i shed by Section 16.4.1 of [RFC9110]:

[ e —————— e —————————— s p——_—r
| Authentication | Reference | Notes |
| Schene Name | | |
| Budget | Section 4 of | Conveys a CBOR-encoded, |
| | this document | post-quantum si gned Budget- |
| | | Attestation; see Section 5. |
S S oo e e e e e e e e oo - - +

Table 3
8.3. "Protocol -427-Version" Field
I ANA is requested to register the following entry in the "HITP Field

Nane Registry" [IANA HTTP. Fi el ds] established by Section 18.4 of
[ RFC9110] :

[ s el el sl e °}
| Field Nane | Status | Reference | Comments |
[ sl e s g g bty o pu s po - pj——p—j———
| Protocol-427-Version | permanent | Section 6.1 | Structured |
| | | of this | Field, Itemof |
| | | docunent | type Integer; |
| | | | see [RFC9651]. |
oo e e eiea o o mme e o e o o e e e +
Table 4

8.4. "Protocol -427" Upgrade Token
I ANA is requested to register the following entry in the "HITP

Upgr ade Token Registry" [IANA. HTTP. Upgr adeTokens] established by
Section 16.7 of [RFC9110]:
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F oo e s e s oo s ey e o}
| Val ue | Description | Expected Version | Reference |
| | | Tokens | |
[ bbb sy ety e pe g o}
| Protocol-427 | Agent Budget | A non-negative | Section 6 |
| | Negotiation | integer denoting the | of this |
| | Protocol | Protocol-427 version | docunent |
S S o e e e e e e oo N +
Table 5

8.5. "application/budget-attestation+tcose" Media Type

I ANA is requested to register the follow ng nedia type [ RFC6838] in
the "Medi a Types" registry [l ANA Medi aTypes]:

Type name: application
Subt ype nane: budget-attestati on+tcose
Required paraneters: NA

Optional parameters: cose-type (when present, MJST be identical to
its usage for application/cose, per Section 2 of [RFC9052])

Encodi ng consi derations: binary; uses Concise Binary Object
Representati on (CBOR) [ RFC8949].

Security considerations: See Section 9 of this docunent.
Interoperability considerations: |nplenentations MIST follow the
CBOR encodi ng rul es of [RFC8949] and the CDDL definition of

Section 5 of this docunent.

Publ i shed specification: This docunent.

Applications that use this nmedia type: Agents, Qperators, and
Verifiers inplementing Protocol 427.

Fragnment identifier considerations: As specified for "+cose" in the
correspondi ng structured-syntax suffix registration.

Addi tional information:
* Deprecated alias names for this type: NA

* Magi ¢ nunber(s): (none, generic CBOR)
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* File extension(s): .cbor
* Macintosh file type code(s): NA

Person & email address to contact for further information: John Paul
MG aw, Jr. <j.ntgraw@ askhawktech. conr

I ntended usage: COMMON
Restrictions on usage: NA
Aut hor: John Paul MG aw, Jr.
Change controller: |ETF
Provi si onal registration?: No.
8.6. "budget-required" Problem Type
I ANA is requested to register the following entry in the "HITP

Probl em Types" registry [I ANA. HTTPPr obl emlypes] established by
Section 6 of [RFC9457]:

| Field | Val ue |
| Type URI | https://taskhawkt ech. com probl ens/ |
| | budget-required |
o e e e oo o m e e e e e e e e eeee e +
| Title | Budget attestation required |
Fom e e e oo o m m e e e e e e e e ee oo +
| Recommrended HTTP | 427 |
| status code | |
o e e e e oo oo o e m e e e e e e e e e e +
| Reference | Section 8.6 of this docunent |
o e e oo o m e e e e e e e e ee e +
Table 6

8.7. Protocol-427 Reason Codes Registry

I ANA is requested to establish a newregistry titled "Protocol-427
Reason Codes" with registration policy "Specification Required"
Section 4.6 of [RFC8126]. Each registration consists of a Reason
token (printable ASCII, no whitespace), a Description, and a

Ref er ence.

The initial registry contents are the entries listed in Section 7.
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8.8. CBOR Tag for Budget-Attestation

I ANA is requested to assign one tag fromthe "First Conme First
Served" range of the "CBOR Tags" registry to identify the tagged form
of the Budget-Attestation envel ope (Section 5).

9. Security Considerations

This section follows the guidance of [RFC9205] and adapts the threat-
class anal ysis of [RFC9421] to the Budget-Attestati on envel ope.

9.1. Replay Protection

Each Budget-Attestation carries a server-issued nonce (echoed from
the WMWM Aut henticate challenge), an iat and exp, and a

request _binding. Verifiers MJIST reject attestati ons whose nonce has
previ ously been observed for the sanme Verifier and MJST reject
attestations whose iat-exp interval does not include the current
time.

I mpl enent ati ons are rem nded of the early-data replay considerations
of [RFCB470]: Verifiers SHOULD NOT accept Budget-Attestations carried
in TLS 1.3 O-RTT data, or MJST enploy the Early-Data header field
mechani sm of [ RFC8470].

9.2. Signature Substitution and Miltipl e-Si gnature Confusion

The Budget-Attestation envel ope can carry exactly one prinary
signature and at nost one rail-keyed signature. Verifiers MJST
require the primary signature for any acceptance decision; the rail-
keyed signature is additive authority and MJST NOT substitute for the
primary. Verifiers SHOULD reject envel opes containing multiple
primary signatures.

9.3. Al gorithm Downgrade

The COSE al g paraneter in each Sig-Protected-Header is part of the
signed input. Verifiers MJST conpare the alg in the signed protected
header against a configured policy and MJUST NOT pernmit clients to
"negotiate down" to a weaker algorithmvia the WWV Aut henticate alg
par amet er .
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9.4. (perator Key Conprom se and Revocati on

9

9

9

10.

Oper at or keys SHOULD be rotated periodically. Wen a key is

conprom sed or retired, Verifiers MJST be able to | earn of the
revocation through depl oynent -specific nmeans (for exanple, an
operat or JVWKS endpoint or signed revocation list); the revoked reason
code is provided for diagnostic responses to the bearer of an
attestation under a revoked key.

5. Post-Quantum Crypt ographi ¢ Consi derations

Per [I-D.ietf-cose-dilithiuni, the M-DSA seed and the expanded
private key require equal protection. |Inplenentations SHOULD use
constant-tinme, side-channel-resistant M.-DSA i npl ementations. M- DSA
is non-determnistic; inplenmentati ons SHOULD prefer the hedged

random zati on node defined in [FI PS204], Section 3.

SLH- DSA i s hash-based and of fers an i ndependent cryptographic
foundation; this is the rationale for offering a rail-keyed signature
option (Section 5.4). Inplementations MJST use the pure node of SLH
DSA per [I-D.ietf-cose-sphincs-plus]; HashSLH DSA is not support ed.

6. Bearer-Token Hygiene

Until validated, a Budget-Attestation has bearer-token
characteristics (possession inplies authority). TLS MJST be used for
any HITP exchange invol ving Authorization: Budget. Servers SHOULD
scrub Aut horization header val ues from request |o0gs.

7. Verifier Responsibilities

Failure to verify is the dominant failure node for any signature-
based protocol. Verifiers MJST validate every check listed in
Section 5 and MJUST NOT short-circuit verification under any
condi ti on.

Privacy Considerations

This section follows the guidance of [RFC6973] and Section 6.1 of
[ RFC9205] .

Budget - Attestations carry identifiers (iss, agent) and authority
metadata (rails, ant) that, if |eaked or correlated across Verifiers,
can enable tracking of an Agent’s commercial activity. Mtigations

i ncl ude:

* short attestation lifetines (RECOMVENDED exp - iat <= 900
seconds) ;
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11.

12.

12.

* TLS confidentiality for any HTTP nessage bearing an attestation or
a 427 chal |l enge;

* uniformy random nonce val ues, at |east 128 bits |long, that MJST
NOT encode tinestanps or sequence nunbers;

* (Qperator-managed rotation of the agent identifier;

* restraint in ProblemDetails detail content (it MJST NOT contain
the agent identifier or signature material);

* the option to onit the rail-keyed signature when not required by
pol i cy.

The nonce issued by a Verifier in a 427 challenge can itself be a
tracki ng vector across multiple Agents observed by an on-path
attacker. Verifiers SHOULD generate independent random nonces per
chal | enge.

Thi s docunent does not require Verifiers to retain any per-Agent
state beyond what is necessary to detect nonce repl ay.

I npl enent ati ons SHOULD apply data minimzation Section 6.1 of

[ RFC6973] when constructing the agent identifier and when | oggi ng
verification outcones.

Ref er ences
Ref er ences
1. Nornmtive References

[ FI PS204] National Institute of Standards and Technol ogy (N ST),
"Mbdul e-Lattice-Based Digital Signature Standard", FIPS
PUB 204, DA 10.6028/ Nl ST. FI PS. 204, August 2024,
<htt ps:// nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 204. pdf >.

[ FI PS205] National Institute of Standards and Technol ogy (N ST),
" St at el ess Hash-Based Digital Signature Standard", FIPS
PUB 205, DA 10.6028/ Nl ST. FI PS. 205, August 2024,
<htt ps://nvl pubs. ni st. gov/ ni st pubs/ FI PS/
NI ST. FI PS. 205. pdf >.

MG aw Expires 6 Novenber 2026 [ Page 21]



I nternet-Draft Pr ot ocol 427 May 2026

[1-D.ietf-cose-dilithiun
Prorock, M and O Steele, "M-DSA for JOSE and COSE",
Wirk in Progress, Internet-Draft, draft-ietf-cose-
dilithium 11, 15 Novenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-cose-
dilithium 11>

[1-D.ietf-cose-sphincs-plus]
Prorock, M, Steele, O, and H Tschofenig, "SLH DSA for
JOSE and COSE', Work in Progress, Internet-Draft, draft-
i etf-cose-sphincs-plus-07, 15 March 2026,
<https://datatracker.ietf.org/doc/htm/draft-ietf-cose-
sphi ncs- pl us-07>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC6838] Freed, N., Klensin, J., and T. Hansen, "Media Type
Speci fications and Regi stration Procedures”, BCP 13,
RFC 6838, DO 10.17487/ RFC6838, January 2013,
<https://www. rfc-editor.org/rfc/rfc6838>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "Quidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DA 10.17487/ RFC8126, June 2017,
<https://ww. rfc-editor.org/rfc/rfc8126>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC8610] Birkholz, H, Vigano, C., and C Bornann, "Concise Data
Definition Language (CDDL): A Notational Convention to
Express Conci se Binary Object Representation (CBOR) and
JSON Data Structures", RFC 8610, DO 10.17487/ RFC8610,
June 2019, <https://ww.rfc-editor.org/rfc/rfc8610>.

[ RFC8949] Bornmann, C. and P. Hoffnan, "Concise Binary Ohject
Representation (CBOR)", STD 94, RFC 8949,
DA 10.17487/ RFC8949, Decenber 2020,
<https://www. rfc-editor.org/rfc/rfc8949>.

[ RFC9052] Schaad, J., "CBOR Object Signing and Encryption (COSE):
Structures and Process", STD 96, RFC 9052,
DA 10. 17487/ RFC9052, August 2022,
<https://www. rfc-editor.org/rfc/rfc9052>.

MG aw Expires 6 Novenber 2026 [ Page 22]



I nternet-Draft Pr ot ocol 427 May 2026

[ RFC9110] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Senmntics", STD 97, RFC 9110,
DO 10.17487/ RFC9110, June 2022,
<https://www. rfc-editor.org/rfc/rfc9110>.

[ RFC9111] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Caching", STD 98, RFC 9111,
DO 10.17487/ RFC9111, June 2022,
<https://www. rfc-editor.org/rfc/rfc9111>.

[ RFC9205] Nottingham M, "Building Protocols with HITP', BCP 56,
RFC 9205, DA 10. 17487/ RFC9205, June 2022,
<https://www. rfc-editor.org/rfc/rfc9205>.

[ RFC9457] Nottingham M, Wlde, E, and S. Dalal, "Problem Details
for HTTP APIs", RFC 9457, DO 10. 17487/ RFC9457, July 2023,
<https://www. rfc-editor.org/rfc/rfc9457>.

[ RFC9651] Nottingham M and P. Kanp, "Structured Field Val ues for
HTTP', RFC 9651, DO 10.17487/ RFC9651, Septenber 2024,
<https://www. rfc-editor.org/rfc/rfc9651>.

12.2. Informmtive References

[ L402] Li ghtni ng Labs, "L402 Protocol Specification", 2024,
<https://github. con |ightningl abs/L402>.

[ RFC6585] Nottingham M and R Fielding, "Additional HITP Status
Codes", RFC 6585, DO 10.17487/RFC6585, April 2012,
<https://www. rfc-editor.org/rfc/rfc6585>.

[ RFC6973] Cooper, A., Tschofenig, H., Aboba, B., Peterson, J.,
Morris, J., Hansen, M, and R Smth, "Privacy
Consi derations for Internet Protocols”, RFC 6973,
DO 10.17487/ RFC6973, July 2013,
<https://ww. rfc-editor.org/rfc/rfc6973>.

[ RFC7942] Sheffer, Y. and A Farrel, "Inproving Awareness of Running
Code: The Inplenentation Status Section", BCP 205,
RFC 7942, DA 10. 17487/ RFC7942, July 2016,
<https://www. rfc-editor.org/rfc/rfc7942>.

[ RFC8470] Thomson, M, Nottingham M, and W Tarreau, "Using Early

Data in HTTP', RFC 8470, DO 10.17487/ RFC8470, Septenber
2018, <https://www. rfc-editor.org/rfc/rfc8470>.

MG aw Expires 6 Novenber 2026 [ Page 23]



Internet-Draft Pr ot ocol 427

[ RFC9421] Backman, A., Ed., Richer, J., Ed., and M Sporny,

May 2026

"HTTP

Message Signatures”, RFC 9421, DO 10.17487/ RFC9421,
February 2024, <https://ww.rfc-editor.org/rfc/rfc9421>.

[ RFC9449] Fett, D., Canpbell, B., Bradley, J., Lodderstedt,

T.,

Jones, M, and D. Waite, "QAuth 2.0 Denobnstrating Proof of
Possessi on (DPoP)", RFC 9449, DO 10.17487/ RFC9449,
Sept enber 2023, <https://ww.rfc-editor.org/rfc/rfc9449>.

[ X402] Coi nbase, Inc., "x402: An Qpen Standard for

Native Paynents", 2025,
<htt ps://www. x402. or g/ x402- whi t epaper . pdf >.

Appendi x A.  CDDL Schema (Col | ect ed)

| nt er net -

The foll owing CDDL bl ock consolidates the schema of Section 5 for

ease of inplenentation.

Budget - Attestati on = #6. TBD( Budget - Att est ati on- Unt agged) /

Budget - At t est at i on- Unt agged

Budget - Attest ati on- Unt agged = |

protected . bstr .chbor Protected-Header,
unprotected : Unprotected-Header,

cl ai ns . bstr .cbor Budget-d ains,
signatures : [+ Signature]

]

Pr ot ect ed- Header = {
1 = int,
? 4 => bstr

}

Unpr ot ect ed- Header = {
* (int / tstr) => any

}

Budget-d ai ms = {
"version" => uint,
"iss" => tstr,
"agent" => tstr,
"iat" => uint,
"exp" => uint,
"nhonce" => bstr .size (16..64),
"rb" => Request - Bi ndi ng,
"rails" = [+ tstr],
? "am" => Rai | - Amount - Map

}
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Request - Bi ndi ng = {
"met hod" => tstr,
"uri-h" => bstr .size 32,
? "body-h" => bstr .size 32
}

Rai | - Amount - Map = {
+ tstr => uint

}

Signature = |
protected . bstr .cbor Sig-Protected-Header,
unprotected : Unprotected- Header,
si gnature : bstr

]

Si g- Prot ect ed- Header = {
1 = int,
? 4 => bstr,
? "role" => "operator” / "rail"

}

Appendi x B. Exanpl e
The foll owi ng exanpl e shows a conplete 427 chall enge, the Agent’s
foll owup request body containing a Budget-Attestation envel ope (in
CBOR di agnostic notation per Section 8 of [RFC8949]), and the
Verifier's response.

Initial response:
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HTTP/ 1.1 427 Budget Required

Date: Tue, 05 May 2026 14:00: 00 GMI

Cache-Control : no-store

Cont ent - Type: application/probl em+j son

Prot ocol -427-Version: 1

WAV Aut hent i cat e: Budget real m="api . exanpl e",
al g=" M.- DSA- 87",
rail s="x402 | 402 npp",
nonce="QV Vgg5Xb6yVObO t 9X8gQ’,
max- age=900

{ "type": "https://taskhawkt ech. com probl ens/ budget -required",
"title": "Budget attestation required",
"status": 427,
"m n-budget": {"USD': 250},
"accepted-rails": ["x402","|402", " nmpp"],
"max- age": 900,
"protocol -version": 1}

Fol | ow- up request (CBOR shown in diagnostic notation):
PCST /research/ papers/ 12345 HTTP/ 1.1

Host: api.exanple

Cont ent - Type: application/budget-attestation+tcose

Aut hori zation: Budget binding="1Q/M .. base64url-sha256..."

[ << { 1. -50 } >>,

{}
<< { "version": 1
"iss": "https://op. exanpl e/ operat ors/ 42",
"agent": "agent -7c2e",
"iat": 1746453600,
"exp": 1746454500,
"nonce": h' 40c8d5aa0e576f ac95d1b3bf b7d5f c81’ ,
"rb": { "method": "POST",
"uri-h": h'a3f1...",
"body-h": h’0000..." },
"rails": ["x402","1 402", "npp"],
"anmt": { "uUsSD': 250 } } >>,
[ [ << { 1: -50, "role": "operator" } >>,

{},
h' <M_- DSA- 87 signature, 4627 bytes> ] ] ]

Successful response: as for the underlying request (200 OK, etc.).
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Appendi x C. I nplenentation Status
This appendix is to be renoved before publishing as an RFC.

Thi s section records known inplenentations of the protocol defined by
this specification at the tinme of posting of this Internet-Draft, in
accordance with the guidelines of [RFC7942].

The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Listing of any individual inplenentation does not inply
endorsenment by the IETF. No effort has been spent to verify the

i nformati on presented here. Oher inplenmentations may exi st.

C. 1. Kevros (TaskHawk Systens)
Organi zation: TaskHawk Systens LLC
Name: Kevros

Description: An inplenentation of Protocol 427, including issuance
and verification of Budget-Attestation envel opes signed with M-
DSA- 87.

Coverage: Section 3 through Section 8.7 of this document;
settlenent-rail bindings for x402, L402, and Lightning multi-path
payments.

I npl enent ati on experience: The host enforcenent kernel wthin which
Protocol 427 issuance and verification |logic executes is formally
specified in TLA+ and Lean 4. 12 safety invariants and 4 |iveness
properties of the kernel have been machi ne-checked: TLC bounded
model checking explored 1.94 billion states with zero viol ati ons;
Lean 4 interactive proof verifies 20 theorenms with zero "sorry".
Pr ot ocol 427 endpoints run inside this verified kernel and inherit
its fail-closed and chain-integrity guarantees. A separate state-
machi ne specification of Protocol 427 version negotiation and
Budget - Attestati on signature verification has not yet been
witten.

Contact: j.ntgraw@ askhawktech. com
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