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Abst r act

Thi s docunent defines a Well-Known URI [RFC8615] at which software
vendors and open-source nai ntai ners may publish machi ne-readabl e
lifecycle status information for their products. A JSON resource
retrieved from/.well-known/ software-status.json allows consunmers —
including security tools, software conposition analysis (SCA)
platforns, vulnerability scanners, and system administrators — to
programatically determ ne whether a specific version of a software
product is actively supported, in |long-termsupport (LTS), under
security-only maintenance, or at end-of-life (EQL).

This revision (-02) extends the schema to support multi-product
vendors — organizations that ship multiple distinct products or SKUs
under a single domain. A new optional products array at the root of
the resource allows a single software-status.json endpoint to serve
I'ifecycle declarations for an entire product catal og, including
firmnare-based devices such as routers, switches, and |IoT appliances.
This extension is fully backward conpati bl e: existing single-product
resources require no nodification

Thi s docunent al so describes, in Appendix B (#appendi x-b), a
compani on convention for open-source projects hosted on version-
control platforms to publish equivalent information within the
repository at .github/software-status.json

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Sof tware products have defined lifecycles. Vendors rel ease versions,
provi de security patches and bug fixes for a period, and eventually
di sconti nue support. Wen support ends, no further patches are

i ssued — including patches for newy discovered security
vulnerabilities. End-of-life (EOL) software represents a significant
and persistent risk in organizational environnents, as it nmay remain
depl oyed indefinitely after its support w ndow cl oses.

Det erm ni ng whet her a specific version of software is currently
supported requires manual research: |ocating the vendor's lifecycle
policy page, interpreting its contents, and correlating the installed
versi on agai nst published support dates. This process is not

st andardi zed, not machi ne- readable, and not reliable at scale. Many

vendors do not publish structured lifecycle data at all. Security
tools that attenpt to automate EQOL detection nust resort to web
scraping, curated third-party databases, or inference — all of which

i ntroduce | atency, inaccuracy, and nmai ntenance burden

This problemis acutely pronounced for firmare-based network devices
— routers, switches, wireless access points, firewalls, and |IoT
appl i ances. A single network equi pnent vendor may ship hundreds of

di stinct hardware SKUs across nultiple product families, each running
a different firmvare version with different enbedded conponent

versi ons and different end-of-support dates. Supply chain security
tools that scan such devices can identify installed software
components but have no reliable, vendor-authoritative source from
which to determ ne the support status of the firmvare itself or the
conponents it enbeds
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Thi s docunent proposes a sinple, |ow overhead nechani smfor software
vendors and maintainers to publish authoritative lifecycle data in a
machi ne-readabl e format at a predictable |ocation, using the Wll-
Known URI nechani smdefined in [ RFC8615]. The -02 revision extends
the schema to accomodate vendors with nultiple products or SKUs
under a single donain.

The design goals are

* *Authoritative*: lifecycle data is published directly by the party
that controls the software’s support policy — the vendor or
mai nt ai ner.

* *Machi ne-readabl e*: a single, well-defined JSON format that any
consum ng tool can parse w thout scraping or inference.

* *Low barrier*: adding a static JSON file to an existing web
presence requires mniml effort and no new infrastructure.

* *|Incremental |y depl oyabl e*: absence of the resource (HTTP 404) is
a well-defined signal. Tools can fall back to existing nethods
when the resource is not present.

* *Conposabl e*: the sanme schena is used for both the Well-Known UR
and the version-control conpanion described in Appendix B
(#appendi x-b), so tools that understand one format understand
bot h.

* *Multi-product capabl e*: a single endpoint MAY describe an entire
vendor product catal og, enabling network equi pment manufacturers
and 10T device vendors to serve lifecycle status for all of their
SKUs from one | ocation

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

The following terms are used in this docunent:

*Sof tware product*: A discrete, identifiable unit of software that
has a defined vendor or maintainer and a versioned rel ease history.
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*SKU*: Stock Keeping Unit. In this docunent, used to refer to a
di stinct hardware nodel or product variant shipped by a vendor (e.g.,
a specific router nodel nunber)

*Firmvare*: Software that is enbedded in a hardware device and
controls its operation. Firmwvare versions are typically tied to
speci fic hardware nodel s or product fanilies and are updated by the
devi ce vendor.

*\Version series*: A mgjor or mnor version designation under which
mul tiple patch rel eases may be issued (e.g., "3.2" covering 3.2.0,
3.2.1, 3.2.2, etc.).

*End-of-life (ECL)*: A state in which a vendor or naintainer has
permanent|y ceased issuing any updates, including security patches,
for a given version series.

*Long- Term Support (LTS)*: A designated version series for which the
vendor or maintainer conmits to an extended support wi ndow, typically
| onger than the standard rel ease |ifecycle.

*Di scontinued*: A hardware product that is no | onger manufactured or
sold. A discontinued product MAY still receive firmvare security
updates for existing deploynments; this is distinct fromend-of-life.

*Consuni ng tool *: Any software systemthat retrieves and processes a
sof tware-status.json resource, including security scanners, SCA
tool s, package managers, and nonitoring systens.

The software-status.json Resource

1. Locati on and Retrieva

A software vendor or maintainer that w shes to publish |ifecycle
status information for software associated with a dormain SHOULD
publish a software-status.json resource at the Well-Known URI:

htt ps:// exanpl e. coni . wel | - known/ sof t war e- st at us. j son

The resource MJUST be served over HTTPS. HITP retrieval MAY be
supported for conpatibility but consumi ng tools SHOULD prefer HITPS
and SHOULD warn or fail if only HITP is avail abl e.

The resource MJUST be served with a Content-Type of application/json
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If no lifecycle information is available or the vendor has not
adopted this convention, the server SHOULD return HTTP 404.
Consum ng tools MJST treat a 404 response as "no decl aration
avai l abl e" and fall back to other nmethods. Consuning tools MJST NOT
treat a 404 as evidence that the software is end-of-life.

2.2. Caching

The resource SHOULD include standard HTTP cachi ng headers. A max-age
of 604800 (seven days) is RECOVMENDED for resources that are

i nfrequently updated. Consum ng tools SHOULD respect Cache-Contro
and Expires headers.

In the absence of explicit caching headers, consum ng tools SHOULD
cache a successfully retrieved resource for no fewer than 24 hours
and no nore than 30 days.

Vendors with | arge product catal ogs (see Section 4.5 (#nulti-product-
resources)) whose software-status.json resource is updated frequently
SHOULD set a shorter max-age (e.g., 86400, one day) and include an
ETag to all ow consum ng tools to perform conditional GET requests.

3. The software-status.json Schenma

The software-status.json resource is a JSON object ([RFC8259]) with
the following structure. The resource operates in one of two nodes,
determ ned by the presence of the products field:

*  *Sjngl e-product node* (default): the root object describes one
product. This is the node defined in -00 and -01 and is
unchanged.

* *Multi-product node*: the root object describes a vendor catal og.
A products array contains one entry per product or SKU  See
Section 4.5 (#nmulti-product-resources).

The two nodes are fully backward conpatible. A consum ng tool that

does not inplenent nulti-product support SHOULD ignore the products

field if present. A consum ng tool that inplements multi-product

support MJST check for the products field before processing root-

| evel name and versions fields.

3.1. Root Object
The root object MIST contain the follow ng fields:

schenma_version (string, REQU RED): The version of this schema. This
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docunment defines version "1.0". Consum ng tools that encounter an
unr ecogni zed schema version SHOULD process fields they recognize
and ignore fields they do not.

vendor (string, REQU RED): The nane of the organization or
i ndi vi dual responsible for the software’s support lifecycle. In
mul ti-product node, this is the vendor organi zation nane. In
si ngl e-product nmode, this is the product vendor.

In *singl e-product nmode* (when products is absent), the root object
MJUST al so contai n:

name (string, REQUI RED): The human-readabl e nane of the software
product .

versions (array, REQURED): An array of version entry objects as
described in Section 4.2 (#version-entries). MJST contain at
| east one entry. SHOULD include all version series for which the
vendor has a defined support position, including EOL versions.

The root object MAY contain the following fields in either node:

specification (string): A URl identifying the specification that
defines this schena. Wen present, consum ng tools MAY use this
field to verify schema conpatibility or route processing to a
versi on-appropriate parser. For resources conforming to this
docunent, the value SHOULD be the | ETF Datatracker URI for this
Internet-Draft or its successor RFC (e.g.,
"https://datatracker.ietf.org/doc/draft-ncconnell -software-status-
wel | known/"). This field is self-docunenting: it allows a human
or tool encountering an unfamliar software-status.json resource
to |l ocate the governing specification wthout prior know edge.

honepage (string): A URl for the vendor’'s primary website. 1In
si ngl e-product mode, MAY refer to the product page specifically.

source (string): A UR for the software’s canonical source
repository. Typically absent in nulti-product node unless the
vendor publishes a nonorepo.

package i dentifiers (object): 1In single-product node: a nap of
package ecosystem nanes to the identifier used in that ecosystem
See Section 4.4 (#package-identifiers). SHOULD NOT be present in
mul ti-product node; use per-product package identifiers in each
product entry instead.

rel ease_cycle url (string): A URl for the vendor’'s official support
I'ifecycle or release policy page.

| ast _updated (string): An |ISO 8601 date string indicating when this
resource was | ast reviewed or updated (e.g., "2026-04-25").
Consum ng tools MAY use this field to decide whether to re-fetch
the resource regardl ess of caching policy.

products (array): \Wen present, indicates nulti-product node. An
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array of product entry objects as described in Section 4.5

(#mul ti-product-resources). Wen this field is present, consuning
tool s MUST use product entries for |lifecycle | ookups and SHOULD
NOT use root-level name and versions for product matching.

3.2. Version Entries

Each object in the versions array (whether at the root level in
si ngl e-product nmode, or within a product entry in multi-product node)
represents one version series and MJST contain the follow ng fields:

version (string, REQU RED): The version series identifier. This MY
be a specific version nunber ("3.2"), a major version with
wildcard ("2.x"), a named track ("LTS 22.04"), or any string that
meani ngful ly identifies the series to the vendor’s users. For
firmvare, this SHOULD be the firmmare version string as displayed
in the device's nmanagenent interface.

status (string, REQU RED): The current support status of this
version series. MJST be one of the values defined in Section 4.3
(#st at us-val ues).

Each version entry MAY contain the follow ng fields:

rel ease_date (string): An |ISO 8601 date on which this version series
reached general availability.

support_ends (string or null): An |ISO 8601 date on which support for
this version series is scheduled to end. A value of nul
indicates no currently planned end date. SHOULD be present for
all version series where a planned end date is known.

eol _date (string): An |1SO 8601 date on which this version series
reached end-of-life. This field records a past event;
support_ends records a future one. SHOULD be present when status
is "eol" and the date is known.

Its (boolean): true if this version series is designated as Long-
Term Support. Defaults to false if absent.

notes (string): A human-readabl e note providi ng additional context
about this version entry. Consum ng tools MAY surface this to
users but MJST NOT rely on its content for programratic decisions.

3.3. Status Val ues

The status field MIST be one of the foll owi ng val ues:

"active": The version series is fully supported. The vendor intends
to issue bug fixes, security patches, and potentially new
f eat ures.

"I'ts": The version series is designated Long-Term Support. The
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vendor commits to issuing security patches (and possibly bug
fixes) for an extended peri od.

"security-only": The version series is no |longer receiving genera
bug fixes or new features, but security vulnerabilities are stil
bei ng pat ched.

"eol": The version series has reached end-of-life. No further
patches of any kind will be issued, including security patches.
"unmai nt ai ned": The software project has been abandoned by its

original maintainer. No patches are expected, but the project has
not been formally declared end-of-life.

Addi tional status values MAY be defined in future revisions of this
docunent. Consuming tools that encounter an unrecogni zed status
val ue SHOULD treat it as equivalent to "unknown" and note the
unrecogni zed val ue in any user-facing output.

3.4. Package ldentifiers
The optional package_identifiers object nmaps package ecosystem nanes

to the string identifier used in that ecosystem Known ecosystem
nanmes include, but are not limted to:

[ bl Sl sty el
| Key | Ecosystem | Exampl e val ue |
| pypi | Python Package Index | "requests" |
TS T T +
| npm | npmregistry | "express" |
S TR R R +
| rubygens | RubyGens | "rails" |
Foeemeaaea T domemmemeeeemeaeeaaas +
| cargo | crates.io | "tokio" |
TS T T +
| nuget | NuGet | " Newtonsoft.Json" |
Focmmnnaann R R +
| maven | Maven Central | "org.apache: commons"

T domemmemeeeemeaeeaaas T +
| apt | Debi an/ Ubuntu APT | "openssl” |
TS T T +
| brew | Honmebrew | "openssl" |
Focmmnaaann R R +
| docker | Docker Hub | "library/ngi nx" |
T domemmemeeeemeaeeaaas T +
| github | GtHub repository | "owner/repo" |
TS T T +

Table 1
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A value of null for a given key indicates the software is not
di stributed through that ecosystem

3.5. Multi-Product Resources
3.5.1. Overview

Many vendors ship nultiple distinct products or hardware SKUs under a
singl e domain. A network equi prent manufacturer may offer dozens of
router nodels, switches, wireless access points, and security
appliances — each with its own firmvare version history and support
lifecycle. An operating systemvendor nmay ship a desktop edition,
server edition, and enbedded edition, each with independent support

Wi ndows.

The products array at the root of the resource allows a single
software-status.json endpoint to serve lifecycle declarations for an
entire product catalog. This elinnates the need for per-product
endpoints and allows consuming tools to retrieve all lifecycle data
for a vendor in a single HITP request.

3.5.2. Product Entries

Each object in the products array represents one product or SKU and
MUST contain the follow ng fields:

product _id (string, REQU RED): A stable, machine-readable identifier
for this product, unique within this vendor’s products array.
SHOULD use only ASCI| al phanuneric characters, hyphens, and
underscores (e.g., "UDM PRO', "nginx", "RT-AX88U'). MJST NOT
change between revisions of the software-status.json resource once
publ i shed; consuming tools MAY use this value as a stable key for
cachi ng and dat abase st orage.

nane (string, REQUI RED): The human-readabl e nane of this product or
SKU.

versions (array, REQURED): An array of version entry objects as
described in Section 4.2 (#version-entries). MJST contain at
| east one entry. SHOULD include all version series for which the
vendor has a defined support position

Each product entry MAY contain the follow ng fields:

sku (string): The vendor’'s official SKU or nmodel number for this
product (e.g., "UDM PRO', "EAP670"). MAY differ from product_id
if the product_id uses a normalized form Consumi ng tools MAY use
this field for fuzzy matchi ng agai nst hardware nodel strings
di scovered during device inventory.

product type (string): The type of product. SHOULD be one of the
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followi ng values: "software" (a standal one software application),
"firmvare" (software enbedded in a hardware device), "os" (a
gener al - purpose operating systemor OS distribution), "library" (a
software library or SDK), "container" (a container imge or COC
artifact), "hardware-firmiare" (a hardware SKU whose prinmary
versioned artifact is its firmvare). Additional val ues MAY be
used; consuming tools that encounter an unrecogni zed val ue SHOULD
treat it as "software".

platform (string): The hardware platformor CPU architecture for
which this product is built (e.g., "arnb64", "x86 64", "m ps").
For products that support nultiple architectures, this field MAY
be omtted or set to a comm-separated |ist.

di scontinued (boolean): true if the hardware product has been
di sconti nued by the vendor (i.e., is no |onger manufactured or
sold). Defaults to false if absent. A discontinued product MAY
still be in an "active" or "security-only" support state for its
firmvare — discontinuation of hardware manufacturing does not
inmply end-of-life for security patches. Consum ng tools SHOULD
surface the discontinued flag al ongsi de the firmware support
status to give operators a conplete picture

honepage (string): A URl for this product’s primary webpage

rel ease_cycle url (string): A UR for the support |ifecycle policy
specific to this product. Wen present, takes precedence over the
root-level release cycle url for this product.

package_identifiers (object): A map of package ecosystem nanes to
identifiers, as defined in Section 4.4 (#package-identifiers).
For firmwnare products, the github key MAY reference the vendor’s
open-source firmvare repository if applicable.

notes (string): A human-readabl e note about this product. Consumni ng
tools MAY surface this to users but MJUST NOT rely on its content
for programmatic deci sions.

3.5.3. Product Discovery

When a consuning tool needs to determine the |ifecycle status of a
specific product froma nulti-product resource, it SHOULD use the
followi ng matching strategy, in order of preference

Exact match on product _id (case-insensitive)

Exact match on sku (case-insensitive)

Exact match on nanme (case-insensitive)

Partial/fuzzy match on name or sku (inplenentation-defined)

b=

When no match is found, consum ng tools MJST treat the product’s
I'ifecycle status as unknown and MJUST NOT infer ECL status fromthe
absence of a matching entry.
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3.

4.

4.

Consum ng tools SHOULD expose matched product _id values in their
output to allow operators to verify that the correct product entry
was sel ected, particularly when fuzzy matchi ng was used.

5.4. Large Catal ogs

Vendors with very large product catal ogs (hundreds or thousands of
SKUs) may find it inpractical to serve the conplete catalog in a
singl e JSON resource. For such vendors, this docunment does not
prescri be a pagi nati on nechanism However, the follow ng approaches
ar e RECOMIVENDED:

* Serve the conplete catalog as a single resource and rely on HTTP
conmpression (gzip, brotli) to nanage response size. A catalog of
500 SKUs with three version entries each is typically well under
500 KB unconpressed and under 50 KB conpressed.

* Use | ast_updated at both the root |evel and per-product entry
Il evel to allow consuming tools to detect stal eness without re-
fetching the conplete resource

* Include an ETag HTTP response header to enable conditional GET
requests.

Future revisions of this document MAY define a pagination or |inking
mechani sm for extrenely |large catal ogs. Consum ng tools SHOULD be
prepared to handl e resources of arbitrary size.

Processi ng Rul es for Consuning Tools

1. Discovery

To retrieve lifecycle status for software associated with a known
dommi n, a consum ng tool SHOULD:

1. Construct the URI https://{domain}/.well-known/software-
status.json

2. lssue an HITP GET request with an Accept: application/json header
3. Treat a 2xx response containing valid JSON as a successfu
retrieva

4. Treat a 404 or 410 response as "no declaration" and fall back

5. Treat other error responses (5xx, tineouts) as transient
failures; retry with exponential backoff before treating as
unavai | abl e

6. Check for the presence of a products field to determ ne whether
to use single-product or nulti-product processing (see
Section 4.5 (#nmulti-product-resources))
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4.2. \Version Matching
VWhen matching an installed version against the versions array
(whether at the root level or within a product entry), consum ng
tools SHOULD use the follow ng | ogic:

1. Attenpt an exact match on the version field

2. If no exact match, attenpt a prefix match: an installed version
of 3.2.7 matches a version series of 3.2

3. If no prefix match, attenpt a mmjor-version match: 3.2.7 nmatches
3.X

4. 1f no match is found, treat the version's lifecycle status as
unknown

VWhen multiple entries match, consum ng tools SHOULD prefer the nost
specific match (exact > prefix > mmjor-version)

4.3. Conflict Resolution

When a consuming tool has lifecycle data for a product frommultiple
sources (e.g., a third-party database and a software-status.json
resource), data retrieved from software-status.json SHOULD be treated
as authoritative and given precedence, as it represents a declaration
by the party responsible for the software’s support policy.

5. Security Considerations
5.1. Authenticity

The software-status.json resource is served over HTTPS and inherits
the authenticity guarantees of the TLS connection. A consuming too
that retrieves the resource over HITPS fromthe vendor’s canonica
domai n can be reasonably confident that the content reflects the
vendor’s intent.

Consuni ng tools MJUST NOT retrieve this resource over plain HTTP and

treat it as authoritative. Consuming tools SHOULD validate that the
host name of the retrieval URI matches the donmain associated with the
software in question.

5.2. Denial of Service
A consuming tool that retrieves software-status.json resources at

scale SHOULD inplenment rate liniting, caching, and exponentia
backoff to avoid placing undue | oad on vendor infrastructure.
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5.

5

6

6

For multi-product resources, a consum ng tool that needs lifecycle
status for nultiple products fromthe sane vendor SHOULD retrieve the
resource once and process all required products fromthe cached
response, rather than issuing repeated requests.

3. Msl eading Declarations

Thi s mechanismrelies on vendors publishing accurate information. A
vendor could theoretically publish a software-status.json that

m srepresents the support status of a product — for exanple,
declaring an EQL product as "active" to discourage users from
mgrating, or onmitting a product fromthe products array to avoid
acknow edging its EOL status. Consuning tools SHOULD note the source
of lifecycle determnations in user-facing output so that users can
eval uate the claimin context.

Consum ng tools that mmintain i ndependent |ifecycle databases MAY
flag di screpanci es between their own records and a vendor- published
sof tware-status.json for hunman revi ew.

The absence of a product froma vendor’s products array MJST NOT be
interpreted as confirmation that the product is end-of-life or
unsupported. It indicates only that the vendor has not published a
declaration for that product via this nechani sm

4. Privacy

Retrieving software-status.json froma vendor’s domain nmay reveal to
that vendor that a consum ng tool is checking |ifecycle status,
potentially disclosing information about what software is deployed in
an organi zation. Consuming tools operating in sensitive environments
SHOULD consi der whether direct retrieval is appropriate or whether a
privacy-preserving internmediary (such as a shared cache or mrroring
service) should be used.

For multi-product resources, a single retrieval reveals interest in
the vendor’s products generally, but does not disclose which specific
SKU or version is deployed. This is a privacy inprovenent over per-
product endpoints, which would reveal the specific product being
queri ed.

I ANA Consi derations
1. Well-Known URI Registration

I ANA is requested to register the followi ng Well-Known URI in the
"Wl | - Known URIs" registry established by [ RFC8615]:

McConnel | Expi res 27 COctober 2026 [ Page 14]



I nternet-Draft sof t war e- st at us-wel | known April 2026

7.

7.

7.

URI suffix: software-status.json

Change controller: |ETF

Speci fication docunent(s): This docunent

Rel ated information: This URI returns a JSON docunment describing the
software |ifecycle status for products associated with the host.
The format is defined in Section 4 (#the-software-statusjson-
schema) of this docunment. The resource MAY describe a single
product or a catalog of multiple products or hardware SKUs.
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Appendi x A.  Exanpl es

A.1. Mniml Single-Product Resource
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{

"schema_version": "1.0",

"specification": "https://datatracker.ietf.org/doc/draft-ncconnell-software-status-w
el | known/ ",

"nanme": "Exanpl eDB",

"vendor": "Exanple Software Inc.",
"versions": [
{
"version": "5.0",
"status": "active",

"support_ends": null

A.2. Milti-Version Single-Product Resource with EOL History
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{
"schema_version": "1.0",
"name": " Exanpl eDB",
"vendor": "Exanple Software Inc.",
"honepage": "https://exanple.conm db",
"package identifiers": {
"apt": "exanpl edb-server",
"docker": "exanpl ei nc/ exanpl edb"
}
"versions": |
{
"version": "5.0",
"rel ease_date": "2025-03-01",
"status": "active",
"support_ends": null,
"Its": false
H
{
"version": "4.2",
"rel ease_date": "2023-06-15",
"status": "lts",
"support_ends": "2027-06-15",
"lts": true,
"notes": "LTS release — security and critical bug fixes through June 2027"
b
{ _
"version": "4.0",
"rel ease_date": "2022-01-10",
"status": "security-only",
"support_ends": "2026-01-10",
"I'ts": false
b
{ .
"version": "3.x",
"rel ease_date": "2019-04-01",
"status": "eol ",
"eol _date": "2024-04-01",
"support_ends": "2024-04-01",
"lIts": fal se
}
1,
"rel ease_cycle_ url": "https://exanpl e. conl support-policy",
"l ast _updated": "2026-04-25"
}
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A. 3. Milti-Product Resource: Network Equi prent Vendor

The following exanple illustrates a network equi pment vendor
publishing lifecycle status for multiple hardware SKUs froma single
endpoint. This pattern is appropriate for vendors such as router,
switch, or wirel ess access point manufacturers that ship dozens to
hundreds of distinct hardware nodels, each with its own firmare
versi on history.

Not e the use of product type: "hardware-firmwvare" and the

di scontinued flag, which allows consum ng tools to distinguish
bet ween hardware that is no longer sold and firmvare that is no

| onger patched — two related but distinct conditions that affect
operator decisions differently.

"schenma_version": "1.0",

"specification": "https://datatracker.ietf.org/doc/draft-ncconnell-software-status-w
el | known/",

"vendor": "Exanple Networks Inc.",

"homepage": "https://network-vendor. exanpl e.cont,

"rel ease_cycle url": "https://network-vendor. exanpl e. com end-of-life",

"l ast _updated": "2026-04-25",
"products": [
{

"product _id": "EN -GMPRO',
"nanme": "Exanpl e Gateway Pro",
"sku": "EN - GWM¥ PRO'
"product _type": "hardware-firmiare",
"platform': "arnb4",
"di scontinued": fal se,

"homepage": "https://network-vendor. exanpl e. coni product s/ gw pro",
"versions": [
{
"version": "5.0",
"rel ease _date": "2025-09-01",
"status": "active",
"support_ends": null,
"notes": "Current production firnware"
H
{ .
"version": "4.x",
"rel ease_date": "2023-03-15",
"status": "security-only",
"support_ends": "2026-09-01"
H
{

"version": "3.x",
"rel ease_date": "2021-01-10",
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"status": "eol",
"eol date": "2025-01-10"

"product _id": "EN -GMSE",
"name": "Exanpl e Gateway SE",
"sku": "EN - GW SE",
"product _type": "hardware-firmare",
"platform': "arnb4",
"di scontinued": false,
"versions": [
{
"version": "5.0",
"rel ease_date": "2025-09-01",
"status": "active",
"support_ends": null

"version": "4.x",

"rel ease_date": "2023-06-01",
"status": "security-only",
"support_ends": "2026-09-01"

"product _id": "EN -AP-AX",

"name": "Exanpl e Access Point AX',

"sku": "EN - AP- AX",

"product _type": "hardware-firmiare",

"platform': "mps",

"di scontinued": true,

"notes": "Hardware di scontinued March 2025; firmnare security patches continue t
hr ough 2027",

"versions": [

{
"version": "6.x",
"rel ease_date": "2022-11-01",
"status": "security-only",
"support_ends": "2027-03-01"
b
{ _
"version": "5.x",
"rel ease_date": "2020-06-01",
"status": "eol ",
"eol date": "2024-06-01"
}
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]
b
{

"product _id": "EN -SW24",

"nanme": "Exanple Switch 24-Port",
"sku": "EN - SW 24",

"product _type": "hardware-firmiare",
"platform': "arnB2",

"di scontinued": false,

"versions": |

{

"version": "3.x",

"rel ease_date": "2024-02-01",
"status": "active",
"support_ends": nul

Appendi x B. Conpani on Convention: Repository-Hosted Lifecycle Status

Thi s appendi x descri bes a conpani on convention for software projects
hosted on version-control platforms (such as GtHub, GtlLab, or
Gtea). This convention is informative and does not define a
standards-track mechanism it is docunmented here because it uses the
sane schema as the Well-Known URI defined in this docunent and is

i ntended to be consuned by the sane tools.

B.1. Motivation
Many software projects are distributed as source code and do not have
a correspondi ng web donmain fromwhich a WlI-Known UR could be
served. Open-source libraries, devel oper tools, and conponents
publi shed to package registries often have a repository URL as their
primary identity, not a product domain

For these projects, a file conmtted to a predictable location within
the repository serves the sane purpose as the Well-Known URI.

B.2. Location
The resource SHOULD be pl aced at:

{repository-root}/.github/software-status.json
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The .github/ directory is an established convention on major version-
control platforms for repository-level metadata. This location is
intentionally anal ogous to .github/ SECURI TY. nd, .github/FUND NG ym ,
and simlar files.

B.3. Discovery

Consum ng tools that resolve a software package to a G tHub-hosted
repository SHOULD check for the presence of this file at the raw
content URL:

https://raw. gi t hubusercontent. con {owner}/{repo}/HEAD . gi t hub/ sof t war e- st at us. j son

A 404 response MJIST be treated as "no declaration available". A 200
response with valid JSON MJUST be processed according to the schema
defined in Section 4 (#the-software-statusjson-schems).

B.4. Schemm

The . github/software-status.json resource uses the sane JSON schema
as defined in Section 4 (#the-software-statusjson-schem), with one
addition: the source field at the root object SHOULD be set to the
canoni cal repository URI. The products array MAY be used in

reposi tory-hosted resources for projects that maintain nmultiple

i ndependent |y versi oned conmponents within a single repository
(rmonor epos) .

B.5. Precedence

When a project has both a Well-Known URI resource and a repository-
host ed resource, consuming tools SHOULD prefer the Wll-Known URI, as
it is served frominfrastructure explicitly controlled by the vendor
and subject to the HITPS authenticity guarantees described in

Section 6 (#security-considerations).

B.6. Exanple
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"schema_version": "1.0",
"nanme": "exanmple-lib",
"vendor": "Exanple O g"
"source": "https://github. con exanpl e/ exanmpl e-1ib",
"package identifiers": {
"pypi": "exanple-lib",
"npm': nul
}
"versions": |
{
"version": "2.0",
"rel ease_date": "2025-01-01",
"status": "active",
"support_ends": nul

"version": "1.x",
"rel ease_date": "2022-06-01",
"status": "eol",
"eol _date": "2025-06-01"
| }
"l ast _updated": "2026-04-25"
}

Appendi x C. Related Wirk

*endoflife.date*: A community-naintai ned dat abase of software
lifecycle information, available at https://endoflife.date. Provides
an APl for querying ECL dates for approximately 400 products. This
proposal is conplementary: endoflife.date is a centralized catal og;
software-status.json is a decentralized, vendor-authoritative
mechani sm  Consumi ng tools should use both.

*security.txt* ([RFC9116]): Defines a Well-Known URI (/.well-known/
security.txt) at which organi zati ons publish security contact
information. This proposal follows the same pattern for lifecycle
dat a.

*Manuf act urer Usage Description (MJUD)* ([ RFC8520]): Defines a
mechani sm by which | 0T devices can describe their intended network
behavi or to network operators, via a MJD URL served fromthe device
or supplied out-of-band. The nulti-product schema defined in this
docunent is conplementary to MJD: MJD descri bes what network

behavi ors a device should exhibit; software-status.json describes the
lifecycle status of the software and firmware runni ng on that device.
A MDD URL (ietf-nmud:nmud-url) and a software-status.json endpoint may
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be published by the same vendor dommin. Future work rmay expl ore
referencing a product’s software-status.json entry fromwithin a MJD
file to all ow network managenent systems to correl ate device
identity, network policy, and firmvare |lifecycle status in a single
wor kf | ow.

*Software Bill of Materials (SBOW*: Formats including CycloneDX and
SPDX descri be the conponents present in a software artifact. SBOVs
identify _what_is present; software-status.json declares the
lifecycle status of what_is present. The two are conplenentary: an
SBOM t ool that resolves conponent origins can use software-
status.json to annotate each conponent with its current support
status. For firmnare devices, an SBOMthat enunerates enbedded open-
source conponents conbi ned with per-conponent software-status.json

| ookups provides the nmost conplete picture of a device's security
posture — a pattern directly applicable to network equi pment with
mul ti pl e enbedded OSS conponents (e.g., Linux kernel, OpenSSL, curl,
dnsmasq) whose lifecycle status may differ fromthe firmare
version’s overall support status.

*NI ST Secure Software Devel opnment Franmework (SSDF)*: The SSDF (NI ST
SP 800-218) recommends that organizations track the EOL status of
sof tware conponents they depend on. This proposal provides a
standardi zed data source for that activity.

*SCI TT (Supply Chain Integrity, Transparency and Trust)*: The | ETF
SCI TT worki ng group is devel oping a framework for supply chain
transparency using signed statenments and transparent registries. The
software-status.json nmechanismis conplenentary: it provides a

| i ght wei ght, vendor-sel f-published Iifecycle declaration that does
not require a transparency registry infrastructure, while SCITT

provi des stronger integrity guarantees through cryptographic
signatures and append-only |logs. Future work may explore a SCl TT-

si gned envel ope for software-status.json content to provide non-
repudi ati on and tanper evidence for vendor |ifecycle declarations.
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