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Abst r act

Thi s docunent defines a Well-Known URI [RFC8615] at which software
vendors and open-source nai ntai ners may publish machi ne-readabl e
lifecycle status information for their products. A JSON resource
retrieved from/.well-known/ software-status.json allows consunmers —
including security tools, software conposition analysis (SCA)
platforns, vulnerability scanners, and system administrators — to
programatically determ ne whether a specific version of a software
product is actively supported, in |long-termsupport (LTS), under
security-only maintenance, or at end-of-life (EQL).

Thi s docunent al so describes, in Appendix A (#appendix-a), a
conpani on convention for open-source projects hosted on version-
control platfornms to publish equivalent information within the
repository at .github/software-status.json.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 16 Cctober 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1.

I nt roducti on

Sof tware products have defined |lifecycles. Vendors rel ease versions,
provi de security patches and bug fixes for a period, and eventually
di sconti nue support. \Wen support ends, no further patches are

i ssued — including patches for newy discovered security

vul nerabilities. End-of-life (EOL) software represents a significant
and persistent risk in organizational environnents, as it may remain
depl oyed indefinitely after its support w ndow cl oses.

Det erm ni ng whet her a specific version of software is currently
supported requires manual research: |ocating the vendor's lifecycle
policy page, interpreting its contents, and correlating the installed
versi on agai nst published support dates. This process is not

st andardi zed, not machi ne- readable, and not reliable at scale. Many

vendors do not publish structured lifecycle data at all. Security
tools that attenpt to automate EOL detection nust resort to web
scraping, curated third-party databases, or inference — all of which

i ntroduce | atency, inaccuracy, and mai ntenance burden

Thi s docunent proposes a sinple, |ow overhead nechani smfor software
vendors and nmintainers to publish authoritative lifecycle data in a
machi ne-readabl e fornmat at a predictable |ocation, using the Wll-
Known URI nechani sm defined in [ RFC8615].

The design goals are

* *Authoritative*: lifecycle data is published directly by the party
that controls the software’s support policy — the vendor or
mai nt ai ner.

* *Machi ne-readabl e*: a single, well-defined JSON format that any
consum ng tool can parse w thout scraping or inference.

* *Low barrier*: adding a static JSON file to an existing web
presence requires mniml effort and no new infrastructure.

* *|Incremental |y depl oyabl e*: absence of the resource (HTTP 404) is
a well-defined signal. Tools can fall back to existing nethods
when the resource is not present.

* *Conposabl e*: the same schena is used for both the Well-Known UR
(Appendi x A (#appendi x-a) describes the version-control conpanion)
so tools that understand one format understand both.
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1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

The following terns are used in this docunent:

*Sof tware product*: A discrete, identifiable unit of software that
has a defined vendor or nmintainer and a versioned rel ease history.

*Version series*: A major or mnor version designation under which
mul tiple patch rel eases may be issued (e.g., "3.2" covering 3.2.0,
3.2.1, 3.2.2, etc.).

*End-of-1ife (EOL)*: A state in which a vendor or numintainer has
per manently ceased issuing any updates, including security patches,
for a given version series.

*Long- Term Support (LTS)*: A designated version series for which the
vendor or maintainer comits to an extended support wi ndow, typically
| onger than the standard rel ease |ifecycle.

*Consuni ng tool *: Any software systemthat retrieves and processes a
sof tware-status.json resource, including security scanners, SCA
tool s, package managers, and nonitoring systens.

The software-status.json Resource

1. Locati on and Retrieva

A software vendor or maintainer that w shes to publish |ifecycle
status information for software associated with a dormain SHOULD
publish a software-status.json resource at the Well-Known URI:

htt ps:// exanpl e. coni . wel | - known/ sof t war e- st at us. j son

The resource MJUST be served over HTTPS. HITP retrieval MAY be
supported for conpatibility but consumi ng tools SHOULD prefer HITPS
and SHOULD warn or fail if only HITP is avail abl e.

The resource MJUST be served with a Content-Type of application/json
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If no lifecycle information is available or the vendor has not
adopted this convention, the server SHOULD return HTTP 404.
Consum ng tools MJST treat a 404 response as "no decl aration
avai l abl e" and fall back to other nmethods. Consuning tools MJST NOT
treat a 404 as evidence that the software is end-of-life.

2.2. Caching

The resource SHOULD include standard HTTP cachi ng headers. A max-age
of 604800 (seven days) is RECOVMENDED for resources that are

i nfrequently updated. Consum ng tools SHOULD respect Cache-Contro
and Expires headers.

In the absence of explicit caching headers, consum ng tools SHOULD
cache a successfully retrieved resource for no fewer than 24 hours
and no nore than 30 days.

3. The software-status.json Schenma

The software-status.json resource is a JSON object ([RFC8259]) with
the follow ng structure.

3.1. Root Object
The root object MJIST contain the follow ng fields:

schema_version (string, REQU RED): The version of this schema. This
docunent defines version "1.0". Consuning tools that encounter an
unrecogni zed schema versi on SHOULD process fields they recognize
and ignore fields they do not.

name (string, REQUI RED): The human-readabl e nane of the software
product .

vendor (string, REQU RED): The nane of the organization or
i ndi vi dual responsible for the software’s support |ifecycle.

versions (array, REQURED): An array of version entry objects as
described in Section 4.2 (#version-entries). MJST contain at
| east one entry. SHOULD include all version series for which the
vendor has a defined support position, including EO. versions.

The root object MAY contain the follow ng fields:

honepage (string): A URl for the software product’s primary website.

source (string): A UR for the software’s canonical source
repository.

package_identifiers (object): A map of package ecosystem nanmes to
the identifier used in that ecosystem See Section 4.4 (#package-
identifiers).

rel ease_cycle url (string): A URl for the vendor’'s official support
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I'ifecycle or release policy page.

| ast _updated (string): An |ISO 8601 date string indicating when this
resource was | ast reviewed or updated (e.g., "2026-04-14").
Consum ng tools MAY use this field to decide whether to re-fetch
the resource regardl ess of caching policy.

3.2. Version Entries

Each object in the versions array represents one version series and
MUST contain the follow ng fields:

version (string, REQU RED): The version series identifier. This MY
be a specific version nunber ("3.2"), a major version with
wildcard ("2.x"), a named track ("LTS 22.04"), or any string that
meani ngful ly identifies the series to the vendor’s users.

status (string, REQU RED): The current support status of this
version series. MJST be one of the values defined in Section 4.3
(#st atus-val ues).

Each version entry MAY contain the follow ng fields:

rel ease _date (string): An |SO 8601 date on which this version series
reached general availability.

support _ends (string or null): An |ISO 8601 date on which support for
this version series is scheduled to end. A value of nul
i ndicates no currently planned end date. SHOULD be present for
all version series where a planned end date is known.

eol _date (string): An |ISO 8601 date on which this version series
reached end-of-life. This field records a past event;
support _ends records a future one. SHOULD be present when status
is "eol" and the date is known.

Its (boolean): true if this version series is designated as Long-
Term Support. Defaults to false if absent.

notes (string): A human-readabl e note providing additional context
about this version entry. Consum ng tools MAY surface this to
users but MJUST NOT rely on its content for programmatic deci sions.

3.3. Status Val ues

The status field MUST be one of the foll ow ng val ues:

"active": The version series is fully supported. The vendor intends
to issue bug fixes, security patches, and potentially new
features.

"l'ts": The version series is designated Long-Term Support. The

vendor commits to issuing security patches (and possibly bug
fixes) for an extended period.
"security-only": The version series is no |longer receiving genera
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bug fixes or new features, but security vulnerabilities are stil
bei ng pat ched.

"eol": The version series has reached end-of-life. No further
pat ches of any kind will be issued, including security patches.
"unmai ntai ned": The software project has been abandoned by its

original nmaintainer. No patches are expected, but the project has
not been fornmally declared end-of-1life.

Addi tional status values MAY be defined in future revisions of this
docunent. Consuming tools that encounter an unrecogni zed status
val ue SHOULD treat it as equivalent to "unknown" and note the
unrecogni zed val ue in any user-facing output.

3.4. Package ldentifiers
The optional package identifiers object maps package ecosystem nanes

to the string identifier used in that ecosystem Known ecosystem
nanes include, but are not limted to:

| Key | Ecosystem | Exanpl e val ue |
[S st fumfespsfumnl e s ool e
| pypi | Python Package |Index | "requests" |
S g g +
| npm | npmregistry | "express" |
Fomm oo - o e e e e e e oo o e e e e e e oo +
| rubygens | RubyGens | "rails" |
TS o e e e e e oo oo o e e e e e oo oo +
| cargo | crates.io | "tokio" |
S g g +
| nuget | NuCet | "Newtonsoft.Json" |
Fomm oo - o e e e e e e oo o e e e e e e oo +
| maven | Maven Central | "org.apache: commons™”

TS o e e e e e oo oo o e e e e e oo oo +
| apt | Debi an/ Ubuntu APT | "openssl” |
S g g +
| brew | Honebrew | "openssl” |
Fomm oo - o e e e e e e oo o e e e e e e oo +
| docker | Docker Hub | "I'ibrary/nginx" |
TS o e e e e e oo oo o e e e e e oo oo +
| github | GtHub repository | "owner/repo" |
S g g +

Table 1

A value of null for a given key indicates the software i s not
di stributed through that ecosystem
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4.

4.

4.

Processing Rul es for Consumi ng Tool s
1. Discovery

To retrieve lifecycle status for software associated with a known
domai n, a consum ng tool SHOULD

1. Construct the URI https://{domain}/.well-known/software-
status.json

2. Issue an HITP GET request with an Accept: application/json header
3. Treat a 2xx response containing valid JSON as a successfu
retrieva

4. Treat a 404 or 410 response as "no declaration" and fall back

5. Treat other error responses (5xx, timeouts) as transient
failures; retry with exponential backoff before treating as
unavai | abl e

2.  Version Matching

When mat ching an installed version against the versions array,
consum ng tools SHOULD use the follow ng | ogic:

1. Attenpt an exact nmatch on the version field

2. |If no exact match, attenpt a prefix match: an installed version
of 3.2.7 matches a version series of 3.2

3. If no prefix match, attenpt a major-version match: 3.2.7 nmatches
3.Xx

4. 1f no match is found, treat the version's lifecycle status as
unknown

When multiple entries match, consum ng tools SHOULD prefer the nost
specific match (exact > prefix > nmjor-version).

4.3. Conflict Resolution

5.

When a consunming tool has lifecycle data for a product frommultiple
sources (e.g., a third-party database and a software-status.json
resource), data retrieved from software-status.json SHOULD be treated
as authoritative and given precedence, as it represents a declaration
by the party responsible for the software’s support policy.

Security Considerations
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5.

5

5

5

6

1. Authenticity

The software-status.json resource is served over HITPS and inherits
the authenticity guarantees of the TLS connection. A consuning too
that retrieves the resource over HTTPS fromthe vendor’s canonica
domai n can be reasonably confident that the content reflects the
vendor’s intent.

Consum ng tools MJUST NOT retrieve this resource over plain HITP and
treat it as authoritative. Consuming tools SHOULD validate that the
host name of the retrieval URI matches the donmain associated with the
sof tware in question.

2. Deni al of Service

A consunming tool that retrieves software-status.json resources at
scale SHOULD inplenent rate liniting, caching, and exponenti al
backoff to avoid placing undue | oad on vendor infrastructure.

3. Msl eading Declarations

This nmechanismrelies on vendors publishing accurate information. A
vendor could theoretically publish a software-status.json that

m srepresents the support status of a product — for exanple,
declaring an EQL product as "active" to discourage users from

m grating. Consum ng tools SHOULD note the source of lifecycle
determ nations in user-facing output so that users can evaluate the
claimin context.

Consum ng tools that mmintain i ndependent 1ifecycle databases MAY
flag di screpanci es between their own records and a vendor-published
sof tware-status.json for human revi ew.

4. Privacy

Retrieving software-status.json froma vendor’s domain nmay reveal to
that vendor that a consumi ng tool is checking |lifecycle status,
potentially disclosing information about what software is deployed in
an organi zation. Consum ng tools operating in sensitive environnents
SHOULD consi der whether direct retrieval is appropriate or whether a
privacy-preserving internediary (such as a shared cache or mrroring
service) should be used.

| ANA Consi der ati ons
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6.1. Well-Known URI Registration

I ANA is requested to register the followi ng Well-Known URI in the
"Wl | - Known URIs" registry established by [ RFC8615]:

URI suffix: software-status.json

Change controller: |ETF

Speci fication docunent(s): This docunent

Rel ated information: This URI returns a JSON docunment describing the
software |ifecycle status for products associated with the host.
The format is defined in Section 4 (#the-software-statusjson-
schema) of this docunent.
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Appendi x A.  Exanpl es

A 1. M ni mal Resource
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"schema_version": "1.0",

"name": " Exanpl eDB",

"vendor": "Exanple Software Inc.",

"versions": |

{

"version": "5.0",
"status": "active",
"support_ends": null

A 2. Milti-Version Resource with EOL Hi story
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{
"schema_version": "1.0",
"name": " Exanpl eDB",
"vendor": "Exanple Software Inc.",
"honepage": "https://exanple.conm db",
"package identifiers": {
"apt": "exanpl edb-server",
"docker": "exanpl ei nc/ exanpl edb"
}
"versions": |
{
"version": "5.0",
"rel ease_date": "2025-03-01",
"status": "active",
"support_ends": null,
"Its": false
H
{
"version": "4.2",
"rel ease_date": "2023-06-15",
"status": "lts",
"support_ends": "2027-06-15",
"lts": true,
"notes": "LTS release — security and critical bug fixes through June 2027"
b
{ _
"version": "4.0",
"rel ease_date": "2022-01-10",
"status": "security-only",
"support_ends": "2026-01-10",
"I'ts": false
b
{ .
"version": "3.x",
"rel ease_date": "2019-04-01",
"status": "eol ",
"eol _date": "2024-04-01",
"support_ends": "2024-04-01",
"lIts": fal se
}
1,
"rel ease_cycle_ url": "https://exanpl e. conl support-policy",
"l ast _updated": "2026-04-14"
}
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Appendi x B. Comnpani on Conventi on: Repository-Hosted Lifecycle Status

Thi s appendi x descri bes a compani on convention for software projects
hosted on version-control platforms (such as GtHub, GtlLab, or
Gtea). This convention is informative and does not define a
standards-track nmechanism it is documented here because it uses the
same schenma as the Well-Known URI defined in this docunent and is

i ntended to be consuned by the sane tools.

B.1. Motivation
Many software projects are distributed as source code and do not have
a correspondi ng web donmain fromwhich a WlIl-Known URI could be
served. (Open-source libraries, devel oper tools, and conponents
publi shed to package registries often have a repository URL as their
primary identity, not a product donmin.

For these projects, a file conmitted to a predictable location within
the repository serves the same purpose as the Well-Known URI.

B.2. Location
The resource SHOULD be pl aced at:
{repository-root}/.github/software-status.json
The .github/ directory is an established convention on major version-
control platforns for repository-level nmetadata. This location is
intentionally anal ogous to .github/ SECURI TY. nd, .github/FUNDI NG ym ,
and simlar files.

B.3. Discovery
Consum ng tools that resolve a software package to a G tHub-hosted
repository SHOULD check for the presence of this file at the raw
content URL:

https://raw. git hubusercontent. com {owner}/{repo}/HEAD . gi t hub/ sof t war e- st at us. j son
A 404 response MJST be treated as "no declaration available". A 200

response with valid JSON MUST be processed according to the schema
defined in Section 4 (#the-software-statusjson-schema).
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B.4. Schema

The . github/software-status.json resource uses the sane JSON schema
as defined in Section 4 (#the-software-statusjson-schema), with one
addition: the source field at the root object SHOULD be set to the
canoni cal repository URI.

B. 5. Pr ecedence

When a project has both a Well-Known URI resource and a repository-
host ed resource, consuming tools SHOULD prefer the Wl l-Known URI, as
it is served frominfrastructure explicitly controlled by the vendor
and subject to the HTTPS authenticity guarantees described in

Section 6 (#security-considerations).

B.6. Exanple
{

"schema_version": "1.0",
"name": "example-lib",
"vendor": "Exanple O g"
"source": "https://github. conf exanpl e/ exanpl e-1ib",
"package identifiers": {
"pypi": "exanple-lib",
"npm': nul |
},
"versions": [
{
"version": "2.0",
"rel ease _date": "2025-01-01",
"status": "active",
"support_ends": nul

"version": "1.x",

"rel ease _date": "2022-06-01",
"status": "eol",

"eol date": "2025-06-01"

| }
",ast_updated": "2026- 04- 14"
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Appendi x C. Related Wirk

*endoflife.date*: A conmmunity-nmaintai ned dat abase of software
lifecycle information, available at https://endoflife.date. Provides
an APl for querying ECL dates for approximately 400 products. This
proposal is conplenmentary: endoflife.date is a centralized catal og;
software-status.json is a decentralized, vendor-authoritative
mechani sm  Consum ng tool s should use both.

*security.txt* ([RFC9116]): Defines a Well-Known URI (/.well-known/
security.txt) at which organi zations publish security contact
information. This proposal follows the same pattern for lifecycle
dat a.

*Software Bill of Materials (SBOM*: Formats including Cycl oneDX and
SPDX descri be the conponents present in a software artifact. SBOVs
identify what_ is present; software-status.json declares the
lifecycle status of what_is present. The two are conplenentary: an
SBOM t ool that resolves conponent origins can use software-
status.json to annotate each conmponent with its current support
st at us.

*NI ST Secure Software Devel opnent Franework (SSDF)*: The SSDF (NI ST
SP 800-218) recommends that organizations track the EOL status of
sof tware conponents they depend on. This proposal provides a
standardi zed data source for that activity.
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