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Abst r act

Thi s docunent proposes a nodern, secure, and extensible tine
synchroni zati on protocol designed to operate over the QU C transport
protocol. Known as TSQ (Time Synchronization over QUC), this
protocol ains to address the limtations of traditional NTP by

| everaging QUIC s encryption, w despread UDP/ 443 acceptance, and

mul ti pl exed stream capabilities. TSQ is designed for contenporary
depl oynent environnments, including enterprise networks, cloud-native
systens, containers, and nobil e devices, where traditional UDP-based
NTP struggles with security, scalability, or operational reliability.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

Ti me synchroni zation is foundational to nbdern conputing. It

under pi ns aut hentication systens, |og correlation, distributed
transactions, and nore. NTP, the current standard, was designed in a
different era and brings challenges related to security, deploynent
compatibility, and extensibility. TSQ is proposed as a new protocol
built directly on top of QUC, leveraging its nodern transport
features to provide secure, authenticated, and operationally-friendly
time synchronization.

2. Scope and CGoal s
TSQ i s intended to:

* Provide secure and authenticated tine synchronization
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* Support nodern depl oynent scenari os

* (Qperate in environnents where UDP/ 123 is bl ocked

* Be extensible and future-proof

* Scale for enterprise and cl oud

TSQis _not_intended to:

* Replace NTP in ultra-precise or constrai ned devices

* Replace public NTP infrastructure w thout optim zation
3. Protocol Overview

TSQ uses QUIC as its transport, establishing secure, short-Ilived
connections. A typical exchange:

1. dient opens a QU C connection to the TSQ server (UDP/443).
2. dient sends a TSQ Request with nonce and tinmestanp request.
3. Server replies with tinestanps, echoed nonce, and netadat a.
4. Cient calculates RTT and adjusts clock accordingly.

4. Security and Threat Mode
TSQ relies on QU C s handshake for nutual authentication,
confidentiality, and replay protection. Optional Ed25519 or HWMAC
signatures can be added if auditability is required. By default,
QUI C session integrity suffices.

5. Scal ability Considerations
Short-1lived connections, session resunption, and optional stateless
design support scalability. TSQis suitable for enterprise and cl oud
depl oynent s.

6. Message Format (TLV)
*TSQ Request *
*  Type: 0x01

*  Nonce (16 bytes)
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* (Optional extensions

*TSQ Response*

*  Type: 0x02

* Echoed Nonce

* Server Tine

* Receive Tinestanp

* Send Ti nmestanp

* Optional metadata and signature
7. Use Cases

* Cloud/container infrastructure

* Mobile clients

* Firewall ed enterprise networks

* High-precision timing visibility

8. Conparison to Existing Protocols

July 2025

The foll owing table highlights key differences between traditional

NTP, NTS, and the proposed TSQ protocol:

[ e oo ool ool sl ]
| Feat ure | NTP | NTS | TSQ |
[ gty bty b pu o pu gy &l pojfpoj o —p—j——_—— 1
| Transport | UDP | UDP+TLS | QUIC (UDP/443) |
T S S I TR +
| Encryption | No | Yes | Al ways |
S +----- B S S +
| Extensibility | Low | Medium | Hi gh |
oo - - +- - - - - R S —— oo - - +
| Mobile Support | No | No | Yes |
T S S I T +
| Precision Mbde | No | No | Yes |
S +----- B S S +
Table 1
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10.

11.

12.

13.

14.

QUI C Overvi ew

QU Cis a UDP-based transport protocol that provides multiplexed,
stream based delivery with built-in encryption and connection
mgration. It conbines transport and cryptographi c handshake | ayers,
sinplifying depl oynent behind firewalls. TSQ builds on QU C to
inherit its confidentiality, integrity, and path-resilience
characteristics.

Clarification of Mbile Support
Mobi | e support in TSQ | everages QU C s connection ID and mgration
capabilities. Wen a nobile device changes | P addresses (e.g. W-Fi
to LTE), the QUI C connection rermains valid as |ong as the connection
IDis preserved, enabling uninterrupted tinme synchronization.

Clarification of Precision Mde
Preci sion Mode refers to TSQ s optional support for fixed-Iength
packets and constant-tine processing. This reduces jitter introduced
by variable processing tines and packet sizes, inproving accuracy in
| at ency-sensitive environnents.

Expl anation of Server Tine Field
The Server Time field in TSQ responses provides a consi stent
reference for clients even when timestanp echoing is used. |Including
it explicitly sinplifies validation and debuggi ng, particularly when
cl ock discrepancies or replay concerns are involved.

QUIC Multiplexing and Port 443
TSQ can coexist with other protocols over QU C on port 443 using
Application-Layer Protocol Negotiation (ALPN). This avoids conflicts
and enabl es unified endpoint services, allowing TSQto blend with
HTTPS or other QUI C-based services on the sane port.

Next Steps
* Solicit feedback on sync behavi or and design
* | nprove trust and crypto nodel
* |Implenent prototype in QUC

* Submt official Internet-Draft if interest grows
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Acknowl edgrent s
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Rel ati onship to Roughtine

Roughtime [ ROUGHTI ME] is a secure tine authentication protoco
designed to provide coarse-grained tinme (typically accurate within a
few seconds) using cryptographic proofs. It is particularly usefu
in scenarios where a systemneeds to verify that its clock is
reasonably accurate before perform ng sensitive operations such as
certificate validation.

Unli ke TSQ which ainms to deliver secure and precise tine
synchroni zati on suitable for continuous use in enterprise, nobile,
and containerized environnents, Roughtine focuses on bootstrapping
trust in tine frompotentially untrusted states. Roughtine servers
are stateless and optim zed for high-throughput, |ow conplexity
validation rather than tight synchronization

As such, TSQ and Roughtine serve conpl enentary purposes. Roughtine
may hel p systens establish an initial |evel of tenporal trust, while
TSQ provi des ongoi ng synchroni zati on over a secure and extensible
transport protocol

Consi der ati ons
1. Cryptographic Considerations

TSQrelies on QUC s TLS 1.3-based transport layer for encryption and
aut hentication. These cryptographic operations are not elininated,
they are performed per packet at the transport |ayer, but they are

not duplicated at the application | evel for each tine exchange,

unli ke NTS for NTP, which often executes separate AEAD operations per
request (e.g. decrypt cookie, authenticate request, encrypt new
cooki e, sign response).

Wi le this of fl oading does not make QUIC “free” froma cryptographic
standpoint, it enables session reuse and anortization of crypto costs
over time. This can benefit TSQ in high-churn or nobile environnents
wher e mai ntaining |ightweight, persistent connections is inportant.
Future revisions aimto provide data-driven conpari sons between TSQ
and NTS in terns of cryptographic cost and performance.
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17.

17.

17.

17.

18.

2. Packet Symmetry

To reduce timng variance, TSQ reconmmrends mat ching the sizes of
request and response packets. Even though QU C encrypts and pads its
payl oads, nmaintaining symmetry at the application |ayer helps
mnimze round-trip delay bias.

3.  QUIC Dat agram Consi der ati ons

TSQ may al so use QUIC datagrans for |ighter-weight synchronization.
These are encrypted and authenticated using the same keys as QU C
streams but provide unreliable delivery. By using transport-|evel
encryption, TSQ avoi ds additional per-packet cryptographic overhead
at the application |ayer while preserving confidentiality and
integrity.

4. Session Mdels and State

NTS establishes session state via cooki e exchanges, while TSQ
inherits QU C s session managenent and connection reuse. QU C
enabl es stream mul ti pl exi ng, bidirectional conmmunication, and
connection mgration—capabilities useful in nobile and cl oud-native
environments. The key difference lies not in the existence of state,
but in how that state is maintained and | everaged.

5. Depl oynent Assunptions

TSQ i s designed for nodern depl oynent scenari os such as enterprise,
mobi | e, and cl oud networks, especially those operating behind
firewalls. It is not intended to replace the global NTP stratum
hi erarchy or public time pools directly but nmay conplenent themin
envi ronments where UDP-based NTP has |initations.
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