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Abst r act

Thi s docunent proposes a nodern, secure, and extensible tine
synchroni zati on protocol designed to operate over the QU C transport
protocol. Known as TSQ (Time Synchronization over QUC), this
protocol ains to address the limtations of traditional NTP by

| everaging QUIC s encryption, w despread UDP/ 443 acceptance, and

mul ti pl exed stream capabilities. TSQ is designed for contenporary
depl oynent environnments, including enterprise networks, cloud-native
systens, containers, and nobil e devices, where traditional UDP-based
NTP struggles with security, scalability, or operational reliability.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 February 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
Ti me synchroni zation is foundational to nbdern conputing. It

under pi ns aut henticati on systens, |og correlation, distributed
transactions, and nmore. NIP, the current standard, was designed in a
different era and brings challenges related to security, deploynent
conpatibility, and extensibility. TSQ is proposed as a new protocol
built directly on top of QU C, leveraging its nodern transport
features to provide secure, authenticated, and operationally-friendly
time synchronization.
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2.

QUI C Overview for TSQ

TSQ is built on top of the QU C transport protocol, as defined in
[ RFC9000] and extended wi th Datagram support in [RFC9221]. This
section sunmari zes key QU C features relevant to TSQ

QU Cis a secure, multiplexed, and reliable transport protocol that
operates over UDP. It integrates TLS 1.3 into its handshake for
encryption and authentication. QU C was designed to support fast
connection setup, nobility, and user-space inplenentation.

TSQ uses two QUI C delivery nechani sns:

* *QUIC Streans:* Bidirectional, ordered, and reliable channels.
TSQ can use a single QU C stream per exchange to deliver requests
and responses. Stream Mode provi des delivery guarantees and
all ows inclusion of signatures for auditability.

*  *QUI C Datagrans:* Unordered, unreliable nmessages delivered over
QUI C connections. Datagrams are simlar to UDP packets, with no
retransm ssion. TSQ s Datagram Mdde trades reliability for
reduced | atency and over head.

QUI C connections are established over UDP, typically using port 443.
TSQ clients MJUST negotiate the application protocol identifier "tsq"
via ALPN during the QU C handshake. QU C handl es encryption,
retransm ssion (for streans), congestion control, and connection
mgration internally, allowing TSQto focus on the semantics of tine
synchroni zati on.

Unl i ke Stream Mode, Datagram Mode does not provide reliable delivery
or built-in integrity guarantees. Unless the response includes a
Signature Bl ock TLV (Type 255), clients have no cryptographic proof
of authenticity or freshness. Applications requiring authentication
MUST use Stream Mode or enforce signed Datagram responses.

Further details on Stream and Dat agram nodes are provided in
Section 4. Readers unfamiliar with QU C are encouraged to review
[ RFC9000] for core behavior and [ RFC9221] for datagram extensions.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.
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* *TSQ * Time Synchronization over QU C protocol
* *QUC* A secure, nultiplexed transport protocol over UDP
* *TLV:* Type-Length-Value, a flexible nessage fornmat.

*  *Precision Mdde:* An OPTIONAL TSQ feature for lowjitter
synchroni zati on.

* *RTT:* Round-trip tine.

* *NTP:* Network Time Protocol. A wi dely deployed protocol for
synchroni zi ng cl ocks over I P networks, formally specified in
[ RFC5905]. TSQ inherits its tinestanp format from NTP but differs
in transport, security, and extensibility.

4. Scope and Goal s

TSQ is intended to:

* Provide secure and authenticated time synchronization

*  Support nodern depl oynment scenari os

* (Qperate in environnents where UDP/ 123 is bl ocked

* Be extensible and future-proof

* Scale for enterprise and cl oud

TSQ is _not_ intended to:

* Replace NTP in ultra-precise or constrained devices

* Replace public NTP infrastructure wi thout optimzation

5. TSQ Protocol Overview

TSQ uses QUIC as its transport protocol, establishing secure

connections for the exchange of tinme synchronizati on nessages. TSQ

supports two transport nodes: QU C streans and QU C datagrans. Both

nmodes carry the sanme TLV-fornmatted nessage content, but differ in

reliability, latency, and use cases.

*Stream Mode: * Uses QU C s reliable, ordered streams. This node

ensures delivery and supports features |ike nessage signatures,

making it suitable for authenticated and auditable tine
synchroni zati on exchanges.
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*Dat agr am Mode: * Uses QUI C DATAGRAM franes [ RFC9221] for | ower-

| at ency, unordered delivery. This node is suitable for fast,
opportuni stic synchroni zation but offers no retransm ssion or
delivery guarantees. Applications requiring integrity validation
SHOULD use St ream Mode.

A typical TSQ exchange (in either node) consists of the follow ng
st eps:

1. dient opens a QU C connection to the TSQ server (typically using
UDP/ 443) and negoti ates the TSQ protocol via ALPN

2. dient sends a TSQ Request containing a cryptographically secure
nonce. To support statel ess server deployments and ensure
robust ness agai nst replay attacks, clients MJST generate nonces
that are unpredictable and sufficiently long to avoid collisions.

3. Server replies with a TSQ Response contai ning the echoed nonce,
the tinme the request was received (T2), and the tine the response
was sent (T3).

4. Cient locally records its own transmt (T1l) and receive (T4)
times, conputes the round-trip tinme (RTT), and derives the clock
of fset for synchronization

6. TSQ Protocol Operation
6.1. Connection Establishnment

TSQ uses QUIC for transport, leveraging its handshake for rmnutual
aut hentication and encryption. dients MJST negotiate the TSQ
protocol using the ALPN identifier "tsq" during the QU C handshake.
Short-lived or resumed QUI C connections MAY be used to optim ze

per f or mance.

QUI C supports bidirectional streamnultiplexing, allowing multiple

i ndependent exchanges to occur sinultaneously over a single
connection. While nost TSQ clients use one stream per request-
response cycle, multiplexing can be useful in advanced depl oynents.
For exanple, issuing parallel tinme and netadata queries, allow ng
mul ti pl e subsystens to share a connection, or supporting audit and
moni toring tools without blocking tine synchronization traffic. This
capability is optional and typically not needed for sinple tine
clients.
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6.2. Message Exchange Fl ow

Each TSQ exchange consists of a request and response over a QU C
stream Cients and servers MJST capture the follow ng tinestanps:

* *T1 (Cient Records Tine):* The monent the client sends the TSQ
Request .

* *T2 (Server Receive Tinme):* The nmonent the server receives the TSQ
Request .

* *T3 (Server Transmt Tine):* The nonent the server sends the TSQ
Response.

* *T4 (Cient Records Time):* The nmonent the client receives the TSQ
Response.

These tinmestanps enable the client to calculate round-trip tine (RTT)
and clock offset. T1 and T4 are recorded by the client and are not
transmtted. T2 and T3 are included in the TSQ Response nessage
payl oad.
Cient Server
| -------- QUI C Connection (tsq) ------- > |
I
-- TSQ Request (Nonce, records T1) --> |
I
<-- TSQ Response (T2, T3, Nonce) ----- |
(Records T4, conputes offset) |
After recording T1 and T4 locally and receiving T2 and T3 fromthe
server, the client cal culates synchroni zation nmetrics using the
foll owi ng fornul as:
* *Round-Trip Tine (RTT):* (T4 T1) (T3 T2)
* *Cock Ofset:* ((T2 T1) + (T3 T4)) / 2
These fornul as are equivalent to those used in NTP [[ RFC5905]] and
provide a symretric view of network delay and server tinme. The use
of a cryptographi c nonce ensures freshness and guards agai nst replay,
whil e optional digital signatures provide authenticity guarantees for

T2 and T3 if required.

6.3. Message Format and TLVs
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6.3.1. TLV Type Registry

The following table sunmarizes the currently defined TSQ TLV types:

[ el Ly gy et gyt o}
| Type | Nane | Direction | Required | Description |
b b bl e ool s o es e sl e o}
| 1 | Nonce | Request | Yes | Identifies |
| | | and | | exchange and |
| | | Response | | prevents replay |
oo - U S S oo +
| 2 | Receive | Response | Yes | Time server |
| | Timestanp | | | received |
I I I I | request (T2) I
R, R R S o e e e e e oo - +
| 3 | Send | Response | Yes | Tinme server |
| | Tinmestanmp | | | sent response |
I I I I | (T3) I
S S S S Fom e +
| 4246 | Reserved | | No | Reserved for |

| | | | | future |
| | | | | extension |
oo - U U S oo +
| 247 | Metadata | Request | No | dient requests |
| | Query | | | structured |
| | Request | | | netadata in |
| | | | | response |
AR, S S S o e e e e m oo oo +
| 248 | d ock | Response | No | Estimated cl ock |
| | Quality | | | accuracy and |
| | Info | | | stability |
N N N o m e e e oo - Tt +
| 249 | Error | Response | Conditional | Structured |
| | | (Stream | | error report |
| | | Only) | | fromserver |
S S S S oo +
| 250 | Precision | Request | No | Negotiate |
| | Mbde Req/ | and | | symetric |
| | Ack | Response | | nmessage si zing |
AR, S S S o e e e e m oo oo +
| 251 | Tinme | Response | No | Stratum and |
| | Source | | | source netadata |
I | Info I I I I
N N N o m e e e oo - Tt +
| 252 | Signhature | Request | No | dient requests |
| | Request | | | signed response |
oo - U U S oo +
| 253 | Metadata | Request | No | Depl oynent |
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| | | and | | annotations |
| | | Response | | (e.g., site ID |
R, R R S o e e e e e oo - +
| 254 | Paddi ng | Request | No | Zero-filled |
| | | and | | padding for |
| | | Response | | alignnent |
Fommma - S IR S IR I T +
| 255 | Signhature | Response | Conditional | Cryptographic |
| | Bl ock | | | signature of |
I I I I | message I
S D S S . +
Table 1

TLV Type val ues 4 through 246 are reserved for future use and MJST
NOT be assigned without |ETF review

Al TLV types not listed here are reserved. Future extensions MJST
use uni que type values and follow the TLV format rul es defined in
this section. |Inplenmentations MJST ignore unknown TLV types unl ess
explicitly required by policy.

6.3.2. TSQ Message Formats
TSQ uses a Type-Length-Value (TLV) format to encode fields within TSQ

Request and Response nessages. Each TLV is self-contained and
designed for easy extensibility. The structure is as follows:

0 1 2 3

01234567890123456789012345678901
Fommmaa - Fommmaa - T T +
| Type | Length | Value (Length bytes) |
| (1B | (1B | I
S SRR S SRR oo m o e e e e e e e e e e e e e e e e e e meao— o +

- Type: 8-bit unsigned integer identifying the TLV type.
- Length: 8-bit unsigned integer specifying the length of the Value field.
- Value: A variable-length field determ ned by Length.

Al multi-byte fields within the Value are encoded in network byte
order (big-endian).
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TSQ nessages consi st of a sequence of TLVs (Type-Lengt h-Val ue
elements). This format is consistent across both stream based and
Dat agr am nodes. | n Datagram Mode, all TLVs MUST still appear in a
wel | -defined order, beginning with the Nonce (Type 1). Since QU C
DATACGRAM frames do not provide ordering or fram ng guarantees,

i mpl ementations MJST treat the entire datagram payl oad as a single
TSQ nessage. Partial or fragmented TLVs MJST NOT be used.

Al TLVs follow a consistent format: a one-byte Type, a one-byte
Length, and a variable-length Value. TLVs MJST be processed
sequentially, and unknown TLV types MJST be ignored unless policy
dictates otherwise. The Signature Block TLV, if present, MJST appear
| ast .

TSQ Request Message TLVs:

* *Nonce (Type 1):* 16 bytes. A cryptographically secure random
val ue generated by the client. Used to associate responses and
ensure freshness. Copied back verbatimin the response.

*  *Precision Mbde Request (Type 250):* 0 bytes. Included by the
client to request Precision Mde behavior

*  *Gjignature Request (Type 252):* An OPTIONAL zero-length TLV
included by the client to request that the server include a
crypt ographi ¢ authentication block in the TSQ Response. This
bl ock enables integrity and source verification using either
symetric (e.g., HVAC) or asymetric (e.g., Ed25519) nethods. |If
supported, the server MJUST include a valid Signature Bl ock TLV
(Type 255) in the response. This mechanismallows clients to
request authenticated responses on demand, without requiring pre-
negoti ation or a separate profile.

TSQ Response Message TLVs:

* *Nonce (Type 1):* 16 bytes. Echoed fromthe request to associate
response with request.

* *Receive Tinestanp (Type 2):* 8 bytes. The server’s local tine
when the request was received, in NTP fornat.

* *Send Timestanp (Type 3):* 8 bytes. The server’s |ocal tine when
the response was sent, in NTP fornmat.

Optional TLVs are used to extend TSQ without altering the core
format. These TLVs MJST fol |l ow standard TLV structure and be
included after the required fields in the nessage. Each is defined
as foll ows:
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* *Metadata Query Request (Type 247):* An OPTIONAL zero-length TLV
included by the client in a TSQ Request to indicate interest in
structured netadata about the responding server. |[If present, the
server MAY include a Metadata TLV (Type 253) in its response,
popul ated wi th depl oynent -speci fic key-val ue annotati ons such as
hostnanme, site ID, region, clock nodel, or software version.

This TLV allows for dynam c querying of server identity or status
and may be used for nonitoring, diagnostics, or debugging. The
Met adata TLV format renmi ns unchanged: a sequence of UTF-8 key-
val ue pairs, each with a single-byte length prefix. Keys are

i mpl ement ati on-defi ned and MAY vary by depl oynent.

The Metadata Query Request TLV contains no val ue bytes and MJST
appear only in TSQ Requests. |Its presence serves as a hint and
does not guarantee server netadata will be returned. Servers MAY
ignore it or suppress netadata responses based on policy.

* *Clock Quality Info (Type 248):* An OPTIONAL TLV included by the
server in TSQ Responses to indicate estimted cl ock accuracy,
drift rate, or classification. This TLV enables clients to assess
the quality and stability of the server’s tinme source.

0 1 2 3
01234567890123456789012345678901
B B B B o m e e e e e e e maaaoo-
| dass (1B) | Reserved (1B) | Estimated Error (2B, wS)

oo o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Estimated Drift Rate (2B, ppb) | UTF-8 Source O ass Tag (n B)|
e m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—o o - +

*Field descriptions:*

*Class (1 byte):* Integer code describing the clock class:
- 0: Unknown

- 1: ONSS Disciplined

- 2: PTP Grandmaster

- 3: NTP-Synchroni zed

- 4: Local OCXO

- 5: Unstable / Hol dover
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*Estimated Error (2 bytes):* Approximate £ error in mcroseconds
(unsigned integer). Exanple: 500 = +500u s.

*Estimated Drift Rate (2 bytes):* Approximate frequency drift in
parts per billion (ppb). Exanple: 50 = £50 ppb.

*Source Class Tag:* An OPTIONAL UTF-8 string describing the clock
type, e.g., "gpsdo", "ptp-bnct", "ntp-v4". Length is inferred from
TLV | engt h.

Clients MAY use this information to guide server weighting,
filtering, or telemetry logging. This TLV is advisory and MAY be
omtted. |If present, it SHOULD appear after the mandatory
timestanp TLVs and before the Signature Bl ock.

* *Error (Type 249):* Used by the server in Stream Mode to report
structured error conditions. This TLV MJST appear alone in the
response, wthout tinestanps or other TLVs. The value format is
as foll ows:

0 1 2 3

01234567890123456789012345678901
T T o m m e e e e e e e e e e e e e e e eeee e +
| Code (1B) | Reserved (1B) | UTF-8 Reason Phrase (vari able) |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— oo - +

Field definitions:

- *Code (1 byte):* A nuneric error code (e.g., 0x01l = ral forned
request, 0x02 = unsupported TLV, 0x03 = authenti cation
required).

- *Reserved (1 byte):* MJIST be set to zero. Reserved for future
use.

-  *Reason Phrase:* Optional UTF-8 string describing the error.
Clients MAY log or display this for diagnostics. The reason
phrase MJUST NOT exceed 255 bytes.

This TLV MUST only appear in TSQ Responses sent over QUI C streans.
Clients receiving an Error TLV MJST treat the request as failed
and MUST NOT attenpt to parse any additional TLVs in the response.
If a Signature Block is present, the Error TLV MJST be included in
the signed dat a.

*  *Precision Mbde Acknow edgrment (Type 250):* 0 bytes. Echoed by
the server to confirm support.
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*

*Time Source Info (Type 251):* Variable length. Optionally

i ncluded by the server in the TSQ Response to indicate the current
stratum and synchroni zation source. This allows clients to assess
the distance fromthe prinmary tinme source (e.g., stratum1) and
apply local trust or weighting policies accordingly. The fornat
is as follows:

0 1 2 3
01234567890123456789012345678901
S SRR S SRR S SRR S SRR o e e e e e e oo oo oo +
| Stratum (1B) | Source Type (1B) | Optional Info (n bytes)|
. e e +
- Stratum 0 (unsynchronized), 1 (reference), 2+ (as in NTP)
- Source Type: 1 =GRS, 2 =PTP, 3 =NIP, 4 = Manual, 5 = Unknown

- Optional Info: UTF-8 string (e.g., "ntp.exanple.conl, "us-west1")

*Stratum * Describes the server’s distance fromthe primary tine
source, consistent with NTP term nol ogy.

*Source Type:* Indicates the technol ogy or source used to
di scipline the server’s clock

*Optional Info:* Provides human-readabl e nmet adata about the tine
source. This may include the hostnanme of the upstreamtine
server, the data center region, or a clock quality tag. The field
is UTF-8 encoded and its length is inferred fromthe encl osing
TLV' s total |ength.

The stratumfield in TSQ does not enforce a hierarchical tine

distribution nodel, as used in NTP. |Instead, it serves as
advi sory netadata to help clients assess the quality and proximty
of the server’ s time source. |nplenentations MAY use the stratum

value to apply weighting, filtering, or quorum selection policies
when querying nmultiple servers. TSQ does not inpose stratum based
path validation or strict |evel enforcenent.

Clients MAY use this TLV to assess time accuracy or for |ogging/
auditing. Servers MAY omit this field, and clients MJST tolerate
its absence.

*Met adata (Type 253):* Variable length. Encoded as a series of
UTF-8 key-val ue pairs. Each key and value is prefixed with a
single-byte I ength. Exanple: [0x04] "site" [0x07] "us-east". NMAY
be repeated for nmultiple annotations. Cients MJST ignore unknown
keys. This TLV is intended to carry deploynment or inplenentation-
speci fic annotations, such as region identifiers, server version,
environnment tags, or clock quality netadata.
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Exanpl e encodi ng:
[0x04] 'site’ [0x07] ’'us-east’ --> 04 73 69 74 65 07 75 73 2d 65 61 73 74

To ensure consistent signature validation, the Metadata TLV (Type
253) MUST be serialized in a canonical formbefore inclusion in a
si gned message. Specifically, key-value pairs MJST be encoded in
| exi cographi c order by key, with exact UTF-8 byte sequences
preserved. |Inmplenentations MJUST NOT reorder, collapse, or
nornal i ze UTF-8 content during parsing or signing. This ensures
that both sender and recipient derive the same byte-for-byte
representation for verification

*  *Padding (Type 254):* Optional TLV used to align the total TSQ
message size for symmetry between request and response. This
reduces timng bias and inproves accuracy, especially in Precision
Mode. The val ue MJUST consi st of zero-val ue bytes (0x00).

Paddi ng TLVs MJST appear only at the end of a TSQ message. They
MJUST be included in the Signature TLV coverage if present. Type O
is reserved and MJUST NOT be used for padding.

* *Sjignature Bl ock (Type 255):* MJST be the final TLV in the
message. The bl ock supports both synmetric (e.g., HVAC SHA256)
and asymmetric (e.g., Ed25519) methods. It allows clients to
verify message integrity and authenticity. Asymetric signatures
are suitable for auditability and long-termverification, while
symmetric authentication offers | ower overhead for real-tine

validation. |If included, the Signature Bl ock MJST cover the Nonce
(Type 1), Receive Tinestanp (Type 2), Send Tinmestanp (Type 3), and
all included optional TLVs, in canonical TLV order.

When used in Datagram Mode, the Signature Bl ock TLV (Type 255) is
the only mechani smthat provides end-to-end authentication and
integrity protection. QU C Datagram franmes |ack built-in
reliability and integrity, so any unauthenticated response nay be
spoofed by an attacker. |If a client includes a Signature Request
TLV (Type 252), and the server supports authentication, then the
response MJUST include TLV 255. dients operating in Datagram Mde
wi t hout authentication MJUST treat all responses as unauthenticated
and advi sory only.
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0 1 2 3
01234567890123456789012345678901

Fi el d descriptions:

- *AlgorithmID (1 byte):* Indicates the signature algorithmin
use. See bel ow.

- *Key ID (4 bytes):* An identifier for the signing key (e.g.,
for key rotation).

- *Signature Length (2 bytes):* Total nunber of signature bytes
to foll ow

- *Signature Bytes:* The raw signature output fromthe sel ected
al gorithm

Si gnatures MAY use [ RFC8032] (Ed25519) or [RFC2104] (HVAC- SHA256),
dependi ng on depl oynent policy.

Al timestanps use the NTP format, a 64-bit unsigned fixed-point
representation: the upper 32 bits represent seconds since the NTP
epoch (January 1, 1900), and the lower 32 bits represent fractional
seconds. This format ensures sub-microsecond resol ution and
compatibility with existing tine protocols.

6.4. Precision Mde

Preci sion Mbde is an OPTIONAL feature of TSQ designed to reduce
timng variance introduced by serialization delay and queui ng
asymetries. It ensures that TSQ Request and Response nessages are
of equal size to enable lowjitter, synmetric round-trip tine
nmeasur enent .

*  *Negotiation:* Precision Mde is negotiated using TLV Type 250.
The client includes a zero-length _Precision Mde Request_ TLV
(Type 250) in the TSQ Request to indicate support for Precision

Mbde. |If the server also supports Precision Mde, it MJST include
a zero-length _Precision Mdde Acknow edgnent  TLV (Type 250) in
the TSQ Response. |If the server does not support Precision Mde,

it MJST omit this TLV. dients MJST interpret the absence of the
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6. 5.

acknow edgment TLV as | ack of support and MAY either proceed
wi t hout Precision Mdde or fail the exchange, based on | ocal

policy.

*Fi xed- Lengt h Packet Symmetry:* \Wen Precision Mde is
successfully negotiated, both endpoints MIST ensure that the total
byte I ength of the TSQ Request and Response nessages are
identical. To do so, inplenmentations MJST include a Padding TLV
(Type 254) to pad the nmessage as needed. Paddi ng MJST consi st
entirely of zero-value bytes and MJST appear after all other TLVs
except the Signature Block. [If used with the Signature Bl ock TLV,
Paddi ng MUST appear inmediately before it.

*Interoperability:* Cients that require Precision Mde for
accurate cl ock synchroni zati on SHOULD i npl enent a fall back
behavior if the server does not acknow edge support. The use of a
dual -rol e TLV (Type 250) avoids the need for separate type

regi stration and keeps the negotiation nmechanismsinple. This TLV
MAY be extended in the future to include payl oad data for enhanced
negoti ati on, though current inplenentations MJST treat the TLV as
zer o-1 engt h.

QUI C Dat agr am Mode

In addition to stream based transport, TSQ optionally supports
transm ssi on over QUI C Dat agrams [ RFC9221] for |owl atency,
unrel i abl e synchroni zati on exchanges. This is referred to as
Dat agr am Mode.

*

*Qperational Flow * In Datagram Mbde, the TSQ Request and Response
are each encoded as a single TLV-encoded nmessage and transmitted
in a single QU C DATAGRAM franme. This elinmnates the need for a
stream based handshake, reducing round-trip latency. There is no
flow control or retransm ssion of TSQ nessages when sent this way.

*Message Format:* The nessage format is identical to stream based
TSQ a sequence of TLVs beginning with a Nonce (Type 1) and
including Server Time (Type 2), Receive/ Send Ti mestanps, and
optional |y Paddi ng, Metadata, and Signature TLVs. The same
message structure applies; only the transport differs.

*Negotiation:* Datagram Mbde is inplicitly negotiated via ALPN and
application profile. |If both client and server support it, the
client MAY send the first TSQ Request as a DATAGRAM If the
server replies using a DATAGRAM the node is established. If the
server does not support DATAGRAM franes, it will not acknow edge
or will fall back to a stream based response. dients MJST be
prepared to retry using streambased transport.
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6

* *Trade-Offs:* Datagram Mbde offers reduced | atency and avoi ds
head- of -1 i ne bl ocki ng, but provides no delivery guarantees. This
makes it suitable for approximate or opportunistic
synchroni zati on, but not for authenticated, auditable tinestanps.
Applications that require signature validation, retransm ssion, or
ordering SHOULD use stream based node

Error Handl i ng

TSQ i npl enent ati ons MJUST validate all TLV structures. |n Datagram
Mode, mal formed messages SHOULD result in silent discard to avoid
anplification or response spoofing. In Stream Mdde, servers NAY
respond with a structured error using the Error TLV (Type 249)
described below. This allows clients to distinguish protocol errors
fromtransport issues. Cients MIST validate that the echoed nonce
in the TSQ Response nmatches the nonce originally sent in the request.
If the nonce is mssing, incorrectly formatted, or does not natch,
clients MJUST discard the response, |og a diagnhostic warning, and
treat the exchange as invalid. Cients MAY retry with a different
server or after a delay, subject to local rate-limting policy.

Ti mest anp anonml i es include any condition where the conputed round-
trip time (RTT) or clock offset is inplausible or nathematically
invalid. This includes, but is not Iimted to:

* RTT calculation results in a negative or zero duration

* (Offset calcul ati on exceeds depl oynent -defined thresholds (e.g., 24
hour s) .

* Ti mestanps appear nhon-nonotonic (e.g., T3 earlier than T2).
* Receive tine (T4) is earlier than transmt time (T1).

When encountering such anonmalies, clients SHOULD di scard the result,
log a warning or error for diagnostic purposes, and MAY retry the
exchange with a different server or after a short del ay.

| mpl enent ati ons MAY apply sanity checks or rate limts to prevent
excessive retries in unstable environnents.

Depl oynments requiring strict synchroni zati on SHOULD i npl enent anonal y
detection thresholds that align with operational tol erances (e.g.,
tolerable drift or jitter; see [RFC8633]). dients MJST NOT apply
any synchroni zation adjustnment based on a TSQ Response be applied
unless all four timestanps (T1T4) are consistent and vali dated.
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Security Considerations

TSQ | everages QU C s security nodel to ensure confidentiality,
integrity, and replay protection. Al TSQ nessages are encapsul at ed
within encrypted QU C streans or datagrans, dependi ng on node.

TSQ relies on the Application-Layer Protocol Negotiation (ALPN)
extension in QU C to distinguish TSQ traffic from other application
protocols. Inmplenentations MJST verify that the negotiated ALPN
value is exactly "tsg". dients MJST reject any QU C connection
where the negotiated ALPN does not exactly match "tsq". Failure to
enforce ALPN validation could result in downgrade attacks where the
connection is interpreted as TSQ despite not meeting protoco
security requirenments

The QUI C handshake provides nutual authentication if certificates are
validated. 1In TSQ this ensures both the client and server are
communi cating with authenticated endpoints.

Replay protection is achieved via QUC s transport guarantees.
However, inplenmentations MJST validate echoed nonces and ti nestanp
nmonotonicity to guard agai nst application-level replay attacks.

QUI C supports session resunption, which allows a client to reconnect
to a server using a previously issued resunption ticket. TSQ clients
MAY use resunption to reduce handshake | atency or cryptographic
overhead for repeated exchanges. Resunption can be inplemented in a
statel ess manner, where the server stores no session data and relies
on opaque tokens. TSQ does not retain application-layer state

bet ween exchanges, and its nonce-based request validation ensures
replay protection even when using O-RTT resunption. |nplenmentations
SHOULD ensure that resunption tokens do not |eak identifying
information unless explicitly required by depl oynent policy.

TSQ supports a negotiati on nechanismfor clients that require signed
responses. This is achieved using the Signature Request TLV (Type
252), which signals that the client requires a digitally signed TSQ
Response. Servers that receive this TLV MIJST include a valid
Signature Bl ock TLV (Type 255) in the response or fail the request.

If no Signature Block is present in the response, the client MJST
treat the exchange as unauthenticated and discard it. This mechanism
ensures deterministic policy enforcement for deployments requiring
auditability.
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TSQ supports optional cryptographi c authentication using either
symretric (e.g., HVAC SHA256) or asymetric (e.g., Ed25519) nmethods.
Asymmretric signatures enable auditability and | ong-term validation,
while symretric authentication offers | ower overhead for real-tine
integrity verification

When symmetric authentication is used (e.g., HMAC SHA256), clients
and servers mnust be provisioned with a shared secret key. TSQ does
not define a built-in key exchange or authentication infrastructure.
Shared keys MUST be provisioned out-of-band, such as through
configurati on managenent, provisioning tools, or enroll nent

pr ot ocol s.

In contrast, when asynmmetric authentication is used (e.g., Ed25519),
the server signs the response using a private key, and clients verify
usi ng a known public key. This nmethod supports statel ess validation
and is suitable for broadcast, audit |ogging, or public deploynents.

For security inplications specific to Datagram Mbdde, see Section 7.1

The Tinme Source Info TLV (Type 251) provi des optional metadata about
the server’ s synchronization source and quality. Wile useful for
transparency and di agnostics, clients MJST treat this TLV as
advisory. It MJST NOT be used as a substitute for cryptographic
integrity or freshness validation. |Inplenmenters SHOULD validate tine
quality using signatures, replay protection, and out-of-band policy
when accuracy is critical

Pri vacy-consci ous depl oyments SHOULD minim ze identifying metadata in
TSQ nessages and MAY use epheneral QUI C connections to reduce
correlation risk. Servers MAY also inplement rate-linmting to
mtigate client fingerprinting or denial-of-service vectors.

7.1. Security Inplications of Datagram Mde
QUI C Dat agram node provi des reduced | atency and el i m nates head- of -
I'i ne bl ocking, but introduces several inportant security trade-offs

compared to stream based TSQ exchanges.

* *Unreliability:* QU C Datagram franes are not retransnitted or
acknow edged. Messages may be | ost, reordered, or duplicated.

* *Spoofing Risk:* Since datagranms are statel ess and unidirectional,

responses can be spoofed by an on-path attacker unless validated
usi ng digital signatures.
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* *No Built-In Integrity:* QU C Datagram node | acks fram ng
guarantees. Wthout the Signature Block TLV, clients have no
crypt ographi ¢ assurance of authenticity or freshness.

As a result, clients that operate in Datagram Mode SHOULD treat

responses as advisory unless they include a valid Signature Bl ock

I mpl enentations that require auditability, integrity guarantees, or

traceability SHOULD prefer stream based TSQ exchanges.

Wher e Dat agram Mode is used, deployments MAY enforce signature usage

via the Signature Request TLV and validate all incom ng nmessages

agai nst known server credenti al s.

8. Signature Format and Verification

TSQ supports optional nessage-level signatures for depl oynents that

require auditability or long-termverifiability beyond QU C s

epheneral session security. This nechanismis distinct fromQUC s

built-in authentication and confidentiality, and SHOULD only be

enabl ed when such properties are required.

When enabl ed, the TSQ Response MJST include a TLV extension of type
255 (OxFF), known as the Signature Bl ock

* Signature AlgorithmID (1 byte)

* Key ID (4 bytes)

* Signhature Length (2 bytes)

* Signhature Bytes

Supported signature al gorithns:

* 0x01: Ed25519 using the standard Curve25519 curve

*  0x02: HVAC- SHA256 (requires shared secret)

The data to be signed MJUST consist of the exact, contiguous byte
sequence of all TLVs in the nessage *precedi ng* the Signature Bl ock
TLV (Type 255), in the order they appear on the wire. The Signature
Bl ock itself MJST NOT be included in the signed data.

This typically includes the follow ng TLVs:

* The echoed Nonce (Type 1)

* Receive Tinmestanp (Type 2)
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* Send Tinmestanp (Type 3)

* Optional TLVs (e.g., Metadata, Time Source Info, Padding), if
present

Keys are provisioned out-of-band and identified by the Key ID. TSQ
does not define a key distribution nechanisny inplenenters MAY use
mechani sms such as DNSSEC, enrol |l nent protocols, or manua

confi guration.

Use of signatures SHOULD be negotiated via a policy or depl oynent
profile. Cients that require signatures but do not receive them
MJST treat the response as unauthenti cated.

Signatures mitigate threats such as long-termforgery, post-session
repudi ati on, and auditing in conpliance-sensitive deploynents. They
do not replace or extend QUC s real-tinme transport security and
SHOULD NOT be used as a substitute for encrypted transport.

The presence of the Signature Request TLV (Type 252) in the TSQ
Request mandates the inclusion of a valid Signature Block TLV in the
response. Failure to conply MJUST result in rejection of the response
by the client. This provides a |lightweight, in-band nmethod to
enforce signature requirenents on a per-request basis.

9. Scalability and Depl oyment Consi derations

TSQ is designed to operate efficiently in |arge-scale, heterogeneous
environments. It is suitable for use in enterprise, cloud-native,
and nobil e scenarios where traditional NTP nay encounter limtations
due to UDP/ 123 filtering, firewall traversal, or security posture.

TSQ s use of QU C over UDP/ 443 inproves deployability in networks
that restrict traditional NTP. UDP port 123 is often blocked in
enterprise, canpus, or guest network environnments due to DDoS
concerns or policy constraints. |In contrast, UDP/ 443 is wi dely
permitted to support QU C based web services, increasing the

I'i kelihood of successful time synchronization in such environnments.
However, QUI C may al so be restricted in sonme | egacy networks, and

i mpl ementers SHOULD performreachability testing or provide fallback
mechani sms as needed.

QUIC s stream nultiplexing and NAT rebinding support allow TSQ to
serve nobile clients that frequently change | P addresses or network
paths. Use of QUIC on UDP/ 443 al so enabl es easier traversal through
firewal |l s and m ddl eboxes.
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Each QUI C Dat agram nmessage i ncurs transport-|ayer overhead due to the
UDP header, QUI C packet header, encryption fram ng, and QU C Dat agram
frane. The total overhead typically ranges from45 to 55 bytes per
message, depending on QUIC inplenentation and configuration. This
overhead is conparable to DTLS and | ess than full VPN or |Psec
encapsul ation. Overhead is generally symetric in both directions
but may vary slightly based on connection paraneters or congestion
control state.

TSQ connections are intended to be short-lived by default, allow ng
hi gh churn rates with mininal state retention. However, QU C session
resunption MAY be used to optinize recurring exchanges with known
servers.

TSQ clients MAY be configured with nultiple server endpoints and
performparall el or sequential queries, simlar to NTP clients.

I mpl enent ati ons MAY apply filtering, clustering, or consensus

al gorithms across nmultiple responses to inprove synchronization
accuracy or resiliency. The use of multiple sources is especially
rel evant in nobile or cloud depl oyments where path asynmetry or
stratumdiversity can vary over tine.

| npl enent ati ons MAY operate in a statel ess node by avoiding | ong-
lived session tracking and relying on QUC s address validation
tokens to prevent abuse. Stateless designs are especially beneficia
for high-volune depl oyments such as cl oud-based tine services.

TSQ is not intended to replace the gl obal NTP stratum hierarchy or
public tinme pool infrastructure directly. However, it MAY be used in
conjunction with such infrastructure, particularly where UDP-based
protocol s are not viable or additional netadata, security, or
auditability is required.

TSQ MAY be used as a tine source for internediary servers that speak
NTP or NTS. In such cases, the internediary server (e.g., a
stratum 2 NTP node) may consume TSQ and emit NTP-fornatted responses
to downstreamclients. TSQ provides stratuminformation and precise
ti mestanps, but does not currently define structured equival ents for
NTP-specific fields such as root delay, root dispersion, or reference
ID. Inplenenters MAY synt hesize these val ues based on | ocal policy,
or encode additional netadata using the Metadata TLV (Type 253).
Future revisions of TSQ MAY introduce dedi cated TLVs for conveying
these values to inprove interoperability with traditional NTP
infrastructure
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Servers MAY include a Time Source Info TLV in responses to expose
stratumor reference source. This is particularly useful in

hi erarchi cal deployments or enterprise deployments with multiple
upstream sources. However, TSQ does not inpose or rely on a strict
time hierarchy, and clients MJST treat this information as advisory.

TSQ servers MAY coexist with NTP or NTS inplenentations on the same
system Since TSQ uses QU C over UDP/ 443 with a distinct ALPN
identifier, it operates independently from NTP (UDP/123) or NTS
(typically TCP/ 4460). A single time service MAY offer both protocols
in parallel, allowing clients to sel ect based on policy, transport
conmpatibility, or required features such as authentication or
preci si on.

I mpl enenters of dual -stack services SHOULD ensure that tine, stratum
and clock quality netadata are consistent across all served
protocols. Wile TSQ does not currently define mappings to NTP
header fields such as root delay or dispersion, such translations MAY
be considered in future revisions or hybrid depl oynments.

TSQ supports an optional stateless design by allow ng servers to
construct responses solely based on information included in the
client request, without maintaining per-client session state.
Specifically, the client’s request includes a cryptographically
secure nonce, and all tinmestanps necessary for round-trip time (RTT)
cal cul ation are echoed or generated in the response. |If signature-
based integrity protection is used, the server can sign the response
using a long-lived private key w thout needing to store session-
specific netadata. This enables |arge-scale depl oynents where the
server handl es a high volune of clients without incurring nmenory or
tracki ng overhead per connection. However, inplenmentations MJST
ensure that nonce uni queness and freshness are sufficient to prevent
replay attacks and anbiguity in response validation. In particular,
clients MJUST generate cryptographically strong nonces using a secure
random nunber generator. Nonces MJST be unpredictable and collision-
resistant, as servers may operate in a stateless node and rely solely
on the nonce for response association. The default 16-byte nonce

Il ength is RECOWENDED to ensure sufficient entropy for all depl oynent
sizes. Reuse or predictability of nonces can |lead to forged or

repl ayed responses, especially in datagram node.

Experinmental Criteria
Thi s docunent is published as an Experinmental RFC to eval uate the

viability and security of time synchronization over the QU C
transport protocol. The goals of this experinent are to:
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* Denmonstrate successful time synchronization in varied environments
(e.g., cloud, nobile, 10T) where traditional NTP/NTS protocols
face limtations

* Validate interoperability between i ndependent TSQ i npl enentati ons
across QU C versions and TLS st acks.

* Eval uate the robustness of TSQ s security nodel, including replay
prevention, signature validation, and support for stateless
operati on.

* Assess the practicality of TSQ s Precision Mde and Dat agram Mode
in real-world depl oynents.

* |Implenenters are encouraged to produce and test against at |east
one reference inplenentation that supports both Stream and
Dat agr am nodes, and to validate fall back behaviors (e.g.
unsupported Precision Mdde or mssing Signature Block) to ensure
graceful interoperability across partial inplenentations.

Feedback frominplementers and operators will help determ ne whether
TSQ is suitable for progression to the Standards Track, and whet her
refinements to the protocol, nessage formats, or security properties
are necessary.

| ANA Consi derati ons
Thi s docunent requests IANA to register the following value in the
"TLS Application-Layer Protocol Negotiation (ALPN) Protocol |Ds"
registry

TSQ uses the ALPN identifier "tsq" to negotiate protocol support
during the TLS handshake [ RFC7301].

B Rttty ety ety o
| Protocol | ldentification Sequence | Reference |
[ ool s s el ey o}
| tsq | Ox03 74 73 71 ("tsq") | This docunent

F--- - - B T I I S I +

Table 2

Per [RFC7301], this identifier is used during the TLS handshake to
i ndi cate TSQ support.
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Appendi x A.  Conparison to Existing Protocols

Thi s appendi x provi des high-1evel conparison and depl oynment context.

It is non-nornative.

The followi ng table conpares TSQwith related tine synchronization
protocol s across key properties. TSQis split intoits Stream and

Dat agr am nodes to highlight differences in reliability and

aut henti cati on behavior. Roughtime is included as a

cryptographically verifiable but coarse-grained alternative.

[ ool oo oo s s e

| Feature | TSQ | TSQ | Roughtinme | NTP

I | (Stream | (Datagram | I

[S oo ey ooy ey e e e

| Transport | QUIC | QUIC | UDP | UDP

| Prot ocol | Streans | Dat agrans | |

oo S S S Foommo-

| Transport | Yes | No | No | Yes

| Reliability | | | |

o e e - R R R R

| Aut henti cati on| Opti onal | Opti onal | Al ways | No

| | (HVAC | (HVAC | (Si gnature)|

| | Si gnature) | Signature) | |

oo S S S ommmo -

| Message | Yes | Yes | Yes | No

| Si gning | | |

| Suppor t ed | | | |

oo U U U Foommo-

| Repl ay | Yes | Nonce- based| Yes | Weak
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‘===
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| Yes |
I I
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| Yes (via |
| AEAD t ag) |
I I
e S I +
| Yes |
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| Protection

| Structured

| Ext ensi on
| Mechani sm

| Negoti at ed

| Yes (QUI Q)

| Opti onal

| Preci si on Mode|

| Met adata /

| Annot ati ons

| Connecti on

| Reuse

| NAT/ Pat h
| Rebi ndi ng
| Support

| Short Polling

| I nterval
| Support

| CPU to
| Est abli sh

| Connecti on

| CPU per
| Exchange

| Server Menory

| per dient

| Scal abl e for

| Lar ge

| Depl oyment s

| Typi cal
| Accur acy

| Message
| Over head
| (appr ox)
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Ti ne

| Medi um
| (QUI C+TLS)
I

| Low

TSQ

| Opti onal
| (QUI©

| Medi um
| (QUI C+TLS)

| Low

| Hi gh

[1nit)

| Zero
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Fomm oo - Fomm oo -
| No | Yes (TLS/
| | AEAD)
Focmmnaaann S R
| Yes | Yes
| (Ext ensi on| [ RFC7822]
| Fi el d) |
TS TS
| N A | N A
I I
Ry Ry
| No | No
I I
TS TS
| Yes | Yes
I I
Ry Ry
| Parti al | Parti al
I I
| |
TS TS
| Yes | Yes
I I
I I
Fomm oo - Fomm oo -
| Low | Hgh (TLS)|
I
I I
Ry Ry
| Low | Lowivedi um
e L
| Low | Medi um
| | (Session
| | state)
T T
| Yes | M xed
| |
I I
Focmmnaaann Focmmnaaann
Medi um |
I I
Fomm oo - Fomm oo -
| ~48 bytes | ~90 bytes |
I I
I I
Ry Ry
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Table 3

These val ues are approxi mate and represent typical protocol behavior
Message over head includes transport fram ng, headers, and

crypt ographi ¢ context where applicable. Tine accuracy depends on
network conditions and server stratum

Protocol s |like TSQ Roughtime, and NTS | everage secure transports
(QUIC or TLS), which provide confidentiality by encrypting nessage
contents. \While confidentiality is not strictly necessary for tine
synchroni zation, it is a side effect of nobdern transport security.
Aut hentication and integrity protection are nore critical for
correctness and trustworthiness of time data, and are represented
separately in the table.

Roughti me provided a conpelling nodel for cryptographic tine
synchroni zati on using UDP, but several |essons influenced TSQ s
design. These include the need for flexible authentication
mechani sms (not al ways public-key), extensibility via structured
TLVs, and transport-layer security. TSQ builds on Roughtinme’ s
strengths while addressing limtations in audit scalability,
extensibility, and deploynent friendliness.

TSQ benefits from QU C s built-in nobility features such as NAT

rebi ndi ng and connection m gration, which enabl e seam ess operation

across network changes or nobile IP transitions. NIP and NTS do not
of fer transport-layer nobility support but can re-establish sessions
after address changes. Roughtine is stateless and does not support

connecti on recovery.

TSQ uses a structured TLV (Type-Length-Value) format to allow future
extension without altering the core message structure. This enables
features such as metadata queries, error signaling, or clock quality
reporting to be added increnentally. NTP also includes an Extension
Fi el d mechani smas defined in [ RFC7822], which is used by NTS, but
its extensibility is limted by field size, version constraints, and
| egacy interoperability. Roughtine also supports extension, though
its nodel is sinpler and less flexible than TSQ s TLV-based design

CPU and nenory estimates are qualitative and vary by inplenentation
cryptographic library, and connection policy. They are provided here
to help differentiate protocol behavior under typical deploynent
assunpti ons.
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TSQ and Roughtime serve conpl enentary purposes. Wile Roughtinme
provi des cryptographic attestati on of coarse-grained time and
bootstraps trust in untrusted environments, TSQ is designed for
ongoi ng synchroni zati on with higher precision, session continuity,
and transport-|layer security. TSQ nay foll ow Roughtine during
startup or cold boot scenari os.
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