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Abstract

In situ neasurenent is perfornmed by incorporating perfornmance rel ated
information into in-flight data packets. This docunent specifies a
new | OAM Opti on-Type that has a fixed length and can be updated by
transit nodes along the path. |t enables |ightweight nonitoring
whi |l e mai ntai ning a constant length that is not changed in-flight and
is not affected by the nunber of hops in the network.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 January 2026
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In Situ Operations, Administration, and Mai ntenance (1 OAM [ RFC9197]
is used for measuring and nmonitoring a network by incorporating
measur enent and operational data into some or all of the data
packets. [RFC9197] has defined several Option-Types, intended for
di fferent purposes.

Thi s docunent introduces a new | OAM Opti on- Type that can be

i ncorporated into data packets and updated by transit nodes al ong the
path. Conpared to existing | OQAM Trace Option-Types, the new Opti on-
Type provides performance information using data fields that have a
const ant | ength.
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2.

2.

2.

There are several in-progress proposals that use a fixed-size
telemetry header, including [I-D.cxx-ippmioanmaggr],

[1-D. nebc-i ppmtransit-neasurenent-option],

[1-D. xi ao-i ppmioamtrace-extensions],
[1-D.filsfils-ippmpath-tracing], [I-D.ravi-ippmcsig], and

[1-D. shi-ippmcongestion-nmeasurenent-data]. These proposals can
potentially benefit fromthe | OAM Opti on-Type that is presented in
this docunent.

Conventi ons
1. Requirenent Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Term nol ogy
Abbrevi ations used in this docunent:
| OAM In-situ Operations, Adninistration, and Mi ntenance
OAM Operations, Adm nistration, and M ntenance

The terns Option-Type, encapsul ati ng node, decapsul ati ng node, and
transit node are defined in [ RFC9197].

Use Cases

There is a set of use cases that the current | OAM Opti on- Types do not
support. This section lists a set of use cases for the | OAM Tenpl ate

Opt i on- Type.

* Aggregated information: aggregated information across several
nodes, e.g., [|-D.cxx-ippmioamggr]. Many applications
interested in telemetry data across a path are not focused on
i ndi vidual node’s telenetry, but on an aggregated netric that can
provide a nore holistic picture. Aggregating | OAM data al ong a
network path nmeets this requirement. | OAM nodes do not only
retrieve information, but also performfunctions such as sum
average, mnimum or maxi nrum of a given data parameter and carry
the result to the next |OAM node in an | OAM data fi el d.
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4.

* Congestion information: information relating to the congestion
status can be collected fromnodes along the path, e.g.,
[I-D.ravi-ippmcsig] providing a finer level of granularity than
conventional ECN while limting the congestion status to a fixed
si ze.

* Conbi ned information: a conbination of aggregated infornmation and
congestion-related i nformati on can be coll ected al ong the path,
e.g., [I-D.nebc-ippmtransit-measurenment-option], while using a
fixed size.

Requirenents for the | OQAM Tenpl ate Opti on-Type
This section lists requirenents for the | OAM Tenpl ate Opti on- Type:

* Tenpl at es supported MJST have a fixed |l ength and fixed structure.
Fi xed I ength and structure are to sinplify parsing of the Option-

Type.
* Each tenplates is a conposition of one or nore data fields.

* Data fields within a tenplate can have different sizes (e.g., 8
bits, 16 bits, 32 bits).

*  Tenplates MUST align to 4 octet boundaries. |[|f necessary, padding
fields are used to guarantee 4-octet alignnent.

* Data fields within a Tenpl ate can be read-only for | QAM nodes or
read-write for | OAM nodes, depending on their use.

*  The | OAM Tenpl ate Opti on- Type SHOULD support | ETF defined (1 ANA
registry) Tenplates for use-cases which are defined by the | ETF as
wel | as custom depl oynent specific tenplates, that are defined by
the operator and are specific to a depl oynent.

In situ Tenpl ate Option-Type

Thi s docunent defines a new | OAM Opti on- Type, the Tenpl ate Opti on-
Type. The length of the Tenplate Option-Type MJST NOT be nodified by
IOAM transit nodes. However, IOAMtransit nodes MAY nodify the
option data in the Tenplate Option-Type. Figure 1 presents the
format of this Option-Type.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Nanmespace- | D | Template-1D | Lengt h |
i i i T i I S i e s o o i i
I I
~ Tenpl at e- Dat a dependi ng on the Tenpl ate-1D val ue ~
I I
B i s T T i i o S o T Ji I

Figure 1. Tenplate Option-Type

An | OAM node that conplies to this draft MJST support the follow ng
fields, as depicted in Figure 1:

Nanespace-I1D: A 16-bit nanespace identifier, as defined in
[ RFC9197] .

Template-1D: An 8-bit identifier that specifies the tenplate that
follows. A newregistry is defined for this field, as specified
in Section 7. The value 0 has been assigned, indicating "No
Option Data". Assignnments of values 1 to 127 are controlled by
| ANA.  Values 128 to 255 are can be defined by an operator for a
speci fic depl oynment .

Length: An 8-bit length that specifies the size of the Tenpl ate-Data
in multiples of 4 octets.

Tenpl ate-Data: The data that follows the Tenpl ate-1D has a constant
Il ength. The senmantics and length of the data are determ ned by
the Tenplate-I1D. The option data m ght consist of nore than one
sub-field.

The specification of the Tenplate-1D values and the correspondi ng
option data formats is outside the scope of this docunent.

As in [RFC9197], the Tenplate Option-Type can be incorporated into
all or a subset of the traffic that is forwarded by the encapsul ati ng
node. Notably, this option adds a fixed and | ow overhead to data
packets, which remains constant al ong the path.

6. Exanples

The section lists exanples of how the tenplate option can be used.
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6.

6.

1. |1 OAM Data Aggregation Along The Path

2.

[1-D. cxx-i ppmioanmaggr] describes use cases to aggregate | OAM data
along a network path. Rather than just collecting data at | OAM
nodes, data is collected and processed by the | OAM nodes - using
functions |ike sum average, mninum or nmaxi numof a given data
paraneter - and the result stored in a data field called "Aggregate"
(see below). The Tenplate Option can be used to support this use-
case with the foll owi ng exanpl e tenpl ate:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Nanespace- | D | TBD 1 | Lengt h=2 |
B T S i T s i i e e SEI S
| | OAM Dat a Param | Aggregator |
I S i o T s S S S e s s T
| Aggr egat e |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 2: Aggregation Tenplate

| OAM Data Param This field identifies the data paranmeter that is to
be aggregated across the nodes. It MJST be set by the | OAM
encapsul ating node. [1QAMtransit nodes MJST NOT change it.

Aggregator: This 8-bit field identifies the aggregation function
that is to be applied. |Its value MIST be set by the | OAM
encapsul ati ng node. |1 OAMtransit nodes MJST not change it. The
foll owi ng aggregators are defined: Sum Mn, Max, Average.

Aggregate: This 32-bit field contains the aggregated value. |Its
value is initialized by the encapsul ati ng node,in general by
sinply recording the value of its data parameter that is to be
aggregated. The field is updated by each subsequent node pre the
requested aggregation, including IOAMtransit nodes as well as the
| OAM decapsul ati ng node (prior to perform ng decapsul ation).

Transit Measurenent Tenpl ate

The use case that is presented in

[1-D. nebc-i ppmtransit-neasurenment-option] provides aggregated
transit delay information, as well as congestion status of transit
nodes, as shown in the follow ng tenplate:
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9.

1.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

Nanmespace- | D | TBD_ 2 | Lengt h=2 |

B S i i S e s i i e
Accumul at ed Del ay |

R Tk o e R e i s o e e e o
Hop Count | Status Bitnmap |
B e S i o S S S i T S S i S i e

+— +— +—
+

-+

Figure 3: Transit Measurenent Tenplate

Accumul ated Del ay: represents the sumof the transit delay values in
nanoseconds al ong the path of the packet, including the current
node.

Hop Count/Status Bitmap: indicates the devices along the path that
have experienced congestion. Hop Count is a one-octet field that
i ndi cates the nunber of hops since the encapsul ati ng node, and is
updated by each transit node. Status Bitnmap is a three octet
field that represents the congestion status of each transit node
along the path. The value '1' indicates that the current packet
was enqueued in a queue that is congested.

| ANA Consi der ati ons
To be added to a future version of this docunent.
Security Considerations

The security considerations of 1OAMin general are discussed in

[ RFC9197]. The Tenpl ate Option-Type may be used for reconnai ssance,
which in turn can facilitate other types of attacks. As in other
types of 1OAM data fields, a nalicious attacker can manipul ate the
field values in order to create a false illusion of nonexistent
network i ssues or prevent the detection of actual ones.
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