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Abst r act

Event - and webhook-based integrations are a comopn application-I|ayer
mechani smfor interoperability across Internet services, yet they

| ack a shared delivery semantics contract. Existing inplenmentations
vary widely in retry behavior, acknow edgnment signaling, failure
classification, idenpotency identifiers, and replay handling,
resulting in fragile integrations and ambi guous operationa
expect ati ons.

Thi s docunent defines a minimal, application-layer delivery semantics
profile for event and webhook delivery over existing transports, npst
commonly HITP.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 June 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Event - and webhook-based delivery is widely used to notify externa
systens of state changes or occurrences across admnistrative
boundaries. These integrations are typically inplenented over HTTP
and are expected to operate in the presence of partial failure,

i ndependent failure donmains, and variable network conditions.

Despite their ubiquity, there is no comon, interoperable delivery
semanti cs nodel that defines how delivery attenpts, retries,

acknow edgnents, or failures are signaled and interpreted. This
docunent addresses that gap by defining a mninal, application-I|ayer
semantics profile focused on sender-observabl e behavi or
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Pr obl em St at enent

Event - and webhook-based delivery is a widely depl oyed application-

| ayer integration pattern used to notify external systens of state
changes or occurrences. Such delivery is commonly inplenented over
existing transports, nost frequently HTTP, and is typically expected
to operate in the presence of partial failure, network interruption,
and i ndependent admi nistrative control of endpoints.

Despite w despread depl oynent, there is no common, interoperable
delivery semantics contract governi ng how event producers, consuners,
and internediaries signal delivery attenpts, retries, acknow edgnent,
or failure. As a result, independently devel oped inplenentations
rely on inplicit assunptions, vendor-specific conventions, or

i nformal documentation, leading to fragile integrations and

i nconsi stent operational behavior

1. Interoperability Failures Observed in Practice

The absence of a shared delivery semantics nodel results in recurring
i ssues includi ng anbi guous retry behavior and retry exhaustion
signaling, inconsistent acknow edgnment semantics, non-standard

i denpot ency and deduplication signaling, unclear classification of
delivery failures, and increased exposure to replay and abuse

att acks.

These issues arise frommssing application-|layer semantics rather
than deficiencies in underlying transport protocols.

2. Limtations of Existing Transport Semantics

Transport protocols such as HTTP provi de generic delivery and error
signaling mechani snms but intentionally do not define application-
specific semantics such as retry interpretation, acknow edgnent

meani ng, or deduplication scope. Correct use of transport semantics
alone is therefore insufficient to ensure interoperable event
del i very behavi or.

3. Non- Goal s

Thi s docunent does not attenpt to define or guarantee end-to-end
delivery or processing correctness; provide exactly-once, at-nost-
once, or effectively-once guarantees; inmpose receiver-side storage or
execution requirenents; redefine or replace existing transport
protocol s; or standardi ze event payload formats or business
semantics. All guarantees are limted to sender-observabl e behavi or
and signal i ng.
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CGoal s

The goals of this specification are to define a common vocabul ary for
event delivery senantics, standardi ze observable signaling for
delivery attenpts and retries, enable interoperable idenpotency and
deduplication signaling, inprove security posture through consistent
gui dance, and reduce anbiguity w thout constraining inplementation
choi ces.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "SHOULD', and "MAY" are to be
interpreted as described in RFC 2119.

Delivery Attenpt A single effort by a producer or internediary to
deliver an event to a consuner endpoint.

Acknowl edgrment A signal indicating receipt of a delivery attenpt,
wi t hout inplying processing success or durability.

I dempot ency ldentifier A producer-supplied identifier intended to
correlate nultiple delivery attenpts for the sane | ogical event.

Architecture Overvi ew

Thi s specification considers three primary rol es: Event Producer,
Event Consumer, and an optional Intermediary. The delivery senmantics
defined in this docunment apply to interactions between these rol es at
the application |ayer.

Delivery Semantics Mdel

Thi s specification defines a sender-observabl e delivery semantics
nodel for event and webhook delivery. The nodel applies to each
delivery attenpt independently and does not infer receiver-side
processi ng behavi or beyond what is explicitly signal ed.

1. Delivery Attenpt

A Delivery Attenpt represents a single, discrete effort by an Event

Producer or Internediary to deliver an event to a Consuner endpoint.
Each Delivery Attenpt MJST be treated as best-effort, MJST NOT inply
receipt, durability, or processing, and MAY be retried according to
sender policy when sender-observed outcones indicate a non-termninal

condi tion.
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6.2. Sender-Qbserved Qutcones

Thi s specification defines sender-observed outcones for a Delivery
Attenpt, including Accepted, Transient Failure, and Term nal Failure.
Senders MJST base retry behavior solely on these outcones and MJST
NOT infer receiver-side state beyond what is explicitly signal ed.

6.3. Retry Signaling

Retry behavior is sender-driven and policy-dependent. This
specification standardi zes only retry signaling, not retry
guarantees. Consuners MAY provide retry guidance, and senders MAY
honor such gui dance.

7. ldenpotency and Deduplication Signaling

| denpot ency and deduplication are addressed through explicit
signaling nechanisns only. This specification does not require or
assune receiver-side deduplication behavior.

7.1. ldenpotency ldentifier

An | denpotency ldentifier is a producer-supplied identifier intended
to correlate nultiple Delivery Attenpts representing the sanme |ogica
event. Wen present, the identifier MJST remain stable across
retries and MJUST be scoped to the producer-consuner context.

7.2. Deduplication Expectations

Consuners MAY choose to perform deduplicati on based on the

| dempot ency I dentifier and |ocal policy. Senders MJST tolerate
duplicate delivery in all cases. Deduplication remins an
optim zation, not a correctness requiremnent.

8. Failure dassification

Failure classification in this specification is mininal and sender-
centric. Failures are classified as transport-level failures or
application-level rejections and are used solely to inform sender
behavi or such as retry decisions, alternate delivery paths, or
operator intervention
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9.

10.

11.

Security Considerations

Event delivery nechanisns are susceptible to spoofing, replay, and
abuse. This docunent profiles existing security nmechani sns and
provi des gui dance on aut hentication, authorization, integrity
protection, and replay nitigation. No new cryptographic nechani sns
are defined.

I ANA Consi derations
Thi s docunent nakes no request of | ANA
Normat i ve Ref erences
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi renment Level s", RFC 2119, 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.
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