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Abst r act

HMIFTP is a lightweight UDP file transfer protocol derived from TFTP.
It preserves the TFTP transfer nodel (RRQ WRQ DATA, ACK, ERROR and
QACK option acknow edgrment) and repl aces text options with binary
TLVs. HMIFTP defines optional AEAD protection for DATA payl oads

usi ng HKDF-derived keys froma pre-shared key (PSK).

Thi s docunent describes transfer behavior, extension processing

rul es, key derivation, nonce construction, and operational guidance
for experinmental inplenmentations intended to facilitate
interoperability.

Thi s docunent requests | ANA actions for a UDP service nane/port and
registries for TLV Types and Ci phersuites. Until assignment, TBDl is
used as the default UDP port val ue.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 30 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

The Trivial File Transfer Protocol (TFTP) [RFC1350] provides a
mnimal UDP file transfer service but no built-in confidentiality or
integrity protections.
HMIFTP preserves TFTP operational semantics while introducing:
* a binary TLV negotiation mechani smfor RRQ WRQ and OACK;
* explicit extension processing rules (including critical TLVs);
* optional AEAD protection of DATA payl oads.
HMIFTP is intended for controlled or managed environnents where
simple TFTP-1i ke behavior remains desirable but optional integrity
and confidentiality for transferred payl oads are required.

2. Conventions and Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
* *PSK*: pre-shared key
* *AEAD*: authenticated encryption with associated data

*  *AAD*: additional authenticated data
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* *TID: transfer identifier (UDP endpoint pair per RFC 1350)
3. Relationship to TFTP and Conpatibility
3.1. Semantic Sinmlarity with TFTP
HMIFTP reuses the TFTP nessage types and baseline semantics from
[ RFC1350]: RRQ WRQ DATA, ACK, ERROR, bl ock nunbering, stop-and-wait
transfer, and end-of-file signaling by a short final DATA bl ock.
HMIFTP al so reuses the QACK concept from [ RFC2347].
3.2. Deploynent and Operational Differences
Conpared to baseline TFTP, HMIFTP differs as foll ows:
* TLVs are binary and carried in RRQ WRQ and QACK
* The default server port is TBD1 (configurable), not UDP/69.
* Optional AEAD protection MAY be negoti ated for DATA payl oads.
3.3. Limts of Direct Interoperability
Cl assi ¢ TFTP endpoints that do not understand HMIFTP TLVs will not
reliably interoperate when TLVs are present. In particular, security

negoti ati on ( ENC_REQ CNONCE/ SNONCE/ Cl PHER) i s HMIFTP-specifi c.

A client that requires security node MIUST set ENC REQ as Critical and
MUST abort if it is not acknow edged in QACK.

Fal | back behavi or "as TFTP" nmeans nessage sequenci ng and transfer
semantics follow [ RFC1350]. It does not inply use of UDP/69:
depl oynents can remain TFTP-1i ke whil e using the configured HVTFTP
service port.

4. Protocol Overview
HMIFTP uses TFTP packet types and augments negotiation with TLVs:
* Cdient sends RRQ or WRQ with optional TLVs.

* |f TLVs are present and request is accepted, server replies with
OACK; otherw se transfer foll ows RFCL350 sequenci ng.

* RRQ flow client ACK(0), then server DATA(1l), client ACK(1),

* WRQ flow client DATA(1), server ACK(1),
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I f AEAD security node is accepted, DATA payl oads are carried as
Ci phertext || Tag and validated per bl ock nunber.

5. Message Formats

Al multi-octet fields are network byte order (big-endian). HMIFTP
reuses base TFTP wire formats and appends TLVs to RRQ WRQ QACK only.

5.1. RRQ and WRQ
*RRQYVWRQ = OpCode (2) || Filename (N) [| O || Mde (M || O []

optional TLV sequence

The optional TLV sequence starts imediately after the Mde
term nating NUL octet and continues to datagram end.

5.2.  OACK
*QACK* = OpCode (2) || TLVs

If RRQ WRQ contains one or nore TLVs and the request is accepted, the
server MJST send OACK (possibly with sel ected/adjusted val ues).

I f RRQ WRQ contains no TLV, the server SHOULD NOT send OACK and
SHOULD proceed with baseline TFTP exchange.

If RRQWRQ carries TLVs and the request is accepted, QACK defines the
negoti ati on boundary. The QACK TLV sequence MAY be enpty when no TLV
is selected or echoed. An enpty OACK indicates that the request was
accepted but no offered TLV resulted in an echoed or adjusted
negotiation item

5.3. DATA and ACK
*DATA* = OpCode (2) || Block (2) || Payload (0..n)
*ACK* = OpCode (2) || Block (2)

In AEAD node, Payload is Ciphertext || Tag, where Tag is 16 octets
for AES- GCM

5.4. ERRCR
*ERROR* = (pCode (2) || ErrorCode (2) || ErrMsg (string) || O

For extension processing failures, endpoints SHOULD use ErrorCode 0O
("Not defined") with an informative text nessage.

Maurette Expi res 30 Septenber 2026 [ Page 5]



Internet-Draft HMIFTP vO. 7 March 2026

6. TLV Encoding, Definitions, and Negotiation

6.1. TLV Format and Processing Rul es

R el Sl gy sl f—p—p—j—(— o
| Field | Size | Description |
E oo oo oo gl e oo s
| Type | 16 bits | MSBis Critical bit; |ower |

| | 15 bits are TLV code |
+-------- F--- - - e i +
| Length | 16 bits | Length of Value in octets |
F----- - - R I T +
| Value | variable | Type-specific data |
+-------- R i B T i +

Table 1: TLV For mat
TLVs MAY appear only in RRQ WRQ and OACK
Processing rul es:
* Unknown TLVs with Critical =0 MJUST be i gnored.
* Unknown TLVs with Critical =1 MJST cause rejection with ERROR

* A TLV MJST NOT be duplicated unless its definition explicitly
permits repetition.

* Malforned TLVs (length mismatch, truncation) MJST be rejected.

6. 2. Defi ned TLVs

[ ettty e ————— p——p———_— Ll —_————————————(—(———(—————
| Code | Nane | Length | Description |
R gttty Sty jpp—j—p—p——(—— g ———————————————
| 0x0001 | BLKSIZE | 2 | Maxi mum DATA pl ai nt ext |
| | | | payl oad size (uint16) |
B B S B o +
| 0x0002 | TIMEQUT | 2 | Requested retransm ssion |
| | | | tinmeout in seconds (uintl6) |
Fommmea - ommee - Fommmea - R T +
| Ox0003 | TSIZE | 8 | Transfer size in octets |
I I I | (uint64) I
B B S B o +
| Ox0010 | ENC REQ | O | Request AEAD protection for |
| | | | DATA payl oads |
Fommmea - ommee - Fommmea - e +
| 0x0011 | CIPHER | 2 | Selected ciphersuite |
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I I I | (uint16) I
Fomm e - o - B Fomm e - o - o e e e e e e e ememao - +
| Ox0012 | CNONCE | 16 | dient nonce (16 octets |
| | | | from CSPRNG) |
T S T o m e e e e e iee i +
| Ox0013 | SNONCE | 16 | Server nonce (16 octets |
| | | | from CSPRNG |
Fomm e - o - B Fomm e - o - o e e e e e e e ememao - +

Tabl e 2: Defined TLVs

BLKSI ZE i n QACK MJST be | ess than or equal to the client offered
BLKSI ZE. TIMEQUT in OACK MUST be an acceptabl e value to both peers.

For TSI ZE, RRQ MAY send TSI ZE=0 to request file size; WRQ SHOULD send
known size when avail abl e.

6. 3.

7.

7.

Security Negotiation

Security node is negotiated by TLVs and is explicitly bound to
ENC_REQ CNONCE, SNONCE, and Cl PHER

*

Client requests security by sending ENC REQ i n RRQ WRQ.

When ENC REQ i s present, client MJST include CNONCE and Cl PHER
If server accepts, QACK MJST include ENC REQ SNONCE, and Cl PHER
When echoi ng ENC REQ i n OACK, server MJST preserve the request
Critical bit in the TLV Type field (0x8010 -> 0x8010, 0x0010 ->
0x0010) .

Cl PHER i n OACK MUST equal client CIPHER, m smatch MJST be
rej ected.

If client marks ENC REQ as Critical and server does not echo
ENC_REQ wi th matching Type (including Critical bit), client MJST
abort.

Thi s specification defines ciphersuite 0x0001 as AEAD AES- 256- GCM

1.

Transfer Procedure

Client and Server Behavi or

Client sends RRQ or WRQ with desired TLVs.
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2. Server validates request, TLVs, and policy; with TLVs present it
returns OQACK with selected values, otherwise it foll ows RFCL350
i medi at e transfer behavior.

3. RRQ after OACK: client sends ACK(0), then server starts DATA(1).

4. WRQ after OACK: client starts DATA(1), then server ACKs each
bl ock.

5. Transfer conpletes when sender transmits a DATA block with
payl oad | ength snmaller than negotiated BLKSI ZE (pl ai ntext size in
AEAD node) .

When TLVs were present in RRQ WRQ and accepted, OACK i s mandatory.
VWhen no TLV is present, OACK is normally omtted.

7.2. Fallback and Abort Conditions

If no TLVs are present and no OACK is sent, peers follow direct TFTP
behavi or per [RFC1350].

If TLVs are present but server cannot or will not negotiate, server
MUST reject the request with ERROR, silent fallback to non-negotiated
transfer in that case is not pernitted.
Unknown critical TLVs, mal formed TLVs, nissing required security
TLVs, and unsupported requested ci phersuite MJST cause request
rejection.

8. Key Derivation

HMIFTP assumes an external ly provisioned PSK. Key derivation uses
HKDF- SHA- 256 as specified in [RFC5869]. In security node:

* | KM = PSK

* salt = CNONCE || SNONCE (32 octets)

* info = "hnftp keys v1"
*  OKM = HKDF- SHA- 256(1 KM salt, info, 44)
* key = OKMO0..31] (32 octets)

* jv_base = OKM 32..43] (12 octets)

I mpl enent ati ons MJUST use the exact info string above for
interoperability.
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9.

10.

Nonce Construction
For DATA bl ock nunmber n, nonce (12 octets) is:
nonce = iv_base[0..7] || uint32(n)

where uint32(n) is big-endian and n is the 16-bit DATA bl ock numnber
wi dened to 32 bits.

Bl ock- nunber wrap MUST NOT occur within one security context.
Endpoi nts MUST term nate transfer before 65536 DATA bl ocks.

AEAD Processing Rul es

This section applies only when security node is successfully
negot i at ed.

* Algorithm AEAD AES-256- GCM ([ RFC5116]) .

* AAD: 4-octet DATA header (OpCode || Bl ock).

* Ciphertext length equals plaintext |ength.

* Tag length is 16 octets and is appended to ciphertext.

* Retransm ssion of a DATA bl ock MJST retransmt identical
ci phertext and tag for that bl ock numnber.

* Awvalid duplicate DATA(n) (sane ciphertext and tag as previously
accepted for n) MJIST be acknow edged with ACK(n) and MJUST NOT be
delivered twice to the application.

* |f a DATA(n) authenticates but differs fromthe stored accepted
ciphertext/tag for the same n, the endpoint MJST abort the
transfer.

* Duplicate ACK(n) packets MAY occur and MUST be ignored if they do
not advance sender state.

On authentication failure, receiver MJIST discard the DATA bl ock and
MUST NOT acknow edge it as valid. The receiver MJST NOT enit per-
packet authentication error signals.

Duplicate packets within the sane transfer context are treated as
retransm ssions, not as replays. Packets from other transfer
contexts (different TID and/or different negotiated key material)
MUST NOT be accepted as valid for the active transfer.
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11.

12.

13.

After consecutive authentication failures or retransm ssion timeout
exhaustion for a block, endpoint MJST term nate the transfer context.
It MAY send at nobst one generic ERROR (ErrorCode 0) before closing.
BLKSI ZE in security node refers to plaintext bytes only.

Error Handling
ERROR packet format and baseline error semantics follow [ RFC1350].

HMIFTP- speci fic requirenents:

* Unsupported or unknown critical TLV: reject with ERROR and
term nate request processing.

* Ml forned TLV sequence: reject with ERROR
* Mssing required security TLVs under ENC REQ reject with ERROR

* Unexpected TID during transfer MJST be handl ed according to
[ RFC1350] (Unknown transfer D).

* Authentication failures on DATA in AEAD node MUST be handl ed as
specified in Section 10.

Timers and Retransm ssi ons

Endpoi nts SHOULD support configurable retransm ssion timeout (RTO),
exponential backoff, and a nmaxi mum retransm ssion count.

TIMEQUT TLV (if offered and accepted) sets the initial RTO value for
the transfer.

I n AEAD node, retransnissions MJST reuse exactly the sane ciphertext
and tag for a given DATA bl ock.

Dat agram Si zi ng and PMIu

I mpl enent ati ons SHOULD avoid I P fragnentati on and foll ow UDP usage
gui dance from [ RFC8085].

I n AEAD node, effective DATA datagram payload is: 4 (DATA header) +
BLKSI ZE + 16 (GCMt ag).

Senders SHOULD choose BLKSI ZE so resulting datagrans fit path MIU and
SHOULD reduce BLKSI ZE when fragnentati on or Packet Too Big
i ndi cations are observed.
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14.

15.

16.

Resource Limits and DoS M tigations

Servers SHOULD bound pre-authentication work, rate-limt ERROR
responses, and cap concurrent transfers.

| mpl enent ati ons SHOULD enforce limts for
*  maxi mum negot i at ed BLKSI ZE;

* maxi mumtransfer size and duration;

* maxi mum out st andi ng transfer contexts.

In untrusted environnents, additional address-validation or cookie
mechani sms may be required by depl oynent policy.

Use Cases and Applicability
HMIFTP is intended for environments where TFTP sinplicity is desired
but optional payl oad protection is needed w t hout depl oying heavier
secure transports
* secure PXE or boot workflows in controlled infrastructure;
* firmvare distribution for nanaged device fleets;

* enbedded systems with constrained software footprint;

* controlled operational networks where full TLS-based file transfer
is inpractical.

HMIFTP does not protect RRQ WRQ OQACK netadata and is not a
repl acenent for general -purpose secure file transfer protocols on
untrusted networks.

I mpl ement ati on Status

This section is provided in accordance with [RFC7942]. RFC Editor:
pl ease renove this section before publication as an RFC

As of March 29, 2026, one public prototype inplenentation of HMIFTP
is available at: https://github.confcd4tzzz/hnmftp
(https://github.conm c4tzzz/hntftp).

The inplenentation is witten in Python and includes client and
server conponents. The README states Python >= 3.12. In this
environnment, the executed interpreter version was Python 3.13.5.
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Based on the provided source tree (READVE and code under hntftp/
protocol), the inplenentation covers RRQ WRQ QACK/ DATA/ ACK/ ERROR
processing, TLV negotiation, optional AEAD DATA protection (AES-
256- GCM), HKDF- SHA- 256 key derivation, and autonated tests.

Repository conmit identification

<CODE BEG NS>

git clone https://github.conml c4tzzz/hmftp /tnp/ hntftp-upstream
git -C/tnp/hnmtftp-upstreamrev-parse HEAD

# out put :

# 5f 9a894f 6ae9f 23ab39b3dd0a6db0d044ee65eb8

<CODE ENDS>

The | ocal source snapshot under experinental/hntftp-main does not
include .git nmetadata; therefore, the revision above was collected
froma fresh clone of the sanme repository URL.

Public revision permalink: https://github.com c4tzzz/hmftp/
t ree/ 5f 9a894f 6ae9f 23ab39b3dd0a6db0d044ee65eh8
(https://github.com c4tzzz/hntftp/

tree/ 5f 9a894f 6ae9f 23ab39b3dd0a6db0d044ee65ehb8) .

Li cense net adat a:

<CODE BEG NS>
find /tnp/hntftp-upstream - maxdepth 2 -type f \
\'( -iname "'LICENSE*’ -0 -inanme 'COPYING' -o0 -iname 'NOTICE*' \)
# out put :
# (no matching files)
<CCDE ENDS>

No explicit license file was found in the upstreamrepository top-
level tree at the referenced revision. This renmains an
i npl ement ati on packagi ng gap, not a wire-protocol issue.

Reproduci bility commands executed in this environnent:
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17.

<CODE BEG NS>
python3 -m venv .venv

.venv/bin/pip install -r requirements.txt
.venv/ bin/pytest -q
# out put :

# 25 passed in 1.70s

./ scripts/smoke_| ocal . sh
out put :
snmoke test K
artifacts in: /tnp/hntftp-snoke. BN j 3
downl oaded: /tnp/hntftp-smoke. BN j3/out/hello.txt
[trp/ hnt ft p-snoke. BN j 3/ out/ secure. bin
upl oaded: /tnp/ hntftp-snoke. BNjj 3/ server/inbox/|ocal.bin
<CODE ENDS>

HHEFHHFH

AEAD capture command fromthe README was attenpted with non-
interactive sudo and did not execute in this environnent due sudo
restrictions:

<CODE BEG NS>

sudo -n WAI T_SECS=10 ./scripts/capture_aead.sh \
[trp/ hnt ft p- aead- proof. pcap 192.0.2.1 6369 \
deno- psk- 32- byt es- mi ni mum

# or with an | Pv6 documentati on address:

sudo -n WAI T_SECS=10 ./scripts/capture_aead.sh \
[trp/ hnt ft p- aead- proof. pcap 2001: db8::1 6369 \
denp- psk- 32- byt es- mi ni mum

# out put :

# sudo: a password is required

<CODE ENDS>

Packet - capture evidence is therefore not included in this revision.

At the time of witing, this docunent does not claimnultiple

i ndependent interoperable inplenentations. The available code is
i ntended to support experimentation, protocol validation, and

i mpl ement ati on feedback for the Experinental track

Experi nmental Scope and Evaluation Plan (I nformative)

The wire protocol defined in this docunent renains aligned with the
stabl e core behavior already docunented in prior drafts. The
experinental focus for this version is inplenmentation behavi or,
repeatability, and observability.
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17.1. Scope of Experinmental Eval uation
* interoperability behavi or and negoti ati on outcones;
* loss handling and retransm ssion behavior with stop-and-wait;

* datagram si zi ng behavi or (BLKSI ZE bounds and operational MIU
assunpti ons);

* security downgrade handling when ENC REQ i s required by policy;
* AEAD retransm ssion and duplicate DATA consi stency checks.

17.2. Avail abl e Evidence in Provided Sources

(I'npl ementation Status
section)

[ gt —————— Ll ——————————————————————— Ll —p—_—————————————
| Topic | Evidence in README/ Code/ | Status |
| | Tests | |
I nterop | Single public | Not yet
diversity | inplenmentation only | denonstrated
I I
I I

I
I
beyond one |
i npl ementation |

Loss/ Exponenti al RTO and Basel i ne behavi or
retransm ssion retransmit loops in covered; no
| ogic client.py/server.py; |ocal controll ed

tests exercise baseline in this revision
secure and non-secure

I I I
I I I
I I I
| smoke and integration | inpairnment traces
I I I
I I I
| transfer paths | |

| MIU sizing | BLKSI ZE sel ection, bounds, | Negotiation |
| behavi or | and PMTU gui dance in | bounds covered; |
| | config.py, server | no path-MIU fault |
| | negotiation, and | traces in this

| | Section 13 | revision |
o e e e e oo - o e e e e e e e o e e e e oo oo +
| Downgr ade | QACK validation and | Covered by |
| controls | ENC_REQ handling in | dedicated unit

| | tlv.py/client.py; | test |
| | dedicated regression test | |
| | in tests/ | |
| | test_negotiation.py | |
o e e e oo o e e e e e e e e a oo - o e e e o +

AEAD Sessi on payl oad caches and Covered for

I I I I
| retransm ssions | duplicate-wire consistency | duplicate-payl oad
| | checks in session. py, | handling; no |
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| | client.py, and server.py; | packet-loss trace
| | dedicated regression tests | archive in this
| | in tests/test_session. py | revision |

Tabl e 3: Experinmental Evidence and Current Status
17.3. Measurenent Pl an

* Use the reproduci ble procedure in Appendix B as baseline run
criteria.

* Use pytest and snoke scripts for baseline correctness checks.

* Use packet capture workflow from READVE to i nspect secure DATA
exchanges when privil eges are avail abl e.

* Future eval uation should add repeatabl e network inpairnent
scenarios (loss, reordering, duplication) with archived comrand
I'ines and | ogs.

17.4. CQut of Scope for This Draft Revision

Nati ve post-quantum key exchange in the HMTFTP wire protocol is out
of scope for this draft revision. Appendix E discusses only out-of-
band PSK provi sioni ng consi derations.

18. Security Considerations

W thout security node, HMIFTP provides no confidentiality or
integrity beyond UDP checksuns, consistent with baseline TFTP

Wth security node enabl ed, only DATA payl oads are encrypted and
aut henticated. RRQ WRQ OACK netadata (fil enane, node, TLVs) renmmins
cl eartext and observabl e on path.

Nonce reuse with AES-GCM is catastrophic. |nplenmentations MJST
enforce nonce uni queness and MJST prevent bl ock-nunmber wap in one
security context.

Endpoi nts MUST treat authentication failures as potential active
attacks or corruption events and MJUST term nate transfer state after
bounded retry limits, w thout exposing per-packet validity side
channel s.

Clients requiring AEAD protection MJUST mark ENC REQ as Critical and
MUST abort if negotiation is downgraded or not acknow edged.
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PSK provi si oni ng, storage, rotation, and access control are out of
scope for wire protocol definition but are critical to real security.

19. | ANA Consi derations

19.1. Service Nane and UDP Port
I ANA is requested to assign a service name and UDP port in the

"Service Nane and Transport Protocol Port Nunmber Registry"
([ RFC6335]). Until assignment, this docunent uses TBDL.

B e oo el e ey e
| Service Nane | Transport Protocol | Port Number | Reference |
[ s s s s s sl s sl e °}
| hmtftp | udp | TBD1 | This document |
F-- - - - - - I i I R i i i I +

Tabl e 4. HMIFTP Servi ce Nane and Port
19.2. HMIFTP TLV Types Registry
I ANA is requested to create "HMIFTP TLV Types" for 15-bit TLV codes
(0x0000-0x7FFF). The Critical bit (MSB on wire) is not part of the
registry.
Regi stration policy: Expert Review ([ RFC8126]).

The range 0x7F00-Ox7FFF is reserved for Private Use.
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19.

19.

| Code | Nare | Description | Reference |
[ ety e —————— e ——_———————_———————————————_ Ll —p—p—(————r L
| 0x0000 | Reserved | Reserved for future use | This docunent |
T S o m e e e e e e e aaao o oo +
| 0x0001 | BLKSIZE | Block size in octets | This document |
I I | (uint16) I I
Fomm e - o - Fomm oo - o e e e e e e e meme oo o m e e e oo - +
| O0x0002 | TIMEQUT | Retransm ssion tineout | This document |
| | | in seconds (uint16) | |
T S o m e e e e e e e aaao o oo +
| O0x0003 | TSI ZE | Transfer size in octets | This docunent |
I I | (uint64) I I
Fomm e - o - Fomm oo - o e e e e e e e meme oo o m e e e oo - +
| Ox0010 | ENC_ REQ | Request AEAD protection | This document |
I I | (enpty val ue) I I
T S o m e e e e e e e aaao o oo +
| Ox0011 | CIPHER | Sel ect ciphersuite | This docunent |
I I | (uint16) I I
Fomm e - o - Fomm oo - o e e e e e e e meme oo o m e e e oo - +
| Ox0012 | CNONCE | dient nonce (16 | This document |
| | | octets) | |
T S o m e e e e e e e aaao o oo +
| Ox0013 | SNONCE | Server nonce (16 | This docunent |
| | | octets) | |
Fomm e - o - Fomm oo - o e e e e e e e meme oo o m e e e oo - +

Table 5: Initial TLV Registry Entries
3.  Opcode Val ues
Thi s docunent does not define new opcode val ues and therefore does
not request creation of an HMIFTP OpCodes registry. Opcode val ues
remai n as defined by [ RFC1350] and [ RFC2347].
4. HMIFTP Ci phersuites Registry

I ANA is requested to create "HMIFTP G phersuites"” with Expert Review
policy ([RFC8126]).
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| Nare | Description | Reference |
[ e ————— L —p—p——_——————————————————— s U
| Reserved | Reserved for future use | This docunent |

------------- e e
| AES-256- GCM | AEAD AES- 256- GCM | This docunent |
I o mmemeeeeeeaccaeaaaas I IRy +

Table 6: Initial C phersuite Registry Entries
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Exanpl e Negoti ated RRQ Exchange (Informative)

This appendix illustrates a conplete RRQ flow with TLV negoti ati on

and AEAD

mode enabl ed. Val ues are exanpl es for inplenmenter guidance.

Request context:

* Filenane: "firmnare. bin"

*  Mbde:

"octet"

* Requested BLKSIZE: 1024

* Requested TI MEQUT: 3 seconds

*  Securi

ty requested: ENC REQ (Critical), ClPHER=0x0001

*  CNONCE: 16 octets from CSPRNG

Exanpl e TLVs in RRQ (Type, Length, Value):

BLKSI ZE:
TI MEOUT:
ENC_REQ
Cl PHER :
CNONCE

0x0001 0x0002 0x0400

0x0002 0x0002 0x0003

0x8010 0x0000

0x0011 0x0002 0x0001

0x0012 0x0010 00112233445566778899aabbccddeef f

Server accepts request and returns QACK with negoti ated val ues:

Maurette
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BLKSI ZE:
TI MEOUT:
ENC_REQ
Cl PHER :
SNONCE :

0x0001 0x0002 0x0400

0x0002 0x0002 0x0003

0x8010 0x0000

0x0011 0x0002 0x0001

0x0013 0x0010 alOala2a3ad4ababa7aB8a9aaabacadaeaf

RRQ transfer sequence then proceeds:

1. dient -> Server: RRQ + TLVs

2. Server -> Cient: OACK + TLVs

3. dient -> Server: ACK(0)

4. Server -> Cient: DATA(1) with ciphertext I ength 1024 and tag

| engt

h 16

5. dient -> Server: ACK(1)

6. Server -> Cient: DATA(2)

8. Server -> dient: final DATA(n) with plaintext Iength < 1024

(ECF)

9. dient -> Server: ACK(n)

For DATA

nonce( 1)
AAD

bl ock 1, nonce is conputed as:

iv_base[0..7] || 0x00000001
DATA header (OpCode=3, Bl ock=1)

If DATA(1l) is retransnmitted due to |l oss, ciphertext and tag are

retransmi

tted unchanged and the receiver re-ACKs block 1 without

delivering duplicate plaintext.

Appendi x B

Repr oduci bl e Test Procedure (Informative)

B.1. Prerequisites from Provided Sources

*  Python >= 3.12 (README prerequisite).

* pip and requirenments.txt dependencies: cryptography>=42.0.0 and

pyt est

>=8.2.0.

* (Optional for capture workflow tcpdunp and tshark (RREADME)

Maurette
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B.2. Procedure Conmands

<CODE BEG NS>

pyt hon3 -mvenv .venv

.venv/bin/pip install -r requirenments.txt

.venv/bin/pytest -q

.Iscripts/snmoke_l ocal . sh

# optional capture workflow (requires sudo):

sudo WAI T_SECS=10 ./scripts/capture_aead.sh \
[tnp/ hnt ft p- aead- proof. pcap 192.0.2.1 6369
deno- psk- 32- byt es- ni ni mum

# or:

sudo WAI T_SECS=10 ./scripts/capture_aead.sh \

\

[trp/ hnt ft p- aead- proof. pcap 2001: db8::1 6369 \

denp- psk- 32- byt es- m ni num
<CODE ENDS>

B.3. Execution Status in This Environment

[ oo b, e
| Cormmand | Result

[ e st e
| python3 -mvenv .venv | PASS

I I

o m e e e e e e aaa oo R
| .venv/bin/pip install -r | PASS

| requirenents.txt |

o mm e e e e e e a— oo oo S
| .venv/bin/pytest -q | PASS

o m e e e e e e aaao o Fom e oo
| ./scripts/snoke_| ocal.sh | PASS

o e e e e e e e meme oo N
| sudo -n WAI T_SECS=10 | TODO (not

| ./scripts/capture_aead.sh ... | executed)
o m e e e e e e e aaao o Fom e

March 2026
s e
observed CQut put |
oSS =—===+
Virtual environnent |
created |
..................... +
Dependenci es |
installed |
_____________________ +
25 passed in 1.70s |
_____________________ +
snoke test K |
..................... +

sudo: a password is
required |

Tabl e 7: Execution Status (March 29, 2026)

Appendix C. Crypto / TLV Consistency Notes (Informative)

C.1. HKDF and Key Material Split

* | KM= PSK (crypto.py: derive key material)

* salt = CNONCE || SNONCE (crypto.py; constants CNONCE_LEN=16 and

SNONCE_LEN=16) .

* info string = hntftp keys vl (constants HKDF_| NFO).
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* OKMlength = 44 octets (constants HKDF_OKM LEN)
* key = KM 0..31] and iv_base = OKM 32..43] (crypto.py).
C.2. Nonce and AAD Construction

* Nonce format: iv_base[:8] || uint32(block) in network byte order
(crypto.py: build_nonce).

* AAD format: struct.pack(’'!'HH , OP_DATA, block), i.e., DATA opcode
+ bl ock nunber (crypto.py: aad_for_ bl ock).

C.3. TLV IDs and Lengths from Code

constants. py, tlv.py |
KNOMWN_TLV_LENGTHS |
constants. py, tlv.py |
KNOMWN_TLV_LENGTHS |
constants. py, tlv.py |
KNOMWN_TLV_LENGTHS |

constants. py, tlv.py |
KNOW_TLV_LENGTHS |

constants. py, tlv.py |
KNOMWN_TLV_LENGTHS |

constants. py, tlv.py |
KNOW_TLV_LENGTHS |

constants. py, tlv.py |
KNOMN_TLV_LENGTHS |

Table 8: TLV Code and Length Consi stency
C. 4. Deterministic Vector Executed from I npl enentation

The foll owi ng val ues were executed fromthe | ocal inplenmentation and
mat ch tests/test_crypto. py:
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PSK = 30313233343536373839616263646566
30313233343536373839616263646566

CNONCE = 00112233445566778899aabbccddeef f

SNONCE = alala2a3ad4ababa7a8a9aaabacadaeaf

key = e14c36452cal954¢c3929b824ececc63d

fabc7e4203c75b98eel6f 46a0a852cch

i v_base= 8a5669a255600f 2c7c6aed75

noncel = 8a5669a255600f 2c00000001

aadl = 00030001

Appendi x D. Confornmance Matrix (I nformative)
+::::::::::::::::::::::::+:::::::::::::::::::::::::::::::::
| Spec Requirenent | Code Location
+::::::::::::::::::::::::!}-:::::::::::::::::::::::::::::::::
| Unknown critical TLV | tlv.py: parse_tlvs
| MUST be rejected |
o o m e e e e e e e eee— oo
| Duplicate TLV in one | tlv.py: parse_tlvs
| nmessage MUST be
| rejected |
Fom e e e e a e e oo o mm e e e e e e eee oo s
| Malformed or truncated | tlv.py: parse_tlvs
| TLV sequence MUST be
| rejected |
o e e e e e e e e oo o - o e e e e e e e e e e e e e e
| SNONCE MUST NOT appear | tlv.py: validate_request_tlvs
| in RRQ or VWRQ |
e e e e e oo o m e e e e e e e e e eee oo s
| Secure QACK MJST | tlv.py: validate_oack_ tlvs;
| include required | server.py: _negotiate
| security TLVs |
o e e e e e e oo oo oo oo m e e e e e e e e e e ao -
| HKDF profile MJUST | crypto.py: derive key materia
| derive key and iv_base
| from PSK and nonces |
o e e e e e a oo St
| Nonce and AAD f or mat | crypto.py: build_nonce;
| MJST foll ow DATA bl ock | aad_for_bl ock
| binding |
e e e e e oo o m e e e e e e e e e eee oo s
| AEAD aut henti cation | crypto. py:
| failures MJST be | AeadC pher. decrypt_bl ock
| detected | client.py/server.py bounded
| | retry handling
Fom e e e e a e e oo o mm e e e e e e eee oo s
| Secure GET and PUT | client.py: downl oad and upl oad;
Maurette Expi res 30 Septenber 2026

+======+
| Test |
| 1D |
+=—=====+
| T |
I I
+------ +
| T2 |
I I
I I
+------ +
| T3 |
I I
I I
+------ +
| T4 |
I I
+------ +
| 15, |
| T6 |
I I
+------ +
| T7 |
I I
I I
+------ +
| T8 |
I I
I I
+------ +
| T9 |
I I
I I
I I
+------ +
| T10, |
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| transfer path with | server.py: _serve_rrqg and | T11 |
| OQACK negoti ation | _serve_wq | |
o e e e e e e e e oo o - o e e e e e e e e e e e e e e R +
| Secure downgrade by | client.py: _apply_oack; tlv.py: | T12 |
| mssing ENC REQ in | validate oack tlvs | |
| OACK MUST be rejected | | |
o o m e e e e e e e eee— oo S +
| Wre duplicate DATA | session. py: | T13, |
| retransm ssion | validate_secure_duplicate_data; | T14, |
| consistency checks | client.py/server.py duplicate | T15 |
| | handling | |
e e e e e oo o m e e e e e e e e e eee oo s Fomm o - +

Table 9: Requirement to Code and Test Mapping
Test | D mappi ng:

* T1 = tests/test tlv.py function
test _parse_unknown_critical _tlv_rejected

* T2 tests/test _tlv.py function test_duplicate_tlv_rejected

* T3 tests/test tlv.py function test nalformed tlv_rejected

* T4 = tests/test_tlv.py function
test _request forbi dden_snonce_rejected

* T5 = tests/test _negotiation.py function
test _rrqg_secure_negotiation_produces_required oack tlvs

* T6 = tests/test_negotiation.py function
test _ci pher_m smatch_i n_oack_rejected

*  T7

tests/test _crypto.py function test hkdf derivation_vector

* T8 tests/test _crypto.py function test _nonce_and _aad_construction

* T9 = tests/test_crypto.py function
test _aead _authentication failure

* TI10 = tests/test _integration_transfer.py function
test secure_downl oad_wi t h_oack

* T11 = tests/test_integration_transfer.py function
test _secure_upl oad

* T12 = tests/test_negotiation.py function
test _client _rejects_secure _downgrade when oack onits security tlvs
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* T13 = tests/test_session.py function
test _secure_duplicate_identical ok

* T14 = tests/test_session.py function
test _secure_duplicate_invalid_dropped

* T15 = tests/test_session.py function
test _secure_duplicate_valid_m smatch_aborts

Appendi x E. Post-Quantum PSK Provisioning (Informative)
This appendix is informati ve and does not nodify the HMIFTP wire
protocol. The protocol continues to assunme an externally provisioned
PSK.
One experinental approach is to establish shared key material out of
band using M.-KEM from [ FI PS203], then derive and provision a PSK for
HMIFTP endpoi nts.
1. Perform M-KEM key establishment out of band.

2. Derive a deploynment PSK fromthe established shared secret
(policy-specific derivation outside this wire specification).

3. Install the resulting PSK on both peers before HVIFTP transfer.
This draft does not specify a tested M.-KEM tooling workflow The

appendix is limted to architectural positioning of out-of-band PSK
provi sioni ng and does not define a depl oynent procedure.

Nati ve post-quantum handshake negoti ati on inside HMIFTP nessages is
out of scope for this document revision.
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