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Abst r act

HMIFTP is a lightweight UDP file transfer protocol derived from TFTP
that adds TLV-based negotiation and an optional AEAD protection node
for DATA payl oads. This docunent requests |ANA actions: assignnent
of a service name and UDP port, and creation of registries for TLV
Types, OpCodes, and Ci phersuites.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. I nt roduction

HMIFTP extends TFTP ([ RFC1350]) with TLV-based negotiation and
opti onal AEAD protection.

Crypt ographi ¢ keys are derived using HKDF ([ RFC5869]).
2. Relationship to TFTP

HMIFTP reuses TFTP nessage types and senantics ([ RFCL350]) and QACK
([ RFC2347]) .

* Dedicated UDP port assigned by | ANA
* TLV negotiation in RRQ WRQ OACK
* Optional AEAD protection

3. Transport

HMIFTP runs over UDP. The port nunber is assigned by | ANA
I mpl ement ati ons MUST al | ow confi gurati on.

Servers MAY respond froma different UDP port for the transfer.
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4.

5.

5.

5.

TLV Processing Rul es

TLVs MAY appear only in RRQ WRQ and OACK. TLVs MJUST NOT appear in
DATA, ACK, or ERROR

TLVs MJST be processed in the order received. Duplicate TLVs MJST
cause rejection unless explicitly all owed.

Unknown TLVs with Critical =1 MJST cause rejection. Unknown TLVsS with
Critical =0 MJUST be ignored.

TLVs MJST NOT influence cryptographic processing unless explicitly
defined as such.

Optional AEAD Security Mode
1. Key Derivation

The AEAD al gorithmused by this specification is AES-256-CGCM as
defined in [ RFC5116] .

IKM = PSK. salt = CNONCE || SNONCE. info = "hmftp keys vl1'. OKM
|l ength = 44 octets.

2. Nonce Construction
nonce = iv_base[0..7] || uint32(n).

The 64-bit prefix is derived via HKDF and uni que per session. The
32-bit counter guarantees uni queness within session, provided wap is
prevent ed.

Thi s construction ensures nonce uni queness across sessions and within
a session.

Ret ransmi ssi ons MUST reuse identical nonce and ciphertext.

3. BLKSI ZE Constraints

In AEAD node, total UDP payl oad = 4-byte header + BLKSIZE + 16-byte
tag.

I mpl enent ati ons MJUST ensure the datagram does not exceed path MrU.
When unknown, total payload SHOULD NOT exceed 1200 bytes.
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5.4, Limts

Bl ock nunmber wrap MJUST NOT occur. Transfers MJST termi nate before
65535 bl ocks.

6. | ANA Consi derations
6.1. Service Name and UDP Port
I ANA is requested to assign:
This request follows the procedures in [ RFC6335].
* Service Name: hmftp
*  Transport: udp
* Port: TBD
6.2. Registries

I ANA is requested to create registries for TLV Types, OpCodes, and
Ci phersuites (Expert Review, [RFC8126]).

7. Security Considerations

Wthout security nmode, HMIFTP is vul nerable to spoofing and
nodi fi cati on.

I mpl ement ati ons SHOULD fol | ow UDP usage gui dance ([ RFC8085]).

Downgr ade attacks are possible if ENC REQ is not nmarked Critical.
Clients requiring AEAD MJST set Critical =1.

Refl ection and anplification attacks are possible. |Inplenentations
SHOULD |imt response size prior to conpleting negotiation and SHOULD
apply rate limting.

Nonce reuse in AES-GCM i s catastrophic. [Inplenmentations MIST enforce
uni queness and block linmts.

8. Inplenentation Status
No interoperable public inplenentations are known.
Provided in accordance with [ RFC7942].

9. Normative References
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