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Abst r act

HMIFTP is a lightweight UDP file transfer protocol that preserves the
simplicity of TFTP (bl ock-and- ACK) while adding a structured TLV

ext ensi on mechani sm and an optional authenticated-encrypti on node.
When negoti at ed, DATA payl oads are protected with AEAD AES- 256- GCM
and keys are derived with HKDF- SHA-256 from a pre-shared key (PSK).
HMIFTP uses UDP port TBD by default (requested: 6369; configurable).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1.

I nt roducti on

The Trivial File Transfer Protocol (TFTP) [RFCL350] is extrenely
sinple but provides no built-in security properties. HMIFTP retains
the TFTP operational nodel (UDP, nunbered bl ocks, ACKs) while

i ntroducing (1) a compact TLV extension mechanismand (2) an optiona
AEAD protection node for DATA payl oads.

The nane "HMIFTP" reflects that cryptographic keys are derived using
HKDF, a HVAC- based key derivation function [RFC5869]. This version
(v0.2) focuses on renoving specification bl ockers: well-defined

ext ensi on processing rules, explicit security boundaries (what is
encrypted vs. authenticated), and | ANA-friendly registries.

Conventi ons and Ter m nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 ([RFC2119] and
[ RFC8174]) when, and only when, they appear in all capitals.
Thi s docunent uses the follow ng terns:
*  *PSK*: pre-shared key
*  *AFAD*: authenticated encryption with associ ated data
*  *AAD*: additional authenticated data

Rel ati onship to TFTP

HMIFTP is derived from TFTP [ RFC1350] and reuses the core nessage
types and semantics (RRQ WRQ DATA, ACK, ERROR). It also reuses the
concept of an explicit option acknow edgnent, QACK, as introduced by
TFTP option extension [ RFC2347]. HMIFTP repl aces the key/val ue
option encoding of RFC 2347 with a TLV encoding defined in this
docunent .

HMIFTP differs from baseline TFTP primarily by:

* using UDP port TBD by default (requested: 6369; configurable),
rat her than 69;

* allowing TLV extensions in RRQ WRQ and QACK;

* supporting an optional AEAD security node for DATA payl oads.
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4. Transport

HMIFTP runs over UDP. The default server port is TBD (requested:
6369), but inplenentations MJST all ow the port to be configured.

As in TFTP, a transfer is conducted between a client and a server
transfer address (IP, UDP port). The server MAY respond froma
different UDP port than the configured well-known port for the
remai nder of the transfer, as described in [ RFC1350].

5. Message Formats
Al multi-octet fields are encoded in network byte order (big-
endi an). HMIFTP reuses the TFTP base nessage formats, with TLVs

appended to RRQ WRQ and QACK. TLVs are not used in DATA, ACK, or
ERROR i n vO. 2.

5.1. RRQ and WRQ
RRQ and WRQ are defined as in [RFCL350]:

*RRQ WRQ* = OpCode (2) || Filename (N) || O || Mde (M || O[]
[ TLVs]

The optional TLV sequence, when present, begins imediately after the
term nating zero octet of the Mdde field and continues to the end of
the UDP datagram The Mbde is a NUL-terminated ASCII string (e.qg.,
"octet").

5.2. 0OACK
OACK is used by the server to acknow edge and/or nodify the TLVs
offered in RRWRQ QACK is defined by [ RFC2347] as OpCode val ue 6.
In HMTFTP, QACK contains only a TLV sequence:
*OACK* = OpCode (2) || TLVs

An OACK with an enmpty TLV sequence indicates acceptance with no
negoti at ed paraneters.

5.3. DATA and ACK
DATA and ACK are as defined in [ RFC1350]:
*DATA* = pCode (2) || Block (2) || Payload (0..n)

*ACK* = OpCode (2) || Block (2)
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When AEAD protection is negotiated (Section 8), the DATA Payload is
structured as: C phertext || Tag, where Tag is a 16-octet AES-GCM
aut hentication tag. The ciphertext length is the datagramlength
m nus 4 octets of header and mnus 16 octets of tag.

5.4. ERROR
ERROR is as defined in [ RFC1350]:
*ERROR* = OpCode (2) || ErrorCode (2) || ErrMsg (string) || O

HMIFTP endpoi nts SHOULD use an ERROR with ErrorCode 0 ("Not defined")
for extension processing failures (e.g., unsupported critical TLV).

6. TLV Encodi ng and Processing

HMIFTP TLVs extend RRQ WRQ and OACK. TLVs use a conpact binary

encodi ng:
| Field | Size | Description |
[ gttty ——————— s —p———————————————————————
| Type | 16 bits | Type code with Critical bit in MSB |
T S o m e e e e e e e e ee e +
| Length | 16 bits | Length of Value in octets |
B Fomm e e e oo o mm e e e e e e e e e e e e memaao- +
| Value | variable | Type-specific data |
E N oo e e e e e e e e e e m oo - +

Table 1. TLV For nmat

The nost significant bit (MSB) of the Type field is the _Critical _

bit. Bits 0-14 formthe 15-bit TLV code. The Critical bit is not

part of the code space recorded by | ANA (see Section 11.2).

Processing rul es:

* A receiver MJST ignhore unknown TLVs with Criti cal =0.

* A receiver that encounters an unknown TLV with Critical =1 MJUST
reject the nessage by sending an ERROR (and MJUST NOT proceed with
the transfer).

* A receiver MAY accept known TLVs in any order. |f a TLV appears

multiple times, a receiver SHOULD treat this as an error unless
the TLV definition explicitly allows repetition.
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6. 1.

Defi ned TLVs

This specification defines the followng TLVs. Al TLV val ues are
encoded in network byte order (big-endian).

*

*BLKSI ZE* (0x0001): Value is a uintl1l6 indicating the requested
maxi mum DATA payl oad size in octets. |If offered by a client, the
server MJST respond with BLKSIZE in QACK with the sel ected val ue,
whi ch MUST be | ess than or equal to the requested val ue.

*TI MEOUT* (0x0002): Value is a uintl6 indicating the requested
retransm ssion tinmeout in seconds. |If offered by a client, the
server MJST respond with TIMEQUT in QACK with the sel ected val ue
(which MAY be less than the requested value) or reject the
request.

*TSI ZE* (0x0003): Value is a uint64 indicating the transfer size

in octets. In RRQ a client MAY send TSI ZE=0 to request that the
server return the size. In WRQ a client SHOULD send TSI ZE with

the size if known.

*ENC REQ* (0x0010): Enmpty value. Indicates a request to enable
AEAD protection for DATA payl oads (Section 8). Cients that
require security node MJUST set the Critical bit on ENC REQ
Servers that accept security nmode MJST echo ENC REQ i n QACK

*Cl PHER* (0x0011): Value is a uint16 selecting the ciphersuite.
If omtted, the default ciphersuite is 0x0001 ( AES-256- GCM .
Future val ues are nmanaged by the "HMIFTP Ci phersuites" registry
(Section 11.4).

* CNONCE* (0x0012) and *SNONCE* (0x0013): Value is 16 octets
generated by a CSPRNG CNONCE MJST be present in RRQ VWRQ when
ENC REQ is present. SNONCE MUST be present in OACK when ENC REQ
i s accept ed.

Transfer Procedure

HMIFTP uses the foll owing procedure, aligned with TFTP option
negoti ati on [ RFC2347]:

1.

2

The client sends RRQ or WRQ, optionally with TLVs.

If the server accepts the request and any offered paraneters, it
replies with OACK containing the negotiated TLVs (whi ch MAY be
enpty). If the server does not support a critical TLV or rejects
paraneters, it replies with ERROR

Maurette Expires 9 July 2026 [ Page 6]



I nternet-Draft HMIFTP vO. 2 January 2026

3. For RRQ the client sends ACK(0) after receiving QACK, then the
server starts with DATA(1).

4. For WRQ the client starts with DATA(1l) after receiving QACK, and
the server acknow edges each bl ock with ACK(n).

Apart fromthe QACK exchange, bl ock numbering, retransm ssions, and
ECF signaling foll ow [ RFC1350].

If no TLVs are present and no QACK is sent, endpoints follow
[ RFC1350] directly (RRQ -> DATA(1) and WRQ -> ACK(0)).

8. Optional AEAD Security Mode

Security nmode is negotiated using TLVs in RRQ WRQ and QACK. When
enabl ed, each DATA payload is protected with AEAD AES- 256- GCM

[ RFC5116]. The AEAD key and 1V base are derived usi ng HKDF- SHA- 256
[ RFC5869] .

8.1. Negotiation TLVs

The client requests security node by including TLV ENC REQ i n RRQ
WRQ Clients that require security node MJST set the Critical bit on
ENC_REQ (Section 6). Wen ENC REQis present, the client MJST

i ncl ude CNONCE and MAY include CIPHER |If the server accepts, it

i ncl udes ENC_REQ and SNONCE i n OACK and MAY include (or echo) C PHER
If the server does not support security nmode and ENC REQis Critical,
it MJUST reject the request with ERROR

8.2. Key Derivation
Thi s docunent assunmes an externally provisioned PSK (32 octets
RECOMVENDED) . During negotiation, the client and server exchange
nonces: CNONCE and SNONCE, each 16 octets from a CSPRNG
The AEAD key material is derived as follows:

* | KM = PSK

* salt = CNONCE || SNONCE (32 octets)

* info "hmftp v0.2 keys"
*  OKM = HKDF- SHA- 256(1 KM salt, info, 44)
* key = OKMO0..31] (32 octets)

* jv_base = OKM 32..43] (12 octets)
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8.3. Nonce Construction and AAD
The AES- GCM nonce (12 octets) for DATA bl ock nunmber _n_is
nonce = iv_base[0..7] || uint32(n)

where uint32(n) is the 32-bit big-endi an encodi ng of the DATA bl ock
nunber (n is the 16-bit Block field widened to 32 bits).

The AEAD AAD is the 4-octet DATA header (OpCode || Block). RRQWRQ
OACK nmet adata and TLVs are not encrypted and are not included in the
DATA AAD in vO. 2.

Retransm ssions MJST retransmt the exact sane ciphertext and tag for
a gi ven bl ock nunmber (key, nonce).

8.4. Limts

To avoi d nonce reuse, endpoints MJST NOT allow the 16-bit bl ock

nunber to wap within a security context. |Inplenentations SHOULD
termnate a transfer with ERROR well before wap if it would be
reached.

9. Security Considerations

W thout security mode, HMIFTP provides no confidentiality or
integrity beyond UDP checksuns and is vul nerable to on-path
nmodi fi cation and spoofing, as with TFTP [ RFC1350].

Wth security node enabl ed, only DATA payl oads are encrypted and

aut henticated. RRQ WRQ OACK netadata and TLVs remmin in cleartext.
This nmeans fil enanes, nodes, and negoti ated paraneters are observable
on the wire. Deploynments that require nmetadata confidentiality MJST
avoi d placing sensitive data in RRQ WRQ OACK and SHOULD use an
external secure channel or a future extension that encrypts netadata.

Nonce reuse with AES-GCM is catastrophic. |nplenmentations MJST
enforce nonce uni queness and MJST foll ow the nonce construction and
wap limts described in Section 8.

I npl enent ati ons shoul d al so consi der UDP robustness guidelines

([ RFC8085]) and rate-limting to nmitigate anplification and resource-
exhaustion attacks.
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10.

11.

11.

11.

I mpl ement ati on Status
This section is provided for RFC 7942 conpliance ([ RFC7942]).
I npl enentations, interop notes, and known limtations will be added
i n subsequent versi ons.
I ANA Consi derations
1. Service Name and UDP Port

I ANA is requested to assign a UDP port with the follow ng values in
the "Service Nanme and Transport Protocol Port Nunber Registry"
([ RFC6335] ) :

B e sl e s e sl
| Service Nane | Transport Protocol | Port Number | Reference |
R ey Sl el pl gty ey ——————
| hmftp | udp | TBD | This document |
i I R I I R I i I I T +

Table 2: HMIFTP Service Nanme and Port
2. HMIFTP TLV Types Registry
I ANA is requested to create a registry titled "HMITFTP TLV Types".
The registry is for 15-bit TLV codes (0x0000-Ox7FFF). The Criti cal
bit (M5B of the 16-bit Type field on the wire) is not part of the
registry.
Regi stration policy: Expert Review ([ RFC8126]).

The registry records: TLV Code, Nane, Description, and Reference.
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11.

| Code | Nare | Description | Reference |
[ ety e —————— e ——_———————_———————————————_ Ll —p—p—(————r L
| 0x0000 | Reserved | Reserved for future use | This docunent |
T S o m e e e e e e e aaao o oo +
| 0x0001 | BLKSIZE | Block size in octets | This document |
I I | (uint16) I I
Fomm e - o - Fomm oo - o e e e e e e e meme oo o m e e e oo - +
| O0x0002 | TIMEQUT | Retransm ssion tineout | This document |
| | | in seconds (uint16) | |
T S o m e e e e e e e aaao o oo +
| O0x0003 | TSI ZE | Transfer size in octets | This docunent |
I I | (uint64) I I
Fomm e - o - Fomm oo - o e e e e e e e meme oo o m e e e oo - +
| Ox0010 | ENC_ REQ | Request AEAD protection | This document |
I I | (enpty val ue) I I
T S o m e e e e e e e aaao o oo +
| Ox0011 | CIPHER | Sel ect ciphersuite | This docunent |
I I | (uint16) I I
Fomm e - o - Fomm oo - o e e e e e e e meme oo o m e e e oo - +
| Ox0012 | CNONCE | dient nonce (16 | This document |
| | | octets) | |
T S o m e e e e e e e aaao o oo +
| Ox0013 | SNONCE | Server nonce (16 | This docunent |
| | | octets) | |
Fomm e - o - Fomm oo - o e e e e e e e meme oo o m e e e oo - +

Table 3: Initial TLV Registry Entries

Not e: BLKSI ZE/ TI MEQUT/ TSI ZE are conceptually sinmilar to the options
in [RFC2348] and [ RFC2349], but use TLV encodi ng rather than ASCII
key/val ue pairs.

3. HMIFTP OpCodes Registry
I ANA is requested to create a registry titled "HMIFTP OpCodes".

Regi stration policy: Expert Review ([ RFC8126]). The registry records
the OpCode val ue, nane, and reference.
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[ S pees el S oo pue e pe e e pe
| Value | Name | Reference |
‘o= o4 -=—=———=——=—=—==+
| 1 | RRQ | RFC1350 |
F------- F------- Fo-m - - - - +
| 2 | WVRQ | RFC1350 |
F---- - F---- - I I +
| 3 | DATA | RFC1350 |
I I I ] +
| 4 | ACK | RFC1350 |
F------- F------- Fo-m - - - - +
| 5 | ERROR | RFC1350 |
F---- - F---- - I I +
| 6 | OACK | RFC2347 |
I I I ] +

Table 4: Initial OpCode
Regi stry Entries

11.4. HMIFTP Ci phersuites Registry
IANA is requested to create a registry titled "HMIFTP Ci phersuites”.

Regi stration policy: Expert Review ([ RFC8126]). The registry records
the ci phersuite value, nanme, and reference.

[ ool oo oo ool oo oo el 1}
| Value | Nane | Reference |
+oo—ooo-o4 oo+ oo ——————=—=+
| Ox0000 | Reserved | This docunent |
F----- - - I I I T +
| Ox0001 | AES-256-GCM | This docunent |
+-------- I i +

Table 5: Initial C phersuites
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