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Abst r act

HMIFTP ([ RFC1350]) is a lightweight UDP file transfer protocol that
preserves TFTP-style sinplicity (bl ock-and-ACK) while addi ng an
optional authenticated encryption node usi ng AEAD AES- 256-GCM wi t h
pre-shared keys derived via HKDF- SHA- 256. The protocol targets
managed environnents (e.g., CPEs, QpenWt, enbedded devi ces) where
provi sioning and configuration have constrai ned requirenents. This
docunent specifies v0.1, including message formats, negotiation,
crypt ographi c processing, timers, and security considerations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 June 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. I nt roduction

TFTP ([ RFC1350]) is extrenely sinple but offers no security
properties. HMIFTP v0.1 keeps UDP, a fixed header with TLVs, and a
bl ock-and- ACK transfer nodel, while introducing an optional AEAD
protection based on a pre-shared key (PSK). The intended scope
covers LAN or controlled networks, device provisioning, and snal

i mages/ confi gurati ons.

HMIFTP ainms to remai n conprehensi bl e and i npl enment abl e on constrai ned
systens, reusing common cryptographic primtives and cl ear

operational guidance. It is not meant to conpete with secure,
gener al - purpose transports such as TLS or QU C ([ RFC9000]), but to
provide a small and determ nistic surface fit for specific
operational niches.

2. Conventions and Term nol ogy

The key words MUST, MJUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTIONAL in this
docunent are to be interpreted as described in [RFC2119] and

[ RFC8174] when, and only when, they appear in all capitals.

Term nol ogy: PSK - pre-shared key; AEAD - Authenticated Encryption
with Associ ated Data; AAD - Additional Authenticated Data; CSPRNG -
crypt ographically secure pseudorandom nunber generator; PMIU - Path
Maxi mum Tr ansmi ssion Unit.
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3. Protocol Overview
HMIFTP exchanges begin with a statel ess discovery and capability
exchange, followed by a transfer request and a TFTP-1i ke data/
acknow edgnent | oop. Wen encryption is negotiated, all DATA
payl oads are protected with AES-256-GCM and the header and TLVs are
aut henti cated as AAD.

Fl ow (happy path): HELLO -> HELLO ACK; NEGOTI ATE -> NEGOTI ATE_ACK;
XFER REQ (GET or PUT) -> DATA/ ACK ... -> ECF.

Opcodes: HELLO(0), HELLO ACK(1), NEGOTIATE(2), NEGOTI ATE ACK(3),
DATA(4), ACK(5), ERROR(6 - reserved codes), XFER REQ 7).

TLVs (Type: Length): CNONCE(0x08, 16), SNONCE(0x09, 16),
BLKSI ZE( 0x10, 2), FNAME(0x20, var), MODE(O0x21,1 - 1=PUT, 2=CET),
ENC(0x22,1 - 1l1l=request), CIPHER(O0x23,1 - 1=AES-256-CGCM . Additional
TLVs MAY be defined; unknown TLVs MJST be ignored if the critical bit
i s not set.
Default UDP port: user-configured (exanples use 49696). BLKSIZE
range: 64..4096 octets (default 512). ECF is signaled by a DATA
bl ock strictly shorter than BLKSI ZE.

4. Wre Format

Al multi-octet fields use network byte order (big-endian). The
fixed header is 24 octets:

Magi ¢ (16 bits) 0x484D ("HW').

Ver (4) | Op (4) Protocol version and opcode.

Flags (8) Bitnmask; see bel ow

Reserved (8) MJST be zero.

Pad (8) MJST be zero.

Sessionl D (32) Chosen by the initiator.

Seq (32) Monotonically increasing data sequence starting at O.

Ack (32) Last contiguous block received.

HdrLen (16) Length in octets of the TLV area follow ng the header.

PaylLen (16) Length in octets of the payl oad (ciphertext when ENC=1).
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1.

Reserved2 (16) MJST be zero.

Fl ags: 0x01 = TLVs present; 0x02 = ENCRYPTED. When ENCRYPTED=1, the
GCM tag (16 octets) follows the payl oad.

AAD. the AEAD AAD MUST cover the entire 24-octet fixed header, and in
v0.1 also the TLV area (HdrLen octets).

TLV Encodi ng

TLVs are encoded as Type(1l), Length(1l), Value(Length). Types are
unsigned 8-bit; Length is unsigned 8-bit. Milti-octet values within
TLVs are big-endi an.

Transport and PMIu

HMIFTP runs over UDP/IPv4 (and MAY run over UDP/1Pv6). The internal
maxi mum dat agram si ze is 4096 octets. To avoid |IP fragnentation,

BLKSI ZE SHOULD be sel ected such that | P header + UDP header + HMIFTP
header + TLVs + payload (+ tag if encrypted) remain within the PMIU.

I mpl enent ati ons SHOULD fol | ow [ RFC8085] for UDP usage, and use

[ RFC1191] (1Pv4) and [ RFC8201] (1Pv6) PMIU di scovery or [RFC4821]
PLPMIUD. Senders SHOULD react to | CMP Packet Too Big or
retransm ssion tinmeouts by reduci ng BLKSI ZE.

Retransm ssions: a sender nmaintains an RTO with exponential backoff.
ACKs carry the last in-order block nunber; selective ACKs are out of
scope for vO. 1.

Crypt ographi ¢ Processi ng

Materi al and inputs:

1. PSK 32 octets generated with at |east 128 bits of entropy
(preferably 256), stored with OS pernissions 0400/ 0600.

2. CNONCE and SNONCE: 16 octets each from a CSPRNG
3. HKDF- SHA-256 ([ RFC5869]): IKM = PSK; salt = CNONCE || SNONCE (32

octets); info = "hmftp vl keys". Qutput: key (32) and iv_base
(12). v0.1 uses iv_base[0..7] (8 octets) to build the IW.

4. GCM 1V construction: 1V = iv_base[0..7] || seq_be32, totaling 12
octets. For a given key, key/lV pairs MJIST be unique. Before
seq wraps (2732), a new session SHOULD be negotiated well in

advance (for exanple at 2724 bl ocks).
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5. AAD and tag: AAD is the 24-octet header and the TLV area
(HdrLen). The GCMtag is 16 octets appended after the payl oad

6. Retransm ssions: a given Seq MJUST retransmt the exact sane
ci phertext and tag; an endpoint MJST NOT re-encrypt a nodified
payl oad under the same (key, V).

7. On AEAD failure: silently drop (no ERROR, no ACK) to avoid
validity oracles.

6.1. Cipher Negotiation

The Cl PHER TLV sel ects AEAD AES 256_GCM when ENC i s requested, as
specified in [RFC5116]. Future ciphersuites MAY be regi stered,
endpoi nts MJST i gnore unknown ci phers when ENC i s not requested.

7. Transfer Procedure

XFER_REQ i ncl udes MODE (PUT or GET), FNAME, and optionally BLKSI ZE,
ENC, and CI PHER. The server replies with ACK(0O) to confirm
parameters or ERROR

Data bl ocks are nunbered from 0. Each DATA carries the current Seq
(bl ock nunber) and PayLen up to BLKSIZE. The receiver sends ACK with
Ack set to the highest contiguous bl ock received. A block shorter

t han BLKSI ZE i ndi cat es ECF.

ERROR codes (non-exhaustive): 0x01 = Unsupported TLV; 0x02 = Invalid
paraneter; 0x03 = Access denied; 0x04 = Not found; Ox05 = Integrity
failure; 0x06 = Internal error.

8. (Operational Considerations

Loggi ng: | nplenentati ons SHOULD avoi d | oggi ng keys, PSKs, and nonces.
Loggi ng of session identifiers, aggregate sizes, timng, negotiated
paraneters, and ciphersuite i s RECOMVENDED.

PSK |ifecycle: PSKs MJUST NOT be enbedded in inmages or worl d-readabl e.
Rot ati on policies SHOULD be in place; devices SHOULD provi de out - of -
band key provi sioning.

Anplification: Servers SHOULD cap the size of unauthenticated

responses and MAY require a cookie nmechanismfor untrusted networks
in future versions.
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10.

11.

Security Considerations
Threat nodel includes passive observers (confidentiality), on-path
adversaries (integrity, authenticity), off-path spoofers, DoS, and
reflection/anplification. See [RFC3552] and [ RFC4732].

No PFS: v0.1 uses only PSK and does not provide forward secrecy. A
future extension may add PSK + ECDH

Repl ay and duplicates: receivers SHOULD de-duplicate on (SessionlD,
Seq). Anti-replay wi ndows MAY be used; session lifetines SHOULD be
bounded.
Downgr ade: endpoi nts SHOULD reject negotiation that drops from ENC=1
to ENC=0 after initial agreement. A future KEY_CONFI RM nessage can
strengthen this.
Limts: Inplementati ons MIUST enforce AEAD usage linits and IV
uni queness. Resource caps SHOULD mitigate DoS. See al so [ RFC8452]
for AEAD usage limts.

I ANA Consi derations
Thi s document has no | ANA acti ons.

See [ RFC8126] for general |ANA policy guidance if future code points
are request ed.

Appendi x A: Informative Test Vectors
Exanpl e (hex):

*  PSK =
000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf

*  CNONCE 00112233445566778899%aabbccddeef f

*  SNONCE = 0102030405060708090a0b0c0d0eOf 10

* HKDF-salt = CNONCE || SNONCE
* info ="hnftp vl keys"

* Derived key (32) and iv_base (12) - inplenentation-defined output
for this exanple.
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