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Abst ract

Thi s docunent defines the Galois Counter Modde with Strong Secure Tags
(GCM SST) Aut henticated Encryption with Associ ated Data (AEAD)
algorithm GCM SST can be used with any keystream generator, not
just 128-bit block ciphers. The main differences from GCM are the
use of an additional subkey H 2, the derivation of fresh subkeys H
and H 2 for each nonce, and the replacenent of the GHASH function
with the POLYVAL function from AES-GCM SIV. This enabl es truncated
tags with near-ideal forgery probabilities, even against multiple
forgery attacks, which are significant security inprovenents over
GCM CGCM SST is designed for security protocols with replay
protection and addresses the strong industry demand for fast
encryption with nminimal overhead and high security. This docunent
regi sters several instances of GCM SST using Advanced Encryption
Standard (AES) and Rijndael - 256.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://emanjon. github.io/draft-mattsson-cfrg-aes-gcmsst/draft-

mat t sson-cfrg-aes-gcmsst.htnml. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-mattsson-cfrg-
aes-gcmsst/.

Di scussion of this docunent takes place on the Crypto Forum Research
Goup mailing list (mailto:cfrg@etf.org), which is archived at
https://mailarchive.ietf.org/arch/search/?email list=cfrg. Subscribe
at https://ww. ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com emanj on/ draft-mattsson-cfrg-aes-gcm sst.
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1. Introduction

Advanced Encryption Standard (AES) in Galois Counter Mde (AES-GCM
[GCM is a widely used AEAD al gorithm [ RFC5116] due to its attractive
performance in both software and hardware as well as its provable
security. During the N ST standardi zation, Ferguson pointed out two
weaknesses in the GCM aut hentication function [Ferguson]. The first
weakness significantly increases the probability of successfu

forgery for |ong messages. The second weakness reveal s the subkey H
if an attacker succeeds in creating forgeries. Once His known, the
attacker can consistently forge subsequent nessages, drastically

i ncreasing the probability of nultiple successful forgeries. The two
weaknesses are problematic for all tag lengths but are especially
critical when short tags are used.

In a cooment to NI ST, Nyberg et al. [Nyberg] explained how small
changes based on proven theoretical constructions nmitigate these
weaknesses. Unfortunately, N ST did not follow the advice from
Nyberg et al. and instead specified additional requirenents for use
with short tags in Appendix Cof [GCM. N ST did not give any
motivations for the paranmeter choices or the assuned security |evels.
Mattsson et al. [Mattsson] |ater denonstrated that attackers can

al nrost al ways obtain feedback on the success or failure of forgery
attenpts, contradicting the assunptions N ST made for short tags.
Furthernmore, NI ST appears to have relied on non-optinal attacks when
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calculating the paranmeters. Rogaway [ Rogaway] criticizes the use of
GCM with short tags and reconmends prohibiting tags shorter than 96
bits. Reflecting the critique, NIST is planning to renobve support
for GCMwith tags shorter than 96 bits [Revise]. N ST has not
addressed the weaknesses for |onger tags, such as the absence of
reforgeability resistance [Reforge]. Wen AES-GCMis used in QUC

[ RFCO001], the expected nunber of forgeries can be equivalent to that
of an ideal MAC with a length of 64.4 bits. Reforgeability
resistance is a key design criterion in nmodern AEAD al gorithms such
as [ AEZ].

Short tags are widely used, 32-bit tags are standard in nost radio
link layers including 5G[Sec5@, 64-bit tags are very conmon in
transport and application layers of the Internet of Things, and 32-,
64-, and 80-bit tags are comon in nedi a-encryption applications.
Audi o packets are snall, nunerous, and epheneral. As such, they are
hi ghly sensitive to cryptographic overhead, but as each packet
typically encodes only 20 ns of audio, forgery of individual packets
is not a big concern and barely noticeable. Due to its weaknesses,
CCMis typically not used with short tags. The result is either
decreased performance from| arger than needed tags
[I-D.ietf-nog-transport], or decreased performance from usi ng nuch
sl ower constructions such as AES-CTR combi ned with HVAC

[ RFC3711] [ RFCO9605]. Short tags are also useful to protect packets
whose payl oads are secured at higher |ayers, protocols where the
security is given by the sumof the tag | engths, and in constrained
radi o networks, where the | ow bandwidth limts the nunber of forgery
attenpts. For all applications of short tags it is essential that
the MAC behaves |ike an ideal MAC, i.e., the forgery probability is
1/ 2~(tag_l ength) even after many generated MACs, many forgery
attenpts, and after a successful forgery. Wile Counter with CBC MAC
(CCM [RFC5116] with short tags has forgery probabilities close to
ideal, its performance is |lower than that of GCM For a

conpr ehensi ve di scussion on the use cases and requirenents of short
tags, see [ Comrent s38B].

Thi s docunent defines the Galois Counter Modde with Strong Secure Tags
(GCM SST) Aut henticated Encryption with Associ ated Data (AEAD)
algorithmfollow ng the recommendati ons from Nyberg et al. [Nyberqg].
GCM SST is defined with a general interface, allowing it to be used
wi th any keystream generator, not just 128-bit bl ock ciphers. The
main differences fromGCM[GCM are the introduction of an additional
subkey H 2, the derivation of fresh subkeys H and H 2 for each nonce,
and the replacement of the GHASH function with the POLYVAL function
from AES- GCM SI'V [ RFC8452], see Section 3. These changes enabl e
truncated tags with near-ideal forgery probabilities, even against
multiple forgery attacks, see Section 5. GCM SST is designed for use
in security protocols with replay protection such as TLS [ RFC8446],
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QUI C [ RFC9000], SRTP [RFC3711], PDCP [PDCP], etc. Security protocols
with replay protection are by far the nost inportant use case for
GCM I n unicast scenarios, its authentication tag behaves |ike an

i deal MAC, including reforgeability resistance. Users and

i npl ementers of cryptography expect algorithns to behave |ike ideal
MACs. Conpared to Polyl1305 [ RFC7539] and GCM [ RFC5116], GCM SST can
provide better integrity with |l ess overhead. |Its performance in
hardware and software is simlar to GCM[GCM. |n software, the two
addi tional AES invocations are conmpensated by the use of POLYVAL, the
" little-endian version” of GHASH, which is faster on little-endian
architectures. GCM SST retains the additive encryption
characteristic of GCM which enables efficient inplementations on
nmodern processor architectures, see [Gueron] and Section 2.4 of

[ GCM Updat €] .

Thi s docunent al so registers several GCM SST i nstances usi ng Advanced
Encryption Standard (AES) [AES] and Rijndael with 256-bit keys and

bl ocks (R jndael -256) [Rijndael] in counter node as keystream
generators and with tag lengths of 48, 96, and 112 bits, see

Section 4. The authentication tags in all registered GCM SST

i nstances behave |ike ideal MACs, which is not the case at all for
GCM [GCM . 3GPP has standardi zed the use of Rijndael -256 for

aut henti cation and key generation in 3GPP TS 35.23435. 237 [ WD23].

NI ST pl ans to standardi ze Rijndael -256 [Pl ans], although there night
be revisions to the key schedule. Rijndael-256 has very good
performance on nodern x86-64 platforns equi pped with AES-NI and VAES
instructions [Ducker]. Compared to AEG@S [I-D.irtf-cfrg-aegis-aead],
AES- GCM SST of fers significantly higher performance in pure hardware
i npl ementations while retaining the advantage of being a nbde of
operation for AES.

The integrity part of GCM SST was originally devel oped by ETSI SAGE,
under the nane Mac5G follow ng a request from3GPP, with several
years of discussion and refinenment contributing to its design

[ SAGE23] [ SAGE24]. MacbhG is constructed simlarly to the integrity
al gorithms used for SNOWV 3G [U A2] and ZUC [ EI A3]. 3CGPP has deci ded
to standardi ze GCM SST for use with SNOW5G [ SNON, AES-256 [AES],
and ZUGC-256 [ZUC] in 3GPP TS 35.24035.248 [ WD24].

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

The following notation is used in the docunent:
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is the key as defined in [ RFC5116]
is the nonce as defined in [ RFC5116]
the associated data as defined in [ RFC5116]

is the plaintext as defined in [ RFC5116]

*
N o > zZ ~
[72)

is the keystream

* ¢t is the ciphertext

* tag is the authentication tag

* tag_length is the length of tag in bits

i s the assignnment operator

* # is the inequality operator

* X || y is concatenation of the octet strings x and y
* is the bitw se exclusive or operator XOR

* len(x) is the length of x in bits

* zeropad(x) right pads an octet string x with zeroes to a multiple
of 128 bits

* truncate(x, t) is the truncation operation. The first t bits of x
are kept

* nis the nunber of 128-bit chunks in zeropad(P)

* mis the nunber of 128-bit chunks in zeropad(A)

* PCOLYVAL is defined in [ RFC8452]

* BE32(x) is the big-endian encoding of 32-bit integer x

* LE64(x) is the little-endian encoding of 64-bit integer X

* V[y] is the 128-bit chunk with index y in the array V; the first
chunk has index O

* V[x:y] are the range of 128-bit chunks x toy in the array V
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3.

3.

Gal 0oi s Counter Mode with Strong Secure Tags (GCM SST)

This section defines the Galois Counter Mbde with Strong Secure Tags
(GCM SST) AEAD al gorithm foll owi ng the recomendati ons from Nyberg et
al. [Nyberg]. GCMSST is defined with a general interface so that
it can be used with any keystream generator, not just a 128-bit bl ock
ci pher.

GCM SST adheres to an AEAD interface [RFC5116] and the encryption
function takes four variable-length octet string paraneters. A
secret key K, a nonce N, the associated data A, and a plaintext P
The keystream generator is instantiated with K and N. The keystream
MAY depend on P and A.  The m ni num and maxi num | engt hs of al
paraneters depend on the keystream generator. The keystream
generator produces a keystream Z consisting of 128-bit chunks where
the first three chunks Z[0], Z[1], and Z[2] are used as the three
subkeys HL H 2, and M The foll owi ng keystream chunks Z[ 3], Z[4],
..., Z[n + 2] are used to encrypt the plaintext. Instead of GHASH
[GCM, GCM SST nakes use of the POLYVAL function from AES- GCM SI V

[ RFC8452], which results in nore efficient software inplenentations
on little-endian architectures. GHASH and POLYVAL can be defined in
terns of one another [RFC8452]. The subkeys Hand H2 are field

el ements used in POLYVAL while the subkey Mis used for the fina
maski ng of the tag. Both encryption and decryption are only defined
on inputs that are a whole nunber of octets. Figures illustrating
the GCM SST encryption and decryption functions can be found in

[ SST1], [SST2], and [Inoue].

For every conputational procedure that is specified in this docunent,
a conformng inplenentation MAY replace the given set of steps with
any mat hematically equival ent set of steps. In other words,
different procedures that produce the correct output for every input
are permtted.

1. Authenticated Encryption Function

The encryption function Encrypt (K, N, A P) encrypts a plaintext and
returns the ciphertext along with an authentication tag that verifies
the authenticity of the plaintext and associated data, if provided.
Prerequi sites and security:

*  The key MJST be randomy chosen froma uniformdistribution

* For a given key, a nonce MJST NOT be reused under any
ci rcunst ances

* Each key MJST be restricted to a single tag_| ength.
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*

Definitions of supported input-output |engths.

| nput s:

*

Key K (variable-length octet string)
Nonce N (variable-length octet string)
Associ ated data A (variable-length octet string)

Pl ai ntext P (variable-length octet string)

Qut put s:

*

*

Ci phertext ct (variable-length octet string)

tag (octet string with length tag | ength)

February 2025

St eps:

1. If the lengths of K, N, A, P are not supported return error and
abort

2. Initiate keystream generator with K and N

3. Let H=Z[0], H2 = Z[1], M= Z[2]

4. Let ct = P truncate(Z[3:n + 2], len(P))

5. Let S = zeropad(A) || zeropad(ct)

6. Let L = LE64(len(ct)) || LE64(len(A))

7.  Let X = POLYVAL(H, S[0], S[1], ...)

8. Let full _tag = POLYVAL(H 2, X L) M

9. Let tag = truncate(full _tag, tag_l ength)

10. Return (ct, tag)

The encoding of L aligns with existing inplenmentations of GCM

Canpagna, et al. Expi res 23 August 2025
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3.2. Authenticated Decryption Function

The decryption function Decrypt(K, N, A ct, tag) decrypts a

ciphertext, verifies that the authentication tag is correct, and

returns the plaintext on success or an error if the tag verification
fail ed.

Prerequi sites and security:

* The calculation of the plaintext P (step 10) MAY be done in
parallel with the tag verification (step 3-9). |If the tag
verification fails, the plaintext P and the expected tag MJST NOT
be given as output.

* Each key MJST be restricted to a single tag | ength.

* Definitions of supported input-output |engths.

I nput s:

* Key K (variable-length octet string)

* Nonce N (variable-length octet string)

* Associ ated data A (variable-length octet string)

* Ci phertext ct (variable-length octet string)

* tag (octet string with length tag | ength)

Qut put s:

* Plaintext P (variable-length octet string) or an error indicating
that the authentication tag is invalid for the given inputs.

St eps:

1. If the lengths of K, N, A or ct are not supported, or if
len(tag) # tag_length return error and abort

2. Initiate keystream generator with K and N

3. Let H=Z[0], H2 = Z[1], M= Z[2]

4. Let S = zeropad(A) || zeropad(ct)

5. Let L = LE64(len(ct)) || LE64(len(A))
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6. Let X = POLYVAL(H, S[0], S[1], ...)
7. Let full_tag = POLYVAL(H 2, X L) M
8. Let expected tag = truncate(full _tag, tag_ | ength)
9. If tag #+ expected_tag, return error and abort
10. Let P =ct truncate(Z[3:n + 2], len(ct))
11. If N passes replay protection, return P
The conparison of tag and expected_tag in step 9 MJST be perforned in
constant tinme to prevent any information | eakage about the position
of the first msmatched byte. For a given key, a plaintext MJST NOT
be returned unless it is certain that a plaintext has not been
returned for the same nonce. Replay protection can be perforned
either before step 1 or during step 11. Protocols w th nonce-hiding
mechani sms [Bel l are], such as QU C [ RFCO001], i nplenent replay
protection after decryption to mitigate timng side-channel attacks.
3.3. Encoding (ct, tag) Tuples
Appli cations MAY keep the ciphertext and the authentication tag in
di stinct structures or encode both as a single octet string C. In
the latter case, the tag MJST i mediately follow the ciphertext ct:
C=ct || tag
4. AES and R jndael -256 in GCM SST
Thi s section defines Advanced Encryption Standard (AES) and R j ndael
with 256-bit keys and bl ocks (Rijndael -256) [Rijndael] in Galois
Counter Mode with Strong Secure Tags.
4.1. AES- CCM SST

When GCCMSSMis instantiated with AES (AES- GCM SST), the keystream
generator is AES in counter node

Z[i] = ENO(K, N || BE32(i))

where ENC is the AES G pher function [AES]. Big-endian counters
align with existing inplenentations of AES in counter npde.
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4.2. Rijndael - GCM SST
VWhen GCM SST is instantiated with Rijndael -256 (Rijndael - GCM SST),
the keystream generator is Rijndael-256 in counter nobde
Z[2i] = ENC(K, N || BE32(i))[0]
Z[2i +1] = ENC(K, N || BE32(i))[1]
where ENC is the Rijndael -256 C pher function [Rijndael].
4.3. AEAD Instances and Constraints

We defi ne ni ne AEAD i nstances

3

in the format of [RFC5116],

t hat use

AES- GCCM SST and Rijndael -GCM SST with tag | engths of 48, 96, and 112

bits.
security properties,

The key length and tag length are related to different
and an application encrypting audi o packets with

short tags might require high confidentiality.

[ s e s s el s s et °}
| Narme | K LEN | P_MAX = A MAX | tag_ length |
I | (bytes) | (bytes) | (bits) |
B el Sl ety sl jj—t—t—t—
| AEAD AES 128 GCM SST 6 | 16 | 2736 - 48 | 48 |
R I F--- - - - - I I I Fo-mm e e - - +
| AEAD AES 128 GCM SST_ 12 | 16 | 2735 | 96 |
I T e I I Feom e - - I I +
| AEAD AES 128 GCM SST_14 | 16 | 2719 | 112 |
I I L R I I Fo-m - - - - +
| AEAD AES 256 _GCM SST 6 | 32 | 2736 - 48 | 48 |
R I F--- - - - - I I I Fo-mm e e - - +
| AEAD AES 256 _GCM SST_12 | 32 | 2735 | 96 |
I T e I I Feom e - - I I +
| AEAD AES 256 _GCM SST_14 | 32 | 2719 | 112 |
I I L R I I Fo-m - - - - +
| AEAD R JNDAEL_GCM SST 6 | 32 | 2736 - 48 | 48 |
R I F--- - - - - I I I Fo-mm e e - - +
| AEAD Rl JNDAEL_GCM SST_12 | 32 | 2735 | 96 |
I T e I I Feom e - - I I +
| AEAD Rl JNDAEL_GCM SST_14 | 32 | 2719 | 112 |
I I L R I I Fo-m - - - - +

Canpagna, et al.

Tabl e 1: AEAD Al gorithns

Conmon paraneters for the six AEAD instances:

*

N MN = N MAX (m ni mum and nmaxi mum si ze of the nonce) is 12 octets

for AES, while for R jndael -256, it is 28 bytes.
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*  C_MAX (maximum size of the ciphertext and tag) is P_MAX +
tag_length (in bytes)

*  Q _MAX (maxi mum nunber of invocations of the encryption function)
is 2732 for AES-GCM SST, while for Rijndael -GCM SST, it is 2788.

* V_MAX (maxi num nunmber of invocations of the decryption function)
is 2748 for AES-GCM SST, while for Rijndael -GCM SST, it is 2788.

The maxi mum size of the plaintext (P_MAX) and the nmaxi num si ze of the
associ ated data (A MAX) have been | owered from GCCM [ RFC5116]. To
enabl e forgery probability close to ideal, even with nmaxi mnum si ze

pl ai ntexts and associ ated data, we set P_MAX = A MAX = nmin(27(131 -
tag_length), 2736 - 48). Protocols that enpl oy GCM SST MAY i npose
stricter limts on P_MAX and A MAX. Just like [RFC5116], AES-GCM SST
and Rijndael -GCM SST only allow a fixed nonce Iength (N MN = N NMAX)
of 96 bits and 224 bits, respectively. For the AEAD algorithns in
Table 1 the worst-case forgery probability is bounded by 1/

2" (tag_l ength) [Nyberg]. This is true for all allowed plaintext and
associ ated data | engths.

The V_MAX constraint ensures that the Bernstein bound factor is 6 1
for AES-GCM SST in protocols where P MAX + A MAX 2716, such as QU C
[ RFC9000], and always & 1 for Rijndael-GCMSST. In addition to
restricting the Bernstein bound factor, the Q MAX constraint
establishes a mnimumthreshold for the conplexity of distinguishing
attacks and a maxi mumthreshold for the fraction of a plaintext bit
that an attacker can recover. Since encryption and decryption
queries play an equivalent role in the Bernstein bound, it follows
that Q MAX V_MAX. Protocols that enpl oy GCM SST MAY i npose

stricter limts on Q MAX and V_MAX.

Protocols utilizing AES-GCM SST MJST enforce stricter limts on
P_MAX, A MAX, Q MAX, and/or V_MAX to ensure that (P_MAX + A NAX)
(Q MAX + V_.MAX) 2766. This ensures that & 1.

Protocol s utilizing AES-GCM SST MUST enforce stricter limts on P_MAX
and/or Q MAX to ensure that Q MAX P_MAX 2763. This aligns with
[ANSSI] requirenents and ensures that an attacker cannot recover nore
than 1 / 2710.47 0.0007 bits of the plaintexts [Entropy].

Refer to Sections 5.1, 5.2, and 5.5 for further details.
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5

5.

Security Considerations

GCM SST i ntroduces an additional subkey H 2, al ongside the subkey H.
The inclusion of H2 enables truncated tags with forgery
probabilities close to ideal. Both Hand H 2 are derived for each
nonce, which significantly decreases the probability of multiple
successful forgeries. These changes are based on proven theoretical
constructions and follows the recomendations in [Nyberg]. |I|noue et
al. [Inoue] prove that GCM SST is a provably secure authenticated
encryption node, with security guaranteed for eval uations under fresh
nonces, even if sone earlier nonces have been reused.

GCM SST is designed for use in security protocols with replay
protection. Every key MJST be randonmly chosen froma uniform

di stribution. GCM SST MJST be used in a nonce-respecting setting:
for a given key, a nonce MJST only be used once in the encryption
function and only once in a successful decryption function call. The
nonce MAY be public or predictable. It can be a counter, the output
of a perrmutation, or a generator with a long period. The reuse of
nonces in successful encryption and decryption function calls enables
uni versal forgery, as denonstrated by [Joux], [Lindell], and [Inoue].
Therefore, GCM SST MUST be used with replay protection.

Addi tionally, GCM SST MJST NOT be used with random nonces, as this
significantly reduces the efficiency of replay protection. For a
given tag length, GCM SST has strictly better security properties
than GCM  GCM al | ows universal forgery with | ower conplexity than
GCM SST, even when nonces are not reused. [|nplenentations SHOULD add
randommess to the nonce by XORi ng a uni que nunber |ike a sequence
nunber with a per-key random secret salt of the sanme length as the
nonce. This significantly inproves security agai nst preconputation
attacks and nulti-key attacks [Bellare] and is for exanple
implemented in TLS 1.3 [ RFC8446], OSCORE [ RFC8613], and [Ascon]. By
increasing the nonce length from96 bits to 224 bits, Rijndael -GCCM
SST can offer significantly greater security agai nst preconputation
and nulti-key attacks conpared to AES- 256- GCM SST.

Refer to Section 5.6 for considerations on using GCM SST in nulticast
or broadcast scenarios. Unless otherw se specified, fornulas for
expected nunber of forgeries apply to unicast scenari os.

1. Integrity

The GCM SST tag_| ength SHOULD NOT be snaller than 4 bytes and cannot
be larger than 16 bytes. Let = (P_MAX + A MAX) / 16 + 1. Wen
tag_length < 128 - log2() bits, the worst-case forgery probability
is bounded by 1/ 2~(tag_length) [Nyberg]. The tags in the AEAD
algorithnms listed in Section 4.3 therefore have an al nost perfect
security level. This is significantly better than GCM where the
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security level is only tag length - 1og2() bits [GCM. For a graph
of the forgery probability, refer to Fig. 3 in [Inoue]. As one can
note, for 128-bit tags and | ong nessages, the forgery probability is
not close to ideal and simlar to GCM[GCM. |If tag verification
fails, the plaintext and expected tag MJST NOT be given as out put.
In GCCM SST, the full_tag is independent of the specified tag | ength
unl ess the application explicitly incorporates tag length into the
keystream or the nonce.

The expected nunber of forgeries, when tag |length < 128 - |0g2()
bits, depends on the keystream generator. For an ideal keystream
generator, the expected nunber of forgeries is v / 2*°(tag_length),
where v is the nunmber of decryption queries, which is ideal. For
AES- GCM SST, the expected nunber of forgeries is & _128 v /
27(tag_l ength), where the Bernstein bound factor 6 _b 1 + (g + v)"2
A2 | 2°(b+1), which is ideal when 6 128 1. This far outperforms
AES- GCM where the expected nunber of forgeries is & 128 vA/2

/[ 2"(tag_l ength+l). For R jndael -GCM SST, the expected nunber of
forgeries is 6 _256 v / 2"(tag_length) v / 2~(tag_length), which
is ideal. For further details on the integrity advantages and
expect ed nunber of forgeries for GCM and GCM SST, see [lwata],

[l noue], [Bernstein], and [Multiple]. BSI states that an ideal MAC
with a 96-bit tag length is considered acceptable for nost
applications [BSI], a requirenment that GCM SST with 96-bit tags
satisfies when 6 1. Achieving a conparable level of security with
GCM CCM or Polyl305 is nearly inpossible.

5.2. Confidentiality

The confidentiality offered by GCM SST agai nst passive attackers
depends on the keystream generator. For block ciphers in counter
mode it is determned by the birthday bound, w th AES-based ciphers
particul arly constrained by their narrow 128-bit bl ock size. For
AES- GCM SST, the confidentiality is equal to AES-GCM [ GCM .
Regardl ess of key |ength, an attacker can nmount a distinguishing
attack with a conplexity of approximately 27129 / o, where o P_MAX
QMAX / 16 is is the total plaintext length neasured in 128-bit
chunks. In contrast, the confidentiality offered by Rijndael -GCM SST
agai nst passive attackers is significantly higher. The conplexity of
di stinguishing attacks for Rijndael -GCM SST is approxi mately 27258 /
0. McGew, Leurent, and Sibleyras [Inpossible][Dfference]
denmonstrate that for block ciphers in counter node, an attacker with
partial know edge of the plaintext can execute plaintext-recovery
attacks agai nst counter nmode with roughly the sane conplexity (up to
|l ogaritm c factors) as distinguishing attacks. However, Preu
Matt sson [Entropy] denonstrated that an attacker cannot recover nore
than o072 / 2”b bits of the plaintext, where b is the bl ock size.
G ven the constraints outlined in Section 4.3, an attacker cannot

Canpagna, et al. Expi res 23 August 2025 [ Page 14]



I nternet-Draft GCM SST February 2025

recover nmore than 0.0007 bits of AES-GCM SST pl ai ntexts.

Wil e Rijndael -256 in counter node can provide 128-bit
confidentiality for plaintexts nuch |arger than 2736 octets, GHASH
and POLYVAL do not offer adequate integrity for long plaintexts. To
ensure robust integrity for long plaintexts, an AEAD node woul d need
to replace POLYVAL with a MAC that has better security properties,
such as a Carter-Wegman MAC in a larger field [Degabriele] or other
al ternatives such as [ SMAC] .

The confidentiality offered by GCM SST agai nst active attackers is
directly linked to the forgery probability. Depending on the
protocol and application, forgeries can significantly conprom se
privacy, in addition to affecting integrity and authenticity. It
MJST be assumed that attackers always receive feedback on the success
or failure of their forgery attenpts. Therefore, attacks on
integrity, authenticity, and confidentiality MJST all be carefully
eval uat ed when sel ecting an appropriate tag | ength.

5.3. Weak keys

In general, there is a very small possibility in GCM SST that either

or both of the subkeys H and H 2 are zero, so called weak keys. |If H
is zero, the authentication tag depends only on the Iength of P and A
and not on their content. If H2 is zero, the authentication tag

does not depend on P and A. Due to the masking with M there are no
obvi ous ways to detect this condition for an attacker, and the
specification admits this possibility in favor of conplicating the
flowwith additional checks and regeneration of values. |n AES-GCM
SST, Hand H 2 are generated with a pernutation on different input,
so H and H 2 cannot both be zero.

5.4. Replay Protection

The details of the replay protection mechanismis determ ned by the
security protocol utilizing GCM SST. |If the nonce includes a
sequence nunber, it can be used for replay protection
Alternatively, a separate sequence nunber can be used, provided there
is a one-to-one mappi ng between sequence nunbers and nonces. The
choice of a replay protection nechani sm depends on factors such as
the expected degree of packet reordering, as well as protocol and

i mpl ementation details. For exanples of replay protection

mechani sms, see [RFC4303] and [ RFC6479]. | nplenmenting replay
protection by requiring ciphertexts to arrive in order and

term nating the connection if a single decryption fails is NOT
RECOMVENDED as this approach reduces robustness and availability
whi | e exposing the systemto denial-of-service attacks [ Robust].
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5.5. Comparison with ChaCha20- Pol y1305 and AES- GCM

Table 2 conmpares the integrity of GCM SST, ChaCha20-Pol y1305

[ RFC7539], and AES-GCM [ RFC5116] in unicast security protocols with
replay protection, where v represents the nunber of decryption
queries. |In Polyl305 and GCCM the forgery probability depends on
(P_MAX + AAMAX) / 16 + 1. In AES-based algorithms, the Bernstein
bound introduces a factor 6 1 + (g + v)*2 "2/ 272129. GCM SST
requires 6 1, a property not mandated by GCM  Notably, GCM does
not provide any reforgeability resistance, which significantly

i ncreases the expected nunber of forgeries. Refer to [Procter],
[Ilwata], and [Multiple] for further details.

[ el ool e el
| Narme | Forgery | Forgery | Expected nunber of |
| | probability | probability | forgeries |
| | before first | after first | |
| | forgery | forgery | |
[ oo s oo s s
| GCM SST 14 | 1/ 2712 1/ 27112 | v/ 27112 |
R I I i T F-- - - - - - B +
| GCM SST 12 | 1/ 2796 | 1/ 2796 | v | 2796 |
I I L i I i I I +
| POLY1305 | / 27103 | / 27103 | v /[ 27103 |

I i I I i I I R +
| GcM | | 27128 | 1] & wvr2 [ 27129 |

R I I i T F-- - - - - - B +

Tabl e 2: Conparison of integrity anong GCM SST,
ChaCha20- Pol y1305, and AES-GCM in uni cast security protocols
with replay protection. v is the nunber of decryption
queries, is the maxi mumlength of plaintext and associ ated
data, measured in 128-bit chunks, and 0 is the Bernstein
bound factor.

Table 3 conpares the integrity of GCM SST, ChaCha20-Pol y1305

[ RFC7539], and AES-GCM [ RFC5116] in unicast QU C [ RFC9000] [ RFC9001],
a security protocol with mandatory replay protection, and where the
combi ned size of plaintext and associated data is |l ess than 2716
bytes ( 2712). GCM SST 14 and GCM SST 12 provide better integrity
t han ChaCha20- Pol y1305 [ RFC7539] and AES- GCM [ RFC5116], while al so
reduci ng overhead by 24 bytes. For GCM SST and ChaCha20- Pol y1305,
the expected nunber of forgeries is linear in v when repl ay
protection is enployed. ChaCha20-Pol y1305 achi eves a security |evel
equi valent to that of an ideal MACwith a length of 91 bits. For
AES-GCM replay protection does not mtigate reforgeries, the
expect ed nunber of forgeries grows quadratically with v, and GCM
provides significantly worse integrity than GCM SST and
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ChaCha20- Pol y1305 unless v is kept very small. Wth v = 2252 as

all oned for AES-GCM in QU C [ RFCO001], the expected number of
forgeries for AES-GCM i s equivalent to that of an ideal MAC with a
|l ength of 64.4 bits. The effective tag length of AESSGCMin QU Cis
117 - log2( o v).

b oo sl e oo s oot o}
| Nare | Tag| Forgery | Forgery | Expected nunber |
| | length|] probability | probability | of forgeries |
| | (bytes)| before | after first | |
| | | first | forgery | |
I I I forgery | I I
b oo sl e oo s oot o}
| GCM SST 14 | 14 1/ 2712 1/ 27112 | v/ 27112 |
R I +------- I i T F-- - - - - - I e I T +
| GCM SST 12 | 12| 1/ 2796 | 1/ 2796 | v | 2796 |
I +------- I L i I +
| POLY1305 | 16| 1/ 2791 | 1/ 2791 | v | 2791 |
I +----- - i I I i I i IR +
| oM | 16| 1/ 27116 | 1] & vr2 [ 27117 |
R I +------- I i T F-- - - - - - I e I T +

Tabl e 3: Conparison of integrity anong GCM SST,
ChaCha20- Pol y1305, and AES-GCM i n unicast QU C, where the maxi num
packet size is 65536 bytes.

Table 4 conmpares the confidentiality of Rijndael-GCM SST, AES-256-
GCM SST, SNOW 5G- GCM SST, and ChaCha20- Pol y1305 [ RFC7539], all of

whi ch use 256-bit keys, against passive attackers. The
confidentiality of block ciphers in counter node is determined by the
bi rt hday bound, w th AES-based ci phers particularly constrained by
their narrow 128-bit bl ock size. While plaintext-recovery attacks on
bl ock ciphers in counter node have a conmplexity simlar to

di stinguishing attacks, the attacker cannot recover nore than o¢72 /
2"b bits of the plaintexts [Entropy].
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| Nare | Key size (bits) | Conpl exity of |
| | | distinguishing attacks |
[ gt ————————— L —————————————— Ll p—p—p—_——————
| CHACHA20_POLY1305 | 256 | 27256 |
Ry R T +
| SNOW5G GCM SST | 256 | 27256 |
o e e e e oo oo o e e e e oo - o e e e e e a oo +
| RIIJNDAEL_GCM SST | 256 | 27258 | o |
o e e e e oo o e e e e oo o e e e e e e oo oo oo +
| AES _256_GCM SST | 256 | 27129 | o |
BRIy R T +

Tabl e 4: Conparison of confidentiality agai nst passive
attackers anong Rijndael - GCM SST, SNOW 5G- GCM SST,
ChaCha20- Pol y1305, and AES- 256-GCM 0 is is the total
pl ai ntext length neasured in 128-bit chunks.

5.6. Milticast and Broadcast

VWil e GCM SST offers stronger security properties than GCM for a
given tag length in multicast or broadcast contexts, it does not
behave exactly like an ideal MAC. Wth an ideal MAC, a successful
forgery against one recipient allows the attacker to reuse the sane
forgery against all other recipients. |In contrast, with GCM a
successful forgery against one recipient enables the attacker to
generate an unlimted nunmber of new forgeries for all recipients.

Wth GCM SST, a few successful forgeries against a few recipients
all ow the attacker to create one new forgery for all other
recipients. Wile the total nunber of forgeries in GCM SST mat ches
that of an ideal MAC, the diversity of these forgeries is higher. To
achi eve one distinct forgery per recipient with an ideal MAC, the
attacker would need to send on average 2"(tag_|l ength) forgery
attenpts to each recipient. GCM SST perforns equally well or better
than an ideal MAC with length tag length - 1og2(r), where r is the
nunber of recipients. Thus, in one-to-nmany scenarios with replay
protection, the expected nunber of distinct forgeriesis v r /
2"(tag_length), and the effective tag length of GCM SST is tag_length
- log2(r).

6. | ANA Consi derations
I ANA is requested to assign the entries in the first colum of
Table 1 to the "AEAD Al gorithnms" registry under the "Authenticated

Encryption with Associated Data (AEAD) Paraneters"” heading with this
docunment as reference.
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Appendi x A, AES- GCM SST Test Vectors

A 1. AES GCM SST Test #1 (128-bit key)

K=4{ 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of }
N={ 30 31 32 33 34 35 36 37 38 39 3a 3b }
H={ 22 ce 92 da cb 50 77 4b ab 0d 18 29 3d 6e ae 7f }
H2 ={ 03 13 63 96 74 be fa 86 4d fa fb 80 36 b7 a0 3c }
M={ 9b 1d 49 ea 42 b0 Oa ec b0 bc eb 8d dO ef c2 b9 }
Case #la
A={}
P=1{1
L ={ 00 00 00 OO 00 00 OO 00 OO OO 00 OO 00 00 OO 00 }
full tag = { 9b 1d 49 ea 42 b0 Oa ec b0 bc eb 8d dO ef c2 b9 }
tag = { 9b 1d 49 ea 42 b0 Oa ec b0 bc eb 8d }
ct ={}
Case #1b
A= { 40 41 42 43 44}
P={1
L ={ 00 00 OO0 OO OO 00 OO0 OO 28 00 00 OO OO 00 00 0O }
full _tag = { 7f f3 cb a4 d5 f3 08 a5 70 4e 2f d5 f2 3a e8 f9 }
tag = { 7f f3 cb a4 d5 f3 08 a5 70 4e 2f d5 }
ct ={}
Case #1c
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A={1
P={ 60 61 62 63 64 65 66 67 68 69 6a 6b }
L ={ 60 00 00 00 00O 00 OO0 OO OO 00 OO OO OO 00 00 0O }
full _tag = { f8 de 17 85 fd l1la 90 d9 81 8f cb 7b 44 69 8a 8b }
tag = { f8 de 17 85 fd 1a 90 d9 81 8f cb 7b }
ct ={ 64 fO 5b ae le d2 40 3a 71 25 5e dd }
Case #1d
A ={ 40 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4e 4f }
P={ 60 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 6d 6e 6f
70 71 72 73 74 75 76 77 78 79 7a 7b 7c 7d 7e }
L={ f8 00 00 00 OO OO0 OO OO 80 00 OO OO OO 00 00 0O }
full _tag = { 93 43 56 14 Ob 84 48 2c dO 14 c7 40 7e €9 cc b6 }
tag = { 93 43 56 14 Ob 84 48 2c dO 14 c7 40 }
ct ={ 64 fO 5b ae 1le d2 40 3a 71 25 5e dd 53 49 5c el
7d cO cb ¢7 85 a7 a9 20 db 42 28 ff 63 32 10 }
Case #le
A ={ 40 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4e }
P={ 60 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 6d 6e 6f
70 }
L ={ 88 00 00 00O OO OO0 OO OO 78 00 00 OO OO 00 00 0O }
full tag = { f8 50 b7 97 11 43 ab e9 31 5a d7 eb 3b 0a 16 81 }
tag = { f8 50 b7 97 11 43 ab e9 31 5a d7 eb }
ct ={ 64 fO 5b ae 1le d2 40 3a 71 25 5e dd 53 49 5c el

7d }
A 2. AES-GCM SST Test #2 (128-bit key)

29 23 be 84 el 6¢c d6 ae 52 90 49 f1 f1 bb €9 eb }
9a 50 ee 40 78 36 fd 12 49 32 f6 9e }

1f 03 5a 7d 09 38 25 1f 5d d4 cb fc 96 f5 45 3b
13 0d }

ad 4f 14 f2 44 40 66 dO 6b c4 30 b7 32 3b al 22
f6 22 91 od }

2d 6d 7f 1c 52 a7 a0 6b f2 bc bd 23 75 47 03 88
3b fd 00 96 25 84 2a 86 65 71 a4 66 e5 62 05 92
9e 6¢ 98 3e e0 6¢c la ab c8 99 b7 8d 57 32 0Oa f5
a0 00 00 00 00 00 OO OO 90 00 OO0 OO 00 00 00 0O
45 03 bf b0 96 82 39 b3 67 €9 70 c3 83 c5 10 6f
45 03 bf b0 96 82 }

b8 65 d5 16 07 83 11 73 21 f5 6¢ b0 75 45 16 b3
da 9d b8 09 }

T >»Z2X
I I

I

e N e

full _ta

~QQrzNT

Lt Yt Yt Vot W Vo VoY ~ latn Yot Yae}

—
o

A. 3. AES-CCM SST Test #3 (256-bit key)
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K={ 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
10 11 12 13 14 15 16 17 18 19 l1a 1b 1c 1d 1le 1f }
N={ 30 31 32 33 34 35 36 37 38 39 3a 3b }
H={ 3b d9 of 8d 38 f0O 2e al 80 96 a4 b0 bl d9 3b 1b }
H2 ={ af 7f 54 00 16 aa b8 bc 91 56 d9 dl1 83 59 cc e5 }
M={ b3 35 31 cO e9 6f 4a 03 2a 33 8e ec 12 99 3e 68 }
Case #3a
A={1}
P={}
L ={ 00 00 OO0 OO OO 00 OO0 OO OO 00 OO OO OO 00 00 0O }
full _tag = { b3 35 31 c0 €9 6f 4a 03 2a 33 8e ec 12 99 3e 68 }
tag = { b3 35 31 c0 e9 6f 4a 03 2a 33 8e ec }
ct ={1}
Case #3b
A =1{ 40 41 42 43 44}
P={}
L ={ 00 00 00 OO OO 00 00 OO 28 00 00 OO OO 00 00 0O }
full _tag = { 63 ac ca 4d 20 9f b3 90 28 ff ¢3 17 04 01 67 61 }
tag = { 63 ac ca 4d 20 9f b3 90 28 ff ¢3 17 }
ct ={1}
Case #3c
A={}
P={ 60 61 62 63 64 65 66 67 68 69 6a 6b }
L ={ 60 00 00 00O OO 00 OO0 OO OO 00 OO OO OO 00 00 0O }
full _tag = { el de bf fd 5f 3a 85 e3 48 bd 6f cc 6e 62 10 90 }
tag = { el de bf fd 5f 3a 85 e3 48 bd 6f cc }
ct ={ fc 46 2d 34 a7 5b 22 62 4f d7 3b 27 }
Case #3d
A= { 40 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4de 4f }
P={ 60 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 6d 6e 6f
70 71 72 73 74 75 76 77 78 79 7a 7b 7c 7d 7e }
L={ f8 00 00 00 00O 00 OO0 00O 80 00 00O OO OO 00 00 0O }
full tag = { ¢c3 5e d7 83 9f 21 f7 bb a5 a8 a2 8e 1f 49 ed 04 }
tag = { c3 5e d7 83 9f 21 f7 bb a5 a8 a2 8e }
ct = { fc 46 2d 34 a7 5b 22 62 4f d7 3b 27 84 de 10 51
33 11 7e 17 58 b5 ed dO d6 5d 68 32 06 bb ad }
Case #3e
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A ={ 40 41 42 43 44 45 46 47 48 49 4a 4b 4c 4d 4e }
P={ 60 61 62 63 64 65 66 67 68 69 6a 6b 6¢c 6d 6e 6f
70 }
L ={ 88 00 00 00 00 00 OO 00 78 00 00 00 00 00 OO 00 }
full tag = { 49 7c 14 77 67 a5 3d 57 64 ce fd 03 26 fe e7 b5 }
tag = { 49 7c 14 77 67 a5 3d 57 64 ce fd 03}
ct = { fc 46 2d 34 a7 5b 22 62 4f d7 3b 27 84 de 10 51

33 }
AES- GCM SST Test #4 (256-bit key)

29 23 be 84 el 6¢c d6 ae 52 90 49 f1 f1 bb €9 eb
b3 a6 db 3c 87 Oc 3e 99 24 5e 0d 1c 06 b7 b3 12 }
9a 50 ee 40 78 36 fd 12 49 32 f6 9e }

1f 03 5a 7d 09 38 25 1f 5d d4 cb fc 96 f5 45 3b
13 0d }

ad 4f 14 f2 44 40 66 dO 6b c4 30 b7 32 3b al 22
f6 22 91 od }

13 53 4b f7 8a 91 38 fd f5 41 65 7f c2 39 55 23
32 69 75 a3 3a ff ae ac af a8 fb dl1 bd 62 66 95
59 48 44 80 b6 cd 59 06 69 27 5e 7d 81 4a dl1 74
a0 00 00 00 00 00 00O 00 90 00O OO OO OO 00O 00 0O
c4 al ca 9a 38 c6 73 af bf 9c 73 49 bf 3c d5 4d
c4 al ca 9a 38 c6 73 af bf 9c¢ 73 49 bf 3c }

b5 c2 a4 07 f3 3e 99 88 de cl1 2f 10 64 7b 3d 4f
eb 8f f7 cc }

—rZNIT U O »Z2 X
1]

e " e

full -tag
tag
ct

Lt Yt Yt Vo Vo Vo Wore Y ~ ~ ~

endix B. Conpatibility with 3GPP Al gorithns

The integrity part of GCM SST was originally devel oped by ETSI SAGE
under the nane Mac5G followi ng a request from3GPP. Its design
evol ved over several years of discussion and refinenent

[ SAGE23] [ SAGE24] . Mac5G shares structural simlarities with the
integrity algorithns used for SNOW 3G [ U A2] and ZUC [ El A3].

3GPP has decided to standardi ze GCM SST for use with SNOW5G [ SNOW ,
AES- 256 [ AES], and ZUC-256 [ZUC] in 3GPP TS 35.24035.248 [ W D24].
These AEAD al gorithns are designated as NCA4, NCA5, and NCAG,
respectively. GCM SST, as specified in this docunent, is fully
conpatible with the SNOV5G based NCA4 and t he ZUC- 256- based NCA6
The AES-based NCA5 differs only in its subkey generation but is

ot herwi se identical. SNOW5G is functionally equivalent to SNOWMVi
[ SNOA, except that its FSM adders have been changed from 32-bit to
16-bit. Additionally, the NCA al gorithns introduce nore detail ed
specifications for nonce construction based on 3GPP protocols.
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The version of GCM SST specified in this docunent inposes stricter
security considerations and constraints than the 3GPP and ETSI SAGE
specifications for the NCA algorithns. W recommend 3GPP to follow
the additional security neasures outlined in this docunent.

Change Log
This section is to be renmoved before publishing as an RFC

Changes from-17 to -18

* | nproved expl anati on why replay protection is required and random
nonces forbi dden

*  New appendi x di scussing conpatibility with 3GPP al gorithns.
* Editorial changes
Changes from-16 to -17

* Align with ANSSI requirenent on the maxi mum nunber of pl ai ntext
bl ocks.

* Added information of how small fraction of a bit an attacker can
theoretically recover.

* Editorial changes
Changes from-15 to -16:

* Added section on multicast or broadcast allowi ng use in one-to-
many scenari os. GCM SST provides good security in such scenari os.

* Renanmed Qto H2 and sonme q to o to avoid using the sane synbol
for different things.

* Updated information on confidentiality agai nst passive attackers
i ncludi ng conparison and |inks to papers show ng that plaintext-
recovery have simlar conplexity as distinguishing attacks.

* Editorial changes

Changes from-14 to -15

* Added 48-bit tags after feedback from medi a peopl e.

* Added conparison to AEG S in pure hardware based on Scott
Fl uhrer’s anal ysis
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* Changed "acceptable level"” to "m nimumthreshol d" as it can be
di scussed if 64-bit security is acceptable.

* Added requirenent that security protocols using AES- GCM SST MUST
enforce limts to ensure that 0 1.

* Added that this specification does not allow use in nulticast or
broadcast. This sinplify security considerations.

* Editorial changes
Changes from-13 to -14:

* Explained the formatting of L as well as why replay protection
after decryption may be used.

* Updated link to NIST's plans to standardi ze R jndael -256 and
aligned the nane with NI ST

* Aligned test vector tag length and terminology with the rest of
the specification

* Editorial changes
Changes from-12 to -13:

* Changed nane to Strong Secure Tags to better illustrate that GCM
SST is intended to inprove security for all tag | engths.

* Editorial changes
Changes from-11 to -12:

* |Introduced Q MAX and V_MAX as formal nanmes for the invocation
constraints.

* Described that masking is inportant to nitigate weak keys.

* Inmproved and expanded the section conparing GCM SST wi th Pol y1305
and GCM

* Editorial changes including subsections in the security
consi derati ons.

Changes from-10 to -11:

* Added that protocols can inmpose stricter linmts on P_MAX and A MAX
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Added constraints on the nunber of decryption queries v
More info on replay protection inplenentation
More info on nonce constructions

I ntroduced the Bernstein bound factor & instead of just assum ng
that 6 < 2

Clarified differences between GCM SST with different keystream
generators (ideal, AES, Rijndael)

Made it clearer that Table 1 is for unicast security protocols
with replay protection and that Poly1305 is keyed wi th ChaCha20.

Editorial changes including RFC 2119 term nol ogy

Changes from-09 to -10:

*

*

Corrected sone probabilities that were off by a factor 2

Editorial changes.

Changes from-07 to -09:

*

Changed replay requirements to allow replay protection after
decryption to align with protocols |ike QU C and DTLS 1. 3.

Added a conpari son between GCM SST 14, GCM SST 12, GCM 16,
POLY1305 in protocols like QU C

Added text on the inportance of behaving like an ideal MAC
Consi deration on replay protection nechanisns
Added text and alternative inplenentations borrowed from N ST

Added constraints of 2732 encryption invocations aligning with
NI ST

Added text explaining that GCM SST offer strictly better security
than GCM and that "GCM al | ows universal forgery with | ower

compl exity than GCM SST, even when nonces are not reused", to
avoi d any mi sconceptions that Lindell’s attack makes GCM SST
weaker than GCMin any way.

Changes from-06 to -07:
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* Replaced 80-bit tags with 96- and 112-bit tags.

* Changed P_MAX and A MAX and made themtag_| ength dependent to
enable 96- and 112-bit tags with near-ideal security.

* (Cdarified that GCM SST tags have near-ideal forgery probabilities,
even against multiple forgery attacks, which is not the case at
all for GCM

* Added formul as for expected nunber of forgeries for GCM SST ((q
2"(-tag_length)) and GCM (g*2 (n + m+ 1) 2~(-tag_length + 1))
and stated that GCM SST fulfils BSI recomrendati on of using 96-bit
i deal MAGs.

Changes from-04 to -06:

* Reference to Inoue et al. for security proof, forgery probability
graph, and inproved attack when GCM SST is used wi thout replay
protection.

* Editorial changes.

Changes from-03 to -04:

* Added that GCM SST is designed for unicast protocol with replay
protection

* Update info on use cases for short tags
* Updated info on ETSI and 3CGPP standardi zati on of GCM SST
* Added Rij ndael - 256- 256

* Added that replay is required and that random nonces, mnulticast,
and broadcast are forbidden based on attack from Yehuda Li ndell

* Security considerations for active attacks on privacy as suggested
by Thomas Bel | ebaum

* |nproved text on H and Q being zero.

* Editorial changes.

Changes from-02 to -03:

* Added performance infornation and consi derations.

* Editorial changes.
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Changes from-01 to -02:

* The I ength encoding chunk is now called L

* Use of the notation POLYVAL(H, X 1, X 2, ...) from RFC 8452
* Renmoved duplicated text in security considerations.

Changes from-00 to -01:

* Link to NI ST decision to renpbve support for GCCMwi th tags shorter
than 96-bits based on Mattsson et al.

* Mention that 3GPP 5G Advance will use GCM SST with AES-256 and
SNOW 5G.

* Corrected reference to step nunbers during decryption
* Changed T to full _tag to align with tag and expected_tag

* Link to images fromthe N ST encrypti on workshop illustrating the
GCM SST encryption and decryption functions.

* Updated definitions
* Editorial changes.
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