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Abst ract

The gl obal |Pv4 address space was exhausted at the | ANA | evel in
2011, and Carrier-Gade NAT (CGN) has since served as the primary
operati onal workaround. CGN preserves connectivity but violates the
end-to-end principle, conplicates application devel opnent, and

i ntroduces substantial operational overhead.

Thi s docunent specifies IPv4.5, a pragmatic extension of |Pv4 that
i ntroduces a 96-bit address space organi zed as a Locator/ldentifier
separation: a 32-bit IPv4 Locator, a 16-bit Site ldentifier, and a
48-bit Endpoint ldentifier. [|Pv4.5 packets are encapsul ated in UDP
(port 4242) for transparent transit through existing |Pv4d routers,
NAT devices, and firewalls w thout requiring infrastructure changes.

Session security is established through a hybrid post-quantum key
exchange conbi ni ng M.- KEM 768 [ FI PS203] and X25519 [ RFC7748],
performed once per session. Subsequent data protection uses
symmetri ¢ AEAD ci phers (AES-256- GCM or ChaCha20- Pol y1305).

The design enforces strict separation of concerns across four

i ndependent pl anes: data, control, identity, and cryptographic.

Hi gher-1evel functions such as semantic routing and sel f-sovereign
identity are explicitly out of scope for this specification

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction
1.1. Pr obl em St at enment

The 1 Pv4 address pool nanaged by | ANA was exhausted in February 2011
Subsequent exhaustion at each Regional Internet Registry (RIR) has
forced network operators to rely on Carrier-Gade NAT (CG\) [ RFC6598]
as a |large-scal e address sharing nechanism \hile CGN preserves |Pv4d
reachability, it introduces the follow ng well-docunented probl ens:

1. Violation of the end-to-end principle: applications cannot rely
on a globally unique, reachabl e address for each endpoint.

2. Peer-to-peer inpairnment: NAT traversal for real-tine
communi cati on requires additional infrastructure such as STUN
TURN, and | CE.

3. Logging conplexity: multiple subscribers share a single public
| Pv4 address at any given tine, conplicating forensic and | ega
demands.

4. Single point of failure: CGN appliances represent concentrated
failure domai ns in operator networks.

| Pv6 [ RFC8200] was designed to resol ve address exhaustion
definitively, but its adoption has progressed slowmy after nmore than
two decades of availability. As of 2026, |Pv6 accounts for

approxi mately 45-50% of Internet traffic by volune, and growth has
decelerated. Key barriers include dual -stack operational cost, the
absence of day-one benefit for early adopters, and a |arge installed
base of |Pv4-only applications and enbedded devi ces.

Furthernore, neither 1Pv4 nor |Pv6 was designed with post-quantum

cryptography (PQC) in mnd. Future quantum conputers capabl e of

runni ng Shor’'s al gorithmwoul d break classical elliptic-curve and RSA

key exchange mechani sns, enabling "harvest now, decrypt |ater"

attacks agai nst recorded traffic.

1.2. Design Goals

IPv4.5 is designed to satisfy the followi ng goal s:

GlL (Address Exhaustion): Provide a globally uni que address space
sufficient for 6G 10T requirements, wthout relying on address
shari ng.

@ (Transparent Transit): Deploy i mediately over existing |Pv4d
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1.

1.

3.

4.

infrastructure, with no changes required to internediate routers,
NAT devices, or firewalls.

& (Day-One RO ): Provide inmedi ate, neasurable benefits to early
adopters — including endpoint privacy and quantumresi st ant
session security — independent of the deploynent fraction of
I Pv4.5 on the Internet.

A (Quantum Resistance): Resist passive traffic recording and future
decryption by quantum conputers, using N ST-standardi zed post -
quant um key encapsul ation [ FI PS203].

Gb (Layered Design): Linmt the network-Ilayer specification to
addressi ng and forwardi ng. Advanced functions are del egated to
separ ate pl anes or conpani on specifications.

G (Privacy): Support per-session epheneral Endpoint ldentifiers to
prevent cross-session endpoi nt tracking.

G7 (Political Acceptability): Require no central authority,
mandat ory validation service, or built-in surveillance mechani sm

Non- Goal s

The following are explicitly OJI OF SCOPE for this document:
* Content-based or semantic routing at the network |ayer

* Per-packet intent or policy fields in the data pl ane.

* Mandatory Decentralized Identifier (DID) or self-sovereign
identity requirements

* Per-packet post-quantumdigital signatures
* Traffic anonynization equivalent to Tor or m xnet overl ays.
Rel ati onship to Existing Wrk

IPv4.5 is inspired by, but distinct from the Locator/ldentifier
Separation Protocol (LISP) [RFC9300]. LISP is an overlay tunneling
protocol designed to scale BGP routing; |Pv4.5 defines a new wire
format with explicit addressing semantics and integrated session
security. [Pv4.5 borrows the Map- Server/ Map-Resol ver architecture of
LI SP [ RFC9301] as one supported inplenentation of its ElD Locator
Mappi ng Servi ce.
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The UDP encapsul ati on approach is anal ogous to QU C [ RFC9000], which
demonstrated that a new transport protocol can achi eve broad

depl oynent by operating over existing UDP/IP infrastructure. [1Pv4.5
is conplenentary to | Pv6 and does not conpete with it.

1.5. Requirenents Language

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, NOT RECOMVENDED, MAY, and OPTIONAL in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

2. Term nol ogy

Locat or
A 32-bit I Pv4 address that identifies the network attachnment point
of an I Pv4.5 anchor. Locators are allocated fromexisting |IPv4
address pools and are routed by unnodified I Pv4 infrastructure
usi ng standard routing protocols (BGP, OSPF, 1S-15)

Site ldentifier (Site ID)
A 16-bit value allocated by the operator of an IPv4.5 anchor
Identifies a logical adm nistrative domain (e.g., a data center
campus, or enterprise network) behind a single Locator

Endpoint ldentifier (ElID)
A 48-bit value that uniquely identifies an endpoint within a Site.
El Ds may be statically assigned (persistent) or dynanically
gener ated per session (epheneral; see eN D).

| Pv4.5 Address
The 96-bit triple [Locator | Site ID| EID] that globally and
uniquely identifies an I Pv4.5 endpoint.

Anchor
An | Pv4. 5-aware node hol ding one or nore Locators, responsible for
encapsul ati ng and decapsul ating | Pv4.5 packets to and from
standard UDP/| Pv4 packets for endpoints in its site.

Edge Transl at or
A gateway that enabl es conmmuni cation between | Pv4.5 endpoints and
| Pv4-only endpoints, performing address and header conversion in
both directions.
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El D- Locat or Mappi ng Service (ELMS)
A distributed service that maps Endpoint ldentifiers to their
current Locators, enabling resolution of EIDs not directly
resol vabl e via DNS

Epheneral Network Interface Designator (eN D)
A per-session randonly generated EID used to prevent cross-session
endpoi nt tracking. Moddeled after |Pv6 Privacy Extensions
[ RFC8981] and Semantically Opaque Interface Identifiers [RFC7217].

I ntent Negotiation Protocol (INP)
A control -pl ane protocol through which endpoints request session-
| evel service characteristics (latency class, bandw dth cl ass)
fromthe network operator’s policy controller.

AX Record
A new DNS resource record type conveying a 96-bit |Pv4.5 address,
anal ogous to the A record (IPv4) and AAAA record (I Pv6).
3. Architecture Overview

3.1. Four-Plane Separation

IPv4.5 is organized into four independent planes, each with a well-
defined scope and interface boundary:

o e e e e oo oo o e e e e oo oo o e e e e e oo - +
| ldentity Pl ane | Control Plane | Cryptographic Plane

| (optional; | (ELMS, | NP, | (M- KEM 768 + |
| handshake only) | nobility) | X25519, AEAD) |
oo oo Fom e +
| Dat a Pl ane (packet forwarding + AEAD protection) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e ma oo +

Figure 1. IPv4.5 Four-Plane Architecture

Dat a Pl ane (rmandat ory)
Forwards | Pv4.5 packets between anchors and endpoints. Applies
AEAD encryption and decryption using symetric session keys.
St at el ess except for per-session symetric key materi al

Control Pl ane (nandatory)
Resol ves EIDs to Locators, negotiates session policies, and
handl es endpoint nmobility. Inplenmented as a separate daenon or
process. MJST NOT be on the forwarding fast path.
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Identity Plane (optional)
Aut henti cates endpoints during the initial handshake using one of
four supported identity nodels. MJST NOT be referenced by the
data pl ane after handshake conpl eti on.

Crypt ographi ¢ Pl ane (nmandat ory)
Performs hybrid post-quantum key exchange to establish session
keys. Provides derived key material to the data plane for
symretric encryption.

3.2. (Operating Mdes
I Pv4. 5 defines four operating nodes for staged depl oynent:

Mode A (Pass- Through)
Pure | Pv4 operation. No IPv4.5 processing. Al existing |Pv4d
traffic continues unnodifi ed.

Mode B (Transl at ed)
An | Pv4.5 endpoint communi cates with a | egacy | Pv4-only endpoi nt
through an Edge Translator. REQU RED for deploynments that nust
interoperate with I Pv4-only peers.

Mode C (Encapsul at ed)
An | Pv4.5 endpoi nt communi cates with another |1 Pv4.5 endpoint using
UDP encapsul ati on over standard |Pv4 (protocol 17, port 4242). No
changes are required to internediate routers. This is the
basel i ne operational node for Phase 1 and Phase 2 depl oynent. All
I Pv4.5 inplenmentati ons MJUST support Mbde C.

Mode D (Native, OPTI ONAL)
An | Pv4.5 endpoi nt communi cates with anot her |1 Pv4.5 endpoi nt using
I P Protocol 144 directly, w thout UDP encapsul ation. Requires
router firmmvare support. Intended for Phase 3 depl oynent.
4. Addressing
4.1. Address Format

An I Pv4.5 address is 96 bits wide, consisting of three contiguous
fields:
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4. 2.

4. 3.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Locator (32 bits) |
e s o i T e R th o i R S
| Site ldentifier (16 bits) | |
i e e R e o S S e +
| Endpoint ldentifier (48 bits, continued) |
B i s T T i i o S o T Ji I

Figure 2: IPv4.5 96-bit Address Format

The total address space is 2796 7.9x10728, sufficient for al
projected 6G |0T, and cl oud workl oads through at |east 2050 by
mul tiple orders of magnitude

Address Al |l ocation

Locat or

I Pv4.5 reuses existing | Pv4 address allocations from | ANA and the
Regi onal Internet Registries. No new global registry or

al |l ocation process is required. BGP announcenents for Locators
are identical to existing | Pv4 BGP practice [ RFC4760].

Site ID

The anchor operator allocates Site IDs within its Locator’s space.
No registration with any external authority is required.

Endpoint ID

El Ds nmay be assigned by an operator-nanaged all ocation service
(anal ogous to DHCP) or generated autonomously by the endpoint
(anal ogous to | Pv6 SLAAC). |Inplenentations generating ElDs
aut ononously MJST use a cryptographically secure random nunber
generator conformng to [ RFC4086].

Textual Representation

The canoni cal textual representation of an IPv4.5 address is:

<dot t ed-deci mal -i pv4>: : <hex-site-id>:: <hex-eid>

where the Endpoint Identifier is witten as three 16-bit groups
separated by colons. Leading zeros within each group MAY be omitted.
The doubl e-colon (::) serves as a field separator and MJST NOT be
interpreted using | Pv6 zero-conpression rules.

Exanpl e:
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192.0. 2. 1:: 1234: : DEAD: BEEF: 0001

Locator: 192.0.2.1
Site ID 0x1234
Endpoint I D: OxDEADBEEF0001

An inpl enentation parsing an | Pv4.5 address MJUST reject strings that
do not contain exactly two "::" separators

4.4. Reserved Addresses

4. 5.

Mat

The foll owi ng addresses are reserved and MJST NOT be assigned to
oper ati onal endpoints:

Loopback (all Site IDs and EIDs) |

Site-local scope |

Li nk-1ocal scope |

Table 1: |1 Pv4.5 Reserved Addresses

For Edge Translator (Mdde B) operation, a pure |IPv4 endpoint with
address A . B.C. D behind translator at address T is represented as:

T: : FFFF: : FFFF: <hex- A><hex- B>: <hex- C<hex- D>

Exanmpl e: 1 Pv4 198.51. 100. 42 behind transl ator 203.0.113.1
203. 0. 113. 1: : FFFF: : FFFF: C633: 642A

Epheneral Endpoint ldentifiers (eN Ds)
To mitigate cross-session endpoint tracking, inplenentations SHOULD
use a per-session randonly generated EI D (Epheneral Network Interface

Designator, eNID). An eND:

* MJST be generated using a cryptographically secure random numnber
generator conformng to [ RFC4086] .
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* SHOULD be regenerated at the start of each new session or after a
configurable interval (reconmended default: 24 hours).

*  MJST NOT be reused across sessions to distinct destination
endpoi nts.

*  SHOULD be statistically indistinguishable froma static EID to on-
pat h observers.

5. Packet For mat
5.1. |Pv4.5 Fi xed Header

The 1Pv4.5 fixed header is exactly 20 bytes. Wen operating in Mde
C, the Locator fields are carried in the outer |Pv4 header and are
NOT repeated in the | Pv4.5 header

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Ver=1] Type | Hop Limt | Payl oad Length |
B T S i T s i i e e SEI S
| Next Header | Fl ags | Fl ow Label |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Source Site ID (16 bits) | |
B i S S T ST S I S S Tk +
| Sour c |
B T S i T s i i e e SEI S
| Destination Site ID (16 bits) | |
+- +- +
I I
+- +

+-
(
+-
e Endpoint ID (48 bits)

i S S i i I S S

Destinati on Endpoint 1D (48 bits)

B i T S T i I i T i s S S S I S S S
Figure 3: IPv4.5 Fi xed Header (20 bytes)

5.2. Field Descriptions
Version (4 bits)
MJST be set to 1 for this version of I1Pv4.5. Packets with Version
# 1 MJST be silently discarded.

Type (4 bits)
Identifies the purpose of the packet:
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| Value | Name | Description |
[ ety e pp—p—p—p——_" g p—p—p—p—p—_—(————————————————(——(————————— L
| O | DATA | Carries upper-I|ayer payl oad |
S D S . +
| 1 | HANDSHAKE | Session establishnment and key exchange

Fommma - S IR T T +
| 2 | CONTROL | Control-plane nessages (ELMS, |NP) |
R, R oo e m e e e e e e e e e e e e e e e e e ma o - +
| 3 | ECHO | Echo request/reply (diagnostic) |
S D S . +
| 4 | ERROR | Reports error conditions to the sender

Fommma - S IR T e +
| 5 | KEEPALIVE | NAT/firewall session keepalive |
R, R oo e m e e e e e e e e e e e e e e e e e ma o - +
| 6-14 | — | Unassigned; see Section 14.5 |
S D S . +
| 15 | — | Reserved; MJUST NOT be used |
Fommma - S IR e +

Hop Limt (8 bits)
Initialized to 64 by sending inplenmentations. Each |IPv4.5-aware
forwardi ng node MUST decrenent this field by 1. See Section 6. 3.

Payl oad Length (16 bits)
Length in bytes of all content followi ng the 20-byte fixed |Pv4.5
header, including any extensi on headers.

Next Header (8 bhits)
Identifies the protocol of the imediately foll ow ng header or

upper -1l ayer payl oad. Uses |ANA-assigned Internet Protocol Number
val ues.

Flags (8 bits)
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| Bit | Symbol | Meaning |
[ oo pumsfemesfomey ey oo oo e e s ey o}
| 0 (MSB) | E | Payl oad is AEAD-encrypted |
| | | and aut henti cated |
S T o m m e e e e e e e e e e e e e e e e e em e eaao o +
| 1 | F | Fragmentation extension |
| | | header is present |
S R Fomm oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| 2 | X | Additional extension |
| | | headers are present |
S T o m m e e e e e e e e e e e e e e e e e em e eaao o +
| 3 | M | More fragments foll ow |
| | | (used with F) |
S R Fomm oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| 4 | C | Conpression (reserved for |
| | | future use) |
S T o m m e e e e e e e e e e e e e e e e e em e eaao o +
| 5 | N | NAT traversal extension |
| | | present |
S R Fomm oo oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| 6-7 | — | Reserved; MUST be sent as |
| | | zero |
S T o m m e e e e e e e e e e e e e e e e e em e eaao o +

Table 3

Fl ow Label (16 bits)
ldentifies a traffic flow for ECMP | oad distribution and QS
treatment. Wen assigned by INP (Section 8.2), reflects the
negoti ated SLA class. Oherwi se, MIST be set to a pseudorandom
val ue.

5.3. Mbdde C Encapsul ation

In Mode C, an | Pv4.5 packet is encapsulated in UDP [ RFCO768] over
| Pv4 [ RFCO791]:
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| Quter |Pv4 Header (20 bytes) |
| IHL=5, Protocol =17 (UDP), TTL=64 |

| DF=1 (Don’t Fragment MJST be set) |
| Src IP = Sending anchor Locator |
| Dst IP = Receiving anchor Locator |

| UDP Header (8 bytes) |

| Src Port = 4242 (or epheneral) |
| Dst Port = 4242 |
. +
| | Pv4.5 Fi xed Header (20 bytes) |
T e +
| Ext ensi on Headers (variable, optional) |
S +
| Upper - Layer Payl oad (vari abl e) |
. +

Figure 4: 1Pv4.5 Mode C Packet Structure

The outer 1 Pv4 DF bit MJST be set to enable Path MIU Di scovery
(Section 6.1). The outer IP TTL SHOULD be set to 64.

5.4. Extension Headers
Ext ensi on headers provide optional functionality. They are chai ned

usi ng the Next Header field and MJST be processed in the order they
appear.
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| Next Header | Extension Type | Description |
[S oo ool e s s oo s oo oo ooy o}
| 0x00 | Hop- by-Hop | Options processed by every |
| | Options | forwardi ng node |
S o a o o m e e e e e e e e e eee oo s +
| Ox01 | Routing | Explicit source routing via |
| | | designated anchors |
S o e o e e e e e e e e e e e e e e +
| 0x02 | Mobility | Locator change notification for |
| | | nobil e endpoints |
S o a o o m e e e e e e e e e eee oo s +
| 0x03 | Fragmentation | Source-originated fragmentation

| | | and reassenbly |
S o e o e e e e e e e e e e e e e e +
| 0x04 | Authentication | Handshake signature and |
| | | certificate chain |
S o a o o m e e e e e e e e e eee oo s +
| O0x05 | ESP-X | AEAD-encrypted and |
| | | authenticated payl oad cont ai ner

S o e o e e e e e e e e e e e e e e +
| 0x06 | Destination | Options processed only by the |
| | Options | destination |
S o a o o m e e e e e e e e e eee oo s +
| OxFF | No Next Header | No content follows |
o m e e e oo - oo o - St +

Table 4: 1Pv4.5 Extension Header Types
5.5. Fragnentation Extension Header

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Next Header | Reserved | Fragment O f set | Res | M|
I S i o T s S S S e s s T
| Identification (32 bits) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 5: IPv4.5 Fragnentati on Extensi on Header (8 bytes)

Fragnment reassenbly MJUST tinme out after 60 seconds. |nconplete
fragment sets MJUST be silently discarded.

6. Forwarding
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6.1. Path MIU D scovery

Al 1Pv4.5 inplenentati ons MIST support Path MIU Di scovery (PMIuUD) as
defined in [ RFC1191] and [ RFC8201]. |Inplenentations SHOULD al so

i mpl ement Packetization Layer Path MIU Di scovery (PLPMIUD) [ RFC4821]
as a fallback when | CMP nessages are filtered.

The minimum I Pv4.5 Path MIU is 1280 bytes. In Mde C, the nininmm
ef fective payl oad MIU i s:

1280 - 20 (outer IPv4) - 8 (UDP) - 20 (IPv4.5) = 1232 bytes
The Don't Fragnent (DF) bit MJST be set in the outer |Pv4 header
When a router drops an oversized packet, it MJST return an | CWP
Fragnment ati on Needed (Type 3, Code 4) nessage to the sending anchor
The anchor MUST propagate this information to the originating
endpoint via an | Pv4.5 ERROR nessage (Type 4, Error Code
MTU_EXCEEDED) .

6.2. Fragnentation

Sour ce endpoints MJST fragnment packets that exceed the discovered
Path MIU using the I Pv4.5 Fragnentation Extension Header (Next Header
0x03). Internedi ate nodes MJUST NOT fragnent |Pv4.5 packets.

6.3. Hop Limt Processing

When an | Pv4. 5-aware node forwards a packet, it MJST decrenent the
Hop Limt by 1. |If the resulting value is zero:

1. The node MUST NOT forward the packet.

2. The node SHOULD send an | Pv4.5 ERROR nessage (Type 4, Error Code
HOP_LIM T_EXCEEDED) to the source Locator.

3. The packet MJST be di scarded.

7. Address Resol ution

7.1. DNS AX Records
A new DNS resource record type, AX, is defined to carry IPv4.5
addresses. An AX record contains a 96-bit |1 Pv4.5 address in network

byte order and supports standard TTL semantics identical to A and
AAAA records
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7

8.

8.

host . exanpl e.com 3600 I[N
host . exanpl e.com 3600 IN
host . exanpl e.com 3600 IN

AX 192.0. 2. 1:: 0100: : DEAD: BEEF: 0001
A 192.0.2.1
AAAA  2001:db8::1

When A, AAAA, and AX records are all present, endpoints SHOULD use a
Happy Eyeballs v3 al gorithm (extendi ng [ RFC8305]) with AX as the
hi ghest - preference address fanily.

2. EID-Locator Mapping Service (ELM)

For EIDs not directly resolvable via DNS, ELMS provides Locator
resolution. ELMS is a distributed, decentralized service. Three
i mpl ementation architectures are defi ned:

Architecture 1 (LI SP-Conpati bl e)
Fol | ows the LI SP Map- Server/ Map- Resol ver architecture [ RFC9300]
[ RFCO301] .

Architecture 2 (DHT-Based)
I mpl enented as a Kadenli a- based [ KADEMLI A] distributed hash table.
No central server is required

Architecture 3 (BGP SAFI)
El D-to- Locat or mappi ngs distributed via BGP using SAFlI 144 (see
Section 14.4). Suitable for large |ISP depl oynents.

ELMS resol ution MIUST be performed by the control -pl ane daenon

Results MJST be cached locally. ELMS queries MJST NOT bl ock the

forwardi ng fast path.

Control Pl ane
1. Session Establishnent Overview
| Pv4.5 session establishnment foll ows these steps:

1. The initiating endpoint resolves the target’s Locator via DNS (AX
record) or ELMS

2. A HANDSHAKE packet (Type 1, Subtype 0x01 Cient Hello) is sent to
the target’s Locator

3. The responder processes the Cient Hello and sends a HANDSHAKE
reply (Subtype 0x02 Server Hell o).

4. Both endpoints independently derive identical symetric session
keys using HKDF (see Section 10. 3).
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5. Subsequent DATA packets (Type 0) are encrypted using the derived
keys.

8.2. Intent Negotiation Protocol (INP)

Endpoi nts MAY request specific session service characteristics
through INP. | NP operates at the session level only. Per-packet
intent fields in the data plane are explicitly prohibited by this
speci fication.

[ ety sty et o}
| dass | Description | Authorization |
| BEST_EFFORT | Default forwarding treatnent | None required |
o e o e e e e e e e e e e e o m o o e e e oo +
| LOW LATENCY | Expedited Forwarding treatnent | Operator |
I I | policy I
. ' dememmeeeeiiaaaaas +
| HI GH BANDW DTH | Guar ant eed bandwi dt h | Operator |
| | reservation | policy |
o e o e e e e e e e e e e e o m o o e e e oo +
| DETERM NISTIC | Hard real -time guarantee | Pre-arranged |
| | | contract |
. ' R +
| BACKGROUND | Lower-than-default priority | None required |
oo o - o m e e e e e e e e e o e e e e oo - +

Table 5: I NP SLA C asses
8.3. Endpoint Mbility

When an endpoi nt changes its network attachment point (Locator), it
MJST:

1. Cenerate a new | Pv4.5 address using the sane EI D under the new
Locat or.

2. Send a CONTROL message (Mobility Notification) to active peers,
conveyi ng the new Locator.

3. Update its ELMS registration with the new Locator.

Exi sting session keys remain valid across a Locator change. Re-
aut hentication is NOT required.
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9. Identity Plane

ldentity authentication in IPv4.5 is OPTIONAL. Wen used, it occurs
excl usi vely during the HANDSHAKE phase. The data pl ane MUST NOT
carry identity assertions after handshake conpl etion

9.1. Anonynous Mde (Default)

VWhen no identity nmodel is selected, the session uses only ephemnera
El Ds (eN Ds) and epheneral cryptographic key pairs. Anonynous node
is the DEFAULT and MJUST be supported by all inplenentations.

9.2. X 509 PKI Mdde

Endpoi nts authenticate using X 509 certificates [RFC5280] conpatible
with the existing Wb PKI. This node is RECOVWENDED for server-to-
client authentication in public-facing services.

9.3. DI D Mde
Endpoi nts authenticate using WBC Decentralized Identifiers [WBC-DI D] .
DI D docunents are resolved fromthe decentralized identifier
infrastructure; no certificate authority is required. This node is
OPTI ONAL.

9.4. Pre-Shared Key (PSK) Mbde
Endpoi nts sharing a pre-established symmetric secret authenticate
usi ng PSK node. PSK MJST be conbined with the hybrid PQC key
exchange (Section 10) to preserve forward secrecy. RECOVMENDED f or
constrai ned | oT devices and cl osed enterprise depl oynments.

10. Cryptographic Pl ane

10.1. Hybrid Post-Quantum Handshake
I Pv4.5 session establishment uses a hybrid key exchange comnbi ni ng:

*  *X25519* [RFC7748]: Cassical elliptic-curve Dffie-Hell man,
provi ding security against classical conputers.

*  *M.- KEM 768* [ FI PS203]: NI ST-standardi zed | atti ce-based Key
Encapsul ati on Mechani sm provi ding security agai nst quantum
comput ers capabl e of running Shor’s al gorithm

The hybrid construction ensures session key security as |long as at
| east one of the two conponent al gorithns renains unbroken
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10. 2. Handshake Message Formats
10.2.1. dient Hello (Type 1, Subtype 0x01)

0 1 2 3
01234567890123456789012345678901
T o e i e s S S R b Tk ok T NI S R
Subt ype=0x01 | ldentity Type | Ci pher Suite (16) |
i T o T i e S S S i S e S
Cli ent Random Nonce (32 hytes) |

+-

I

+-

I

| . |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| X25519 Epheneral Public Key (32 bytes) |
I I
+-
I I
I I
+-
I I
+-

i T o T i e S S S i S e S
M.- KEM 768 Public Key (1184 bytes)

R s i o e i ol S e S e T ik ik T S e T S T S
Identity Material (variable, type-dependent)

i T o T T i T A S S S T

Figure 6: IPv4.5 Cient Hell o Message

The total Cient Hello size is approximtely 1252 bytes before
identity material, which exceeds the mini num Mode C MIU of 1232
bytes. Sending inplementations MIST fragnent the Cient Hello using
the Fragnentation Extension Header when the discovered path MU is

i nsufficient.

10.2.2. Server Hello (Type 1, Subtype 0x02)

0 1 2 3
01234567890123456789012345678901
i T S S S T i T i I S I S S
Subt ype=0x02 | Sel ected C pher| Session ID (16 bits) |
R s i o e i ol S e S e T ik ik T S e T S T S
Server Random Nonce (32 bytes)

B ih T S I S S S S +.- +- B ih T S S S S T e S S
X25519 Epheneral Public Key (32 bytes)

B e o i R e T R +.- .+.- B T i e e ok ol Tk ST CBIE SR S
M.- KEM 768 Ci phertext (1088 bytes)

—_—— y—

i T o T i e S S S i S e S
Identity Material + Signature (variable) |

+-
I
+-
I
I
+-
I
I
+-
I
I
+-
I
T T S T S S
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10.

10.

10.

Figure 7: 1 Pv4.5 Server Hell o Message
3. Key Derivation
After the handshake exchange, both parties independently conpute:

shared_x25519
shared_kem

X25519(1 ocal _eph_priv, renote_eph_pub) [ 32 bytes]
M.- KEM 768. Decapsul ate(ct, |ocal _m kempriv) [32 bytes]

i km = shared_x25519 || shared_kem [ 64 bytes]
salt = client_nonce || server_nonce [ 64 bytes]
t x_key = HKDF- SHA-256(i km salt, "IPv4.5-C2S-KEY-v1", 32) [32 bytes]
rx_key = HKDF- SHA-256(i km salt, "I1Pv4.5-S2C KEY-v1", 32) [32 bytes]

The HKDF construction foll ows [ RFC5116] and [ RFC8446] Section 7. 1.
Label s are fixed ASCI| strings. |Inplenentations MJST verify that
bot h X25519 and M.- KEM operati ons succeed before proceeding to data
exchange.

4. Supported C pher Suites

[ bbb e e e e e e
| Code | G pher Suite | Recommendati on |
| Ox01 | AES-256- GCM | RECOMMVENDED for hardware |
| | | with AES-NI |
S o e e e e oo o e e e e e e e oo +
| 0x02 | ChaCha20- Pol y1305 | RECOWMMENDED for software- |
| | | only inplenentations |
S Fom e oo +
| Ox03-0xFF | — | Reserved |
R o e e e o o e e e e e +

Table 6: I1Pv4.5 Cipher Suites

Both suites provide Authenticated Encryption with Associated Data
(AEAD) as specified in [ RFC5116].

5. Nonce Managenent

The AEAD nonce (96 bits) for DATA packet protection is constructed
as:

nonce = session_id (16) || reserved (16) || sequence_no (64)
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10.

11.

12.

The sequence number MJST start at 1 and MUST be increnented by 1 for
each DATA packet transmitted. |Inplementations MIST initiate key
rotation before the sequence nunber reaches 2732. Nonces MJST NEVER
be reused under the sane session key.

6. Forward Secrecy and Key Rotation

Al'l session key material is derived from epheneral key pairs
generated fresh for each session. Long-termidentity keys are used
only to authenticate the handshake and are never used for encryption

Active sessions MJST be re-keyed upon whi chever of the follow ng
threshol ds occurs first:

* 3600 seconds (1 hour) of el apsed session tine; or
* 2732 DATA packets sent under the current session key.

Key material fromthe previous epoch MJST be explicitly zeroized
usi ng conpiler-barrier-protected routines before being overwitten.

Backward Conpatibility Considerations

I Pv4.5 provides *transparent IPv4 transit*, not full backward
conpatibility.

Mode A traffic (pure 1Pv4) is entirely unaffected. Mde Ctraffic
traverses unnodified | Pv4 routers as standard UDP/ 4242 traffic.
Firewal | s bl ocki ng non-standard UDP ports may prevent |Pv4.5
sessions. |Inplenentations SHOULD attenpt UDP/ 4242 first, and if

bl ocked, retry using UDP/443.

Operators deploying I Pv4.5 SHOULD configure firewalls to permt
i nbound and out bound UDP/ 4242 during the transition period.

Privacy Considerations

A static EID enables correlation of an endpoint’s sessions across
time and network positions, anal ogous to MAC address tracking.

I mpl enent ati ons SHOULD use epheneral EIDs (eNDs) for user-facing
applications. See Section 4.5.

The Locator is carried in cleartext in the outer |IPv4 header. The
Site IDis carried in cleartext in the IPv4.5 fixed header. Both
fields are observable to all on-path entities. No protection of
Locator or Site ID confidentiality is provided by this specification
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13.

13.

13.

13.

I Pv4.5 does not protect against traffic analysis based on tim ng,
packet sizes, or comunication volumes. Applications requiring
traffic anal ysis resistance SHOULD use Tor or m xnet overl ays
operating over |Pv4.5 sessions.

Security Considerations
1. Threat Mbdel

This specification is designed to protect against: passive
eavesdroppi ng (including by future quantum conputers via "harvest
now, decrypt later"); active injection, nodification, or replay of

| Pv4. 5 packets; endpoint inpersonation during session establishment;
and session hijacking.

Thi s specification does NOT protect against: conprom sed endpoints;
physi cal hardware access; |egal conpulsion of key material; traffic
anal ysis; or vulnerabilities in cryptographic inplenentations.

2. Pr ot ecti ons Provi ded

*Confidentiality:* Al DATA packets are protected by AEAD using
session keys derived fromthe hybrid PQC handshake.

*Integrity:* AEAD authentication detects and causes rejection of any
modi fi ed, truncated, or corrupted DATA packet.

*Repl ay Protection:* Monotonically increasing sequence nunbers
conbi ned wi th AEAD aut hentication prevent replay.

*Forward Secrecy:* Epheneral key pairs ensure conprom se of long-term
key material does not expose past sessions.

*Quant um Resi st ance: * The hybrid M.-KEM 768 + X25519 key exchange is
secure agai nst quantum conputers running Shor’s algorithm Symmetric
keys of 256 bits retain approximately 128 bits of security against

G over’s algorithm

*Endpoi nt Aut hentication (optional):* Wen identity nodes are used,
signature al gorithnms SHOULD use M.- DSA-65 [ FI PS204] for quantum
resi st ance.

3. Inplenmentation Requirenents

I mpl enent ati ons MUST:

* Use constant-tinme inplenentations for all cryptographic operations
to prevent timng side-channel attacks.
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13.

14.

14.

14.

* Explicitly zeroize all key material after use using conpiler-
barrier-protected routines.

* Validate all header fields in received packets before processing.
* I nplement PMIUD and respond to | CMP Fragnent ati on Needed.

I mpl enent ati ons MJST NOT:

* Reuse AEAD nonces under any circunstances.

* Continue data transmission after sequence number exhaustion
wi t hout successful re-keying.

* Log session key material in plaintext.
4. Deni al - of - Servi ce Considerations

HANDSHAKE pr ocessi ng i nvol ves asymetric cryptographic operations.

I mpl enent ati ons SHOULD i npl ement HANDSHAKE rate liniting
(recomrended: no nore than 1000 new sessions per second per anchor)
and SHOULD enpl oy a |ightweight proof-of-work or cookie nmechanismto
deter anplified HANDSHAKE f | oodi ng.

ELMS depl oynments SHOULD use Anycast addressing, multi-tier caching
with signed responses, and rate limting of Map-Request messages per
sour ce address.

| ANA Consi der ati ons
1. UDP Port Number

I ANA is requested to assign UDP port 4242 in the "Service Nane and
Transport Protocol Port Nunmber Registry":

Servi ce Nane: ipv45s

Transport Protocol: UDP

Port Number: 4242

Description: 1Pv4.5 Data Transport (Mde C encapsul ation)
Assi gnee: N. Matsukam <info@ nsane-projects.conp

Ref erence: Thi s docunent

b S

2. | P Protocol Nunber

I ANA is requested to assign I P Protocol Nunmber 144 in the "Assigned
I nternet Protocol Numbers" registry:

* Decimal: 144
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14.

14.

14.

Keyword: |Pv4.5
Protocol: Internet Protocol version 4.5
Ref erence: Thi s docunent

*  * %

3. DNS Resource Record Type

I ANA is requested to assign a new DNS RR type in the "Domai n Nane
System (DNS) Paraneters" registry

Type: AX

Val ue: [to be assigned by | ANA]
Meani ng: | Pv4.5 Address Record
Ref erence: This docunent

* Ok X *

The wire format of the AX record carries a 96-bit I Pv4.5 address in
network byte order (12-byte RDATA field).

4. BGP Subsequent Address Family ldentifier (SAFI)

I ANA is requested to assign SAFl value 144 in the "Subsequent Address
Fam |y ldentifiers (SAFl) Paraneters” registry:

*  Val ue: 144
Nanme: | Pv4.5 El D Locator Mappi ng
Ref erence: This docunent

* ok

5. [1Pv4.5 Packet Type Registry

I ANA is requested to create a new registry "I Pv4. 5 Packet Types"
within a new "I Pv4.5 Paraneters" registry group. Future assignnents
in values 6-14 require Standards Action [ RFC8126].
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B el ety gty
| Value | Name | Reference |
[ ettty e —————— e p—p—p—p—p—(—(——(—(—(————r
| O | DATA | This docunent |
omm - dom e B TSP +
| 1 | HANDSHAKE | This docunent |
e R LT R +
| 2 | CONTROL | This docunent |
R, R o e e e e oo oo +
| 3 | ECHO | This docunent |
omm - dom e B TSP +
| 4 | ERROR | This docunent |
e R LT R +
| 5 | KEEPALIVE | This docunent |
R, R o e e e e oo oo +
| 6-14 | Unassigned | Standards Action |
omm - dommm - B TSP +
| 15 | Reserved | — |
e R LT R +

Table 7: 1 Pv4.5 Packet Types (Initial
Val ues)

14.6. |Pv4.5 Error Code Registry

I ANA is requested to create a newregistry "IPv4. 5 Error Codes”
within the "I Pv4.5 Paraneters” registry group:

[ el sy e sl
| Value | Nane | Description |
| O | UNSPECI FI ED | Unspecified error |
R, o e e e T +
| 1 | HOP_LIM T_EXCEEDED | Hop Limt reached zero |
S D e +
| 2 | MrU_EXCEEDED | Packet exceeds path Mru |
Fommma - I e T +
| 3 | UNREACHABLE | Destination unreachable |
R, o e e e T +
| 4 | AUTH_FAI LED | Handshake authentication failure |
S D e +
| 5 | PCLI CY_DENI ED | NP policy rejection |
Fommma - I e +
| 6-255 | Unassigned | Standards Action |
R, o e e e T +

Table 8: IPv4.5 Error Codes (Initial Values)
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Appendi x A.  Depl oynent Consi derations
A.1. Phase 1 (2027-2030): Early Adoption

IPv4.5 is deployed as a user-space overlay using Mde C

encapsul ati on. No kernel changes are required. Day-one benefits

i ncl ude quantumresi stant session encryption, epheneral EIDs for
endpoi nt privacy, and gl obal reachability wi thout CGN for endpoints
behi nd cooperative | SPs.

A. 2. Phase 2 (2030-2035): Infrastructure Integration
CS kernel integration, router support for ELMS BGP SAFI, and
depl oynent of Edge Translators for |IPv4 interoperability. 1SPs

offering native IPv4.5 addressing can elimnate CGN for |Pv4. 5-
capabl e subscri bers.
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A 3.

Phase 3 (2035+): Native Protocol

I P Protocol 144 (Mbdde D) is assigned and native IPv4.5 forwarding is
enabled in router hardware. |Pv4 continues as the backward-
conpati bl e | ocator plane.

Appendi x B. Open |ssues

1.

DNS AX Record Wre Format: A conpanion specification is needed
for the conplete AX record format, including DNSSEC si gni ng.

TLS WG Coordi nation: Alignnent with draft-ietf-tls-hybrid-design
shoul d be eval uat ed.

UDP/ 443 Fal | back: The mechani sm for detecting UDP/ 4242 bl ockage
and falling back to UDP/ 443 needs specification

Edge Translator HA: Hi gh-availability state synchronization for
Edge Transl ators requires a separate specification.

ELM5S DHT Specification: The Kadem i a-based architecture requires
a conpani on docunent.

Handshake Fragnentation: The Client Hello fragnentation strategy
requires detailed specification for interoperability.

BGP- X Ext ensions: The BGP SAFI 144 specification requires a
separ at e docunent.

Appendi x C. Change Log

C 1

draft - mat sukami -i nt area-i pv45- 00

Initial subm ssion to the | ETF Datatracker (April 2026).

*

Addr ess space redesigned to globally unique 96-bit addresses with
explicit Locator/ldentifier separation

Semantic comunication, per-packet intent fields, mandatory DI DY
SSI, and per-packet PQC signatures renpoved from scope

Backward conmpatibility claimrefined to "transparent IPv4 transit”
with four explicit operating nodes (A through D).

Four - pl ane separation (data, control, identity, cryptographic)
i ntroduced.
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*  Hybrid PQC (M-KEM 768 [ FI PS203] + X25519 [ RFC7748]) specified,
referencing NI ST FIPS 203 finalized August 2024.
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The Locator/ldentifier separation concept builds directly on
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transport protocol can achi eve wi de depl oynent via UDP encapsul ation
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