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Abst r act

Net wor k address translation technol ogy has a conveni ent aspect,
however, it has the side effect of breaking end-to-end transparency.
Thi s docunent proposes a technol ogy that achi eves both network
address translation and end-to-end transparency. This technol ogy may
provide solutions for nobility, mgration, nultihomng, policy
routing, etc.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 21 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

NAT [ RFC1631] was devised as a short-termsolution to the exhaustion
of I Pv4 addresses, and is placed at the boundary between a private
network (Intranet) built using private addresses [ RFC1597] and the
Internet. Conmunication closed to the intranet is nmade possibl e by
using private addresses. A global address is required only for hosts
conmuni cating with the Internet, and this is achi eved by NAT
perform ng address translation. This technol ogy supported the
expansi on of the Intranets and the Internet.

After that, technol ogy was devel oped that allows multiple hosts to
share a single global |IPv4 address. This technology is called NAPT
(Network Address Port Translation). This technology was primarily
used in SOHO (snall office/home office) networks and supported the
expansi on of SOHO networks and the Internet.
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On the other hand, 8+8/GSE [I-D.ietf-ipngwy-gseaddr] was proposed in
the early stages of the I Pv6 discussion. This proposal involves
translating the prefix part of the I1Pv6 address. Therefore, it has
the side effects of NAT. As a result, there was a |lot of discussion
Note that this has nothing to do with | Pv4 address exhaustion

Furthernmore, as for the transition technology fromIPv4d to | Pv6,
technol ogi es that involve address translation such as NAT-PT

[ RFC2766] were considered, but this is also a technology simlar to
NAT and has a | ot of discussion.

Internet Transparency is summarized in RFC2775 [ RFC2775].

2. Concept of Architecture
End-to-end transparency can be mai ntai ned by encapsul ati ng packets
generated by the host and subjecting only the encapsul ated outer |IP
header to address translation. That is, internal packets must not be

transl ati on.

Figure 1 shows encapsulation. |P Encapsulation within IPis
descri bed i n RFC2003 [ RFC2003].

| Quter | P Header |

o e e e e e e e e oo oo + o e e e e e e e e oo oo +
I I I I
| | P Header | | | P Header |
I I I I
St R 7> JE TSt +
| | | |
I I I I
| | P Payl oad | | | P Payl oad |
I I I I
I I I I
St + St +
Figure 1

Typically, the destination IP address in the outer header is the
address of the tunnel endpoint. However, in this concept, the outer
header is a copy of the inner header. |If the outer header is not
transl ated, the outer header remains the same as the internal header
After encapsul ation, the outer header of the packet is subject to
transl ate.
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3. Terminoligy
This section defines term nol ogi es.
Qut er Header Transl ator
Refers to the device or processing nodule that perfornms this

processi ng.

Qut er Header Transl ation
Show t he net hod.

Qut er Header Transl ati on Tabl e
Qut er Header Transl ation Tabl e

Qut er Header Transl ati on Rel ay
I ndi cat es communi cati on via one or nore Quter Header Transl ators

Qut er Header Transl ation Donmain
I ndi cates a domain using OHT

4. Network Configuration
Thi s section describes network configuration with CHT

Figure 2 shows sanpl e network configuration with OHT

e + / I P / e + / I P / e +

| OHT |----/ Network /----] OHT |----/ Network /----|] OHT

S / / - + / / I

| e s |

[ [ T
| |

I R

| HOST | | HOST |

Fo e oo * Fo e oo *

Figure 2

Typically, OHT is inplenented in a router. Encapsul ation and
decoupling are also inplenented in routers. However, other

i npl ementations are possible. For exanple, encapsul ation and
decapsul ati on may be inplenmented in the host.

5.  OHT Processing
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5.

5.

5
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1. Support |P protocol versions

Figure 3 shows possible IP protocol versions, i.e. |IPv4 [RFC791] and
| Pv6 [ RFC8200] conbi nati ons.

o e e e e e e eie oo n o e e e e e i eee oo n +
| OQuter |IP Header Version | Inner IP Protocol Version |
Tt o e e e e e e e +
| | | Pv6 |
| | Pv6 R R e P +
| | | Pv4 |
o e e e e e e eie oo n o e e e e e i eee oo n +
| | | Pv6 |
| | Pv4 R LR +
| | | Pv4 |
o e e e e e e e oo oo e e e e e e i oo oo oo +
Fi gure 3

There are four conbinations, and dealing with all of them would be
complicated. Therefore, it would be good if the Quter |P Header
could be limted to I Pv6 only.

2. Encapsul ation / Decapsul ation
In this concept, the outer header is a copy of the inner header.

In this concept, the outer header is essentially a copy of the inner
header. According to this, the possible conbinations of |IP protoco
versions are | Pv6 over IPv6 and I Pv4 over IPv4. If it is assuned
that it will be applied to an |1 Pv6 only backbone, accommopdati on of
IPv4 will be possible with | Pv6 over 1 Pv6 over IPv4. In this case,
the 1 Pv6 Addresses with Enbedded | Pv4 Addresses can be used as the
| Pv6 address in the internal |Pv6 header

If support for IPv4 private addresses, MG6A [I|-D. mat suhira-m6al
m ght be useful

3. OHT Table

Figure 4 shows the structure of OHT table.
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Inner| Inner| Inner| Inner| Inner| Inner| Inner| Quter
Src | Src | dst | dst | Next | src | dst | Src

| 1P | IP | IP | HIr | port | port
addr | mask | addr | mask | | |

I I I I I I

Figure 4
The table may contain Traffic Cass and Fl ow Label
5.4. Address Type

Fi gure 5 shows possi bl e address type [ RFC4291] conbi nations for outer
header destinati on addresses and i nner header destinati on addresses

are shown.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| outer header e e e +
| | unicast | anycast | nulticast |
| | address | address | Address

| | dobal | | |
e SIS . T T S IR +
|i| unicast | d obal | 0 | 0 | ? |
| n] address A e e e +
| n| | Enmbedded | Pv4| 0 | 0 | ? |
| e| S S S S S +
| r| | Link-Local | X | X | X |
| | e - - e +
| h | Unique Local | 0 | 0 | ? |
|[d+----------- R TS TS S +
| r| anycast address | 0 | 0 | ? |
[ R R S S S +
| | multicast address | 0 | 0 | 0 |
T T T S IR +

Figure 5
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6.

10.

10.

Possi bl e Sol uti ons

OHT provides solutions for mobility, mgration, multi-hom ng, policy
routing, service function chaining, etc. More details will be
provided in the future versions.

I ANA Consi derations
Thi s docunent nakes no request of | ANA.

Note to RFC Editor: this section may be renoved on publication as an
RFC.

Security Considerations

| Psec for internal packets works because internal packets are
f orwar ded unchanged.

Acknowl edgenent s

It may be listed in the future.
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