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Abst r act

Thi s docunent specifies Milti-Stage Transparent Server Load Bal ancing
(MBLB) specification. MSLB makes server |oad bal anci ng over Layer3
networ k wit hout packet header change at client and server. NSLB
makes server | oad bal ancing with any protocol and protocol with
encryption such as | Psec ESP, SSL/TLS

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 16 October 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies Milti-Stage Transparent Server Load Bal ancing
(MBLB) specification.

MBLB provi des server |oad bal anci ng function over Layer3 network

wi t hout packet header change at client and server. MSLB works with
any protocol and protocol wth payl oad encryption such as |Psec ESP
SSL/ TLS

2. Traditional |oad bal anci ng nethod
There are several |oad-bal anci ng techni ques, such as round-robi n DNS,
I P Anycasting [ RFC1546] and destination address translation

Figure 1 shows a | oad-bal ancing systemwith a typical server |oad
bal ancer with destination address translation technique.
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Figure 1

It is well-known that Network address translators break the internet
transparency [ RFC2775] and have an applicati on dependency [ RFC2993]
characteristic.

Sone server |oad bal ancers use application data, so with | Psec ESP
SSL/TLS, these nechani sns may not work wel |l

3. Architecture of MSLB

Load bal ancing is the technique that distributes packets to nultiple
servers. For packet distribution, the destination address

transl ation technique is useful, however, this technique itself
breaks internet transparency.

After distribution, if witing back to the original destination
address may be possible, it is possible to recover transparency.
This is the basic idea and architecture of MSLB. Figure 2 shows the
architecture of MSLB

Client ---- overwite Fome - wite back ----- server
destination |
addr ess S wite back ----- server
I
oo wite back ----- server
Fi gure 2

Thi s met hod processes only the destination address of the |IP header.
This method can be applied to both I Pv4 and | Pv6.

4. configuration
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4.1. basic configuration

Figure 3 shows a basic server |oad bal ancing systemw th MSLB. This
case two-stage configuration with one MSLB-F and one-stage nmany MSLB-
Bs.

S RIS + +oemmm - + +oemmm - +
| +- - - +MSLB- B+- - - +Ser ver |
S + [ S, + | | [ S, + [ S, +
I [ I
S R + | | | | | S R + S R +
| dient+---+Networ k+- - - +MSLB- F+- - - +Net wor k+- - - +MSLB- B+- - - +Ser ver |
oo + | | | S +
I [ I
S + [ S, + | | [ S, + [ S, +
| +- - - +MBLB- B+- - - +Ser ver
S SRR + S SR + S SR +
Figure 3

MSLB-F is a front function of MSLB and transl ates the destination
address to one of the addresses of MSLB-B. BSLB-B is the backend
function of MSLB and transl ates the destination address to the
original server address, i.e. address of MSLB-F. The |IP address of
MSLB-F and all servers are the sanme val ue.

MBLB-F may mul ti-stage configuration. Figure 4 shows a three-stage
configuration with two-stage MSLB-F and one-stage nany MSLB-Bs.

S T +  H------ +
| | - - +MSLB- B+- - +Ser ver
+---+ | | +o-m - - +  ------ +
|| oo+ | Net]
to--t Ao+ | | | MSLB| | | +------ + oo +
| | ] | ] |--+ -F +--+ | --+MBLB- B+--+Server |
F-- - - - + | | | | | | T TTE T S +  H------ +
| Cient+--+Net +- - +MSLB+- - +Net |
+o-m - - + | | -F | | | R I s S +  ------ +
| [ ] [ ] +--+MSLB+--+ | --+MSLB- B+- - +Server
AR S e | | -F | | | S R + H------ +
| |  +----+ | Net| : :
+---+ | | F-- - - - +  H------ +
| | - - +MSLB- B+- - +Ser ver
e g + 4o +
Figure 4
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4.2. one arm configuration

Figure 5 shows one arm configuration of the server |oad bal anci ng
systemw th MSLB

- +
I I
| MSLB-F |
| |
T
I
o - -+ S - + S - +
| +---+ MSLB-B +---+ Server |
| | B + B +
| | : :
S SRR + | | S SRR + S SRR +
| dient |----- + Network +---+ MSLB-B +---+ Server
S . + | | S . + S . +
I I
| | B + B +
| +---+ MSLB-B +---+ Server
O + S + S +
Figure 5

MSLB-F is a front function of MSLB and transl ates the destination
address to one of the addresses of MSLB-B. BSLB-B is a backend
function of MSLB and transl ates the destination address to the
original server address, i.e. address of MSLB-F. The |P address of
MSLB-F and all servers are the sanme val ue.

In this configuration, MSLB-F connects to the network with a single

link, that is one armconfiguration. |In this case, the return
packet, i.e.packet fromserver to client does not pass through the
MBLB- F.

5. node

MSLB has two nobdes, one is address transl ation node, and the other is
encapsul ati on node.

5.1. address transl ati on node

Thi s node uses an address translation technique.
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Figure Figure 6 shows packet processing with address translation

nmode.
E + [ + [ +
| +- - - +MBLB- B+- - - +Ser ver |
S PR + | | | 1P_B1] | 1P_S |
| dient| - + +o-o - - + | | +o-o - - + +o-o - - +
| TP Cl+---+ | | | | |
oo + | | | oo +oHoeos +
| Net wor k| | MSLB- F| - - - +Net wor k+- - - +MSLB- B+- - - +Ser ver |
| S | | | | 1P_B2| | 1P_S |
oo + ] | | 1PS| | |- SRR EEEE +
| Oient+---+ (. (. I
| 1P_C2 e - - + S + | | T — + Focmmme +
oo + | +- - - +MBLB- B+- - - +Ser ver |
| | | 1P_B3| | 1P_S |
S + S - + S - +
F-- - - - +----+ : F-- - - - +----+ M +----+
| data | 1P| : | data | 1P| :| data | IP |
[ E p—— : [ E p—— i E p——
---------------------- b T T s
src = IP_CL src = IP_CL src = IP_CL
dst = IP_S dst = IP_B1 dst = IP_S
[ S, +--- -+ [ S, +--- -+ [ S, +--- -+
| data | IP | | data | IP | | data | IP |
S - S S - S S - S
Cemmmmmmcecmacacnaaaa. B T Cemmmmmamaaas
src = IP_S src = IP_S src = IP_S
dst = IP_C1 dst = IP_C1 dst = IP_C1
Figure 6

In this figure, to the client, the IP address is allocated |P_C1,
IP_C2, and the server |IP address is IP_.S. In this case, IP.Sis also
allocated to all servers and MSLB-F. And to the MSLB-B, |P_B1,

IP_B2, IP_B3 is allocated. This allocation is shown in the upper

part of Figure 6.
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The [ ower part of Figure 6 shows packet transfered between client and
server. Fromthe client to the server, only the destination address
is translated, MSLB-F translates fromIP_S to |IP_Bl, and MSLB-B
translate fromIP Bl to IP_S. Then the destination address of the
packet sent to the client and the destinati on address of the packet
that receives the server are the same. That neans transparency

remai ns.

Return packet, i.e., fromthe server to the client is not translated,
it just forwarded.

On the Internet, the client IP address and server |P address nust
d obal | P address, however, the |IP address of MSLB-B may private IP

addr ess.
o e e e e oo TS o e e e e e e e e oo oo +
| Source I P address | net nmask | destination |P address |
o e e oo S o m e e e e i oo +
| IP.C1 | | IP_Bl |
Fom e e e e oo o Fomm oo - St +
| IP_C | | IP_B2 |
o e e e e oo TS o e e e e e e e e oo oo +
I I : I I
I I : I I
I I : I I
Fom e e e e oo o Fomm oo - St +

Figure 7

Figure 7 shows the MSLB table. MSLB has this table and translates
the destination address using this table value. MSLB-F checks the
source | P address and translates the destination address with this
tabl e.

Using I Pv4-1Pv6 translation may be possible, i.e., |Pv4d packet
translated to I Pv6, then translate to | Pv4 or | Pv6 packet translate
to IPv4, then translate | Pv6 nay possibl eFi gure 8 shows possible
conbi nation of IPv4 and I Pv6. These |Pv4-1Pv6 translation cases will
be defined in the future.
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dient MBLB- F \VBLB- B Server

(1) <-- IPV4 -->: <= |PV4 -->: <= |Pv4 -->
(2) <-- IPV6 --> : <-- IPV6 -->: <-- IPV6 -->
(3) <-- IPV4 -->: <~ IPV6 -->: <-- |Pv4 -->

(4) <-- IPV6 -->: <-- |PV4 -->: <= [PV6 -->

Fi gure 8
5.2. encapsul ati on node
Thi s node uses an encapsul ati on techni que.

Fi gure Figure 9 shows packet processing with encapsul ati on node.
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e + Fommmm - + Fommmm - +
| +- - - +MSLB- B+- - - +Ser ver |
| | | IP_B1j | TP_S|

Fommm e + +omm e + | | +omm e + +omm e +
I | | I

Fommm - + | | | | | | Fommm - + Fommm - +

| dient|---+Network+---+MSLB- F| - - - +Net wor k+- - - +MSLB- B+- - - +Ser ver |

| 1P.C| | (. (. | | IPB2| | IP_S|

Fo-m - - - + | | | TP_S| | | Fo-m - - - + Fo-m - - - +

I (. (. I
S R + S RS + | | S RS + S RS +
| +- - - +MBLB- B+- - - +Ser ver |
| | | I'P_B3| | TP_S|
B S, + F-- - - - + F-- - - - +
S - S : S - R I Ty S
| data | 1P| : | data | IP| IP| :| data | IP|
Fomemm - +---- 4 : Fomemm - e R M +---- 4
---------------------- b TR
src = IP_C : I nner header : src = IP_C
dst = IP_S src = P C : dst = IP_S
dst = IP_S :
Qut er header
src = IP_S
dst = IP_B1
S PR +---- 4 : S PR R p— I PR +---- 4
| data | 1P| : | data | 1P| :] data | IP |
+------ +----+ . +------ +----+ M +----+
L L T R T S
src = |IP_S src = |IP_S src = |IP_S
dst = IP_C dst = IP_C dst = IP_C
Fi gure 9
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In this figure, to the client, the IP address is allocated |IP_C1,
IP_C2, and the server |IP address is IP.S. In this case, IP.Sis also
allocated to all servers and MSLB-F. And to the MSLB-B, |IP_Bl1

IP B2, IP B3 is allocated. This allocation is shown in the upper
part of Figure 6.

The [ ower part of Figure 6 shows packet transfered between client and
server. Fromthe client to the server, MSLB-F encapsul ates the
original IP packet and sends it to MSLB-B. MSLB-B decapsul ates the
outer | P header and forwards it to the server. The inner |IP packet
does not change, which neans, transparency is renained.

Wth encapsul ati on node, packet size is increased, so fragnentation
is needed if the encapsul ated packet size exceeds MIU or Path MIu
MBLB- F MUST support tunnel MIU di scovery [RFC1853]. Fragnentation
and Path MIU di scovery [RFC1191] issue will be described in the
future.

Return packet, i.e., fromthe server to the client is not
encapsul ated, just forwarded.

On the Internet, the client IP address and the server |P address nust
A obal | P address, however, the |P address of MSLB-B may private IP

addr ess.

o e e e e e i e o Fomm e e e oo o e e e e e e e e aao- +
| Source IP address | net mask | destination |IP address

o e e e o - N o e e e e e oo +
| IP.C1 | | I1P_Bl |
e - T +
| ITP_C | | 1P_B2 |
o e e e e e i e o Fomm e e e oo o e e e e e e e e aao- +
I I : I I
I I : I I
I I : I I
e - T +

Figure 10

Figure 10 shows the MsLB table. WMBLB has this table and encapsul ates
and generates an outer header with the destination address using this
tabl e value. MSLB-F checks the source | P address and generates the
destination address of the outer header with this table.
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Using | Pv4 over | Pv6 encapsul ation or |Pv6 over |Pv4 encapsul ation
may be possible, i.e., |IPv4d packet encapsulated to | Pv6, then
decapsul ate to I Pv4 or | Pv6 packet encapsulated to |IPv4, then de-
encapsul ated | Pv6 may be possible. Figure 11 shows the possible
conbi nation of IPv4 and | Pv6. These | Pv4-1Pv6 encapsul ati on cases
will be defined in the future.

dient MSLB- F MSLB- B Server

(1) <- IPv4 -->: <-- IPv4 over IPv4 --> : <-- |Pv4 -->
(2) <-- IPV6 -->: <-- IPV6 over IPv6 --> : <-- |Pv6 -->
(3) <-- IPv4 -->: <-- |Pv4 over IPV6 --> : <-- |Pv4 -->

(4) <-- IPV6 --> : <-- IPV6 over IPv4 --> : <-- |PV6 -->

Figure 11
6. Ingress filtering environnent

[ RFC2827] describes ingress filtering for defending agai nst DoS
attacks that enploy |IP source address spoofing.

Dependi ng on the | ocation of the MSLB-F and MSLB-B, packets fromthe
server to the client may be discarded by ingress filtering. In such
a case, encapsul ating the packet fromserver to client mght resolve.
Fi gure 12 shows such a sol ution
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S + S + S +
| +- - - +MSLB- B+- - - +Ser ver |
oo + | | | 1P_B1| | TP_S|
| Cient| AR, + +o-m - - + | | +o-m - - + +o-m - - +

| IP_Cl¥---+ | | |
SRR + | | e e +
| Net wor k| | MSLB- F| - - - +Net wor k+- - - +MSLB- B+- - - +Ser ver |
| +---+ | | | | 1P_B2| | 1P_S |
oo + | | IPs| | | +ooe +

| Client +-- -+ | | |
| ITP_C2 S R + S RS + | | S RS + S RS +
R + | +- - - +MSLB- B+- - - +Ser ver |
| | | I'P_B3| | TP_S|
N + Fom e e - - + Fom e e - - +
oommo- +-o---+ : oommo- R +-o---+
| data | 1P| : | data | IP| IP| :| data | IP|
ommmo - +o---+ : $o-mm - e R M +o---+
Com oo C e D SRR
src = IP_S I nner header : src = IP_S
dst = IP_C : src = IP_S : dst = IP_C

dst = IP_C :
Qut er header
src = I P_B1
dst = I P_TBD
Figure 12

7. Characteristic
MSLB has the followi ng characteristics.
* Layer 3 Load bal ancer
* Support NAT unfriendly applications such as FTP
* Work with any application |ayer protocol (maybe)
* Work with encryption (lIPsec ESP, SSL/TLS)
*  Work over Layer 3 network

* My enforce policy with static configuration
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8. | ANA Consi derati ons
Thi s docunent does not request | ANA.

Note to RFC Editor: this section may be renoved on publication as an
RFC.

9. Security Considerations

Security consideration is not discussed in this neno.
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