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Abst r act

Thi s docunent defines a globally routable, anycast NAT64 service
using the I Pv6 prefix 2600:6464::/96 as a standardi zed translation
substrate for | Pv6-to-1Pv4 connectivity.

The goal of this specification is to elimnate per-network NAT64
configuration conplexity by introducing a single globally consistent
NAT64 transl ation prefix operated as a distributed anycast service by
participating Internet Service Providers, cloud providers, and
content delivery networks.

The nodel assunes an | Pv6-only client environment with mandatory | Pv4
reachability via NAT64 translation. |Pv4-only services renain
reachabl e wi t hout nodification.

IPv4 is not nodified. [IPv6 is not nodified. Only translation
pl acement and routing semantics are standardi zed.

Thi s docunent defi nes:

A globally shared NAT64 prefix (2600: 6464::/96)
Anycast - based NAT64 edge behavi or

Statel ess I Pv6-to-1Pv4 synthesis rul es

Optional reverse mappi ng constraints (IPv4->1Pv6 bl ocked)
Qperational requirenments for participating networks
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Cctober 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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NAT64 [ RFC6146] enables IPv6-only clients to communicate with | Pv4
servers via protocol translation. Current deploynments require per-
operator configuration of NAT64 prefixes, DNS64 behavior, and
stateful translation pools.

Thi s docunent proposes a globally standardi zed NAT64 prefix:
2600: 6464: : /96
and defines its use as a globally anycasted transl ati on endpoint.
I nstead of each operator deploying isolated NAT64 infrastructure,
partici pati ng networks announce the prefix via BG anycast, allow ng
the nearest translation edge to handl e synthesis.
2. Mdtivation
Current NAT64 depl oynents suffer from
* inconsistent prefix selection (nultiple well-known prefixes)
* fragmented operational nodels
* lack of global routing consistency
* duplicated stateful NAT infrastructure per operator
This | eads to:
* operational overhead
* inconsistent debuggi ng nodel s
* lack of determnistic routing behavior
A single global NAT64 anycast prefix provides:
determ ni stic synthesis behavior
reduced operational conplexity

uni fi ed debuggi ng and tel enetry nodel
elimnation of per-network NAT64 pl anning

* ok X F

3. Prefix Allocation
The 1 Pv6 prefix 2600:6464::/96 is reserved as:
*d obal NAT64 Anycast Transl ation Prefix*
Characteristics:
* MJST be routed via BGP anycast

*  MJUST NOT be subnetted beyond /96
*  MJUST NOT be used for non-translation purposes
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*  MUIST be inplenented by participati ng NAT64 edges
The last 32 bits represent the | Pv4 address bei ng synthesized.
Exanpl e:
2600: 6464: : 0808: 0808 -> 8.8.8.38
4. Anycast NAT64 Architecture
Participating operators advertise 2600: 6464::/96 gl obal ly.
Rout i ng behavi or:
Client -> nearest NAT64 edge (anycast)
-> stateful or stateless translation

-> | Pv4 | nternet

The architecture is intentionally stateless at routing |l evel and
stateful at translation edge only.

Al'l NAT state is local to the term nating edge.
5. | Pv6-to-I1Pv4d Mapping
Mappi ng rul e:
| Pv6 address = 2600: 6464:0: 0: WX. Y. Z
VWher e:
WX. Y.Z is | Pv4d destination
NAT64 edge extracts IPv4 litera
* packet is translated and forwarded
No DNS dependency is required if literal |Pv4 enbedding is used.
6. DNS64 Interaction
DNS64 MAY synt hesi ze AAAA records using prefix 2600: 6464: :/96
Exanpl e:
A record: exanple.com-> 93.184.216. 34

Synt hesi zed AAAA
2600: 6464: : 5db8: d822
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DNSSEC consi derati ons:

synthesi s occurs after validation
* no nodification to authoritative DNS required

7. Reverse Traffic Policy
IPv4 -> I Pv6 direct access via NAT64 prefix is explicitly disall owed.
Reason:
prevents external injection into | Pv6 space
preserves | Pv6-only security boundary nodel
* avoids bidirectional NAT anbiguity
Only 1 Pv6-originated sessions MAY traverse NAT64 edges.
8. Operational Requirements
Any network participating in gl obal NAT64 anycast MJST:
announce 2600: 6464::/96 via BGP
i npl ement |1 Pv4 transl ati on backend
support at |east 10M concurrent NAT sessions

provi de per-edge state isolation
i npl ement deternministic failover within anycast cluster

* % X X F

SHOULD:
| og transl ati on mappi ngs (privacy-aware)
support statel ess mappi ng node for CDN workl oads
* expose telenmetry via standard API
9. Security Considerations
Threat nodel includes:
* NAT64 edge spoofing

* prefix hijacking via BGP
* session state exhaustion attacks

M ti gations:

* RPKI validation for prefix 2600: 6464: :/96
* strict ingress filtering at NAT edges

* per-source rate limting

*

mandat ory DNS64 val i dati on where applicabl e
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Anycast NAT64 edges MJST NOT forward packets without valid | Pv4
extraction context.

10. | ANA Consi derations
I ANA is requested to:
* reserve 2600: 6464::/96 as "Well-Known G obal NAT64 Anycast Prefix"”
* register NAT64 anycast service type identifier
* docunment routing constraints for global translation services

11. Acknow edgenents

I nspired by decades of NAT64 depl oynents, CGNAT scaling pain, and the
uni versal human desire to stop dealing with |Pv4.
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