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Abst r act

Thi s docunent defines a multi-jurisdiction conpliance profile of the
signed action receipt format used by Al agents to record machi ne-
readabl e evi dence of access-control decisions. The profile binds
receipt fields to two regul atory surfaces: the European Union
obligations of Articles 12 and 26 of Regul ation (EU) 2024/1689 (the
EU Al Act) and Article 17 of Regulation (EU) 2022/2554 (DORA), and
the United States obligations of the NIST Artificial Intelligence

Ri sk Managenment Franmework, the Col orado Artificial Intelligence Act
(SB 24-205), the Texas Responsi ble Al Governance Act (HB 149), the
New Yor k Departnent of Financial Services Cybersecurity Regul ation
(23 NYCRR Part 500), the H PAA Security Rule (45 CFR Part 164,
Subpart C), SEC Rule 17a-4 (17 CFR 240.17a-4), and the Cyber Incident
Reporting for Critical Infrastructure Act of 2022 (CIRCIA). It does
not redefine the wire format, the canonicalization rule, or the
signing algorithms of the underlying receipt format. It tightens a
subset of the OPTIONAL fields to REQUI RED, inposes a retention floor,
requires at |east one tinestanping anchor (RFC 3161 or

QpenTi nest anps; bot h RECOMMENDED), and adds two extension fields.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Novenber 2026.
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Thi s docunent is an additive overlay on [ ACTA- RECEI PTS]: it
constrains fields the upstreamdraft | eaves OPTIONAL, fixes their

val ues where regul ation requires, and adds two extension fields with
reserved nanes. A Conpliance Receipt remains a confornmant

[ ACTA- RECEI PTS] receipt. Field references use upstreamfield nanes
rather than section nunbers, to reduce nmaintenance hazard if upstream
re-nunbers in a future revision

1.2. Scope

This docunent fills the regulatory binding gap on two surfaces.
Section 5 binds the receipt to European Union obligations: Article 12
(record-keeping) and Article 26 (deployer obligations) of the EU Al
Act, and Article 17 (ICT-rel ated inci dent nanagenment) of DORA

Section 6 binds the receipt to United States obligations: the
voluntary functions of the NIST Al Ri sk Managenent Franmework, the
depl oyer obligations of the Colorado Al Act and the Texas Responsi bl e
Al Governance Act, the audit-trail and incident-reporting obligations
of NYDFS Part 500, the audit controls and docunentation retention of
the H PAA Security Rule, the broker-deal er recordkeepi ng requirements
of SEC Rule 17a-4, and the covered-incident reporting requirenents of
Cl RCl A

The bindings are witten fromthe Deployer’s perspective, where

Depl oyer is used in the regi me-specific sense (Article 3(4) of

[ EU- Al - ACT] for EU bindings; Section 6-1-1701(6) of the Col orado
Revi sed Statutes for Col orado bindings). Were another statute uses
a different term (Provider, Financial Entity, Covered Entity for

H PAA, Covered Entity for NYDFS, Broker-Dealer for SEC, Covered
Entity for CIRCIA), the binding section nanmes the termas the source
statute uses it.

A verifier that inplenents only [ACTA- RECEI PTS] can cryptographically
validate a profile receipt but cannot attest the additiona
conpl i ance bi ndi ngs of this docunent.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
The following terns are used in this docunent.

Action: An operation performed by an Al agent that is subject to a
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policy evaluation. Exanples include a tool invocation, an
external APl call, a wite to durable storage, and the issuance of
an irreversible instruction to another system

Action Receipt: A signed envel ope conformng to [ ACTA- RECEI PTS] that
records the policy evaluation result for a single Action.

Conpl i ance Receipt: An Action Receipt that additionally satisfies
the requirenents of this profile.

Depl oyer (EU Al Act): As defined in Article 3(4) of [EU Al-ACT].

Depl oyer (Colorado Al Act): As defined in Section 6-1-1701(6) of the
Col orado Revi sed Statutes, as enacted by [ COLORADO Al - ACT] .

H gh-Ri sk Al System (EU Al Act): As defined in Article 6 of
[ EU- Al - ACT] .

H gh-Ri sk Al System (Col orado Al Act): As defined in
Section 6-1-1701(9) of the Col orado Revised Statutes, as enacted
by [ COLORADO Al - ACT] .

Financial Entity: As defined in Article 2(2) of [DORA], for entities
listed in Article 2(1).

Covered Entity (H PAA): As defined in 45 CFR 160. 103, nanely a
health plan, a health care cl earinghouse, or a health care
provider that transmits health infornmation in electronic formin
connection with a covered transaction.

Covered Entity (NYDFS): As defined in 23 NYCRR 500.1(e), namely any
person operating under or required to operate under a |icense,
registration, charter, certificate, permt, accreditation or
sim lar authorization under the Banking Law, the |Insurance Law or
the Financial Services Law, regardl ess of whether the covered
entity is also regul ated by ot her governnent agencies.

Broker-Deal er: As defined in section 3(a)(4) and 3(a)(5) of the
Securities Exchange Act of 1934, subject to recordkeepi ng under
[ SEC- 17A-4] .

Covered Entity (CIRCIA): As to be defined in the final rule
promul gat ed under the Cyber Incident Reporting for Critical
Infrastructure Act of 2022. Pending publication of the final
rule, the termis interpreted in accordance with the statutory
definition at 6 U S.C. 681 and CISA's notice of proposed
rul emaki ng.
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3.

Audit Pack: A bundle of Conpliance Receipts, the chain conmmitnents
that link them the public verification keys, the trust anchor
met adata, and the regi me mapping required by Sections 5 and 6 of
this docunment, packaged for delivery to a regulator or auditor.

Rel ati onship to ACTA- RECEI PTS

This profile is an additive overlay on [ ACTA-RECEIPTS]. It does not
modi fy the envel ope, the canonicalization rule, the signature object,
or the algorithmregistry of [ACTA- RECEI PTS].

The foll owing nornative statenents apply.

* Implenentations of this profile MJST produce receipts that are
cryptographically verifiable by a conformant [ACTA- RECEI PTS]
verifier under the canonicalization rules (JCS, [RFC8785]) and the
signature scope of [ ACTA- RECEI PTS] Section 5. 6.

* Inplenentations of this profile MJST NOT introduce new top-Ievel
fields in the signed payload that conflict with nanes reserved by
[ ACTA- RECEI PTS] .

* | nplenmentations of this profile MAY use any signature algorithm
permitted by [ ACTA- RECEI PTS]: EdDSA (Ed25519, nandatory-to-
i mpl ement, [RFCB8032]), ES256 (ECDSA using P-256 and SHA- 256,
[ RFC7518]), and M.- DSA- 65 ([ FI PS204]).

*  \Where [ ACTA- RECEIPTS] marks a field OPTIONAL and this profile
mar ks the sane field REQU RED, the stricter requirenent applies to
Conpl i ance Recei pts.

A receipt that fails any MJST cl ause of this profile is not a
Conpl i ance Receipt. It MAY still be a valid [ ACTA- RECEI PTS] receipt.

This profile differentiates from [ ACTA- RECEI PTS] on three axes:
mandat ory hash-chain |inkage (upstream Conmitnment Mdde is OPTI ONAL),
mandat ory anchoring with RFC 3161 or OpenTi nestanps (both
RECOMVENDED; upstream lists Sigstore Rekor in its Inplenmentation

St at us appendi x as an OPTI ONAL tenporal anchor), and a retention
floor tied to specific regulatory articles (upstreamis silent on
retention).

Receipt Field Profile
This section enunerates fields defined by [ ACTA-RECEI PTS] and states

the additional requirements that this profile places on them Field
nanes foll ow [ ACTA- RECEI PTS] exactly.

Gones Mar ques Expires 7 Novenber 2026 [ Page 7]



I nternet-Draft Conpl i ance Receipts Profile May 2026

Conpl i ance Receipts MJST use the upstreamwire field nane signature
for the signature object, exactly as defined in Sections 2.1 and
2.1.1 of [ACTA-RECEIPTS]. The keys inside that object are alg, kid,
sig. Inplenentations whose internal storage uses a different field
nane MJST translate to signature on enission and on canonicalization
for verification; receipts that appear on the wire under any ot her
top-level field name are non-conformant to [ ACTA- RECEI PTS] and to
this profile. Anchors MJST be projected into a top-level anchors
array with a type discrimnator and a value field carrying the anchor
byt es (base64-encoded for binary payloads). Flat-colum

i mpl ement ati ons MJUST project on em ssion and Audit Pack export.

4.1. Common Payl oad Fi el ds
4.1.1. type

Conpl i ance Recei pts MJUST set type to a value drawn fromthe nanespace
prot ect ntp: deci sion, protectntp:restraint, or protectntp:lifecycle,
or to an extensi on namespace registered for use with this profile.

4.1.2. issued_at

REQUI RED upstreamand in this profile. The value MJST be an | SO 8601
timestanp with an explicit tinezone. The producing system MJST
source the value froma clock synchronized to a recogni zed tine
authority and MUST NOT backdate the value. Verifiers MJST reject
recei pts whose issued_at is nore than 300 seconds ahead of the
verifier’s owm clock. Verifiers MJUST NOT reject a receipt solely
because issued at lies in the past; past skew is bounded by the
applicable retention floor in Sections 5 and 6, not by freshness.

Hi storical receipts within retention MJST verify on the sane path as
fresh ones.

4.1.3. issuer_id

REQUI RED upstreamand in this profile. The value MIUST identify a

l egal entity, not a natural person. Were the producing systemis
operated by a Deployer, the issuer_id MJIST resol ve, through the trust
anchor metadata in the Audit Pack, to a record nam ng the Depl oyer

To preserve the upstream Section 2.2 invariant that issuer_id MJST
match the kid field of the signature object, Conpliance Receipts MJST
pl ace the same value in both issuer_id and kid; the verifier resolves
that value to a public key through the Audit Pack trust-anchor

met adata rat her than through the well-known JWK Set endpoint or the
RECOMVENDED sb: i ssuer: <base58-fingerprint> form of [ACTA- RECEI PTS]
Section 2.1.1. This profile thereby supersedes the upstream
RECOMVENDED ki d format for Conpliance Receipts; the upstream
RECOMVENDED format renmains valid for non-Conpliance receipts.
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| mpl enent ati ons SHOULD use a Legal Entity ldentifier (LEI) as defined
by [1SOL7442] where one is allocated to the Depl oyer. Exanples and
test fixtures MJST use a pl acehol der whose four-character LOU prefix
(positions 1-4) is not allocated in the GLEIF Local Qperating Unit
code list, whose positions 5-6 are the |1SO 17442 reserved val ue 00,
and whose two trailing characters (positions 19-20) are the | SO 7064
mod 97-10 check digits conputed over positions 1-18 (for exanple
00000000000000000098, where the all-zero 18-character base produces
the check digits 98 per the |1SO 17442-1: 2020 Annex A check-digit

al gorithm which converts any letters in positions 1-18 to digits
A=10 ... Z=35 before the nod 97-10 conputation; for an all-zero base
the conversion is a no-op); inplenentations MJST NOT use a rea
third-party LEl in docurmentation or test data. Were no LEl is

al l ocated and the Deployer is a US entity, an Enpl oyer ldentification
Nunber (EIN) issued by the United States Internal Revenue Service or
a Central Index Key (CIK) issued by the United States Securities and
Exchange Commi ssion MAY be used, expressed as the bare nuneric
string. Decentralized Identifiers ([WBC-DI D) MAY be used ot herw se
I mpl enent ati ons MUST treat the val ue as opaque on verification;
identifier resolution is out of scope for this profile.

4.1.4. payload digest (OPTIONAL upstream REQUIRED in this profile)

REQUI RED for Conpliance Receipts. The value MJIST foll ow the upstream
obj ect form (hash, size, optional preview) defined in Section 2.2 of

[ ACTA- RECEI PTS]; this profile does not redefine the wire shape. The
associ ated payl oad that this digest covers MJIST be retained for the
peri od nmandated by the nost restrictive applicable reginme in Sections
5 and 6 of this docunment. |Inplenentations MJUST NOT discard the
underlying payload while a receipt that references it is still within
its retenti on wi ndow.

4.1.5. action_ref (OPTIONAL upstream REQU RED in this profile)

REQUI RED for Conpliance Receipts. The value is a SHA-256 hash of the
canoni cal Action representation as defined in [ ACTA-RECEI PTS]. This
profile uses action_ref as the primary join key for cross-engi ne
reconstruction during an audit.

4.1.6. sandbox_state (OPTIONAL upstream REQUI RED for Hi gh-Risk in this
profile)

REQUI RED for receipts produced by High-Ri sk Al Systens under either
[ EU- Al - ACT] or [COLORADO- Al -ACT]. Upstream defines sandbox_state as
an OS-|evel containnent status and restricts the value to one of
enabl ed, disabled, or unavailable; this profile inherits that
enuneration unchanged. A Deployer that operates a High-Ri sk Al
System and produces a stream of receipts in which sandbox _state is
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consistently disabled SHOULD treat that streamas a finding under the
appl i cabl e ri sk- managenent documentation requirenent (Article 9 of

[ EU-AI - ACT] for the Provider’s risk managenent system wth which a
Depl oyer operating per Article 26(1) is required to be consistent;
Section 6-1-1703(2) of the Col orado Revised Statutes) and docunent
the rationale in the Audit Pack metadat a.

4.1.7. iteration_id (OPTIONAL upstream REQUI RED for nulti-step in this
profile)

REQUI RED for nulti-step agent workflows. The value MJST be stable
across all receipts emitted within the same |ogical task or session
so that a regul ator can reconstruct the full chain of Actions.
iteration_id is distinct fromthe upstreamsession_id field defined
in [ ACTA- RECEI PTS] Section 3.1.1, which is an opaque MCP session
identifier. A Conpliance Receipt MAY carry both: session_id for MCP-
session correlation and iteration_id for |ogical-task correlation.

4.2. Decision Receipt Fields (type protectntp: decision)

The decision field value MIST be allow, deny, or rate_ limt.
I npl enentations using a different internal vocabulary (e.g. permt
for allow) MJST nornalise on enission and on Audit Pack export.

The upstreamtool _name field (REQU RED i n [ ACTA- RECEI PTS]
Section 3.1.1) is REQU RED for Conpliance Receipts of type
pr ot ect ntp: deci si on.

4.2.1. reason (OPTIONAL upstream REQUI RED for deny/rate linmit in this
profile)

REQUI RED f or Conpliance Recei pts where decision is deny or
rate |imt. The value MJST be a machi ne-readabl e reason code drawn
froma vocabul ary docunmented in the Deployer’s Audit Pack netadata.

4.2.2. policy_digest (OPTIONAL upstream REQUI RED in this profile)

REQUI RED for Conpliance Receipts. The value MJST be of the form
sha256: <hex> and MJST reference a policy artefact that the Depl oyer
retains for the applicable retention window. Verifiers MJST reject
Conpl i ance Recei pts whose policy_digest does not resolve in the Audit
Pack.
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4.3. Hash-Chain Linkage (OPTIONAL upstream REQUIRED in this profile)

Upst ream Commi t nent Mbde introduces previ ousRecei pt Hash as part of an
optional extension. This profile makes the |inkage REQU RED.

I mpl enentati ons MUST enit a previ ousRecei pt Hash field, popul ated as
specified by Section 5.7 of [ACTA-RECEIPTS]: the | owercase hex
encodi ng of SHA-256(JCS(receipt)) per [RFC8785], where the receipt
covered by the digest is the entire signed receipt object including
the signature field. The first receipt in a chain MJST set this
field to the all-zero SHA-256 value (this profile’s stipulation;

[ ACTA- RECEI PTS] Section 5.7 specifies only the di gest scope of
subsequent links). JSON key is the literal previousReceiptHash
(camnel Case, case-sensitive); snake_case aliases MJUST NOT appear on
the wire.

4.4. Anchoring (No Upstream Equi val ent)

[ ACTA- RECEI PTS] lists Sigstore Rekor in its Inplenmentation Status
appendi x as an OPTI ONAL tenporal anchor. This profile inposes a
normati ve anchoring requirenent.

Conpl i ance Recei pts MUST be anchored. An anchor is an [ RFC3161]

ti mestanp token covering the signed envel ope, an [ OPENTI VESTAVPS]
conmmi tnent covering the envel ope, or both; inplenentations SHOULD
emt both forms. For both anchor types, the bytes conmitted are SHA-
256(JCS(envel ope_m nus_anchors)), where envel ope_ni hus_anchors is the
wi re envel ope object with the anchors top-Ilevel key renoved prior to
canoni cal i zation, |eaving the two-key object {payl oad, signature}.
The anchors key MJUST be renoved fromthe object, not set to null or
to an enpty array; these produce different JCS output and break
interoperability (mrroring the upstream Section 5.6 stripping rule).
The anchor thereby binds payl oad and signature w thout being self-
referential. The anchor evidence MJST be retained al ongside the
receipt for the applicable retention window. Verifiers MJST reject
Conpl i ance Receipts that |ack at | east one valid anchor.

An anchor MAY be attached after issuance if the receipt is persisted
wi t h an unanbi guous pendi ng marker and the anchor |ands within a
docunent ed bound. For [ OPENTI MESTAMPS], this profile inposes a 7-day
deadline; this is a profile-inposed bound, not a property of the
QpenTi nmest anps protocol, whose cal endar-to-bl ock upgrade tine depends
on the cal endar operator’s publication interval. [RFC3161] tokens
MUST be obtai ned synchronously. A verifier MJST treat a pending
recei pt as non-conformant once the bound el apses.
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The anchor MAY cover an aggregate of receipts (for exanple, a Merkle
root over a batch) rather than each receipt individually, provided
that the inclusion proof linking the receipt to the aggregate is
retai ned al ongside the recei pt and the aggregate anchor

Where the anchor type is [RFC3161], the full TineStanpResp DER bytes
MUST be retained, sufficient for offline verification by a hol der
with access to the TSA's published public key. Tine-stanp tokens
carrying ESSCert|Dv2 per [RFC5816] MJUST be accepted by Conpliance
Verifiers. Were the anchor type is [ OPENTI MESTAMPS], the upgrade
fromthe initial calendar attestation to the Bitcoin block
attestation MJUST be conpleted within the 7-day profile-inposed bound,
and t he upgraded proof MJST be retained for the applicable retention
wi ndow per the second paragraph of this section.

4.5. Extension Fields

This profile defines two extension fields that MAY appear in the
si gned payl oad al ongside the fields defined by [ ACTA- RECEI PTS].
Neither field is defined upstream

risk _class: A vocabulary termidentifying the risk classification of
the Action under the Deployer’s risk managenment docunentation
The vocabul ary MJST be referenced in the Audit Pack mnetadat a.
Where the Depl oyer operates under [EU Al-ACT], the docunentation
is the Provider’s Article 9 risk nmanagenent system as referenced
via the instructions for use under Article 26(1); where the
Depl oyer operates under [ COLORADO Al - ACT], the docunentation is
the Section 6-1-1703(2) risk nanagenent policy and program

incident _class: A vocabulary termidentifying the incident
classification of the Action under the applicable reginme: an ICT-
rel ated incident under [DORA], with classification criteria in
[ REG 2024-1772] and the canoni cal six-value reporting enuneration
in Annex |l data glossary, field 3.23 (Type of the incident) of
[ REG 2025- 302] (Cybersecurity-related, Process failure, System
failure, External event, Paynent-related, Qher (please specify));
a Cybersecurity Event under 23 NYCRR 500.1(f) (or, where the
HJ500.17(a) reporting threshold is met, a Cybersecurity Incident
under 23 NYCRR 500.1(g)) for Covered Entities of [NYDFS-500]; a
Covered Cyber Incident under [CIRCIA] once the final rule takes
effect; or a security incident under 45 CFR 164. 304 for Covered
Entities of [H PAA-SECURITY]. Inplenentations MAY refine the set,
provided the flattened mapping in the Audit Pack nanifest
(Section 7) projects each refinenment to the applicable canonica
category for each in-scope regine.
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ri sk_class MJST be encoded as a JSON string. incident_class MJST be
encoded as a JSON string drawn fromthe canoni cal vocabul ary
referenced in the Audit Pack, OR as a JSON array of such strings to
preserve cross-reginme classification (for exanple, a single Action
that is both a DORA I CT-rel ated incident and a CIRClI A Covered Cyber

I ncident, or both a NYDFS Cybersecurity Incident and a Cl RClI A Covered
Cyber Incident). Both extension fields appear inside the signed

payl oad object and are therefore covered by the upstream Section 5.6
signature scope. Both fields are OPTIONAL at the syntactic |evel but
MAY be REQUI RED by the regine bindings in Sections 5 and 6 of this
docunent .

I mpl ement ati ons MAY define additional extension fields. Such fields
MUST NOT collide with names defined by [ ACTA- RECEI PTS] or by this
docunent. I nplenmentations defining extension fields SHOULD register
themin the registry described in Section 10.

5.  European Uni on Bi ndi ngs
5.1. EU Al Act Article 12 Binding

Each subsection cites the operative phrase of Article 12 and binds it
to the receipt field that satisfies it.

5.1.1. Article 12(1), automatic recording of events

Article 12(1) requires High-R sk Al Systens to technically allow for
the automatic recording of events (logs) over the lifetinme of the
system The signed-receipt format provi des one nechani smthat
satisfies that | ogging capability; alternative mechani snms remnain
valid. Were this profile is chosen, a Conpliance Recei pt SHOULD be
produced for every Action agai nst an external resource, and a
configuration change that disables receipt generation SHOULD be
recorded as a protectncp:lifecycle Conpliance Receipt.

I mpl enentati ons MAY enit at finer or coarser granularity so |ong as
the log set, taken together, satisfies Article 12(2)(a) through (c).

5.1.2. Article 12(2)(a), identifying situations that may result in the
hi gh-ri sk Al system presenting a risk within the neani ng of
Article 79(1) or in a substantial nodification

The conbi nation of type, decision, reason, and policy_digest MJST be
sufficient for an auditor to identify, by query alone, receipts that
correspond to risk situations enunerated in the Deployer’s risk
managenent docunentation. \Where the Depl oyer classifies an Action as
ri sk-bearing, the receipt MJIST carry a risk _class extension field.
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5.1.3. Article 12(2)(b), facilitating the post-nmarket nonitoring
referred to in Article 72

The hash-chain |inkage required by Section 4.3 satisfies post-narket
monitoring traceability. The chain head MUST be nade available to
the Provider and to the conpetent authority on request.

5.1.4. Article 12(2)(c), monitoring the operation of high-risk Al
systens referred to in Article 26(5)

Any change to the policy artefact referenced by policy_digest MJST
produce a new digest. A change in policy_digest between two

ot herw se-conpar abl e Actions may be examined by the Deployer or by a
regul ator as a candi date substantial -nodification event under Article
43, and MJST be retained at | east as long as the |ongest receipt in
the chain that references either digest.

5.1.5. Retention

Article 12 itself sets no retention period; the operative depl oyer
floor is Article 26(6) ("at least six months"), with the parallel
provider floor in Article 19(1). Unless Union or national |aw sets a
| onger period, this profile expresses that floor as 184 days fromthe
date of the Action: 184 is the maxi mum nunber of days in any rolling
si x- cal endar - mont h wi ndow (worst case Aug-Jan, 31+30+31+30+31+31), so
retention of 184 days satisfies "at |east six nonths" regardl ess of
the cal endar nonths over which the window falls. Inplenentations
that prefer the nore commopn 183-day pick MAY use 183 days and remain
conformant with Article 26(6) so |long as per-receipt retention is at

| east six nonths fromthe Action date. Were the Deployer is also a
Financial Entity, the sectoral floor in Section 5.3.4 applies.

5.2. EU Al Act Article 26 Binding

5.2.1. Article 26(1), in accordance with the instructions for use
pol i cy_di gest MJST resol ve through Section 7 to a retained artefact
(machi ne check). The Depl oyer SHOULD denpnstrate consistency with

the Provider’s instructions for use (process check). Inability to
performthe machi ne check is presunmed non-conpliance
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5.2.2. Article 26(2), assign human oversi ght

For any Action whose decision is allow and which the Deployer’s risk
managenent docunentati on marks as requiring human oversi ght, the

Depl oyer MJST ensure that the receipt is either reviewed by a

desi gnated natural person within the period required by national |aw,
or that a followon protectntp:lifecycle Conpliance Receipt records
the absence of such review with a reason code. Both records MJST
thensel ves be Conpliance Receipts. This profile addresses the
trigger and record of oversight; the conpetence, training, authority,
and necessary support of the reviewer required by Article 26(2)
remain the Deployer’s separate responsibility.

5.2.3. Article 26(5), nonitor the operation

A Depl oyer MUST be able to produce an Audit Pack covering any
contiguous tinme w ndow since the Hi gh-Ri sk Al System becane
oper ati onal

5.2.4. Article 26(6), keep the logs for at |east six nonths

Conpl i ance Recei pts under this binding MIST be retained for at |east
the period stated in Section 5.1.5. Were the Deployer is also a
Fi nancial Entity, the |longer sectoral floor in Section 5.3.4 applies.

5.3. DORA Article 17 Binding
5.3.1. Article 17(1), I1CT-rel ated incident nanagenent process

A Conpl i ance Recei pt produced inside a Financial Entity' s ICT

envi ronment may serve as the canonical record of an Action that
triggered an ICT-related incident. action_ref MJST be carried into
the Financial Entity’ s incident workflow as the primary correl ation
key.

5.3.2. Article 17(2), record all ICT-related incidents and significant
cyber threats

The hash chain required by Section 4.3 supports the recording
obligation of Article 17(2) by making after-the-fact alteration of
recorded incidents detectable. The Financial Entity MJST be able to
produce, on request, the chain segnment covering the period of an

i ncident, together with the anchor evidence that fixes the chain to
wal | -cl ock tine.
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5.3.3. Article 17(3)(b), establish procedures to identify, track, |og,
categorise and classify ICT-rel ated incidents

For Actions identified as part of an ICT-related incident, the
produci ng system MJST enit incident _class. The classification
criteria are those set out in Article 18(1) of [DORA], with further
specification in [ REG 2024-1772]. The canonical reporting
enunmeration to which incident_class flattens is bound by Annex |
field 3.23 of [REG 2025-302] (see Section 4.5). Inplenentations MJST
publish a flattened mapping in the Audit Pack manifest as required by
Section 4.5.

5.3.4. Retention

Article 17 of [DORA] does not itself set a uniformnuneric retention
floor. The five-year (1827-day) figure used by this profile derives
fromsectoral instrunments that overl ap DORA-scoped Fi nanci al

Entities. Investnent firnms keep records of all services, activities
and transactions under Article 16(6) of [MFID2], with Article 72 and
Annex | of [REG 2017-565] fixing the formand content of those
records. The explicit five-year retention period in [MFID2] is set
by Article 16(7) for records of tel ephone conversations and

el ectroni c comuni cations, kept for a period of five years and, where
requested by the conpetent authority, for a period of up to seven
years.

Records of customer due diligence and of transactions under Article
40 of [AMLD] are kept for five years after the end of the business
rel ati onship. The AM.D record-keeping regine is superseded, in
respect of record retention, by Article 77 of [AMLR] from 10 July
2027, which preserves the five-year floor and adds a case-by-case
extension up to a further five years where the conpetent authority so
requires. |Inplenmentations operating across the AMLD-to- AMLR
transition MUST satisfy whichever instrunent is in force on the date
of the Action.

Conpl i ance Recei pts MJUST be retained for the period required by
appl i cable Union or national |aw, where a sectoral floor applies,
retenti on MJUST equal or exceed the |ongest applicable floor. Absent
a nore specific rule, this profile RECOWENDS 1827 days fromthe date
of the Action (the worst-case rolling five-cal endar-year w ndow
contains two | eap days, so 1827 days satisfies "five years"

regardl ess of the cal endar years over which the wi ndow falls)

Anchor evi dence MUST be retained for the same period. Verification
keys whose lifetine expires within the retenti on wi ndow MJST have
their public conmponents retained so that historical signatures remain
verifiable.
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6. United States Bindings
6.1. NI ST Al RMF Binding

[NIST-AI-RMF] is a voluntary framework. Adoption of this profile, on
its own, does not establish conformty with the Al RVF; it provides a
t anper - evi dent recei pt substrate that an Al RMF program can use as
evi dence under the MEASURE function and as a structured input to the
GOVERN, MAP, and MANAGE functions. [N ST-GENAI-PRCFILE] applies the
Al RMF functions to generative Al; the profile bindings bel ow apply
to generative and non-generative Al agent deploynents alike unless
explicitly noted.

6.1.1. GOVERN function

The GOVERN function requires that organi zations docunent Al policies
and procedures. The conbination of policy digest and the Audit Pack
mani f est provi des a nachi ne-readabl e bi ndi ng between every Action and
the policy artefact in force at the time of the Action. A change to
the policy artefact MJST produce a new policy_digest val ue (per
Section 4.2.2); the Audit Pack therefore records every policy change
in a tanper-evident nanner.

6.1.2. MAP function

The MAP function requires that the context, capabilities, and risks
of an Al system be characterised. The conbination of type,

tool nane, action ref, and iteration_id SHOULD be sufficient for an
auditor to reconstruct the operational context of any Action wi thout
deref erencing the underlying payl oad.

6.1.3. MEASURE f uncti on

The MEASURE function requires that Al risks and inpacts be anal ysed
and tracked over tine. The hash-chain |inkage required by

Section 4.3 provides tanper-evident continuity of the receipt stream
over the Al system s operational lifetime, satisfying the
traceability prerequisite of MEASURE

6.1.4. MANACGE function

The MANAGE function requires that Al risks be prioritised and acted
upon based on projected inpact. The risk_class extension field
carries the Deployer’s risk classification of the Action; together

wi th decision, reason, and policy_digest, it supports prioritisation
and incident response without requiring the verifier to re-derive
risk fromthe underlying payl oad.
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6.2. Colorado Al Act (SB 24-205) Binding

[ COLORADO Al - ACT] i nmposes depl oyer obligations effective June 30,
2026 (per Senate Bill 25B-004, which postponed the original February
1, 2026 effective date). The Act regul ates the depl oynent of Hi gh-
Ri sk Al Systems and the prevention of algorithnic discrimnation

6.2.1. Section 6-1-1703(2), risk managenent policy and program

Section 6-1-1703(2) requires deployers to inplenment a risk managenent
policy and program for the Hi gh-Ri sk Al System policy_digest MJST
resol ve through Section 7 to the deployer’s risk nmanagenent policy
artefact in force at the tine of the Action. Were the Depl oyer
classifies an Action as risk-bearing under that policy, the receipt
MUST carry a risk_class extension field.

6.2.2. Section 6-1-1703(3), inpact assessnent

Section 6-1-1703(3) requires deployers to conplete an inpact
assessnent annually and within 90 days after any intentional and
substantial nodification of the H gh-Ri sk Al System The conbi nation
of type, policy_digest, and previ ousRecei pt Hh.sh MUST be suffi cient
for an auditor to identify, by query alone, the receipts that span
the period covered by an inpact assessnent, including any policy
changes within that period.

6.2.3. Section 6-1-1703(7), notice of algorithm c discrimnation

Where a Depl oyer determ nes that a Hi gh-Ri sk Al System has caused or
is reasonably likely to have caused al gorithm c discrinination, the
produci ng system SHOULD record that determ nation as a
protectncp:lifecycle Conpliance Receipt naming the determ nation, the
af fected receipts by action_ref, and the policy or risk-nmanagenent
response with a reason code.

6.3. Texas Responsible Al Governance Act (HB 149) Binding

[ TEXAS- TRAI GA] takes effect January 1, 2026. The Act adopts an
intent-based liability framework for the devel opnment and depl oynent
of Al systens and provides a safe harbor at Section 552.105(e)(2) (D)
of the Texas Busi ness and Conmerce Code for organi sations that
substantially conply with the nbst recent version of

[ NI ST- GENAI - PROFI LE], or another nationally or internationally
recogni zed ri sk managenent franmework for Al systens, and operate an
internal review process
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6.3.1. Safe-harbor evidentiary support

VWere a Depl oyer relies on the safe-harbor provision of HB 149 by
substantially conplying with [ Nl ST- GENAI - PROFI LE], the Audit Pack NMAY
be presented as evidence of that conpliance. The bindings of

Section 6.1 apply, with the additional Generative Al Profile bindings
of [ NI ST- GENAI - PROFI LE] .

6. 3. 2. Pr ohi bi t ed-use detection

Recei pts whose decision is deny with a reason code drawn from a
vocabul ary docunenting the Act’s prohibited-use categories under
Section 552.052 of the Texas Business and Commrerce Code added by HB
149 (incitement or encouragenent of physical self-harmincluding
sui ci de, harmto another person, or engagenment in crimnal activity)
MUST be retained for the period stated in Section 6.4.2 or the |onger
period required by Texas |aw, whichever is greater.

6.4. HI PAA Security Rule Binding (45 CFR Part 164, Subpart C)

[ H PAA- SECURI TY] applies to Covered Entities (H PAA) that handle
el ectronic protected health information. The bindings bel ow apply
only to recei pts whose underlying Actions reference electronic
protected health information.

6.4.1. 45 CFR 164.312(b), audit controls

45 CFR 164.312(b) requires inplenentation of "hardware, software,
and/ or procedural nechani sns that record and exam ne activity in
informati on systens that contain or use electronic protected health
informati on". The conbination of type, action_ref, tool_nane, and
the hash-chain |inkage required by Section 4.3 satisfies the
recording requirenent; the verification rules of Section 8.1 satisfy
the exam nation requirenent.

6.4.2. 45 CFR 164.316(b)(2)(i), six-year retention

45 CFR 164.316(b)(2)(i) requires that the documentation required by
45 CFR 164. 316(b) (1) be retained "for 6 years fromthe date of its
creation or the date when it last was in effect, whichever is later".
This profile expresses that floor as 2192 days fromthe later of (a)
the date of the Action and (b) the date the policy artefact

ref erenced by policy_digest ceased to be in effect: 2192 is the
maxi mum nunber of days in any rolling six-cal endar-year w ndow (worst
case spans two | eap days, e.g. 2024-2030 contains February 29 of 2024
and 2028, yielding 6*365+2 = 2192 days). Verification keys whose
lifetime expires within the retenti on wi ndow MJUST have their public
conponents retained so that historical signatures remain verifiable.
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6.5. NYDFS Cybersecurity Regul ation Binding (23 NYCRR Part 500)

[ NYDFS-500] applies to Covered Entities (NYDFS) operating under New
Yor k Banki ng, Insurance, or Financial Services Law. The bi ndi ngs
bel ow apply only to receipts produced by such Covered Entities.

6.5.1. 23 NYCRR 500.6, audit trai

23 NYCRR 500.6(a) requires Covered Entities to securely maintain
systens that, to the extent applicable and based on its risk
assessnent, (1) are designed to reconstruct material financia
transactions, and (2) include audit trails designed to detect and
respond to cybersecurity events that have a reasonable |ikelihood of
materially harming any material part of the normal operations of the
Covered Entity. The hash chain required by Section 4.3 together with
the anchor evidence required by Section 4.4 satisfies the tanper-

evi dence prerequisite of the audit-trail obligation

6.5.2. 23 NYCRR 500.17, notices to superintendent

23 NYCRR 500.17(a) (1) requires that "Each covered entity shall notify
the superintendent electronically in the formset forth on the
departnent’s website as pronptly as possible but in no event |ater
than 72 hours after determining that a cybersecurity incident has
occurred at the covered entity, its affiliates, or a third-party
service provider." The reporting trigger is a Cybersecurity Incident
under 23 NYCRR 500.1(g), not any Cybersecurity Event under 500.1(f).
For Actions identified as part of such an Incident, the producing
system MJUST emit incident_class with a value indicating Cybersecurity
I nci dent under 23 NYCRR 500.1(g), and the Covered Entity MJST be able
to produce, on request, the chain segnent covering the period of the
I nci dent together with the anchor evidence that fixes the chain to
wal | -cl ock tine.

6.5.3. 23 NYCRR 500.6 retention

23 NYCRR 500.6(b) requires that "Each Covered Entity shall naintain
records required by this section for not fewer than five years." The
five-year floor applies uniformy to records required by paragraph
(a)(1) (designed to reconstruct material financial transactions) and
to records required by paragraph (a)(2) (audit trails designed to
detect and respond to cybersecurity events that have a reasonable
l'ikelihood of materially harming any material part of the norma
operations of the Covered Entity). Conpliance Receipts produced
under this binding MIST be retained for at |east 1827 days fromthe
date of the Action (the worst-case rolling five-cal endar-year w ndow
contains two | eap days).
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6. 6. SEC Broker-Deal er Recordkeepi ng Binding (17 CFR 240. 17a-4)

[ SEC-17A-4] applies to Broker-Deal ers, Security-Based Swap Deal ers,
and Maj or Security-Based Swap Participants. The bindings bel ow apply
only to recei pts produced inside such entities.

6.6.1. 17 CFR 240.17a-4(f), electronic recordkeepi ng system

The Novenber 3, 2022 anendnents to 17 CFR 240. 17a-4 (conpliance date
May 3, 2023) added an audit-trail alternative to the prior wite-
once-read-many (WORM el ectronic recordkeeping requirenment. The
audit-trail alternative requires that the el ectronic recordkeeping
systempermnmit the recreation of an original record if it is nodified
or deleted. The hash-chain |Iinkage required by Section 4.3 together
with the retention rule in Section 6.6.2 and the anchor evi dence
required by Section 4.4 satisfies the audit-trail alternative when
the Conpliance Receipt is the systemof-record for a regul ated
record

6.6.2. 17 CFR 240.17a-4(a) and (b) retention

17 CFR 240. 17a-4(a) requires preservation of certain records for not
| ess than 6 years, the first two years in an easily accessible place.
17 CFR 240.17a-4(b) requires preservation of a different list of
records for not less than three years, the first two years in an
easily accessible place. Compliance Receipts that constitute or
support a record listed in 17 CFR 240. 17a-4(a) MJST be retained for
at | east 2192 days fromthe date of the Action, applying the sane

si x-year worst-case nethodol ogy as Section 6.4.2; receipts that
constitute or support a record listed only in 17 CFR 240. 17a-4(b)
MUST be retained for at |east 1096 days fromthe date of the Action
(the worst-case rolling three-cal endar-year w ndow contains one | eap
day). \Were both apply, the longer period applies.

6.7. CIRCIA Binding (Cyber Incident Reporting for Critica
Infrastructure Act of 2022)

[CIRCIA] requires Covered Entities (CIRCIA) to report Covered Cyber
Incidents to the Cybersecurity and Infrastructure Security Agency
within 72 hours of reasonable belief that the incident has occurred,
and to report ransom paynents within 24 hours. The reporting
obligations take effect upon publication of the final rule. Pending
publication, the bindings below apply on a voluntary basis.
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6.7.1. Covered Cyber Incident reporting support

For Actions identified as part of a Covered Cyber Incident, the
produci ng system MJST enit incident _class with a value indicating
Covered Cyber Incident under [CIRCIA]. The Covered Entity MJST be
abl e to produce, on request, the chain segnment covering the period of
the incident together with the anchor evidence that fixes the chain
to wall-clock tine.

6.7.2. Records related to a Covered Cyber Incident report

Section 2242(a)(4) of the Honeland Security Act of 2002, as enacted
by [CORCIA] and codified at 6 U S.C. 681b(a)(4), requires Covered
Entities to preserve data relevant to a Covered Cyber Incident or
ransom paynent in accordance with procedures established in the fina
rule. CISA' s notice of proposed rul emaking at 89 FR 23644 (April 4,
2024) proposes a preservation period of not less than two years; this
profil e uses that proposed floor pending publication of the fina
rule. Conpliance Receipts that are referenced in a CIRCI A report or
that the Covered Entity reasonably anticipates will be so referenced
MJST be retained for the |longer of the period established by the
final rule and 731 days fromthe date of the Action (2*365+1 | eap day
wor st case).

7. Audit Pack Conposition

This section is informative. It describes the contents of an Audit
Pack as introduced in Section 2.

An Audit Pack contains the followi ng itens.

* The set of Conpliance Receipts covered by the requested tine
wi ndow, in the canonical envel ope form defined by [ ACTA- RECEI PTS].

* The chain commitnents that |ink the receipts: for each receipt,
the val ue of previousRecei pt Hash and the reconputed di gest of the
predecessor envel ope.

* The anchor evidence: [RFC3161] tokens, OpenTi nestanps proofs, or
both. Each anchor item MJUST be associated, by hash, with the
recei pt or aggregate it covers

* The trust anchor netadata that identifies the Deployer or other
regul ated entity associated with each issuer_id val ue.

* The verification key material for every kid value present, in a
formthat does not require online retrieval
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* Vocabul ari es referenced by reason, risk_class, incident_class, and
extension fields, enbedded as JSON arrays with a stable
identifier. The Audit Pack MJST expose a digest-resol ution
facility that, given a policy digest, returns the retained
artef act.

* A regine mappi ng docurment that names which receipts the producer
asserts as evidence under any of the regi mes addressed by Sections
5 and 6 of this docunent (EU Al Act Article 12, EU Al Act Article
26, DORA Article 17, NIST Al RW, Col orado Al Act, Texas
Responsi bl e Al Governance Act, NYDFS Part 500, HH PAA Security
Rul e, SEC Rule 17a-4, CIRCA).

* The chain heads valid at the start and end of the tine w ndow,
signed by the Deployer or other regulated entity.

An Audit Pack MJST itself be signed per the [ ACTA- RECEI PTS] al gorithm
registry. The nmanifest MJST include bundl e digest, bundle_signature,
bundl e_public_key, and al gorithmregistry_version

8. Verifier Behaviour

A verifier conformant to this profile is referred to as a Conpliance
Verifier.

8.1. Mandatory Checks

A Conpliance Verifier MIUST performall of the follow ng checks before
treating a receipt as a Conpliance Receipt.

* Verify the signature using the algorithmdeclared in
signature.alg, in accordance with [ ACTA- RECEI PTS].

* Resolve the verification key through one of the key-distribution
mechani sns described in Section 4.3 of [ACTA- RECEI PTS] (wel | -known
JWK Set or out-of-band distribution), or through Audit Pack trust-
anchor metadata. The verifier MJUST NOT trust a verification key
enbedded in the recei pt envel ope.

* Verify that all fields marked REQUI RED by Section 4 are present
and wel | - formed.

* Verify the hash-chain |inkage by reconputing the digest of the

i medi at el y precedi ng envel ope and conparing it to
previ ousRecei pt Hash
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Verify at |east one anchor: an [ RFC3161] token, an

[ OPENTI MESTAMPS] commitnent, or both. The anchor MJST cover the
signed envelope as it appears in the receipt. The verifier MJST
cryptographically re-verify the anchor agai nst the signed

envel ope; presence of anchor netadata w thout a successfu

crypt ographi ¢ check MJUST NOT yield "valid".

Verify the future-skew bound on issued _at per Section 4.1.2. Past
skew MUST NOT cause non-conformance when the receipt is within
retention.

Verify that policy_digest resolves through Section 7. A digest
conputed over a nonced or otherw se nixed-input form (for exanple,
SHA- 256(nonce || JCS(artefact))) MJST NOT be treated as
policy_digest; the digest scope is the canonical formof the
artefact alone. The verifier MJST reconpute SHA-256 over the
canoni cal formof the resolved artefact as docunented in the Audit
Pack manifest, and conpare; for JSON artefacts the canonical form
is JCS per [RFCB8785].

A receipt that fails any of these checks MJST be reported as non-
conf or mant .

8. 2.

Opti onal Checks

A Compliance Verifier MAY additionally performany of the foll ow ng.

*

8. 3.

Cross-check the issuer_id against an external registry (LEI, EIN
CIK, NPlI, GEIF, or a Deployer-published list).

Resol ve the policy artefact referenced by policy_digest and
compare it to a Provider-supplied or Depl oyer-supplied reference

policy.

Recomput e the chain head and conpare it to a Depl oyer-published
val ue.

Val i date incident_class (each elenent if encoded as an array) and
ri sk_cl ass extension val ues agai nst the vocabul aries referenced in
the Audit Pack.

Reporting

A Compliance Verifier SHOULD produce a structured report that
identifies, for each receipt verified, which regine bindings it
satisfies, drawn fromthe regines listed in Section 7. The report
SHOULD itsel f be signed using the sane algorithmregistry as

[ ACTA- RECEI PTS] .
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9. Security Considerations

This profile inherits all of the security considerations of
[ ACTA- RECEI PTS]. The follow ng considerations are specific to the
conpl i ance bi ndi ng.

9.1. Tamper Resistance

The hash-chain |inkage required by Section 4.3 provides tanper-

evi dence at the chain level. An adversary who renoves a receipt from
the mddle of the chain MJUST reconpute and re-sign every subsequent
envel ope. The anchor evidence required by Section 4.4 binds segnents
of the chain to wall-clock time, raising the cost of a re-signing

att ack.

I mpl enent ati ons SHOULD anchor at intervals no |onger than 24 hours.

| npl enent ati ons operating under DORA Article 17, 23 NYCRR 500.17, or
[ RCIA] SHOULD anchor at intervals no |onger than one hour, given
the 72-hour reporting deadlines of those regines.

A depl oynent that uses only the signature, w thout chain |inkage and
anchoring, can be rolled back by an insider with control of the
signing key for the period between the deletion and the next anchor
The MUST cl auses of Section 4.3 and Section 4.4 cl ose that w ndow.

9.2. Key Conprom se

A Conpliance Receipt is only as trustworthy as the key that signed
it. On suspected conpronise of an issuer key, the Deployer MJST
publish a revocation notice that names the key, the tine of suspected
conprom se, and the chain head at that time. Receipts signed by the
comprom sed key after the named time MJUST NOT be treated as
Conpl i ance Recei pts.

Verifiers MJST consult revocation netadata supplied with the Audit
Pack and MJST reject Conpliance Recei pts whose signing key was
revoked at or before issued_at.

9.3. Retention and Long-Term Verifiability

The | ongest retention floor in this profile is 2192 days (six

cal endar years), set by Section 6.4 and Section 6.6; the EU side has
a parallel five-year (1827-day) floor under Section 5.3. Both exceed
the typical operational crypto-period of a signing key under
recomrended key-managenent practice. |Inplenentations SHOULD use M-
DSA-65 fromthe [ ACTA-RECEI PTS] algorithmregistry ([FIPS204]) for
recei pts expected to be verified after the cryptographic lifetinme of
cl assical signature schenes ends. |Inplenentations MJUST retain public
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key material for the entire retenti on w ndow.
9.4. Privacy

[ ACTA- RECEI PTS] prohibits the inclusion of raw pronpts, too
argunents, and credentials in the signed payload. This profile
extends that prohibition to the extension fields defined in this
docunent. The risk class and incident class val ues MJST be drawn
fromcontroll ed vocabul ari es and MJUST NOT carry free-text persona
dat a.

Where the underlying Action references a data subject, the

payl oad_di gest field MJST cover the data; the data itself MJST be
held in a separate store that respects the data subject’s rights
under applicable law (including but not limted to the General Data
Protection Regul ation for EU data subjects, the California Consuner
Privacy Act and Virginia Consuner Data Protection Act for the
correspondi ng US states, and the H PAA Privacy Rul e where el ectronic
protected health information is involved). A request for erasure
that is granted under applicable data protection | aw MJST be
reflected by deletion of the referenced payl oad, not by deletion of
the receipt; the receipt remains as evidence that an Action occurred
and was governed by a naned policy at a naned tine.

9.5. Anchor Trust

The trust assunptions of an anchor depend on the anchor type.

[ RFC3161] tinmestanp tokens depend on the trust placed in the named
Time Stanping Authority. OpenTi nestanps conmitnents depend on the
inclusion of the cormitnent in a public Bitcoin block. A Conpliance
Verifier SHOULD treat the simultaneous presence of both anchor types
as stronger evidence than the presence of only one.

9.6. Replay

A Conpliance Receipt is bound to a single Action via action_ref.
Repl ay of a Conpliance Receipt against a different Action is
detectabl e by action_ref mismatch. The 300-second issued_at skew
bound stated in Section 4.1.2 limts the window in which a freshly-
repl ayed recei pt can be presented as recent.

Where the verifier supports it, two receipts sharing action_ref and

i ssuer_id SHOULD be flagged as a candi date duplicate-enission event

for human review. This profile does not require verifiers to

mai ntain a cross-recei pt i ndex; depl oyers needi ng duplicate-em ssion
detection should arrange it at the Audit Pack production |ayer
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9

9. 8.

10.

10.

Cross- Regi ne Confli ct

Where the same Action is in scope of nore than one regi ne addressed
by this docunent, the producing system MJST satisfy the union of the
applicable requirenents. Were a SHOULD cl ause in one regi ne
conflicts with a MJST clause in another, the MJST cl ause prevails.
Where two MJUST cl auses conflict, the producing system MJST refuse to
i ssue the receipt and MIST log the refusal as a protectnctp:lifecycle
Conpl i ance Recei pt.

AlgorithmAgility

This profile inherits its algorithmregistry from [ ACTA- RECEI PTS] .
I mpl enentati ons MUST treat the verification of a historical receipt
according to the algorithmregistry that was in force at issued_at,

not the registry in force at the tinme of verification, provided that
the signing key was not revoked.

| ANA Consi der ati ons

Thi s docunent requests two new | ANA registries to support stable,
machi ne- checkabl e extensions to the Conpliance Receipt fornmat.

1. Conpliance Receipt Extension Fields Registry

I ANA is requested to create a newregistry titled "Conpliance Receipt
Ext ensi on Fi el ds" under a new "Conpliance Recei pts" registry group

This registry covers both signed-payl oad fields and envel ope-| eve
fields (siblings of payload and signature); each entry's Description
i dentifies which.

Each entry contai ns:

* Field Nane: a JSON object key, |lowercase ASCII letters, digits,
and underscore.

* Description: a one-line summary of the field s purpose.

* Reference: the docunent that defines the field s semantics.

* Vocabulary: a URL or registry pointer for the controlled
vocabul ary that field values are drawn from or "free-form if
none.

The registration policy is Specification Required, per [RFC8126].

The Desi gnated Expert(s) SHOULD verify that the field nane does not
collide with any field defined by [ ACTA- RECEI PTS], that the Reference
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10.

is a stable, dereferenceabl e specification, and that the Vocabul ary
i s docunented sufficiently for an independent verifier to validate
val ues.

Initial registry contents:

* risk class - Risk classification termunder the Deployer’s risk
managenment docunentation - This docunent - Vocabul ary referenced
in Audit Pack netadat a.

* incident_class - Incident classification term spanning DORA
Article 18(1) (with further specification in [ REG 2024-1772] and
t he canonical six-value enuneration in Annex Il field 3.23 of
[ REG 2025-302]), 23 NYCRR 500.1 Cybersecurity Event/Incident,
[CIRCI A] Covered Cyber Incident, and H PAA security incident under
45 CFR 164.304 - This docunent - Audit Pack netadat a.

* anchors - Envel ope-level array of tinmestanp / transparency-Iog
anchors covering the signed envel ope; entries carry a type
discrimnator (rfc3161 or opentinestanps) and a value field - This
docunent - Anchor type vocabul ary: rfc3161 per [RFC3161],
opent i mest anps per [ OPENTI MESTAMPS] .

2. Conpliance Recei pt Type Nanespaces Registry

I ANA is requested to create a newregistry titled "Conpliance Receipt
Type Namespaces" under the sanme "Conpliance Receipts” registry group

Each entry contai ns:
* Nanmespace: a colon-separated identifier prefix used as a val ue of
the type field, |lowercase ASCI| letters, digits, hyphen,
under score, and col on
* Description: a one-line sutmary of the receipt category.
* Reference: the docunment that defines the namespace
The registration policy is Specification Required, per [RFC3126].
The Desi gnated Expert(s) SHOULD verify that the namespace does not
collide with any nanespace already regi stered or any nanespace
reserved by [ ACTA- RECEI PTS], and that the Reference is a stable
speci fication.

Initial registry contents:
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11.

12.

protectncp: decision - A receipt recording a policy eval uation
outconme (allow, deny, rate limt) for an MCP-nedi ated tool call -
Thi s document.

protectntp:restraint - A receipt recording the application or
rel ease of a restraint on an agent (e.g., quota, rate limt,
sandbox tightening) - This docunent.

protectncp:lifecycle - A receipt recording an agent or system
lifecycle event (e.g., configuration change, key rotation,
oversight review) - This docunent.
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Wor ked Example (Informative)

Thi s appendi x illustrates a Conpliance Receipt that satisfies the EU
Al Act Article 26 binding for a tool invocation by a Hi gh-Ri sk Al
System depl oyed by a Financial Entity. The wire shape applies
identically to United States bindings; the only differences are the
val ues placed in issuer_id (LEI, EIN, or ClK depending on the regine)
and in the risk class and incident _class vocabularies referenced in
the Audit Pack manifest. Field values are abbreviated for
readability and are not cryptographically valid. The exanple shows a
m d-chain receipt; a chain-genesis receipt would carry a

previ ousRecei pt Hash of 64 zero hex characters per Section 4. 3.
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payl oad": {

"type": "protectntp: decision”,

"issued_at": "2026-05-04T09: 14: 22. 1182",

"issuer_id": "00000000000000000098",

"action_ref": "cl1f 3a09a4d2e7f 6b8c5a91e3d7b04f 2alc8e6f 5d3b9a7c2e4f 8d6bla3c5e7f 9d",

"tool _name": "depl oy",

"iteration_id": "task-2026-05-04-01a3",

"decision": "allow',

"reason": "policy:within limts",

"policy digest": "sha256: 7b214e8c3d9f 4a2ble6¢c8f 5a3d7b9e2c4f 6a8d1lb3e5¢c7f 9a2d4b6e8cl
f 3a5d7b",

"sandbox_state": "enabl ed",

"payl oad_di gest ":
"hash": "0a44d2c8e3f5b7a9d1lc4e6f8b2a5d7c9elf 3b5a7d9c2e4f 6b8ald3c5e7f 9b2a4",
"size": 1024

} i)

"previ ousRecei pt Hash": "f80c1la3b5d7e9c2f 4a6b8dle3c5f 7a9b2d4e6c8f 1a3b5d7e9c2f 4a6hb8

dle3ch",

}

}

}

]

"risk_class": "depl oyer:financial: medi unt

,ignaturéH {
"al g": "EdJDSA",
"kid": "00000000000000000098",

"Si gll:
,nchors": [
{
"type": "rfc3161",
"val ue": "
}1
{ _
"type": "opentinmestanps",
"val ue": "
}

The above receipt satisfies the Article 26 binding because:

*

issuer_id is a 20-character |1SO 17442 Legal Entity ldentifier
(LEI') that resolves through the trust anchor nmetadata in the Audit
Pack to the named Depl oyer

policy_digest resolves to a retained policy artefact;

sandbox_state is enabled, satisfying the H gh-Ri sk system
constraint of Section 4.1.6;
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* previousRecei pt Hash links the receipt into the chain per
Section 4. 3;

* both an [ RFC3161] anchor and an [ OPENTI MESTAMPS] anchor are
present per Section 4. 4.

Under the DORA Article 17 binding a Conpliance Verifier additionally
checks the | ongest applicable sectoral retention floor (1827 days as
the default, per Section 5.3.4) and, where present, that

incident _class flattens to the canonical six-value vocabul ary
referenced in Section 4.5. Under the United States bindings of
Section 6 the sanme verifier additionally checks the | ongest
applicable retention floor (2192 days as the default for receipts
under Section 6.4 or Section 6.6) and, where the Deployer is a NYDFS
Covered Entity, a H PAA Covered Entity, or a CIRCIA Covered Entity,
that incident _class resolves to the applicable canonical category for
each in-scope regine.

Change Log
draft - mar ques- asqav-conpl i ance-recei pts-03

Mul ti-jurisdiction consolidation. The European Union profile
(formerly the only profile in -02) and the United States profile
(fornerly the separate draft draft-marques-asqgav-us-conpliance-

recei pts-00) are nerged into a single document with two regi ona

bi ndi ngs sections: Section 5 (European Union) and Section 6 (United
States). Sections 1 through 4 (Introduction, Conventions,

Rel ationship to upstream Receipt Field Profile) and Sections 7
through 11 (Audit Pack, Verifier, Security, |ANA, Acknow edgenents)
are shared across both regines. Conventions terns that differ across
regi nes are now di sanbi guated with regi me suffixes (Deployer (EU Al
Act) vs Deployer (Colorado Al Act); Hi gh-R sk Al System (EU Al Act)
vs Hi gh-Ri sk Al System (Colorado Al Act)). The incident _class
extension field now lists every applicable canonical category in one
place: ICT-related incident under [DORA] with the Annex Il reporting
enuneration, Cybersecurity Event/Incident under [NYDFS-500], Covered
Cyber Incident under [CIRCIA], and security incident under

[ H PAA-SECURI TY]. The issuer_id rule now permts EIN or CIK as
alternatives to LEI for US Deployers without an allocated LEI. The
Tanper Resistance security consideration extends the one-hour
anchoring SHOULD to NYDFS 500.17 and CIRCIA in addition to DORA
Article 17. The Privacy security consideration extends to GDPR for
EU data subjects and CCPA / VCDPA / HI PAA Privacy Rule for US data
subj ects. The Wrked Exanpl e notes that the wire shape applies
identically to US bindings, with only the issuer_id identifier and
the vocabularies differing. |ANA registries are unchanged; the
Initial registry contents for incident_class now describe the nulti-
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regine category set. No changes to the wire format, the field
profile, the hash chain, the anchoring rules, the Audit Pack
contents, or the Verifier checks. Section 4.1.6 (sandbox_state) and
Section 4.5 (risk _class) corrected to attribute the EU ri sk-
managenent docunentation requirenent to Article 9 of [EU Al -ACT]
(Provider’s risk managenent systen) rather than Article 26, with
Article 26(1) cited as the deployer’s instructions-for-use obligation
that links to the Provider’s Article 9 docunmentation. Section 6.5.3
(nydfs-retention) corrected to a single-tier five-year floor under 23
NYCRR 500. 6(b) (verified verbatimagainst LIl Cornell); the prior
tiered 5-year/3-year split (clainmed against the DFS Second Anendnent)
was incorrect because the Second Arendrment does not amend HJ500. 6,

| eaving the 2017 single-tier text in force. The 1096-day three-year
audit-trail floor previously stated for NYDFS is renoved.

dr aft - mar ques- asqav-conpl i ance-recei pts-02

Subm ssion-ready EU-only profile. Wre-shape alignnent with upstream
[ ACTA- RECEI PTS] ( payl oad/ si gnat ure/ anchors envel ope; payl oad_di gest
object form tool_name REQUI RED for protectncp: decision; issuer_id
equal s kid). EU Al Act and DORA bi ndi ngs aut hored agai nst Oficia
Journal text. Anchor MJUST (at |east one of RFC 3161 or
QpenTi nest anps) ; bot h RECOMVENDED; 7-day OpenTi nest anps upgrade
deadline profile-inmposed. Six-nmonth Al Act floor expressed as 184
days; DORA-bound default expressed as 1827 days. |ANA registries
creat ed.

draft - mar ques- asqav-conpl i ance-recei pts-01
Initial wre-shape alignnent with upstream and addition of dual -
anchor, hash-chain, retention, and DORA cl assification bindings.
Subsequent revisions superseded the specific values introduced here.
dr aft - mar ques- asqav-conpl i ance-recei pt s- 00
Initial version. Defines a profile of [ACTA-RECEI PTS] that binds
receipt fields to EU Al Act Article 12, EU Al Act Article 26, and
DORA Article 17.
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