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Abst ract

Wth the advent of RFC8950, |Internet Exchang Points (I XPs) are
enabled to rely solely on | Pv6 addresses for adressing in their
peering LANs. However, routers not supporting RFC8950 are a
techni cal roadbl ock.

It is easier to extend the capabilities of the | XP Route Server (RS)
i nstead of those of every unsupporting router. Thus, this docunent
i ntroduces the concept of Specific Local Address Tables (SLATs).
SLATs transl ate BGP next hops between all | XP nenbers, regardl ess of
their RFC8950 support, paving the way for |Pv6-only | XPs.

Thi s docunent updates RFC 6890 by registering a special -purpose
address, and RFC 7947 by specifying an all owed route nodification at
the route server.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this document may be found at

https://datatracker.ietf.org/doc/draft-nmarenamat - grow rout e-server -
nh-transl ation/.

Di scussion of this docunent takes place on the dobal Routing
Operations Wrking Goup mailing list (mailto:growm@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/grow .
Subscribe at https://ww. ietf.org/mailman/listinfo/grow.

Source for this draft and an issue tracker can be found at
https://github. coml marenamat/i etf-draft-nmarenanmat - gr ow r out e- server -
nh-transl ati on.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 4 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Traditionally, Internet Exchange Point (IXP) Border Gateway Protocol
(BGP) Route Servers (RS) [RFC7947] serve | Pv6 Network Layer
Reachability Information (NRLI) with I Pv6 next hops, and | Pv4 NLRI
with I Pv4 next hops to the BGP speakers in their peering LAN. On the
one hand, this dual -stack operation allows both IPv4 and | Pv6
supporting BGP speakers to exchange NLRI with another and the route
server. On the other hand, this requires themto have next hop
addresses of the same Address Faniliy (AF) as well.

Wth the depletion of available |IPv4 address space, solutions have
energed to support forwarding of IPv4 traffic over |Pv6-only

i ntermedi ate hosts [I-D.chroboczek-intarea-v4-via-v6]. |In the IXP
envi ronment, however, these networks would still require an | Pv4
address to be assigned to allow for routing fromand to | egacy-only
net wor ks where |1 Pv6 next hops for 1 Pv4 NLRI s [ RFC8950] are not
support ed.

Thi s docunent specifies howto extend the Address Resol uti on Protocol
(ARP) Proxy [RFC9161] functionality to allow depl oynent of |Pv6 next
hops for I Pv4 NLRIs [ RFC8950], without the need to assign public |IPv4
addresses to any of the BGP speakers at | XPs.
Thi s docunent does not cover IPv6 NLRIs with | Pv4 next hops.
2. Conventions and Definitions
The term nol ogy of [RFC9161], [RFC7947] and [RFC4271] applies.
Client: A BGP speaker which is connected to the | XP s Route Server.
The Client may be a Legacy speaker, Supporting speaker or
Unnunber ed speaker.

Legacy speaker: Any Client with no support for 1Pv4 NLRIs with | Pv6
next hops in context of an | XP.

Supporting speaker: Any Cient with support for I1Pv4 NLRIs with | Pv6
next hops, while still capable of producing and receiving |Pv4
next hops.

Unnunber ed speaker: Any Cient with support for IPv4 NLRIs with | Pv6
next hops, and with no support for |Pv4 next hops.

Production I Pv4 prefix: The IPv4 prefix used by the | XP operator to
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assign I Pv4 addresses to the dients.

Production 1 Pv6 prefix: The IPv6 prefix used by the | XP operator to
assign | Pv6 addresses to the dients.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Providing reachability between Legacy and Unnunbered speakers

Al'l 1Pv4 routes announced to and from Legacy speakers MJST have | Pv4
next hops, while all 1Pv4 routes announced to and from Unnunbered
speakers MUST have | Pv6 next hops. To facilitate reachability
between these Clients, we need to translate between | Pv4 and | Pv6
next hops in BGP, |Pv6 Neighbor Discovery (ND) and ARP.

3.1. dient Address Assignnent
3.1.1. MAC Address Assignnent

Al Cdients SHOULD have a fixed MAC address set and registered with
the I XP.

3.1.2. |1Pv6 Address Assignnent

Al Cients MIST have their I Pv6 link-1ocal address (LLA) and | Pv6
gl obal | y uni cast address (GUA) assigned by the | XP. They MAY set
these addresses up on the respective interfaces while their already
establ i shed BGP sessions are still able to run.

These assignments MJST be uni que, such that for any two triples (MAC,
LLA, GQUA) and (MAC, LLA", GUA) it holds that MAC!= MAC, LLA !=
LLA and GUA != GUA'".

| Pv6 addresses fromthe Production I Pv6e prefix of the | XP MAY be used
for GQUA allocation if there are unused addresses avail abl e and the
above requirenent hol ds.

The resulting set of triples is stored in a Local Address

Table (LAT). This table is maintained by the | XP and used to
transl ate next hops to MAC addresses for Unnunbered speakers.

Mat ej ka & \Wagner Expires 4 April 2026 [ Page 4]



I nternet-Draft Rout e Server Next Hop Translation Cct ober 2025

| MAC Address | Link Local Address | d obal Unicast Address

[} e ———————— e ——————————————— s —_———————
| 00-00-5E-00-53-10 | FES80::10 | 2001: db8::10 |
. e +
| 00-00-5E-00-53-20 | FES80::20 | 2001: db8:: 20 |
I IR I T +
I I I I
o e e e o o e e e o e e e e e e e e oo o - +

Table 1: Local Address Table (LAT)
3.1.3. | Pv4 Address Assignnent

Due to I Pv4 scarcity, I XP are typically assigned nuch | ess spaci ous
Production | Pv4d prefixes than Production |IPv6 prefixes. Therefore,
the I XP, in cooperation with every Supporting Speaker and Legacy
Speaker, MJUST decide on an |Pv4 prefix (or a set of |Pv4 prefixes)
short enough to accomopdate the nunber of Cients in the | XP network.
This prefix MAY be different for different Clients. This prefix is
called Cient-specific |ocal prefix (CSLP).

For every Supporting and Legacy Speaker, the | XP then adds anot her
columm for every CSLP to the LAT, conpleting it to a Specific Loca
Address Table (SLAT). These columms then hold a unique | Pv4 address
assigned fromthe respective CSLP for every triple in the LAT. These
entries are used to translate next hops to MAC addresses for Legacy

speakers.

[ oo el oo, oo e et by S pejep
| MAC Address | Li nk | G obal | CSLP 1 | CLSP 2 —
| | Local | Uni cast | | | |
| | Addr ess | Addr ess | | | |
B Rty el ety sty ety Lty o
| MAC Address | Li nk | A obal | CSLP 1 | CLSP 2 | ...
| | Local | Uni cast | | | |
| | Addr ess | Addr ess | | | |
F- - e m - - - +-------- R I R i +---+
| 00-00- 5E- 00- 53- 10 | FE8O: : 10| 2001: db8: : 10| 10. 0. 0. 10| 192. 0. 2. 10| . . .
i I I S +-------- I i +---- - - - F--- - - +---+
| 00- 00- 5E- 00- 53- 20 | FE8O: : 20| 2001: db8: : 20| 10. 0. 0. 20| 192. 0. 2. 20] . . .
I I IR R F----- - - I R R +---+
I I I | . I .o
F- - e m - - - +-------- R I R i +---+

Table 2: Specific Local Address Tabl e (SLAT)
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The Unnunbered Speakers need no such prefix negotiation and therefore
have no risk of adding another CSLP to bl oat the SLAT.

Legacy Speakers SHOULD set up their NEXT _HOP attribute handling so
that they never propagate the | Pv4 addresses fromthe SLAT outside
any communi cation with the RS

3.2. ARP and ND Proxy Configuration

For each Cient, the I XP MIST set up ARP and ND snooping. The IXP
MUST NOT forward neither ARP nor ND traffic between Cients. The |XP
MUST answer all ARP and ND requests fromthe Cients thensel ves using
the respective SLAT colunm for that dient.

3.3. NEXT_HOP Attribute Managenent at Route Servers

When a route with IPv4 NLRI and | Pv4 NEXT HOP Attribute is announced
fromany Client, the RS MUST rewite the NEXT_HOP according to the
Client’s IPv6 GUA or LLA entry in the SLAT.

VWhen the RS sends a route to a Legacy speaker, it MJST rewite the
NEXT_HOP according to the | Pv4 address assigned for the sender in the
receiver’'s CSLP col um of the SLAT.

When the Route Server sends a route to a Supporting speaker, it
SHOULD NOT rewrite the NEXT_ HOP.

When the Route server sends a route to an Unnunbered speaker, it MJST
NOT rewite the NEXT_ HOP

The Route Server MJST NOT propagate any route where the NEXT_HOP
attribute holds an address not assigned to any Clients in the SLAT.

Section 2.2.1 of [RFC7947] does not apply.
4. |1 XP Interconnecti on Space

Thi s docunent requests an allocation of an IPv4 | XP I nterconnection
Space fromthe experimental range. By previous efforts
[1-D.schoen-intarea-unicast-240], it has already been shown that
these addresses are technically feasible to be used in limted
environments. Here, the use is limted for |ocal next hop resol ution
and possi bly BGP sessi on addressing.

It is RECOVWENDED that this prefix is used as the CLSP for every
Client that does not use this prefix for other purposes. Having the
sanme prefix as the | XP I nterconnection Space for many Clients hel ps
to reduce the size of the SLAT.
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Clients MJST NOT propagate any routes with Pv4 NLRI fromthe | XP
I nt erconnection Space.

Section 2.2.2 of [RFC6890] is updated by adding the foll owi ng record:

| Attribute | Val ue |
| Address Bl ock | TBD |
o e e e e o o - o e e e e e e e oo - +
| Nare | I'XP Interconnection Space |
g o e e e e e e eie oo n +
| RFC | TBD |
o e e e e e e e oo o m e e e e e e e maaaoo- +
| Al'location Date | TBD |
o e e e e o o - o e e e e e e e oo - +
| Term nation Date | NA |
g o e e e e e e eie oo n +
| Source | Fal se |
o e e e e e e e oo o m e e e e e e e maaaoo- +
| Destination | Fal se |
o e e e e o o - o e e e e e e e oo - +
| Forwardabl e | Fal se |
g o e e e e e e eie oo n +
| d obal | Fal se |
o e e e e e e e oo o m e e e e e e e maaaoo- +
| Reserved-by-Protocol | False |
o e e e e o o - o e e e e e e e oo - +

Tabl e 3: Shared Address Space

The allocation is probably not strictly needed, as nobst of the Legacy
Speakers will still have some of the private | Pv4 addresses [ RFC1918]
available to use for the SLAT. Yet, these avail able ranges may be
di fferent between networks. To reduce conplexity, this allocation
will help I XPs to have a shared SLAT for nost of the Legacy Speakers.

Sone | arge networks have al so claimed recently Section 6.1 of

[1-D. schoen-intarea-unicast-240] that they are already using the
experinmental range for their internal purposes because they are

al ready out of the private | Pv4 addresses. These networks woul d have
probably needed to negotiate a custom CLSP with the | XP anyway, with
or without the allocation.

5. Operational and Managenment Consi derations
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5.1. Step-by-Step Roll out

This setup should be possible to be rolled out in steps. First, the
ARP and ND snooping is not dependent on anything else in this
docunent. Then, setting up a new route server supporting |Pv6 next
hops for IPv4 NLRI, and allowi ng Supporting speakers to use that
server while keeping also the traditional one.

The SLAT may be started as uniformfor every Cient reflecting the
current address assignnent fromthe Production I Pv4d prefix. This
all ows the Legacy Speakers into the new route server, and gradua
renunberi ng may occur later, Cient-by-Client, when the Production
| Pv4 prefix starts bei ng exhaust ed.

The Clients have to properly assess which address range is suitable
for themto use for I XP interconnection. |If using the IXP

I nterconnection Space, they also have to check whether these
addresses are considered eligible as next hops by their routing
equi prent .

5.2. Bilateral Peerings

There m ght be reasons why any two Clients do not want to use the
IXPs RS to exchange their routing information. Hence, the

i nformati on fromthe SLAT should be nade publicly avail abl e and kept
up to date. Cients can then performthe next hop translation

t hensel ves.

An alternative is to introduce a new BGP community that tells the RS
to exclude the routing information exchanged via such bilatera
peerings fromthe Looking G asses (LG . This can be useful if
privacy is of a concern and no self-translation can be perforned.

5.3. Address Transl ation Transparency

The |1 XPs nay have to rethink how they are displaying the route next
hops in their human-facing interfaces (Looking dasses). It may be
handy to display the original next hop (if it was |IPv4), the actua
| Pv6 next hop, and also the result of the egress translation for a
selected dient.

6. Security Considerations
I mpl enenting the ARP and ND snoopi ng shoul d i nprove the overal

security of | XPs by bl ocking possible ARP or ND spoofing, both
i nadvertent and intended [ DE-Cl X- EVPN].
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M stakes in the MAC address registration and manual nanagenent of |P
address assignnent nmay lead to inadvertent invalid route
announcenent. It’s recomended to run aut omated address managenent
with a single source of truth.

M stakes in the next hop address translation may |ead to inadvertent
invalid route announcenent. It’'s recomended to run periodic

aut omat ed checks whet her the next hops actually resolve to the same
address by the appropriate SLAT.

M stakes in route announcenents are contained to the route not being
propagat ed further.

M stakes in the Client setup may | ead to spreadi ng unreachabl e routes
across their autononous systens, causing inefficient routing.

It is recomended to | og rogue GARP or | Pv6 DAD conmunication to
det ect possible misconfigurations.

7. | ANA Consi der ati ons

I ANA i s asked to record the allocation of an IPv4 /8 fromthe 240/4
range for use as | XP Interconnection Space as requested in Section 4.

The | XP I nterconnection Space address range is: x.0.0.0/8.

_[Note to RFC Editor: this address range to be added before
publication] _
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