Net wor k Wor ki ng G oup J. Mao

I nternet-Draft Z. Li
I ntended status: Standards Track N. Geng
Expires: 5 May 2026 C. Zheng

Huawei Technol ogi es
1 Novenber 2025

APN Framework for Internet of Agent (10A)
dr aft - mao-rt gwg- apn- f ramewor k- f or - i oa- 00

Abst ract

Wth the rapid devel opment of |arge nodel technologies in the Al
field, it has beconme possible to develop nore intelligent assistant
software, which is currently referred to as Al Agents in the

i ndustry. These agents may cone fromdifferent manufacturers and be
depl oyed on different cloud platforns and regions. They need to
communi cate and col | aborate with each other through the Internet,
which is called Internet of Agents (loA). Different interactions of
Al agents have varying task requirements, which also lead to

di fferent demands on the network. This requires network providing
various fine granular services for the interactions of Al agents.

Thi s docunment proposes the application of the APN franmework in the
| 0A scenario and anal yzes its necessity.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

Wth the rapid devel opnment of |arge | anguage nodel technol ogies in
the Al field, it has become possible to develop nore intelligent
assistant software, which is currently referred to as Al agents in
the industry.

Various types of Al agents have energed rapidly within a year,
serving different industries and people’'s daily lives. Exanples

i nclude deep research agents, code devel opnent agents, text
generati on agents, inmage generation agents, video generation agents,
as well as agents for ordering neals, booking flights, booking
hotel s, and travel planning.
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4.

These agents may come fromdifferent manufacturers and be depl oyed on
different cloud platfornms and regi ons. They need to comuni cate and
col l aborate with each other through the internet.

For exanple, a user mght request the marketing agent to help
generate pronotional materials for a new router product. The

mar keti ng agent might first ask the text generation agent to wite
pronotional copy, then request the inmage generation agent to create
pronotional images, and subsequently ask the video generation agent
to produce a product introduction video. Finally, it would collect
all the pronotional materials fromthese agents, save themon the
server and notify the user to review them

Different interactions of Al agents have varying task requirenents,
which also lead to different demands on the network. This requires
networ k providing various fine granular services for the interactions
of Al agents.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

Ter mi nol ogy
APN: Application-aware Networking
I 0A: Internet of Agents

The Necessity of APN Franework for |0A

1. What is APN

APN i s a technol ogy that enables networks to be aware of application
requirenents. Its framework and extension are defined in
[1-D.li-rtgwg-apn-framework] and
[1-D.li-rtgwg-apn-app-side-framework].

These documents propose a new framework, naned Application-aware
Net wor ki ng (APN), where application-aware information (APN attri bute)
i ncluding application-aware identification (APN ID) and application-
awar e paraneters (APN Paraneters), is encapsul ated at network edge
devices and carried along with the encapsul ation of the tunnel used
by the packet when traversing the APN donain.
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By APN domain we intend the operator infrastructure where APN is used
fromedge to edge (ingress to egress) and where the packet is
encapsul at ed usi ng an outer header incorporating the APN i nformation
The APN attribute will facilitate service provisioning and provide
fine-granularity services in the APN donain.

In addition, for the extension of the APN framework for application
side, the APN resources of the APN domain are allocated to
appl i cations whi ch conpose and encapsul ate the APN attribute in
packets. When network devices in the APN domai n recei ve packets
carrying APN attribute, they can directly apply policies for these
traffic fl ows according to the APN attri bute encapsul ated by
appl i cations.

APN can be applied in |I0A scenarios, allow ng networks to understand
the requirenents of each agent and its tasks on the network. This
enabl es the network to provide services that match these

requi renents, such as SLA assurance, security, mneasurenent, and

vi sual i zation, thereby inproving the performance, security, and

mai ntai nability of agent interactions.

4.2. |10A needs Differentiated SLA Guarantee from network

D fferent tasks of agent interaction have varying requirenents for
networ k transm ssion

For exanpl e:
* Tool invocation tasks enphasize real-tinme interaction and are
highly sensitive to latency and jitter, but have | ow bandw dth

requirenents.

* Text generation tasks are relatively sensitive to | atency but have
| ow bandwi dth requirenents.

* |lmage generation tasks have | ow | atency requirenents but
relatively high bandw dt h denands.

* Video generation tasks have | ow requirenents for |atency and
jitter but very high bandw dth demands.

Each of these tasks can be further divided into real-tinme interaction
tasks and background interaction tasks:
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* Real-time interaction is used in scenarios where users actively
operate the system Since the final response needs to be
presented to the user (who waits for the result in front of the
device), it has higher requirenents for real-tine perfornmance
(i.e., latency and jitter).

* Background interaction is initiated by the agent software in the
application’s backend system thus having | ower requirenments for
real -tine performance

These different QoS requirenents can be identified in traffic packets
using APN. Currently, APN defines four APN paraneters:

*  Bandw dt h Requi renment Paraneter
* Delay Requirenent Paraneter

* Delay Variation Paraneter

* Packet Loss Rate Paraneter

New APN paraneters nmay need to be defined to carry sonme infornmation
about Al npbdels, tools, tasks, data, or tokens for sone specific |o0A
scenari o0s.

By carrying these APN paraneters in the nmessages, the network can
provide differentiated and targeted services for different
intelligent agent tasks to ensure a good experience for agent
interactions. For exanple, the network can offer fine-grained SLA
guarantees, fine-grained network slicing, and fine-grained
determ ni stic networKking.

4. 3. | oA needs Secure Transm ssion from network

Agents interact with each other through the Internet, which may
require the network to provide security services

For exanple, a food ordering agent on a nobil e phone conmuni cat es
with a paynment agent on the cloud, and the paynent agent communi cates
with a bank agent, which nmay be on-prem ses. These communications

i nvol ve your personal account information and financial data, so they
require a higher level of security.

The APN I D or APN paraneter can be used to carry encrypted

transm ssion requirenments. The network can then create |Psec tunnels
or quantumtransm ssion channels and direct the traffic of agent
interactions to these secure channels to prevent eavesdropping,
tanpering, and forgery.
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5.

For enterprises, they may want to enforce access control to agent
interactions. For instance, sone agents that can access sensitive
data are not allowed to collaborate with external agents to prevent
data | eakage. However, sone general - purpose agents are allowed to
interact with external agents to inprove team efficiency.

The APN I D or APN paraneter can be used to carry the identifier of
the security group to which an agent belongs. The network can then
perform access control based on these identifiers to avoid unexpected
agent interactions and information security risks.

4. | oA needs Measurenent and Visualization from network

VWhen intelligent agents interact through the internet, the quality of
communi cati on may need to be nmeasured for purposes such as fault
| ocal i zati on, troubl eshooting, and visualization

APN | Ds can be used to identify Al agents, and network devices can be
configured to enable network neasurenent functions (e.g., IFIT) for
specific agents, thereby enabling in-band nmeasurement of the
interaction traffic anmong these agents. The network controller can
visually present the comunication quality of these agent
interactions to the network adm nistrators.

APN framework for | oA

.1. Using APN framework in | oA scenarios

The APN architecture can be applied to | oA scenarios, as illustrated
in the following diagram The |0A service requirenent that needs to
be carried in the APN ID or APN paraneter essentially belongs to a
type of application-aware information (i.e., APN attribute).
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Figure 1: Using APN franmework in | oA scenarios

Al Agent: Interacts with other Al Agents on the internet, sending
task requests, asynchronous notifications, and result responses to
the others. It can subscribe to network services from operators
and optionally carry service requirenment in the sent traffic via
APN Attribute. This neans that the Al Agent behaves as an APN
capabl e Application Client or Server as defined in
[1-D.li-rtgwg-apn-app-side-frameworKk].

APN- Edge: |If Al Agents send traffic without APN attribute, APN-
Edge device should obtain the APN attri bute based on the
configuration on this device according to the existing information
in the packet header, create a tunnel encapsul ation and add the
APN attribute into it, and send the packets carrying the APN
attribute to the APN-Head device finally. Wen the packets are
going to | eave the APN domai n, APN-Edge should renpve the
encapsul ation i f APN- Edge and APN- Endpoi nt are depl oyed
separately. Those are detailly defined in
[1-D.li-rtgwg-apn-framework]. |f the APN attribute is added by
the Al Agent, the functionalities of the APN Edge need to be
changed. APN-Edge can directly transmt the packets to APN- Head
wi t hout encapsul ating tunnels. That is detailly defined in
[1-D.li-rtgwg-apn-app-side-framework].

et al. Expires 5 May 2026 [ Page 7]

Al Agent 3|

Server side

Al Agent 4|



Internet-Draft APN for |0A Novenber 2025

5.

5.

Mao,

2.

2.

1.

APN- Head: ldentifies the service requirenents of |oA based on the
APN attribute in the packet and provi des network services that
meet these requirenents. This may involve encapsul ating the
packet with a new TE tunnel, placing the packet into an
appropriate QS queue, directing the packet to a network sli ce,
addi ng or nodi fying sone fields on the packet to perform network
measur enent, maki ng access policy decisions, perform ng secondary
encryption on the packet content, or diverting it to a secure
channel .

APN- M dpoi nt: APN-M dpoi nt provides the path service and enforces
various policies according to the APN attribute carried in the
packets. The APN- M dpoint rmay al so adjust the resource locally to
guarantee the service requirenments depending on a specific policy
and the APN attribute conveyed by the packet.

APN- Endpoi nt: the process of the specific network service will end
at the APN-Endpoint. |If the outer tunnel header for the service
bet ween the APN-Head and the APN Endpoint exists, it will be
renoved by the APN-Endpoint. |If the APN attribute is sent by Al
Agents, the APN-Endpoint MJST keep the APN attribute in packets

wi t hout any change.

Requi rerment s

Requirenments for Al Agents

[ REQ A01] Al Agent should support to subscribe network services
fromISP, and get service requirenment identifier or the usage

aut hori zati on of service requirenent metadata from | SP (out-band)
or its APN-Controller.

[ REQ A02] Al Agent should support to describe the service status,
the quality of users’ experience (QE), or the key quality
indicators (KQ) in the APN attri bute.

[ REQ A03] Al Agent should support to carry the APN attribute in
the packets of the agent interaction traffic.

TBD
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Requi rements for Network Devices

[ REQ DO1] APN-Head shoul d support steering the packets based on
APN attributes into a TE tunnel that satisfies the SLA
requi renents of the agent interaction.

[ REQ D02] APN-Head, APN-M dpoi nt and APN Endpoi nt shoul d support
putting the packets based on APN attributes into a QoS queue
buffer that satisfies the SLA requirenent of the agent

i nteraction.

[ REQ D03] APN-Head, APN-M dpoi nt and APN Endpoi nt shoul d support
to steer the packets based on APN attributes into a network slice
that satisfies the SLA requirement of the agent interaction.

[ REQ D04] APN-Head, APN-M dpoi nt and APN- Endpoi nt shoul d support
addi ng, nodi fying, or marking sone fields of the packets based on
APN attributes to perform network neasurenent that satisfies the
measur enent and visualization requirenment of the agent

i nteraction.

[ REQ D0O5] APN-Head shoul d support enforcing access control to the
packets based on APN attributes, in accordance with sone security
rules or policies that satisfy the security requirenent of the
agent interaction.

TBD

Requirements for Network Controller

[ REQ C01] APN-Controller should support to notify the all ocated
results of the service requirenment identifier, and the usage
aut hori zation of the service requirenent netadata to Al Agent.

[ REQ C02] APN-Controller should support to analysis the neasure
data or path data of the agent interaction traffic reported from
networ k devices to achieve traffic visualization and network
troubl eshoot i ng.
TBD

Requi rements for Protocol Extensions
[ REQ PO1] Protocol extensions should be defined for the Al Agent

to request the APN-Controller in the network to allocated the APN
resources of the APN donain.
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[ REQ P02] Security mechani sm shoul d be defined to guarantee for
that the APN attribute being securely transmtted anong the Al
Agent (user side), Al Agent (server side) and the APN domain.

TBD
Requi rements for Security

[ REQ S01] The task contents of Al agent interactions should be
protected or keep invisible.

[ REQ S02] The traffic of sensitive tasks should be steered into a
secure channel for transnission, such as |Psec tunnels and quantum
channel s.

TBD

| ANA Consi der ati ons

Thi s docunent does not include an | ANA request.

Security Considerations

TBD
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