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Abst r act

Deep space communi cations involve long delays (e.g., Earth to Mars is
4-20 minutes) and intermttent communications, because of orbita

dynanmics. In this context, typical QU C stacks default transport
paraneters for terrestrial Internet are not suitable for deep space.
Thi s docunent defines a QU C profile for deep space. It provides

gui dance on how to estinmate and set transport paraneters, advice to
space m ssion operators and application devel opers on how to
configure QU C for the deep space use case and gui dance to QUI C stack
devel opers to properly expose the required transport parameters in
their API.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 August 2025
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
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Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Deep space conmuni cations involve |ong delays, such as Earth to Mars
is 4-20 minutes, and intermttent conmunications, because of orbital
dynani cs, such as when an orbiter is passing over a rover every 6
hours for a duration of 15 m nutes.

Typi cal QUI C stacks default transport paraneters for terrestrial
Internet assune |ow |l atency such as 100-200 ns, and relative

conti nuous connectivity. Therefore, parameters such as initial _rtt,
maxi mum.i dl e_tineout have defaults typically not suitable for deep
space.
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Space mi ssions are schedul ed i n advance and paraneters such as the
maxi mum round-trip time or bandwi dth are known and determined in
advance. Gven relative | ow bandwidth in space and the intermttent
conmuni cati ons, bandw dth usage is very precious and therefore any
unneeded comuni cation should be m ninized as nuch as possi bl e.

It should al so be noted that packets will be stored at either |ayer 2
or layer 3 by orbiters during the periods where connectivity to the
next hop is not possible.

The whol e architecture and operation of IP in deep space is discussed
in [I-D many-deepspace-i p-assessnent].

1.1. Exanple Scenario

To better illustrate the inplication on various transport paraneters,
an exanple scenario is provided in this section.

A rover on the Mars surface is connected to a Mars surface | P network
which receives intermttent connectivity froma few orbiters with an
average of 6 hours per orbit. Some of those orbiters have circul ar
orbits, other elleptical. The latter neans that the overpass are not
at a fixed frequency. The orbiters are connected to Earth ground
station while they are in line of sight with Earth. Earth and Mars
have variabl e distance from4 to 20 mnutes |ight seconds. That one
way del ay however change "slow y" as the planets are orbiting around
the Sun.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. RITT Cal cul ation

A QUIC stack estimates the round-trip time(RTT) between the two peers
over the period of the connection. This is used for exanple to
initiate the retransm ssion of packets when the acknow edgenent of

t hose packets is not received within the expected RTT. Using the
exanple in Section 1.1, it is necessary to prime the QU C stack with
the right initial values, to avoid, for exanple, to retransmt
packets after 100 ns while the expected RTT is 2 hours.
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A space application designer should cal culate the maxi mrum RTT for its
m ssion. Using the exanple in Section 1.1, the maxi num RTT due to
the maxi num two-way delay is 45 minutes and the one due to the
overpass frequency is 6 hours, therefore the maxi mum RTT is 6 hours
45 m nut es.

A space application designer should calculate the nininmmRTT for its
m ssion. Using the exanple in Section 1.1, the mnimum RTT due to
the m ninumtwo-way delay is 8 mnutes and the one due to the
overpass frequency is 0 assumng direct line of sight for the whole
path, therefore the minimum RTT is 8 m nutes.

3. Bandwi dt h- Del ay Product (BDP) Cal cul ation

A QUIC stack like any transport stack manages the pacing of sending
packets fromthe source to avoid overloading the network, creating
congestion and to avoid overl oadi ng the other peer

A space application designer should cal cul ate the bandw dt h-del ay
product (BDP) of the whole path for its mssion. The m ni num BDP
shoul d be calculated with the mnimum RTT and the m ni mum bandw dt h
used during those tines. The maxi nrum BDP shoul d be calculated with
t he maxi mum RTT and the maxi mum bandwi dt h.

4. Initial RIT
To prine the QU C stack with the expected RTT of the m ssion, an
application should set the Initial RTT on connection establishnent to
the maxi mum RTT as calculated in Section 2

If the set RTT is too low, then retransm ssion will be sent before

the actual acknow edgement was received. In this case, the QUC
stack will still converge and deliver reliable data, but at the
expense of extra bandwi dth used. |If the set RTT is too high, then

when a packet is lost, the retransmssion will be started |ater than
the optimal time, therefore the total time to transnit all the data,
including the | osses recovered, will be longer than if it was set
properly, but the QU C stack will still converge and deliver reliable
dat a.

The initial _rtt transport paraneter is specified in [ RFCO002].

An application may use the resume nechani smas described in
Section 13 to update the RTT during the connection lifetine.
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5.

I dl e Ti neout

To avoid the QUIC stack to ternminate a connection due to no activity
fromthe other peer, an application should set the Idle Tineout on
connection establishrment to the maxi mum RTT as cal culated in

Section 2.

If the set RTT is too low, then the other peer nmay termnate the
connection before all the data is received. 1In this case, the QU C
stack on the sender side will need to reestablish the connection,
possi bly using the ORTT nechanism and resend the data that was not
acknow edged previously. |In this case, the application shall stil
recover and provide full data reliability but at the expense of nore
total tine and extra bandwi dth used. |If the set RTT is too high,
then the other peer will close its side of the connection |ater than
needed in the event of a |lost connection. 1In this case, the
resources used by keeping the connection, such as nenory, will not be
rel eased as fast as it could be if the RTT was properly set.

The max_idle_timeout transport paraneter is specified in section 8.2
of [ RFC9000].

Fl ow and Congestion Contr ol

Congestion control (CC) in transport protocols is used to provide fair
access to path bandw dth by avoidi ng congestion in the network, shown
by increased | atency or packet drops by intermedi ate nodes. Wen
such event is discovered, the sources pace down to decrease the
bandwi dt h usage and recover congestion in the network.

[1-D. many- deepspace-i p- assessnent] di scusses that given intermttent
links in deep space because of orbital dynam cs, internediate nodes
have to tenporarily store either L2 franes or L3 packets when |inks
are down until the link is up again. This behavior will be
interpreted by various CC al gorithnms as congestion, therefore pacing
down the source. However, this is not the right behavior, since it
is on purpose that storing franes or packets is needed in deep space.

Therefore, QU C stacks should be configured to not react to those
events and instead only manage flow control with the wi ndow size set
by the application at connection establishnent.
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6.1. Wndow Si ze

A QUI C stack manages the pacing of the source by the w ndow size. A
typical value used for Internet is 2 times the BDP. In space,

careful considerations must be taken. A too |ow BDP neans that the
source node nmay not be sending enough packets to conpletly use the
network and the avail abl e bandwi dth of the links, which is |ess
optimal given the scarcity of communications in space. Therefore, an
application should not use a BDP | ower than the m ni nrum BDP as
calculated in Section 3. A too |large BDP may use too much of the
bandwi dt h of the Iinks.

Si nce packets may be stored at either layer 2 or layer 3 by

i nt ermedi at e nodes, the maxi num storage of in-flight packets in these
intermedi ary nodes is to be considered. Therefore, space operations
shoul d properly identify the best w ndow size based on the ninimum
and naxi mum BDP and storage size of the internediary nodes for the

m ssion/application. As those paraneters are known in advance for a
m ssion, these can be set appropriately on connection establishnent
by the application.

6.2. Explicit Congestion Notification(ECN)

If a forwarder with buffering capabilities is expecting that its
storage capacity may becone full, then it may use network signaling
to tell the sources to pace down. In the case of deep space, the
forwarders typically have knowl edge of their various |links, such as
bandwdi th and delay to the next hops. They, or a network
orchestrator, may al so know about the contact plan on the various
links. Therefore, they are able to predict in advance the future
usage of their storage given the current consunption rate, and can
send the appropriate signal in advance so that it is received by the
source to pace down in advance of a storage overfl ow

The Explicit Congestion Notification(ECN) [RFC3168],[ RFC8311] is a
proper nechanismfor this purpose. If it is set by the forwarder on
the forwarded packets, then the sender QU C stack, if configured to
process ECN, reacts to this signal by pacing down, as discussed in

[ RFC9002]. Further discussion on the useful ness of ECN is discussed
in [ RFC8087]
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7

10.

Max Dat a

initial _max_data is the maxi num nunber of bytes that can be sent on a
connection [ RFC9000]. initial _nmax_streamdata is simlar but per
stream Gven the BDP of a typical deep space connecti on,
applications should set these paraneters to enough | arge val ues so
that the source is capable of sending data while the bandwidth is
avai |l abl e.

The various initial _max_data transport paraneters are specified in
section 8.2 of [RFC9000].

Pat h MIU di scovery

To find the opti mum MIU, sone QUI C stacks inplenment Path MIU

di scovery[ RFC8899], which sends bi gger packets every tinme until it

di scovers the maxi num MIU, whi ch may invol ve packet |loss. @G ven that
in deep space, all links MU of the paths are known in advance and
that probing is less optimal, the application devel oper may elect to
di sabl e the path MIU di scovery mechani sm and set the real path MIU on
connection establishment of the application

Acknowl edgenent Frequency

QUI C stacks have various nechanisns to trigger acknow edgenents, as
described in [RFCO000], [I-D.ietf-quic-ack-frequency]. There are
advant ages of sending "frequent"” acknow edgenents, such as the source
can free out nenory of received franes earlier. However, it may use
nmore bandwi dth. Applications should set the acknow edgenent
frequency on connection establishnent based on their requirenments.

The max_ack_del ay and ack_del ay_exponent transport paranmeters are
specified in section 8.2 of [RFC9000].

Packet Size and Sendi ng Pace

There are pros and cons of sending | arge packets. Sending smaller
packets means using nore bandw dth because of nultiple headers,

unl ess header conpression is used, but decreases the probability of
packet | oss which in space should be mninzed. Sending |arger
packets neans nore efficient use of bandwi dth, but in front of
significant packet loss, may in fact result in using nore bandw dth
than smal | er packets, since they will have to be re-transnitted.

In the context of Internet, QU C stacks may elect to not wait nuch
time in order to add nore franes in a single packets to deliver
faster to the receiving end point.
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11.

12.

13.

14.

15.

For deep space applications, where time for transm ssion is nmany
orders of magnitude | onger than on Internet, a QU C stack may be
configured to wait "a bit nore" to add nore frames to a single
packet. For exanple, before sending a packet, a QU C stack may wait
to process all inconming packets in case the latter may elect to add
franes on the response packet.

New connection | Ds
QUI C stacks typically preenptively send new connection IDs to the
ot her peer, for future needs such as future connection mgration
However, those use cases may not be happening often in deep space.
That optional optim zation of sending new connection |IDs may not be
needed for deep space use case, while the actual cost of these
additional bytes is pretty |ow

FEC
CCSDS deep space |links uses FEC at layer 2 (TODO add ref to CCSDS
book), using a pipeline of codecs, enabling low frane error rate in
the presence of a higher signal bit error rate. Wile FEC for QU C
has been defined [I-D. mchel-quic-fec], it remains to be seen if it
is really needed for deep space.

Careful Resume
TBD. [I-D.ietf-tsvwg-careful-resune]

QUI C Proxi es and Depl oynent Mdel s
TBD. proxies at space edge

Moon Depl oyment Consi derati ons

Earth to Moon is just a few light seconds away. When the whol e path

is all line of sight, it is possible to use QU C stacks as configured
today, but it will take nore tine to converge, therefore |ess
optimal. The BBR algorithmw |l be a better choice as it is based on

del ay to neasure congesti on.

However, if one wants to consider orbiters that will have
intermttent comruni cations, then the scenario discussed in
Section 1.1 also applies and cal cul ati ng RTT and BDP as di scussed
previously apply.
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16.

17.

18.

19.

19.

19.

Interm ttence Aware

Anot her way to solve the generic problemis to make transport aware
of the intermttence periods, so that when there is a direct path
end-to-end without any intermttence, the normal QU C behavi or such
as congestion control nay be used with proper RTT configuration, and
then a different behavior in the context of intermttence. However,
the actual scheduling of conmunication windows is pretty complicated
and have a lot of variations that an intermttence-aware transport
will be very fragile.

I ANA Consi derations

This menmo i ncludes no request to | ANA
Security Considerations

TBD
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