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Abst ract

Deep space conmuni cations involve |Iong delays (e.g., Earth to Mars is
4-24 mnutes) and intermttent conmuni cations, because of orbhita
dynanics. The I P protocol stack used on Earth's Internet is based on
assunpti ons of shorter delays and nostly uninterrupted

conmuni cations. This docunent describes the architecture of the IP
protocol stack tailored for its use in deep space. It involves
buffering I P packets in IP forwarders facing intermttent |inks and
adj usting transport protocol configuration and application protocol
timers. This architecture applies to the Moon, Mars, or genera

i nterpl anetary networ ki ng.
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1. Introduction

Deep space communi cations involve |long delays (e.g., Earth to Mars is
4-20 minutes) and intermttent conmuni cations, because of orbita
dynanmics. Up to now, communi cations have been done on a | ayer-2

poi nt-to-point basis, with sonetines the use of relays, but no

| ayer-3 networking has been in routine use. [RFC4838] reports an
assessnent done around 25 years ago concluding that the | P protoco
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stack was not suitable for deep space networking. However, somne
thi ngs have changed since that time, as there has been evolution in
Internet transport and security protocols (e.g. QU C), routing (e.g.
SDN), and forwardi ng technol ogy (e.g. MPLS and Segnent Routing).

Currently, space agenci es have published plans that include deploying
I P networks on celestial bodies, such as the Mon [ioag] or

Mar s[ioag-mars], on the surface and in orbital vicinity, including

| ayer 2 technol ogi es such as W-Fi or 5G On the surface, the plans
i nvol ve dense networking around facilities and habitats.

New mi ssion concepts are also including clusters of nultiple
net wor ked nodes co-located at Lagrange points.

A previous docunent [I-D. many-deepspace-i p-assessnent] revisited the
initial assessment of not using |IP and concluded that the I P stack is
viabl e in deep space, given the |IP stack evol ution that happened
since the original evaluation

Thi s docunent defines an architecture to use IP in deep space
networking. |P in deep space neans running | P over deep space
|layer-2 links, a reliable transport over IP, applications protocols
over that transport, and applying proper routing, security, and

net wor k managenment on that |IP network. Reusing the whole IP stack in
deep space enabl es the reuse of all protocols, tools, and software
currently used on the Internet. However, as one might already argue,
many conponents of the I P stack cannot be used as is and therefore
requires careful configuration and depl oynent considerations that are
di scussed in this docunent.

Since the Moon is a few |light seconds away fromEarth, it is possible
to configure and run various |P-based protocols and applications to
make it "work". Mars with a much |onger delay is nmore difficult.
This framework woul d al so work for |onger del ays, such as reaching
Jupiter or the whole Solar SystemlInternet (SSI), but it is not
specifically discussed. This docunment uses "deep space" extensively
as opposed to "space" which often includes earth-orbiting
communi cati ons, which are not covered in this docunment. Even if the
definition of deep space per the I TU does not include the Mon, this
docunent applies to I P networks on the Moon.

This framework proposes to use |P in deep space, based on queueing
out bound packets for upconing contact opportunities. 1In this case,
the IP layer has to deal with the fact that a next-hop nay not be
currently reachable and that |IP packets could be buffered for an
unusual anount of tine, such as mnutes, hours, or days, in the
forwardi ng device waiting for reachability back because of a new
link-up opportunity. The transport |ayer should be able to work with
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I ong and variabl e delays, including intermttent conmunications. The
application protocols and the applications thensel ves should be
properly set to wait a longer time than on the current Internet to
receive a response to a query. Finally, all network services such as
routing, security, namng, and network managenent shoul d al so be
adapted to this new context. This docunent is structured around
these | ayers.

The key characteristics of space conmunications and networking, its
use case and its requirenents are di scussed in another
docunent[|-D. many-ti pt op-usecase].

1.1. Docunment and Di scussion Location

The source of this document is |ocated at
https://github. com mar cbl anchet/ draft-deepspace-i p-architecture.
Conments or changes are wel coned using a PR or an issue.

Thi s subject should be di scussed on the deepspace@etf.org nmailing
list.

2. Layer 2 in Deep Space
2.1. Celestial Body Surface

The I nteragency Operations Advisory Group (1 QAG [ioag] has defined
the conmuni cations architecture for the Moon and Mars. On the
celestial body surface, it is planned to use 3GPP and W-Fi 1|ink

| ayer protocols. IP will be used over these link |ayers.

2.2. Deep Space Links

Deep space links typically use the Consultative Comrittee for Space
Dat a Standards (CCSDS) [ CCSDSWEB] standards for link |ayers, such as
Tel ecommand (TC) [CCSDS TC], Telemetry (TM [CCSDS TM, Advanced

O biting Systems (AOS) [ CCSDS _ACS], Proximityl (Proxl) [CCSDS PROX1]
or the Unified Space Data Link Protocol (USLP) [CCSDS USLP]. CCSDS
has defined a generic encapsul ati on nmechani smfor the payl oads for
all these link |layer protocols with I P as an encapsul ated protoco

[ 1 Pover CCSDSSpacelLi nks] [ SANAI PEHeader Regi stry]. Therefore, IP
packets can be transported over any CCSDS |ink |ayers.

2.3. Celestial Body Obits
For celestial body orbits, 10AG has pl anned the use of CCSDS |ink
| ayer protocols. However, as on Earth, it may be possible to use 6G

NTN t echnol ogy around cel estial bodies, such as in lunar or Martian
orbits. 6G NTN technol ogies use IP as its layer 3 technol ogy.
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3.

I nternet Protocol

I Pv4 or |1 Pv6 packets can be carried as is over |ong delays and
di sruptions, as IP has no notion of tine. Oiginally, the Tine To
Live (TTL) field of IPv4d was defined based on tinme [STD5], but it has
been effectively inplenented as a hop count, which was renaned as
"Hop Count" in IPv6 [ STD86]. Nothing needs to be changed to the IP
protocol or its packet format.

1. |P Forwarding and Store-and-Forward

For deep space applications, an | P packet may need to be queued for
much | onger periods than are typical for the Internet when the next
hop is currently unreachabl e or undefined, which can happen due to

pl anni ng of periodic contacts around orbital dynanics, and other
antenna scheduling limtations. Terns have been used including
"store-and-forward" (which is already used differently el sewhere in
the context of switch architectures), or "store, carry, and forward",
to describe the behavior of buffering |IP packets rather than

i medi atel y di scardi ng them when the next-hop is not inmrediately
avai |l abl e on-1i nk.

Thi s queuing nmay be inplenented at |ayer 2 as is currently done by
the Mars orbiters. |In this case, the frames are stored, regardl ess
of payload type. In this case, |IP packets are unaware of the store-
and-forward and no changes are needed in the I P forwardi ng function.
The L2 network is just behaving as a point-to-point link with a |arge
and vari abl e | atency.

If an I P forwarder has an interface on an intermttent |ink, and that
link is down, some destinations may beconme unreachabl e when there is
no alternate route. 1In this case, the forwarder buffers the IP
packets locally instead of dropping them This m ght be inpl enented
as a deep queue with active queue managenent (AQVM) [RFC7567]. Wen
the route to the destination is back, on the same link or a different
I'ink, maybe m nutes or hours later, the stored packets can be
transmtted.

Thi s requires proper provisioning of buffer storage nmenory for the
target deploynent and usage. |If the buffer is full, then packets
must be dropped. The choice of which packets to drop depends on the
policies configured on the node, which may be a function of traffic
cl ass, source or destination |P addresses, flow |abels, or other
paraneters. An exanple is described in

[1-D. blanchet-tvr-forwarding].
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3.

4.

4.

Packets m ght also be lost if a buffer is cleared for any other
reason (e.g. due to reboot), or corrupted sonehow (e.g. due to cosmic
rays or other uncorrectable nenory upsets). The architecture
described in this docunent does not require |IP forwardi ng nodes to
necessarily inplenent anything beyond a typical "best effort"” service
and reliability, though nore conplex neans to support reliable packet
delivery are conpatible and can interoperate within the architecture
i f desirable.

2. Header Conpression

Deep space links are point-to-point |inks and bandwidth in space is
very val uabl e, so header conpression is very effective. Static

Cont ext Header Conpression (SCHC) [I-D.ietf-schc-architecture] is a
header conpression technique that relies on rules in a static context
and is, therefore, nore efficient for deep space. SCHC should be
consi dered on a deep space point-to-point link or a string of L2

I'i nks.

| P Addressing and Routing
1. Addressing

The | P address space is a hierarchical namespace where ranges of
addresses are encoded as "prefixes". Individual domains advertise
prefixes to the broader Internet and assign these addresses
internally. Prefixes my be aggregated into | ess-specific prefixes,
whi ch nmakes the routing subsystemnore efficient by decreasing

over head.

Space networks provide a unique opportunity to provide extrenely
efficient routing by assigning a unique prefix or block of addresses
per celestial body and its proximal orbits. Mnagenent of the IP
address space is currently docunented in [RFC7020], but this only
covers continental regions and does not provide for addressing for
space.

Addr ess space for outer space shoul d be managed by a Regi ona
Internet Registry (RIR) and bl ocks of address space should be
al | ocated for each celestial body of interest. Space service
provi ders shoul d use prefixes assigned by this RIR
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4.2. Routing

Exi sting routing protocols require proof of |iveness between protocol
partners, inplenented through the periodic exchange of packets
between partners. This is inpractical on |long-delay or intermttent
links, so a PCE [ RFC4655] based approach seens appropriate for those
domai ns possi bly suppl emented by contact plan

schedul es[ I -D.ietf-tvr-schedul e-yang]. Interconnection between
domai ns can still be done with BGP [ RFC4271], but | ong-delay or
intermttent |inks should be avoided. Donains straddling such |inks
must provi de proxy advertisenents for prefixes reachabl e across such
I'i nks.

Optimal routing for domains with intermttent links is out of scope
for this docunent.

On the surface of celestial bodies and in proximal orbit, traditiona
protocol s are applicable and should be used (e.g., [RFCO717]).

5. Transport

Modern transport protocols and stacks share simlar algorithns for
common transport needs. This section first addresses genera
transport issues, and then addresses use of specific individua
transport protocols. Wile there have been acadenic research
experinents in devel opi ng new protocols specifically for
interplanetary transport, they are not directly considered here
because the goal is to | everage | ETF protocols and comonly avail abl e
sof t war e

5.1. Ceneral Transport |ssues

Internet transport protocols and transport stacks have devel oped to
meet the needs for different classes of applications on the
terrestrial Internet, using simlar algorithnms with paraneters that
are tuned for typical conditions. Sone of these algorithns m ght
sinmply be paraneterized differently for interplanetary network paths,
whil e other algorithnms may have fundanental challenges. In sone
cases, mnor adjustnents (or no adjustnent) will suffice for Earth-

| unar networ ki ng.

* Protocol Negotiation / "Happy Eyeballs" - Due to presence of both
IPv4 and IPv6 in the terrestrial Internet, applications or
transport stacks may include "happy eyeballs" capabilities
[ RFC8305] that make use of multiple DNS queries and connection
attenpts for different addresses and address famlies returned.
Downsides to this in interplanetary applications mght include (1)
the additional |oad on interplanetary DNS (although solutions to
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this are avialable [I-D. nany-tiptop-dns]), (2) unnecessary use of
networ k capacity for paralel connection attenpts (e.g. if O-RTT
data transm ssion is used), and (3) unnecessary additiona
transport state naintained for an extended period of tine. |If
applications for interplanetary use initially rely on either fixed
| P addresses (instead of DNS nanes) or a single address famly
(e.g. IPv6), then there should be no downsides to presence of
happy eyeballs algorithns within the transport stack. |f happy
eyeballs is present and triggered, then the values in section 8 of
[ RFC8305] shoul d be carefully considered and tuned based on the
DNS and path expectations (e.g. resolution delay, first address
fam ly count, connection attnept delay, nininmmconnection attenpt
del ay, and maxi mum connection attenpt delay) as nost of these

val ues are not likely to be appropriate even for Earth-|unar

pat hs.

* Connection Initiation / Handshaking - Very long-lived connection
state may be used to avoid connection initiation in some cases,
e.g. by establishing state prior to |launch and using those pre-
est abli shed connections long-term However, this will not be
possible in all cases for all applications, if flows can’t be
pl anned pre-launch. Due to the need to be robust to stale
packets, errors, and denial of service attacks, historically,
Internet transports have included handshaki ng state nachi nes, such
as 3-way and 4-way handshakes for connection establishment (the
case can be even worse for sonme transport protocol and TLS
combi nations), although QU C can established secured connections
with only 1 round-trip tinme. Since the interplanetary round trip
times may be larger than the duration of contact periods, these
handshaki ng mechani snms are very inefficient. Though they are
tol erable in cases such as between Earth and | unar networks, they
are stifling for Earth-Mars and ot her interplanetary network
paths. Transports, such as QU C, that have the ability to resume
based on shared state fromprior application connections or to
rapidly start transferring data ("ORTT") can be suitably
efficient, once initial state is obtained; however, they stil
require a conplete initial handshake with the full set of round
trip times inmposed. For interplanetary use, it may be beneficia
to find ways to securely pre-set information to allow this nore
efficient startup, without requiring the full initial handshake
even once.

* Capability / Feature Negotiation - ldeally, transport protoco
feature advertisements and agreenents can be conpleted prior to
| aunch as part of connection pre-establishment and cached | ong-
term Any negotiation of additional features that requires ful
round trip times is prohibitive for general interplanetary use,
especially if data transmission is stalled while negotiation takes
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pl ace. Commonly, much negotiation can occur in the initial
connecti on handshake. It will be beneficial if transport stacks
can cache (or securely pre-configure caches) of pre-negotiated
features with typical hosts that they plan to communicate with
during the course of a m ssion.

* Retransmission - Reliable transport protocols typically keep
retransm ssion tiners, conputed based on round trip tine sanples
[ RFC6298] [RFC8961]. Since it nmay be inpossible to even take RTT
measurenents within a contact wi ndow, and RTTs may vary
significantly across contact wi ndows, this type of algorithmis
not appropriate for interplanetar use. Additionally, default
val ues may be in ranges such as 1 second, that are inappropriate
for even Earth-lunar paths. Based on the known propagation tines
for interplanetary paths and predicted contacts, either pre-
configured values or new al gorithns shoul d be used.

* Handling Failures - Aside fromretransm ssion, there are also
other types of tiners and counters in transport stacks, for things
i ncludi ng DNS resol uti on, connection establishnent retries,
connecti on keep-alives, user timeouts, and del ayed
acknow edgenent. Additionally, transports receive and respond to
| CMP nessages that indicate other different types of errors from
within the network. Sinilar to the case of retransmission tiners,
other types of tiners that support failure handling should be
adj ust ed based on estinmated propagati on and forwarding tines.

O her heuristics for validating | CMP nmessages and respondi ng may
need to be consi dered.

* Congestion Control - Internet congestion control algorithns are
based on tinely receipt of feedback in order to detect |osses,
del ays, or other signals, and typically attenpt to react rapidly.
Two challenges in the interplanetary case include: (1) The
relative delays on interplanetary paths are much | onger
(preventing "rapid* response) and may vary in orders of magnitude
bet ween segnents, e.g. across a terrestrial segnment, an Earth-Mars
segnment, and a Mars orbit/surface segnent. Congestion may occur
in lowlatency portions of the network, but fail to be detected
qui ckly because | oss/acknow edgenent information propagates and
feeds back too slowy, |leading to sustained |oss due to
unresponsi veness in a lowlatency portion of the network. (2) By
the tinme feedback is received, it is badly out of date, if not
completely irrelevant to the future. The advent of |P-based in-
networ k storage for scheduled interplanetary |inks al so changes
the way that congestion can be neasured (e.g. in del ay-based
protocols). 1In the near-term and in present space m ssion
operations, it can be assuned that data |ink capacity is
explicitly planned and schedul ed end-to-end in order to acconodate
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m ssion needs. This makes congestion control algorithns |argely

repl aceable with sinple nomnal rate and flow control. However,
for larger and nore dynamic future interplanetary networks, and
shared trunk links, etc., it will be useful in the future to

devel op nore optini zed congestion control nethods, including
possi bly nore effective network-based signaling/feedback, rather
than sinply end-to-end feedback-based nmechani smns.

* Path MIU Di scovery - Internet transports typically include probing
algorithms and rely on end-to-end acknow edgenents (or in | egacy
cases ICWP errors) in order to infer the maxi mum packet sizes that
can be used at any tinme w thout introducing unnecessary |P
fragmentation. Because for interplanetary cases, feedback may be
slow or unrelated to the current or future paths by the tine it
arrives, it may be nore beneficial to sinply rely on known / pre-
arranged path MU limtations that can be comuni cat ed between
interplanetary providers and ot her connected providers and users.
Especially for higher bandwidth links, it nay be beneficial for
this to be significantly larger than the mninumInternet MU
val ues that are normally assuned. For instance, terrestrially
many systens use 9000+ byte MIUs. MIUs in interplanetary networks
may vary due to the range of |ink bandw dths, and si nult aneous
desires to be efficient on fast links while also wanting to avoid
head- of -1 i ne bl ocking for |arge packets on | ow bandw dth |i nks.

* Miltiple Streams - Several transports allow for applications to
send/receive multiple independent streans of application data,
rat her than requiring separate connections (and handshakes, and
state) for each stream Due to the need to |everage pre-
established state and nake efficient use of connectivity
opportunities, these capabilities can be valuable to | everage for
i nterplanetary use, however, specific nechani sns may need to be
eval uated/tuned/ nodified e.g. to avoid additional round trip
times.

* Multipath Transport - There may be a variety of different physica
pat hs between planets (e.g. using relays or direct links), that
could be attractive for a mssion to use sinultaneously as way to
increase reliability for mssion data, or to increase throughput
for an application. However, typical Internet nultipath transport
algorithnms are oriented nore towards failover than towards
replicating or |oad-balancing traffic. They may only switch fl ows
bet ween using alternative paths (e.g. for failover), or allow
different streams to use different paths, rather than replicating
data. For deep space use, Internet multipath transport algorithns
coul d either be tuned or replaced.
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* Forward Error Correction (FEC) - Cenerally, FEC is expected to be
i mpl emented below the link layer. Wthin the transport |ayer, FEC
and/ or erasure coding are not comon in typical Internet use
today, though FEC and/or erasure coding can be integrated with
different protocol stacks. Because it can allow for data recovery
in the case of packet |osses, without suffering extra round trips,
or requiring bidirectional connectivity, this may be valuable to
i ncorporate/enable in future interplanetary transport stacks.

ubP

UDP [ RFC768] has no notion of tine and, therefore can be used as-is
in deep space. Hence, protocols using UDP transport can be used in
space as-is, if they do not rely on tine or can be configured with
ti meouts appropriate in deep space.

QcC

QUI C [ RFC9000] like nost I P transport protocols inplenments congestion
control mechani sms, which, based on various nmetrics such as
cal cul ated del ays or packet | oss, pace the rate of sending packets at
the source node to decrease the perceived congestion in the network
QUI C supports many new features suitable and useful in deep space
such as 1 RTT for connection establishnent and security, mobility, O
RTT, streans, user space, etc. [TLI: This sentence needs nore words
to explain these references.]

Current inplementations of QU C typically set various transport
configuration paraneters suitable for the Internet environnent,
expecting an RTT to be in the hundreds of milliseconds and a nornally
al ways-connected network. Therefore, QU C stacks using default
configurations will not work in deep space. However, studies and
simul ati ons [quic-sin] showed that wi th proper configuration of
paraneters, QU C stacks can support the delays and disruptions in
deep space. [I-D. many-deepspace-quic-profile] describes howto
properly configure a QU C stack for deep space applications, where
QU C is unaware of disruptions. |If the transport is aware of the
di sruptions, further optimnzations are possible.

Having multiple streans and applications within a single QU C
connection is valuabl e and useful for deep space. A ground station
may set up the initial QU C connection with a spacecraft and then
carry all needed applications and streans over that same connection
for the whole duration of the m ssion

Session keys and certificate lifetinmes together with certificate
validation and trust chain anchors need to be carefully configured
and handl ed.
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QUIC proxies [I-D.ietf-nmasque-quic-proxy] can be used at the edge of
space to isolate, apply policies, or optimze traffic at the ingress/
egress to a celestial body network.

5.4. Oher Transports

O her transports such as TCP [ RFC9293], SCTP [ RFC9260], DCCP
[ RFC4340] and others were not investigated for their suitability in
space.

6. HITP

HTTP by itself has no notion of tine. An HITP request and response
may take mnutes or hours to be conpleted. However, current
infrastructure and software on the Internet have various tine-rel ated
configurations that will not work well in the deep space context.

HTTP headers containing tine, such as Cache-Control and Expires

[ RFC9111], should not be used or if used, nust be set to | arge enough
val ues to cover the |longest delay so that expiration does not happen
before the actual data arrives at the destination. As with any HITP
application and content on the Internet, these headers should be set
properly based on the depl oynent use case, which is even nore

i nportant for deep space. Sinilarly, when continuous content
transfer is used, as with 100-Conti nue [ RFC9110], proper values for
headers shoul d be set.

HTTP clients and servers typically have default timeouts that should
be nodified. For exanple, curl [curl] has the "-ni option for this
use case. Simlarly, HTTP server inplenentations have various

ti meout configuration variables that nust be set properly. Testing
with HTTP client Curl and HTTP server nginx and an introduced network
del ay of mnutes, hours and days showed[quic-sim that HTTP

conmmuni cations work well wth basic configuration changes.

HTTP applications thensel ves nust be devel oped using an asynchronous
pattern and if they have tinmeouts, they should be adjusted
appropriately.

Internet websites are designed with the assunption of hundreds of

m | liseconds delay and rel atively al ways connected, where pages
contain multiple queries to get further resources, nedia, queries to
web services, and downl oadi ng additi onal code and frameworks. This
could work in theory in space, but it will not be optimal, as
multiple queries will be generated and therefore take nultiple RTT
before the whol e page is received conplete. This issue can be
mtigated by using various techni ques such as Wb Assenbly [wasm or
pre-caching. Mreover, it could be possible to have sinple HTM.
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6

7

7

pages with no or very few references and no nedia content that was
not |locally cached. An exanple would be a rover on Mars presenting
an HTTP server with a base and bare HTM. page to offer basic info on
its status (maybe all in text) and sone additional detail ed pages,
nmost likely also in base HTM. text. However, it is foreseen that
nost applications based on QU CG-HTTP transport in deep space woul d be
usi ng REST or sinilar asynchronous patterns and not typical web

br owsi ng.

Cachi ng shoul d be used extensively on space networks to maxim ze

| ocal fetching. Preenptive caching by pre-popul ating caches with

data that shall be used locally on the celestial body network shal
be done as rmuch as possible to provide better response tine on the
| ocal celestial body network.

QPACK [ RFC9204] shoul d be considered for higher bandw dth efficiency.
1. CoAP

The Constrai ned Application Protocol (CoAP)[RFC7252] is a specialized
web transfer protocol for use with constrained nodes and constrai ned
networ ks, therefore a candidate for an application protocol for
space, simlar to HTTP. |If considered, proper use of its underlying
transport and tiners should be | ooked at.

Net wor k servi ces
1. Nam ng

For snuall-scal e depl oynents, one can use |P addresses directly or a
mappi ng froma nane to an | P address such as /etc/hosts. However,
this does not provide easy dynam ¢ updates, scaling by hierarchy,
service discovery, authentication of records, etc. Therefore, the
Domai n Nane System (DNS) shall be considered early on in the space
depl oynent. However, nami ng hierarchy and infrastructure nust be
carefully designed to avoid nane resol uti on over deep space |inks,

gi ven that answers may conme after mnutes or hours. There are clear
advant ages of having the space name hi erarchy anchored to the current
Internet root, as it enabl es DNSSEC t hrough the same security
infrastructure currently used and depl oyed. Using the same root al so
does not require new policies. A new TLD or a new root is way nore
conplicated and does not bring any significant value conpared to
usi ng the current donain tree.

Care must be taken to manage key |ifecycles and resource record
lifetimes. [I-D.many-dnsop-dns-isol ated-networks] discusses the
various nethods and the nam ng hierarchy that should be used in
space.
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7.2. Network Managenent

NETCONF [ RFC6241] and RESTCONF [ RFC8040] shall be used with proper
configuration values to avoid tineouts and appropriate transport.
NETCONF over QUIC transport [I-D.ietf-netconf-over-quic] or RESTCONF
over HTTP over QU C transport shall be configured with appropriate
QUI C transport paraneters as discussed in Section 5. 3.

G ven the non-typical delays in requests and response in space
conpared to traditional network managenent frameworks on I nternet and
private networks, expectations about when configuration changes will
be applied and confirmed or the tineliness of the actual val ue
received froma request need to be taken into account. For exanple,
a configuration change may take hours to be received by the
spacecraft, which is not expected in typical network operations. A
request for sonme value nay take hours to be received by the
spacecraft and take hours to be received by the requestor, which
means the value may not be current or expired. Mrreover, typica

ti meouts of NETCONF clients should be adjusted to the expected RTT.

VWi | e being declared historic in | ETF, SNMP[ RFC1157] runs over UDP
and has no notion of tinme. Therefore, with proper configuration of
client tineout, it can be used as is to nanage nodes and services in
deep space.

8. | ANA Consi derations
This nmeno includes no request to | ANA
9. Security Considerations

Using the current I P protocol stack in deep space inherits all the
work on privacy, cryptography, key managenment, firewalls, and
scrutiny of protocols that are deployed on the Internet. As an
exanpl e, TLS has been nore carefully exam ned than al nost any ot her
secure transport protocol. Moreover, given that no changes are nade
in the protocols, this architecture does not bring new security

i ssues on the protocols thensel ves. Deep space security requirenments
are different than on the existing Internet, but nothing has been
found to prevent the conformance of the I P protocol stack to those
requirenents.
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10.

10.

As it is currently planned, the deep space network shall be isolated
fromthe current Internet by an "air gap", to disable any direct
comuni cations fromthe Internet to deep space. Moreover,
destination IP prefix filtering shall be used to restrict the traffic
to only the relevant one for each link. Note that this shall also be
i mpl emented in the routing control plane, but additional security

m ght be appropriate to further protect the deep space |inks.

Each cel estial network edge device shall have firewall rules to
prevent inappropriate traffic fromentering deep space links. |If
conmmuni cations from Mars may only occur to Earth, but not to the
Moon, then appropriate filtering based on destination IP prefixes
shal | be used.

Storage in I P forwarders may becone full by normal traffic or by
mal i cious traffic that could beconme a denial -of -service attack.
Appropriate policies and neasures should be put in place in those
forwarders to drop packets in advance to avoid the depletion of
storage space and to mitigate such attacks.
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