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Abst r act

Thi s docunent is an assessnment on the ermail protocols to be used in
deep space and provi des recomrendati ons to deploy and use enmail in
deep space.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

Deep space conmuni cations involve |long delays (e.g. Earth to Mars is
4-22 mnutes) and intermttent conmuni cations, because of orbital
dynanmics. As discussed in [I-D. many-tiptop-ip-architecture], IP
packets are stored by forwarders facing intermttent links, instead
of dropping them So packets travelling fromEarth to a cel esti al
body surface network may take a long time to arrive at destination,
such as mnutes, hours, days, weeks. The QU C transport protocol,
profiled for space delays, is used for reliable transport.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

1.2. Docunent and Discussion Locations
The source of this document is |ocated at
https://github. com marcbl anchet/draft-tiptop-email. Coments or
changes are wel coned by filing a PR or an issue agai nst that
repository.

Thi s subject should be discussed on the | ETF tiptop working group
mailing list.
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Assessnent

On Internet, to forward an email fromthe sender to the receipient
server, the SMIP protocol is used over TCP. Prior to sending, the IP
address of the recipient server is found by quering the MX records
and then the | P address records (A AAAA) of the MX returned val ues
SMIP goes through a series of nessages between the client and the
server to exchange capabilities, sender and recipient ermail addresses
and then content of the email. These nultiple exchanges result to
multiple RTT to send the whole email. To get its email, a user uses
| MAP or POP, both over TCP, or a web interface. Gven TCP is not
appropriate for deep space |inks[l-D. many-tiptop-usecase], another
emai | forwarding solution has to be found using a transport protoco
suited for deep space, such as a space profiled

QU C | -D. many-tiptop-quic-profile].

A nore recent enmil protocol is JMAP [ RFC8621] which uses REST over
HTTP. I n deep space, JMAP could be run over HTTP3 over a space
profiled QU C

DNS i nsfrastructure need to be properly deployed and setup to avoid
DNS requests through deep space links as discussed in
[1-D. many-ti ptop-dns].

Depl oynment Recommendati ons

Since TCP is not appropriate, HTTP over QU C is used to transfer
emai | over deep space

On Earth, current SMIP infrastructure is used. For email to be
forwarded fromEarth to deep space, the foll owi ng steps SHOULD be
t aken:

* an Earth mail gateway, as the last hop for enmmil on Earth,
receives email by SMIP

* the gateway converts the enmail to Batch SMIP (BSMIP) M ME obj ect
[ RFC2442]

* the gateway sends the BSMIP object using HTTP3/QUIC to the
correspondi ng gateway on the cel estial body surface network

* the celestial body email gateway receives the BSMIP, di sassenble
it and then forwards it using SMIP to the final mail server on the
cel estial body network.

Reversely, an email sent froma celestial body surface network to
Earth SHOULD fol |l ow t hese steps
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* email is forwarded to the SMIP gateway on that network

* The SMIP gateway converts the email to Batch SMIP M ME obj ect
[ RFC2442]

* The gateway sends it using HTTP3/QUI C to the correspondi ng gat eway
on Earth.

The Earth HTTP endpoint may be statically configured on the cel esti al
body gat eway.

4. Discovering the Next Ml Server

G ven the | ow nunber of celestial body networks, the use of DNS
| ookup may be avoi ded by having a static nmap of destination domains
to HTTP endpoints, configured on the Earth nmmil gateway.

G ven the use of HTTP which requires specifying a full URI, the DNS
MX resource record (RR) only provides the hostnanme of the mail
server, not the full URI.

The DNS URI resource record[ RFC7553] SHOULD be used instead of MX
rRR The URI RR provides sinlar facility of the MX or SRV records
enabling specifying nultiple equivalent mail servers with weights, as
well as multiple servers with different priorities. The service nane
used in the query should be " _bsmp. https". As discussed in

Section 8, the "bsntp" service nane is registered in | ANA service
nanes registry.

For exanple, the last enmil hop on Earth receiving an SMIP nessage to
be forwarded to userl@mon. spaceagency.int have to find the URI and

| P address of the emmil server on Moon. It queries the DNS for the
URI RR of " _bsntp._http.moon. spaceagency.in”. The DNS response is as
fol | ows:

*  bsnmtp. https INUR 10 1
"https://noonmei | gat ewayl. spaceagency. i nt/i nboundmail "

* _bsnmtp. _https INURI 20 1
"https://noonnai | gat eway2. spaceagency. i nt/i nboundmai |l "

The URI RRs received above indicate with the highest priority, noted
with the I owest priority nunber (10 instead of 20) that the host
moonmai | gat ewayl. spaceagency.int should be contacted first for emai
delivery and if not available, then the next priority will be used
(moonmai | gat eway?2. spaceagency.int). The Earth email server will then
query the DNS for | P address records (A and AAAA) of

nmoonmai | gat ewayl. spaceagency.int. \Wen received, it will connect

Bl anchet Expires 22 January 2026 [ Page 4]



I nternet-Draft Emai| in Deep Space July 2025

10.

moonnai | gat ewayl. spaceagency.int using HTTP3 over QU C at the ful
URI received previously "https://monmail gat ewayl. spaceagency.int/
i nboundmai | ".

Transport Consi derations

As noted in [I-D.many-tiptop-ip-architecture], the transport of BSMIP
emai |l over HTTP on deep space |inks should be acconplished over QU C
with proper transport configuration, as specified in

[1-D. many-tiptop-quic-profile].

DNS Consi der ati ons

For emails sent fromEarth, if the DNS is used, the | ooked up UR
records and their corresponding |IP address records should point to
the gateway on the target celestial body network. Those records
shoul d be | ocated or cached on the DNS infrastructure on Earth.

Similarly, if the DNS is used on the celestial body network, it is
assuned that there will be a local DNS infrastructure that has a
cache of the related records, as discussed in [I-D. many-tiptop-dns].

Mai | headers such as Received and others contain donain names of the
whol e ermai | path, which nay contain various hosts on Internet.
Lookup of those nanmes on the cel estial body network SHOULD NOT be
done as the local cache cannot contain all the possible nmail server
names on | nternet.

Unwant ed Email Consi derations

To minimze use of scarce deep space bandw dth, strong anti-spanmni ng
shoul d be done before | eaving Earth.

An anti-spanm ng systemon the celestial body network should not rely
on any dat abase or DNS | ookup | ocated on Earth.

I ANA Consi derations

By this specification, the "bsmp" service name, referring to

[ RFC2442] BSMIP specification, is registered as a service nane under
RFC6335 policy.

Security Considerations

TBD

Ref er ences

Bl anchet Expires 22 January 2026 [ Page 5]



I nternet-Draft Emai| in Deep Space July 2025

10.1. Normmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC2442] Freed, N., Newran, D., Belissent, J., and M Hoy, "The
Batch SMIP Medi a Type", RFC 2442, DO 10. 17487/ RFC2442,
Noverber 1998, <https://ww. rfc-editor.org/info/rfc2442>.

[ RFC7553] Faltstrom P. and O Kol kman, "The Uniform Resource
Identifier (URI) DNS Resource Record", RFC 7553,
DO 10. 17487/ RFC7553, June 2015,
<https://ww.rfc-editor.org/info/rfc7553>.

10. 2. I nformati ve References

[ RFC8621] Jenkins, N. and C. Newman, "The JSON Meta Application
Protocol (JMAP) for Mail", RFC 8621, DO 10.17487/ RFC8621,
August 2019, <https://ww.rfc-editor.org/info/rfc8621>.

[1-D. many-ti pt op-usecase]
Bl anchet, M, Eddy, W, and M Eubanks, "IP in Deep Space:
Key Characteristics, Use Cases and Requirenents", Wrk in
Progress, Internet-Draft, draft-many-tiptop-usecase-03, 18
June 2025, <https://datatracker.ietf.org/doc/htm /draft-
many-ti pt op- usecase- 03>.

[1-D. many-tiptop-ip-architecture]
Bl anchet, M, Eddy, W, and T. Li, "An Architecture for IP
in Deep Space", Work in Progress, Internet-Draft, draft-
many-tiptop-ip-architecture-01, 7 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-many-tiptop-
i p-architecture-01>.

[1-D. many-ti pt op- dns]
Bl anchet, M, "Deploynent and Use of the Domai n Name
Systenm(DNS) in Deep Space", Wrk in Progress, Internet-
Draft, draft-many-tiptop-dns-00, 1 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-many-ti ptop-
dns- 00>.

Bl anchet Expires 22 January 2026 [ Page 6]



Internet-Draft

Emai| in Deep Space July 2025

[1-D. many-tiptop-quic-profile]

Bl anchet, M, "QUIC Profile for Deep Space", Wrk in
Progress, Internet-Draft, draft-many-tiptop-quic-profile-
00, 19 February 2025,
<https://datatracker.ietf.org/doc/htnl/draft-many-tiptop-
qui c-profil e-00>.

Acknowl edgenent s

Initial

a | ot

di scussions on this subject were with John Levine who hel ped
in ironing out nany aspects and Pete Resni ck.

Aut hor’ s Addr ess

Mar ¢ Bl anchet

Vi ageni e
Canada
Emai | :

Bl anchet

mar c. bl anchet @i ageni e. ca

Expires 22 January 2026 [ Page 7]



