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Abstract

Thi s docunent extends the | CMP nessage with a Multi-path Interface
Informati on object to carry the egress interface, next hop, and the
corresponding ARP or ND information of each multi-path interface of
nodes al ong the route.
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Revised BSD License.
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1. Introduction

As described in [ RFC2151], Traceroute is a conmon TCP/IP tool, which
all ows users to |l earn about the route that packets take fromtheir

| ocal host to a renmpbte host. It is often used by network and system
managers to | earn sonething about the ever-changi ng structure of the
I nternet.

Traceroute uses the I CVWP Ti ne Exceeded Message to coll ect the nodes
information al ong the route. The basic Traceroute can only collect
the I P addresses, and host nane of nodes along the route that packet
f or war ded

[ RFC4884] redefines some | CMP nessages to support nulti-part
operation. 1t defines an extension structure which is situated at
the end of the ICMP nmessage to carry the additional information. The
extension structure includes an extension header foll owed by one or
nor e extensi on obj ects.
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Based on that, [RFC5837] extends the | CMP nessages to carry the
interface information(including iflndex, |Pv4 address, |Pv6 address,
nane and MIU) by defining a Interface Information bject.

Furthernore, [RFC8335] defines a new network diagnostic tool called
PROBE. It can be used to query the status of a probed interface by
sendi ng | CMP Ext ended Echo Request nessage and receiving | CVP

Ext ended Echo Reply nessage. The | CWP Extended Echo Reply nessage
includes a "State" field to reflect the state of the ARP table or

Nei ghbor Cache entry associated with the probed interface, which

i ndi cates whether the interface is reachable. However, the extended
Echo Request nessage and Echo Reply nessage can only be used to probe
the state of destination interface, cannot be used to probe the
interface state of the nodes along the route.

However, when using Traceroute in a nulti-path topol ogy, the
Traceroute can only get information of one of the avail abl e paths.
The head end and managers even don’t know that there are multiple
paths to the destination, which severely inpacts the failure |location
of the network.

Thi s docunent extends the | CMP nessage with a Multi-path Interface
Informati on object to carry the egress interface, next hop, and the
corresponding ARP or ND information of each multi-path interface of
nodes al ong the route.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.2. Term nol ogy
The abbreviations used in this docunment are:
ECMP: Equal - Cost Multiple Path
| CMP: Internet Control Message Protoco

1.3. Mdtivation

Traceroute is a commopn TCP/IP tool, which allows users to | earn about
the route that packets take fromtheir local host to a renpote host.
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However, Traceroute is typically used to collect the information of a
singl e path, when using Traceroute in a nulti-path topol ogy (there
are nmultiple paths fromthe source node to the destination node and
ECMP, UCWVP or other nmulti-path routing strategy is used.), the
Traceroute can only get the informati on of one of the avail able

pat hs, and do not know that there are multiple paths. Considering
using Traceroute in a DC nulti-path topol ogy, the topology is shown

in Figure 1:
+omm oo +
| switch|
++-- - - > S . +
I | C | I
| F-- - - - + \Y;
Fommm - + e Fommm - + Fommm - +
| | | switch| | switch| | |
| A |<--> I I |<---> F |
I I | B | | E | I I
+oemmm - + +oemmm - + +oo -+ +oemmm - +
A F-- - - - + |
| | switch| |
+--- - - + +o--<--- -+
| D |
S S +

Figure 1: A multi-path topol ogy

In Figure 1, there are four switches and two endpoints. Equal - Cost
Multiple Path (ECVMP) is applied at switch B. Endpoint Ainitiates
the Traceroute procedures and the target is endpoint F. \Wen the
Traceroute request packets arrived at switch B, B have two egress
interfaces that can reach endpoint F, but it can only encapsul ate one
of the interfaces to the reply packet. For exanple, the interface to
switch Cis encapsulated. Then the path gets by traceroute is
A->B->C->E->F. However, the traffic packets are forwarded on both
paths (A->B->C->E->F and A->B->D->E->F). If switch D fails and

af fects packet forwarding (e.g. packet |loss and | atency increase),
then it is hard for the users to locate the failure, because switch D
is not in the forwarding path detected by the traceroute.

Therefore, it is necessary to extend traceroute to enable the nulti-
pat h detection.

2. | CVWP extension
This section defines the Multi-path Interface Information (MPI1)

oj ect, an | CMP extension object with a new C ass-Num ((hj ect C ass
Value). The format of MPIl (Cbject is shown in Figure 2
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Length | dass-Num | C Type |
R e s T o T S R El ok i R e e S S e o o s
| Sequence Num | Total Num |

i e e s e T e e i o S e e o
| I nformation Indicator(bit) |
B i s T T i i o S o T Ji I

} Multi-path Interface Infornation }
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+

Figure 2: Format of Miulti-Path Interface Information (MPII) Object
Class-Num TBD, to be allocated by | ANA

C-Type: indicates different types of Milti-Path Interface
Information, the descriptions of its values are shown as foll ows:

[ gl e e pu e pu gt
| Value | Description |
F el s e
| O | Reserved |
B S, S +
| 1 | I'Pv4 interface |
E oo - - +
| 2 | I'Pv6 interface |
L T +
| 3-255 | Reserved |
B S, S +

Table 1: Description
of C Type val ues

Sequence Num 16-bit | ength, the sequence nunber of this interface in
all of the multi-path interfaces.

Total Num 16-bit length, the total nunber of nulti-path interfaces.
Information Indicator: 32-bit length, indicates the followed multi-

path interface information in the hject. The format of it is shown
in Figure 3.
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Figure 3: Information Indicator Bit Description
The following are bit-field definitions for Information Indicator:

iflndex (bit 0) : Wen set, the 32-bit iflndex of the interface is
i ncluded. When clear, the iflndex is not included.

I P Addr (bit 1) : Wen set, an | P Address Sub-hject is present.
When clear, an | P Address Sub-Ohject is not present. The |IP Address
Sub- Object is described in Section 4.2 of [RFC5837].

Nane (bit 2): Wen set, an Interface Nane Sub- Cbject is included.
When clear, it is not included. The Name Sub-Chject is described in
Section 4.3 of [RFC5837].

MIU (bit 3): Wen set, a 32-bit integer representing the MU is
present. Wen clear, this 32-bit integer is not present.

Next Hop (bit 4): Wen set, an | P Address Sub-hject for the nexthop
is present. Wen clear, the | P Address Sub-Object for next hop is
not present. \When both the I P Addr and NextHop bits are set, two IP
Address Sub-(hjects will be encapsulated in the reply packet. In
this case, these two sub-objects MJST be placed in order(the first IP
Address Sub-Chject is for IP Addr, and the second is for NextHop).
State (bit 5): Wen set, an Interface State Sub-Cbject is included.
When clear, it is not included. The Interface State Sub-Cbject is
described in Section 2.1

Multi-path Interface Information: variable, carries the detail nulti-
path interface infornation as specified in the Information Indicator

The MPI1 Object can be appended to the foll ow ng nmessages:
* | CGwPv4 Tine Exceeded

* | CGwPv4 Destination Unreachabl e

* | CVPv4 Parameter Probl em

* | CQwPv6 Tine Exceeded

* | CWPv6 Destination Unreachabl e
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2.1. Interface State Sub-object

The Interface State Sub-object indicates the state of the ARP table
or Nei ghbor Cache entry associated with the interface. The format of
it is shown in Figure 4.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Lengt h | St at e| Reserved |
R T e i e i i S L S s il o T SR R R S

Figure 4: Format of Interface State Sub-object
Wher e:

Length: 8-bit length, indicates the |length of this sub-object in
octets, its value equals to 4.

State: the state of the ARP table or Nei ghbor Cache entry associ ated
with the interface. Values are (0) Reserved, (1) Inconplete, (2)
Reachable, (3) Stale, (4) Delay, (5) Probe, and (6) Fail ed.

Reserved: This field MJUST be set to 0 and ignored upon receipt.
3. Usage

Multiple Multi-path Interface Information Object MAY be incl uded
within a single | CVMP nessage, provided that each Miulti-path Interface
I nformation Cbject corresponds to a unique interface. A single |CW
message MJUST NOT contain two Miulti-path Interface I nformation Object
that corresponds to the sane interface.

i flndex, |PAddr, Nanme, MIU, NextHop, and State information MAY be
i ncl uded whenever they are avail able. For each kind of these
informati on, at nost one instance is included in per Milti-path
Interface Informati on hject.

The address format of | P Address Sub-Cbject in a Milti-path Interface
I nformati on Cbj ect depends on the C- Type:

* |If the CGType value is 1, which neans it describes the information
of an IPv4 interface. |In this case, if an |IP Address Sub- (bject
is included, it nmust specify an | Pv4 address.

* |f the CType value is 2, which neans it describes the information

of an IPv6 interface. In this case, if an |IP Address Sub- (bject
is included, it nust specify an | Pv6 address.
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An | CVP nessage that does not conformto these rules and contains
multiple Multi-path Interface Information Object of the same

interface is considered illegal; An Multi-path Interface Information
oj ect containing nore than one instance of each kind of infornmation
is considered illegal. |If such an illegal | CVP nessage is received,

it MJUST be silently discarded.
4. Security Considerations

Thi s extension nmakes the | CMP nessages carryi ng excessive
information, malicious parties may obtain ingress and egress
interface, next-hop, the reachable of next-hop (status of ARP and
ND), and detailed information about |oad bal anci ng paths (nunber of

| oad bal anci ng pat hs, next-hop and egress interface for each |oad
bal anci ng path, and correspondi ng ARP and ND reachability) through
traceroute. Based on this information, some further information can
be inferred. Considering this risk, it is necessary to fornulate
correspondi ng security policies as foll ows:

4.1. Configuration

Net wor k operators should have the capability to control the
information carried by Traceroute reply packets.

To achieve flexible control, the follow ng capabilities should be
supported on the device:

1. Enable/disable the capability for Traceroute reply packets to
carry ingress and egress interface infornation.

2. Enabl e/disable the capability for Traceroute reply packets to
carry the next hop and the reachability status of the next hop
(ARP/ ND status). It is reconmended that this capability is not
enabl ed by defaul t.

3. Enable/disable the capability for Traceroute reply packets to
carry the nunber and status of |oad bal ancing entries (ARP/ND
status). It is recomrended that this capability is not enabled
by default.

4. Control based on the source |IP of the request Traceroute packet,
only certain I P addresses are allowed to initiate the
correspondi ng Traceroute function.

5. Al the above capabilities can be configured separately at the
gl obal and interface |evels.
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4.2. Encryption:

As described in Section 3.4 of [RFC2151], Traceroute uses UDP packets
to probe the forwardi ng path of packets through TTL expiration. For
UDP packets, the payload part does not have a specific neaning for
Traceroute. So, the payload of UDP packets can be extended to carry
the encrypted information. |In cases where the internmedi ate nodes do
not recogni ze or the encrypted informati on does not match, the reply
packets of Traceroute will only carry basic information.

5. | ANA Consi derati ons

Thi s docunent requests IANA to allocate a new Object value for Milti-
path Interface Information Cbject fromthe "I CVP Extension Object
Cl asses” registry:

[ sl sl et
| Value | Description | Reference |
| TBD | ICWP Extension Cbject C asses registry | This docunent |
R, oo e m e e e e e e e e e e e e e e e e e ma o - T +

Table 2
6. References
6. 1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

6. 2. I nformati ve References

[ RFC2151] Kessler, G and S. Shepard, "A Primer On Internet and TCP/
I P Tools and Uilities", FYl 30, RFC 2151,
DA 10.17487/ RFC2151, June 1997,
<https://www. rfc-editor.org/rfc/rfc2151>.

[ RFC4884] Bonica, R, Gan, D., Tappan, D., and C. Pignataro,
"Extended I CVMP to Support Milti-Part Messages", RFC 4884,
DO 10.17487/ RFC4884, April 2007,
<https://www. rfc-editor.org/rfc/rfc4884>.

Zhang, et al. Expi res 3 Septenber 2026 [ Page 9]



I nternet-Draft Extending ICWP for Multi-path

[ RFC5837] Atlas, A, Ed., Bonica, R, HEd.

, Pignataro,

March 2026

Ed., Shen,

N., and JR Rivers, "Extending |ICWP for Int erl;ace and
Next - Hop I dentification", RFC 5837, DO 10.17487/ RFC5837,
April 2010, <https://ww.rfc-editor.org/rfc/rfc5837>.

[ RFC8335] Bonica, R, Thonmas, R, Linkova, J., Lenart,

and M

Boucadair, "PROBE: A Uility for Probing Interfaces"”,

RFC 8335, DO 10. 17487/ RFC8335, February 2018,

<https://www. rfc-editor.org/rfc/rfc8335>.
Acknowl edgenent s
TBD
Contributors
Ranxi ao Zhao
Huawei

Chi na
Emai | : zhaor anxi ao@uawei . com

Hai bo Wang

Huawei

Chi na

Emai | : rai nsword. wang@uawei . com

Aut hors’ Addr esses

Li Zhang

Huawei

Chi na

Enmai | : zhangl i 344@wuawei . com

Zi zhou Zhang

Sea G oup

Si ngapor e

Enmai | : zhangzz@ea. com

Ronghua Sun
Huawei Cl oud

Chi na
Enmai | : sunronghua@uawei . com
Zhang, et al. Expi res 3 Septenber 2026

[ Page 10]



I nternet-Draft Extending ICWP for Multi-path March 2026

Yang Wang

Huawei d oud

Chi na

Emai | : sky.wangyang@uawei . com

Zhang, et al. Expi res 3 Septenber 2026 [ Page 11]



