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Abst r act

Thi s docunment specifies the Mcro Agent Conmunication Protoco
(#ACP), a resource-efficient messaging protocol for autononobus agents
operating on resource-constrai ned Edge and | oT devices (including
Class 1 and C ass 2 devices per [RFCr228]). Existing agent

conmuni cati on protocols assunme unbounded conputati onal and energy
resources, f#HlACP provi des mechani sns for bounded resource consunption
with determnistic nenory bounds (8-byte header, explicitly delinited
TLV region, and profil e-dependent payload |linmits) and bounded
processing time per nessage, while maintaining expressiveness
sufficient for finite-state coordination patterns. The protoco
defines four core nessage types, a fixed 64-bit header, TLV-based
extensibility, and nandatory OSCORE security binding for operation in
adversarial environments.
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1. Introduction

The Internet of Things (10T) and Edge conputing domai ns increasingly
demand aut ononous coordi nati on anobng resource-constrai ned devi ces.
Mul ti-agent systens, in which software entities collaborate to

achi eve distributed goals, are a natural fit for these environnents.
However, existing agent conmunication protocols, such as FlI PA-ACL

[ FI PA-ACL], assume unlimted conputational resources and are
unsuitabl e for devices with kil obytes of RAM operating on battery
power .

At the sane time, constrained |oT protocols |ike CoAP [ RFC7252]

provi de efficient request/response primtives but |lack the structured
semanti cs necessary for multi-agent coordination patterns such as
state di ssem nation, event-driven subscriptions, and conversation
managenent. This gap | eaves devel opers w thout a standard,

i nteroperable way to inplenment |ightweight agent comuni cation on

m crocontroller-class platforns (Cass 1 and C ass 2 devices per

[ RFC7228]).

The Mcro Agent Communi cation Protocol (4ffACP) addresses this gap by
defining a resource-efficient, semantically expressive protoco
tailored for autononobus agents on constrai ned devices. #liACP provides:

* A conpact wire format with deterninistic resource bounds: 64-bit
fixed header, explicitly delimted TLV region, and profil e-
dependent payload linmts.

* Four orthogonal comunication primtives (PING TELL, ASK
OBSERVE) sufficient for |iveness detection, request/response,
state updates, and publish/subscribe patterns.

* Mandatory OSCORE [ RFC8613] security binding ensuring end-to-end
confidentiality, integrity, and replay protection without
requiring heavywei ght TLS st acks.

* Finite-state nmachi ne semantics enabling deterninistic, verifiable
i mpl ement ati ons with bounded processing time and nenory
consunpt i on.

#iACP i s designed to operate over CoAP [ RFC7252] as the transport
substrate, |everaging CoAP s congestion control and reliability
mechani sms whil e addi ng agent-oriented communi cati on semanti cs.
Unl i ke general - purpose nessagi ng protocols, #liACP targets specific
coordi nation patterns found in distributed autononmous systens, making
it conplenentary to, rather than a replacenent for, existing |oT

pr ot ocol s.
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An acconpanyi ng formal nodel [ MJACP] expl ores resource bounds and
safety properties of a sinplified #{ACP core. This nodel is

i nformative and non-normative, providing an informative exploration
of design trade-offs related to determnism A reference

i npl ement ati on denonstrates #ff ACP operating on ARM Cortex-M

m crocontrollers with as little as 10 KB of RAM validating its
suitability for severely constrai ned environments.

The aut hors wel cone feedback on techni cal approach, scope, and design
trade-offs via the #flACP reference inplementation repository
[ MUACP-I MPL] and the IETF nailing |ists.

1.1. Motivation and Probl em Space
Modern | oT depl oynents face three convergi ng chal |l enges:

1. *Resource Scarcity:* Billions of deployed devices (Class 1: ~10
KB RAM 100 KB flash, Cass 2: ~50 KB RAM 250 KB fl ash per
[ RFC7228]) cannot support traditional agent conmmunication
framewor ks or heavy m ddl eware

2. *Semantic Gp:* Existing constrained protocols (CoAP, MJIT-SN)
provide transport-level primtives but |ack structured
conversation managenent, subscription scoping, and error
semantics required for agent coordi nation

3. *Security Requirenents:* Autononobus agents operating in
adversarial environnents (smart cities, industrial control,
heal thcare) require authenticated, confidentiality-protected
communi cati on wi thout the overhead of TLS

Representative use cases incl ude:

* *Smart Agriculture:* Soil noisture sensors (agents) autononously
coordinate irrigation decisions by subscribing to weather events
and sharing state with actuator agents.

* *|ndustrial 1oT:* Machine nonitoring agents request diagnostic
i nformati on from equi pment agents and subscribe to fault
notifications, all under strict |atency and energy budgets.

* *Heal thcare Mnitoring:* Warabl e device agents exchange
physi ol ogi cal data with edge gateway agents, requiring
aut henti cat ed comuni cati on and conversati on-scoped correl ation.

* *Aut ononpous Robotics:* Swarmrobots coordinate via |ightweight

request/response and event notification without centralized
infrastructure
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These scenari os share comon requirements: determnistic resource
usage, secure multi-party interaction, structured conversation
managenent, and operation on devices where every byte and CPU cycl e
matters. i ACP provi des a standardi zed, interoperable foundation for
t hese patterns.

Desi gn Principles
ffi ACP is guided by the follow ng principles:

* *Determnistic Bounds:* Al nessage processing conpletes in
bounded tinme and nenory. Static allocation and preallocated
tabl es eliminate dynam c nenory risks.

* *Mniml Overhead:* The 64-bit fixed header, binary TLV encodi ng,
and optional payload design mnimze wire overhead and parsing
conmpl exi ty.

* *Orthogonal Primitives:* Four verbs (PING TELL, ASK, OBSERVE)
compose to support request/response, publish/subscribe, and
liveness patterns w thout semantic overl oadi ng.

* *Security by Default:* OSCORE protection is nmandatory for al
messages except unencrypted PING ensuring that security is not an
af t ert hought .

* *Transport Conpatibility:* #liACP builds upon CoAP' s proven
constrai ned-network optim zations (congestion control, blockw se
transfer, DILS/ OSCORE) rather than reinventing them

* *Extensibility Wthout Bloat:* TLV-based options allow future

ext ensi ons whil e mai ntai ni ng backward conpatibility and enabling

parsers to skip unknown options.

Goal s

fil ACP ai ns to:

*  Provide mnimal, |ow overhead comruni cation primtives for
constrai ned autononous agents with structured, agent-oriented
semanti cs.

* Ensure determnistic and bounded resource usage suitable for C ass
1 and Cl ass 2 devices.

* Support essential multi-agent coordination patterns (request/

response, publish/subscribe, |iveness detection) using four
orthogonal primtives.
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* Define a secure, interoperable transport binding with mandatory
OSCORE pr ot ecti on.

* Enable extensibility via TLV options wi thout breaking
conpatibility or inposing nmandatory over head.

* Establish I ANA registries and interoperability profiles to
facilitate independent inplenmentations and ecosystem grow h.

1.4. Scope

Thi

s specification defines:

* The normative wire format for #lACP nmessages, including header
structure, TLV encoding rules, and payl oad processing.

*  The senmantics of four core comruni cation verbs (PING TELL, ASK
OBSERVE) and their state-nachi ne behavior

* The mandat ory CoAP/ OSCORE transport binding, including QS
mappi ng, congestion control, and security context requirenents.

* Error handling, version negotiation, and extensibility nechanisns.

* | ANA registries for TLV types, QoS codes, verbs, error codes,
content formats, and well-known URIs.

* |Interoperability profiles (MnimumlInteroperability Profile,
Constrai ned Node Profile, Infrastructure Node Profile) and a
conformance checkli st.

Thi

s specification does NOT defi ne:

*  *Application-Level Semantics:* The neani ng of specific payl oads,
negoti ati on protocols, or high-level agent behaviors is
application-specific. #liACP provides the comunication substrate,
not the application |ogic.

* *(Ontol ogi es and Know edge Representation:* Unlike FIPA-ACL, #iflACP
does not prescribe ontol ogy | anguages, content |anguages, or
semantic frameworks. Devel opers may use CBOR schemas, JSON-LD, or
domai n-specific formats as needed.

* *Agent Discovery and Registry:* Wile /.well-known/ muacp provides
feature di scovery, agent registry protocols and service discovery
are out of scope. Existing nmechanisns |ike CoRE Resource
Directory [ RFC9176] or DNS-SD nay be used.
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* *Alternative Transport Bindings:* This specification defines CoAP/
OSCORE as the mandatory-to-inplement transport. O her bindings
(e.g., DILS/UDP, QU C) may be specified in future companion
docunents but are not normative here.

*  *Non-Goal s:* #iACP is not a general - purpose nmessagi ng queue (like
MJIT), not a data-centric pub/sub system (like DDS), and not
suitable for Oass 0 devices (<10 KB RAM wi t hout significant
adapt ati on.

The scope intentionally focuses on the protocol |ayer, allow ng

hi gher-1evel agent frameworks, ontol ogies, and application semantics
to evolve independently while maintaining wire-|eve
interoperability.

1.5. Relationship to Oher Protocols
#f ACP bui |l ds upon and conpl enents existing | ETF protocol s:

* *CoAP (RFC 7252):* #liACP uses CoAP as its transport substrate,
| everagi ng CoAP’' s request/response nodel, congestion control (RFC
7252 Section 4.7), and optional blockw se transfer (RFC 7959).
#f ACP messages are carried as CoAP POST payl oads

*  *(OSCORE (RFC 8613):* i ACP mandates OSCORE for end-to-end security,
provi ding authentication, integrity, confidentiality, and replay
protection w thout requiring TLS

*  *CoAP Cbserve (RFC 7641):* \Wile CoAP Observe provides resource
observation, filiACP OBSERVE adds agent-oriented subscription
semantics with explicit correlation IDs, cancellation TLVs, and
subscription state managenent independent of CoAP's (bserve
mechani sm

* *MJIT and MJTT-SN:. * These protocol s provide publish/subscribe for
constrai ned networks but |ack request/response senmantics,
conversation correlation, and structured agent interaction
patterns that #ACP targets.

*  *DDS- XRCE: * DDS for eXtrenely Constrained Environnments focuses on
data-centric publish/subscribe. #liACP focuses on agent-to-agent
communi cation with explicit conversations, request/response, and
I i ght wei ght state machi nes.

ffiACP is positioned as a specialized protocol for multi-agent
coordi nation on constrai ned devi ces, occupying a niche between
generic |oT messagi ng (CoAP, MJIT) and heavywei ght agent platforns
(FI PA-ACL, JADE).
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1.

1.

6

Docurment Structure

The remai nder of this docunent is organized as foll ows:

*

7

Section 2 defines conventions, term nology, notation, and
abbrevi ati ons.

Section 3 specifies the nmessage nodel and encodi ng rul es,
i ncludi ng header format, TLV encodi ng, payl oad processing, and
OSCORE protection boundari es.

Section 4 defines the normati ve semantics of the four #iiACP verbs
(PING TELL, ASK, OBSERVE) and their processing requirements.

Section 5 specifies the mandat ory CoAP/ OSCORE transport binding,
i ncl udi ng message mappi ng, QS senantics, and congestion control

Section 6 covers error handling, version negotiation, downgrade
protection, and extensibility nechanisns.

Section 7 defines I ANA registries for TLV types, QS codes, verbs,
error codes, content formats, and well-known URIs.

Section 8 specifies finite-state nmachi nes governi ng conversation
|ifecycles and resource bounds.

Section 9 provides conprehensive security considerations,
including threat nodel, authentication, DoS nmitigation, and key
managenent .

Section 10 defines interoperability profiles (MP, CNP, INP) and
feature negotiati on mechani sis.

Section 11 presents nornmative wire exanples w th hexadeci nal
encodi ngs and OSCORE- prot ect ed payl oads.

Section 12 provides a conformance checklist for #iACP-conpliant
i mpl enent ati ons.

I npl enent ati on Experience

A reference inplenmentation of #ACP has been devel oped and is
avai |l abl e as open source. The inplenentation targets nultiple

pl atforns including ESP32 (Xtensa), ARM Cortex-Mi, and Linux,
demonstrating portability across Class 1, Cdass 2, and infrastructure
devi ces.

Measured resource usage:
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* RAM ~8 KB (MP profile, 8 conversations), ~15 KB (CNP profile, 8
conversations with static buffers)

* Flash: ~25 KB (protocol code + OSCORE st ack)

* Message throughput: ~200 nsg/sec (ESP32 @ 160MHz), ~1000 nsg/ sec
(Li nux x86_64)

* Latency: <10ms for |ocal delivery, <100nms over constrai ned 6LoWPAN
net wor ks

Interoperability testing between ESP32 and Linux inplenmentations has
validated the wire format, OSCORE protection, and state nmachi ne
behavior. The inplenmentation confirms that #fACP is practical for
severely constrai ned devices while maintaining determnistic resource
bounds.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when they appear in ALL CAPS. These words may
al so appear in | owercase or nixed case as plain English words, absent
their normati ve meani ngs.

2.1. Term nol ogy

Key terms: *Agent*: autononopus software entity participating in #iACP
conmmuni cation, *Verb*: one of four primtives (PING TELL, ASK,
OBSERVE) encoded in 2 bits, *TLV*: Type-Length-Value encoding (8-bit
Type, 8-bit Length, variable Value), *Correlation ID*: 16-bit
identifier grouping nessages into a conversation, *Sequence |D*:
16-bit nonotonically increasing identifier for duplicate detection,
*Conversation*: sequence of related nmessages identified by
Correlation I D, *OSCORE*: (bject Security for Constrained RESTf ul
Envi ronments [ RFC8613], *CoAP*: Constrai ned Application Protoco

[ RFC7252], *Constrained Device*: device with [imted resources per

[ RFC7228] (Class 1. ~10 KB RAM 100 KB flash, Cass 2: ~50 KB RAM 250
KB fl ash).

2.2. Notation

Not ati on: hexadeci mal val ues prefixed with "0x", binary val ues
prefixed with "0b", network byte order (big-endian) unless otherw se
specified, bit positions within an octet nunbered with bit 7 as the
nmost significant bit (MSB) and bit 0 as the | east significant bit
(LSB), nessage formats shown using ASCI| art diagrans.
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2.3. Abbreviations

Abbrevi ati ons: CBOR (Concise Binary Object Representation [ RFC8949]),
CID (Correlation ID), CoAP (Constrained Application Protocol), COSE
(CBOR bj ect Signing and Encryption [ RFC9052]), EDHOC (Epheneral
Diffie-Hell man Over COSE [ RFC9528]), FSM (Finite State Machine), | ANA
(I'nternet Assigned Numbers Authority), 10T (Internet of Things), MII
(Mandatory to Inplenment), OSCORE (Object Security for Constrained
RESTf ul Environnents), QS (Quality of Service), SID (Sequence |D),
TLV (Type-Length-Value), URI (Uniform Resource ldentifier).

3. Message Mddel and Encodi ng Rul es

This section defines the normative wire-level encoding of #iACP
messages, including the fixed header, TLV format, payl oad processing
rul es, byte ordering, and OSCORE protection boundaries. All
conpliant inplenmentations MJST follow these encoding rules exactly
unl ess ot herw se specifi ed.

3.1. Message Structure
A #fl ACP nmessage consists of three conponents encoded in the follow ng

order:

| Header | TLV region | Payl oad |
| 8 B | 0..1024 bytes | 0..65535 bytes |

Figure 1. Figure 1: #iiACP Message Layout

The header format is fixed-length and MJUST al ways appear. TLVs and
payl oads are optional. The 16-bit TLV Length field in the header
delimts the TLV region; the payload is the remaining octets after
the header and TLV regi on. Messages MJST NOT exceed transport-

i nposed size limts; for CoAP/ OSCORE, these limits are determ ned by
underlying MIU constraints and CoAP Bl ockwi se Transfer [RFC7959] if
used.

Al fields are encoded in network byte order (big-endian).
3.2. Header Format

The 4l ACP header consists of 64 bits arranged as foll ows:
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0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Sequence | D | Correlation ID |

e e T o i e e i S S e
S | Verb Flags | VER | Rsv| TLV Length |

i e e i e T o e e i i (RIS

(MBB first)

Byte 0-1: Sequence ID (16 bits, big-endian, MSB first)
Byte 2-3: Correlation ID (16 bits, big-endian, MSB first)
Byte 4: Bits 7-6: QoS (2 bits)

Bits 5-4: Verb (2 bits)

Bits 3-0: Flags (4 bits)
Byte 5: Bits 7-4: VER (4 bits, protocol version)

Bits 3-0: Reserved (4 bits, all zeros)
Bytes 6-7: TLV Length (16 bits, big-endian)

Figure 2. Figure 2: fiiACP Header Bit Layout

The VER field in byte 5 carries the protocol version used for this
nmessage, allowing a receiver to select the correct parsing rules
bef ore exanmi ning any TLV content. This field addresses the
boot st rappi ng probl eminherent in TLV-based version negotiation: a
recei ver MJST parse byte 5 first and apply the corresponding wre-
format rul es before proceeding to the TLV region. The current
specification defines version 0x0. Senders MJST set VER to the

hi ghest version nmutually negotiated for the conversation (or 0x0 if
no negotiation has occurred). Receivers MJIST reject nessages whose
VER val ue exceeds their nmaxi mum supported version with

ERR_VERSI ON_M SVATCH

*Sequence ID (16 bits, bytes 0-1):* Mbonotonically increasing
identifier used for duplicate detection and repl ay-w ndow tracking.
Sequence I D is per-sender (per OSCORE security context) and
nmonot oni cal l y increases within each sender’s nmessage stream  MJST
wrap nodul o 2*16. Sequence ID MJST be initialized to a
cryptographically random value to prevent predictability and traffic
anal ysis. The only exception is when ALL of the follow ng conditions
are net: (1) a new OSCORE security context is being established, (2)
no prior comunication history exists with the peer, AND (3) the
initialization is synchronized with the establishnment of the new
OSCORE context. In this specific case, initializationto O is
acceptable. In all other cases, randominitialization is nandatory.

*Correlation ID (16 bits, bytes 2-3):* ldentifies all nessages

bel onging to the sane conversation. Correlation |ID MJST be unique
anong active conversations fromthe sane sender (sane OSCORE security
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context). Different senders may independently use the same
Correlation I D val ues, as conversations are scoped per OSCORE
security context. SHOULD be randomy generated in security-sensitive
depl oynent s.

*QS (2 bits, byte 4 bits 7-6):* Encodes transni ssion senantics
(fire-and-forget, confirmable transfer, or non-confirmable transfer
wi thout #HACP retransmission). Values are defined in the | ANA
Consi derati ons section

*Verb (2 bits, byte 4 bits 5-4):* ldentifies one of the four #JACP
operations: PINGO0), TELL(1l), ASK(2), OBSERVE(3).

*Flags (4 bits, byte 4 bits 3-0):* Control bits reserved for
protocol -1 evel features such as fragnentation, retransm ssion hints,
or nessage cancellation. Future specifications MAY define additiona
meani ngs for individual flag bits.

*VER (4 bits, byte 5 bits 7-4):* Protocol version nunmber for this
message. MJST be set to OxO in this specification. A non-zero val ue
indicates a |l ater version of ffilACP. Receivers encountering an
unsupported VER val ue MJST return ERR VERSI ON M SVMATCH and MUST NOT
attenpt to parse the renmmi nder of the nessage under the current
version’s rules. Version OxO is this specification. Future VER

val ues are defined only by Experinmental or Standards Track RFCs that
explicitly update or obsolete this docunment; no separate | ANA
registry is created for VER val ues

*Reserved (4 bits, byte 5 bits 3-0):* MJST be set to zero on
transm ssion and MJUST be ignored by receivers.

*TLV Length (16 bits, bytes 6-7):* Specifies the nunber of octets in
the TLV region inmediately followi ng the header. TLV Length MJST NOT
exceed 1024. A value of 0 indicates that no TLVs are present.

Recei vers MUST reject nessages where TLV Length exceeds the remaining
message size or the active profile linmit. The payload length is the
remai ni ng nessage length after the 8-byte header and TLV Length
octets.

3.3. TLV Encoding

TLVs (Type-Length-Val ue structures) convey optional metadata and
extensibility information. They appear imediately after the header,
occupy exactly the nunmber of octets specified by the header TLV
Length field, and MJST appear in Type-increasing order to allow

bi nary search and determ nistic parsing.
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Figure 3: Figure 3: TLV Encoding

*Type (8 bits):* TLV identifier. Bit 7 (MSB) of the Type byte is the
Criticality flag: if bit 7 =0, the TLV is non-critical (unknown
types MUST be silently ignored); if bit 7 =1, the TLVis critica
(unknown types MUST cause the nessage to be rejected with

ERR UNSUPPORTED TLV). The remaining 7 bits (bits 6-0) identify the
specific TLV within its criticality class. Registration ranges are
as foll ows:

*  0x00-0x1F (non-critical): Expert Review

* 0x20-0x7F (non-critical): Expert Review

*  0x80-0x9F (critical): Expert Review

*  OxAO0-OxBF (critical): Expert Review

*  0OxCO-OxFF (critical): Private Use

*Length (8 bits):* Specifies the nunber of octets in the Value field
(0-255). The Length field MUST NOT exceed 255. Receivers MJST

val idate that the declared Length does not exceed the renmining
message buffer before reading the Value field. Each individual TLV' s
Val ue field MJUST NOT exceed 255 octets. The total TLV region (sum of
all TLV lengths plus their Type and Length fields) MJUST NOT exceed
1024 bytes. |Inplenentations MJIST validate both constraints:

i ndi vidual TLV length <= 255 and total TLV region <= 1024 bytes.

*Val ue: * Encoded according to Type. For Types other than 0x00 (Raw
Cctets), the Value is subject to OSCORE protection (Section 5).

*Critical TLVs:* Criticality is encoded in bit 7 of the Type byte as
defined above. Receivers MJST reject nessages containi ng unknown
critical TLVs (bit 7 = 1) with ERR UNSUPPORTED TLV. Unknown non-
critical TLVs (bit 7 = 0) MJST be silently ignored.

3.3.1. TLV Processing Rules
Recei vers MUST apply the follow ng rul es when processing TLVs:

* TLVs MJST be parsed strictly in order
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* |f Length exceeds the remaining octets in the TLV region, the
message MJST be di scarded.

* Unknown TLV Types MJST be ignored unless they are designated
critical

* TLV order MUST be strictly increasing by Type, violating this is a
format error.

* TLV Type 0x00 (Raw Cctets) MJST NOT appear in encrypted nessages;
its use is restricted to unencrypted PI NG nessages and its Val ue
field MUST NOT exceed 255 bytes.

* TLV Type 0x10 (Reserved Fragnmentation) MJUST be silently ignored.
A future specification will define its semantics.

3.4. Payl oad Encoding

The #liACP payload is an optional octet string of 0-65535 bytes used
for application data, action parameters, event notifications, or
encoded content (CBOR, JSON). Payload length is inferred fromthe
encl osing transport object after subtracting the 8-byte header and
the TLV Length value. Payloads MJST be OSCORE-protected unless the
message Verb is PING Payl oad sizes MJST be validated before
allocation. |f encoded using CBOR (Type=0x03), receivers MJST treat
it as a single CBOR data item |If JSON (Type=0x02), it MJIST be UTF-8
encoded.

3.5. Byte Odering

All multi-octet integer fields in #ACP (Sequence ID, Correlation ID
header conposites) MJST be encoded in network byte order (big-

endi an). TLV and payl oad content MAY use ot her encoding rules (e.g.,
CBOR or UTF-8) as deternmined by their Types.

3.6. Fragnmentation (Optional Feature)
#f ACP does not mandate fragmentation. TLV Type 0x10 is reserved for
future fragnentation specification but MIST NOT be used until fully

specified. Deploynents using CoAP Bl ockwi se Transfer [RFC7959]
SHOULD avoi d il ACP-1evel fragnentation
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3.7. OSCORE Protection Boundaries

Wien ffiACP is transported over CoAP with OSCORE, the OSCORE- protected
CoAP payl oad MJST contain the conplete #flACP nmessage (Header | TLVs |
Payl oad). (OSCORE MUST protect: all TLVs except those in unencrypted
PI NG nessages, the entire payl oad, and header fields other than those
needed for outer CoAP routing. |nplenmentations MJST NOT | eak
semantics (e.g., Verb, QS) through the CoAP outer header beyond what
OSCORE pernits.

3.8. Canonical Encoding Rul es

Canoni cal encoding rules: fields MIUST NOT be padded, TLVs MJST be
sorted by ascending Type, no two TLVs may share the same Type unl ess
explicitly defined, the TLV regi on MJIST contain exactly TLV Length
octets, payload MJIST begin inmrediately after the TLV region, and

i mpl ementati ons MJST nornalize |ine endings, whitespace, or interna
representations before hashing or signing application content.

4, Pr ot ocol Semantics

This section defines the normative semantics of the four #iACP verbs:
PING TELL, ASK, and OBSERVE. Each verb represents a fundanental
communi cation primtive intended to support higher-Ievel agent

behavi ors, including |iveness detection, request/response
interactions, state dissem nation, and event-driven notification

Agents MJST inplement all four verbs. Agents MJST apply OSCORE
protection to all nessages except PING  The only unprotected #iACP
message permitted by this specification is PING and support for
unprotected PING i s OPTI ONAL.

*PING Security Policy:* OSCORE-protected PINGis mandatory to

i mpl ement. Support for unencrypted PING is OPTIONAL and MUST be
explicitly configurable. Deploynents that enable unencrypted Pl NG
accept the associated privacy and security risks docunented in
Section 9.

For each verb, this section defines sender behavior, receiver

behavi or, state-nmmchine interactions, mandatory error cases, and
expected processing-tine bounds.
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4.1. PING

PI NG provides | owcost reachability and |iveness detection.

I mpl enent ati ons MUST support OSCORE-protected PING | npl enentations
MAY support unencrypted PING for |ightweight |iveness detection in
envi ronment s where unaut henticated reachability checking is
acceptable. When unencrypted PING is supported, deploynments SHOULD
carefully consider the privacy and security inplications.

Sender behavior: MAY enmit PING at any tinme, MJST increnent Sequence
I D, SHOULD use unique Correlation ID, SHOULD rate-linmt PING
transm ssions (the RECOMMENDED default is no nore than one per 10
seconds per peer on constrained networks; deploynents on higher-
capacity links MAY use shorter intervals). Unencrypted PI NG MUST
carry no TLVs other than RAW CCTETS (Type=0x00) and MJST carry a
zero-length payl oad. Receiver behavior: MJST reply to OSCORE-
protected PING with an OSCORE-protected TELL carrying the sane
Correlation ID and an enpty payl oad. Wen unencrypted PING node is
explicitly enabled, a receiver MIST reply with an unencrypted TELL
carrying the same Correlation ID, Verb=TELL (1), and an enpty payl oad
— this is the only permitted unprotected TELL in the protocol.
Receivers MUST rate-linmt PING processing to mtigate abuse.

Security note: Unencrypted PING nessages nay | eak topol ogy and
presence information through tim ng analysis, nmessage frequency
patterns, and correlation tracking. |nplementations supporting
unencrypted PI NG SHOULD use rate |limting, random zed response
timng, and Correlation ID random zation to reduce infornmation

| eakage. For authenticated |iveness detection, use OSCORE-protected
PI NG or ASK/ TELL with OSCORE.

4.2. TELL

TELL conveys infornmation, updates, or asynchronous notifications, and
responds to ASK nessages. TELL nessages MJST be OSCORE- pr ot ect ed.
Sender: MJST increnment Sequence | D, when responding to ASK, MJST use
the sane Correlation ID, MAY carry an enpty payl oad and enpty TLV set
(e.g., for ACK-like responses). Receiver: MJST validate OSCORE, MJST
associate via Correlation I D, MJIST incorporate content per
application policy. FErrors: TELL wi thout OSCORE MJST be rejected,

mal f ormed TLVs MUST cause di scard.
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4.3. ASK

ASK initiates a request for information or action and typically
elicits a TELL response. ASK nessages MJST be OSCORE- prot ect ed.
Sender: MJST al |l ocate new conversation entry indexed by Correl ation
I D, MJUST increnment Sequence |ID, MJST start request tinmer (default
ti meout of 30 seconds is RECOVMENDED for constrained devices, with
exponential backoff for retransm ssions when QoS=1), MJST enforce
conversation limts. Receiver: MJIST validate OSCORE, MJST associ ate
ASK with Correlation ID, MJST generate TELL response with result or
error TLV. FErrors: malfornmed TLVs result in TELL(error), security
validation failure results in silent discard, and correl ation-table
limts exceeded results in resource exhaustion error.

4.4. OBSERVE

OBSERVE est abl i shes a subscription for future event-driven
notifications, scoped to a single authenticated peer. OBSERVE
messages MUST be OSCORE-protected. The subscriber (sender of
OBSERVE) : MJUST al | ocat e/ updat e subscription state indexed by
Correlation ID, MIJST validate subscription limts, MJST increnent
Sequence | D, MAY include subscription paraneter TLVs (topic,

condi tions, SUBSCRI PTION LI FETIME). The publisher (receiver of
OBSERVE) : MJST val i date OSCORE, MJUST establish/refresh subscription
state, MJST enforce subscription expiration and resource ceilings,
and when the subscribed condition is met MJST deliver event
notifications as OSCORE-protected TELL nmessages to the subscriber’s
CoAP endpoint (see Section 5.6 for the notification delivery
mechani snj .

*Subscription Lifetime:* Every subscription has a lifetine after

whi ch the publisher MJST free subscription state and SHOULD send
TELL(ERR_TI MEQUT) to the subscriber. 1f the OBSERVE nessage carries
a SUBSCRI PTI ON_LI FETI ME TLV (Type=0x23), the publisher MJST use that
value (in seconds, uint32) as the lifetinme. If no
SUBSCRI PTI ON_LI FETI ME TLV is present, the publisher MJST apply the
RECOMVENDED default lifetine of 86400 seconds (24 hours).

| mpl enent ati ons MAY use a shorter default appropriate to their device
cl ass; the chosen default SHOULD be advertised in the feature-
negoti ati on response. A subscriber MJST refresh a subscription
before it expires by sending a new OBSERVE nessage with the sane
Correlation ID; the publisher MIST reset the lifetine timer upon
receipt of a valid refresh. Subscribers SHOULD refresh at |east 60
seconds before the known expiry.

The subscription remains active and the publisher continues sending

event-triggered TELL notifications until explicitly cancelled or
expired. Cancellation: sender issues OBSERVE or TELL with
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CANCEL_SUBSCRI PTI ON TLV (Type=0x80, critical), and the receiver MJST
i medi ately del ete subscription state and cease notifications; the
recei ver MJST respond with a TELL confirm ng cancellation. Errors:
subscription limts exceeded result in TELL(error), and OSCORE
validation failure results in silent drop.

4.5. Sunmmary of Normative Requirenents

Sunmary: PING is a |liveness probe, MJIST support OSCORE-protected

PI NG and MAY support unencrypted PING for |ightweight depl oynents;
TELL is an update, response, or notification and MJST use OSCORE; ASK
is a request, MJST use OSCORE, and MJST generate a TELL response;
OBSERVE i s a subscription, MJST use OSCORE, and MJUST create or update
subscription state. Agents MJST NOT overl oad verbs with inconpatible
semanti cs.

5. Mandatory Transport Bindi ng: OSCORE/ CoAP

This section defines the nmandatory-to-inplenent (M) transport

bi nding for ACP: the conbination of the Constrained Application

Prot ocol (CoAP) as the transport substrate and OSCORE as the end-to-
end object security mechanism Al conpliant ACP inpl enentations
MUST support this binding.

Depl oynents MAY support additional bindings (e.g., DILS/ UDP as
specified in [RFC9147] or QUI C) but such bindings are outside the
scope of this specification and MJUST NOT weaken or replace the
OSCORE/ CoAP MTI profile.

5.1. Mapping ACP Messages to CoAP

Each ACP nmessage (Header | TLVs | Payload) is encoded as a byte
string and placed entirely within the CoAP nessage payload. Only
OSCORE- pr ot ect ed CoAP nessages may carry ACP nessages (except PI NG
whi ch MAY be unprotected). ACP nessages MJST use: Met hod=PCST, URI -
Pat h="rnuacp" (fixed), Content-Format=application/muacp, Payl oad=Full
ACP message. Each ACP nessage corresponds to exactly one CoAP
POST.
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o m e e e e e e aaa oo +
| CoAP Header (CON NON) |
o e e e e e e e e e e aa o - +
| Uri-Path: "rnuacp" |
o m e e e e e e e aaao o +
| Content-Fornmat: application/nuacp |
o m e e e e e e aaa oo +
| OSCORE Option |
o e e e e e e e e e e aa o - +

| G phertext Payl oad |
| (encapsul ated ACP nessage) |

Figure 4: Figure 4: CoAP Envel ope Carrying a ACP Message
5.2. OSCORE Protection Requirenents

Al'l ACP nessages except unencrypted PI NG MJST be protected using
OSCORE [ RFC8613], which uses COSE [ RFC9052] for cryptographic
operations. OSCORE MJST protect: the entire ACP header (except

outer CoAP routing netadata), all TLVs except raw TLVs permitted for
PING and the entire ACP payload. OSCORE replay protection MIST be
enabled with replay wi ndows configured to match expected nessage rate
and resource constraints. OSCORE MJST use a uni que security context
per agent-pair.

5.3. Establishing OSCORE Security Contexts

Security contexts for OSCORE MAY be derived by: EDHOC ( RECOVMENDED) ,
Pre- Shared Keys (PSK), or out-of-band provisioning. Wen EDHCC is
used, the resulting OSCORE context MJST be bound to the EDHOC
handshake transcript to prevent identity msbinding attacks. |If a
devi ce exhausts its avail abl e context storage, it MJIST reject new
context establishnent requests with ERR RESOURCE EXHAUSTED. |If all
OSCORE contexts are active and a new context establishnent request
arrives, inplenentations MJST reject it with ERR RESOURCE_EXHAUSTED.

I mpl ement ati ons SHOULD i npl enent context eviction policies (e.g.,

| east-recently-used) for inactive contexts but MJST NOT term nate
active conversations. |Inplementations SHOULD [imt concurrent OSCORE
contexts according to their device class, see Section 10 for profile-
speci fic recomendations (MP: 8 contexts mninmm OCNP: 8 contexts

m nimum | NP: 64 contexts mnimun).

5.4. CoAP Message Types and Reliability
ACP builds upon CoAP reliability semantics to achieve its QS nodel.

| mpl enent ati ons MJUST map ACP QoS codes to CoAP nessage types as
fol | ows:
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| ACP Q@S | Meaning | CoAP Message Type |

[ ey C———————————————————— s p—p—_—r
| O | fire-and-forget | NON (Non-confirmable) |
Focmmnaaann R e mmeeieiaaeciiiaaaas +
| 1 | confirmable transfer | CON (Confirnable) |
T domemmemeeeemeaeeaaas e eeeeemeeeieaaaas +
| 2 | non-confirmable, no | NON (Non-confirmable, |
| | ACP retransmission | no retransm ssion) |

TS o e e e e e oo oo o e e e e e e oo +

Table 1

*Q0S Semantics:* QS=0 (fire-and-forget) provides best-effort
transfer with no ACP delivery tracking; the sender does not expect

an application response unless the verb semantics require one. QS=1
requests CoAP CON processing and CoAP retransni ssions, but a CoAP
acknow edgnment does not prove application processing. Messages may
be delivered nore than once, and receivers MJST use the OSCORE repl ay
wi ndow t oget her with Sequence ID and Correlation ID to suppress
duplicate side effects when the requested operation is not

i denpotent. (QoS=2 requests one NON transfer and no ACP
retransmission; if delivery fails, no retry occurs. QS=2 expresses
sender intent to avoid protocol retries, not a network-w de guarantee
that duplicates can never occur. |Inplenentations MJST NOT retransmnit
QS=2 nessages at the ACP | ayer.

CoAP- | evel acknow edgnments MJUST NOT be interpreted as ACP-1evel
responses. Application responses are always encoded as TELL
nessages.

5.5. Mapping ASK/ TELL to CoAP Request/ Response

ASK nessages MUST be sent as CoAP POST requests, TELL responses as
CoAP responses. OSCORE MJST protect both directions. The
Correlation ID uniquely links ASK with TELL response. CoAP Message
I Ds MUST NOT be used for application correlation. Receivers MJST

respond with TELL even when requests fail, using an Error TLW.
Agent A Agent B
POST /nmuacp (ASK, OSCORE) ---------- >

<----m----- 2. 04 Changed (TELL, OSCORE)

Figure 5. Figure 5: ASK/ TELL Over OSCORE- CoAP
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5.6. Mappi ng OBSERVE Subscri ptions

OBSERVE est ablishes a long-lived subscription. ACP defines its own
subscription nodel, independent of CoAP's (bserve extension

[ RFC7641]. The initial OBSERVE nessage MJST be sent as a CoAP POST
to the publisher’s "/nuacp" endpoint. Event notifications are
delivered by the publisher as CoAP PCST requests to the subscriber’s
"/muacp" endpoint, i.e., the publisher acts as a CoAP client for
notification delivery. Inplenmentations MJST NOT use CoAP (bserve for
ACP-defined subscription semantics. This restriction applies only
to ACP nessage exchange and does not preclude concurrent use of CoAP
Observe for resource-centric interactions outside ACP

*Notification Delivery Architecture:* ACP OBSERVE requires each
agent to expose a CoAP server endpoint at "/muacp"” and be reachabl e
by its peers for incom ng CoAP POST requests on the sel ected
transport path. Wen a subscriber sends an OBSERVE to a publi sher,
it inmplicitly registers its own CoAP endpoint (identified by the
OSCORE security context and the CoAP transport address from which the
OBSERVE was sent) as the delivery target for notifications.

Depl oyment s behi nd NATs, firewalls, or sleeping-link gateways MJST
provi de a reachabl e path by configuration, Resource Directory-

assi sted di scovery, or an application relay outside this
specification. A change in the subscriber’s transport address
invalidates the delivery target until the subscriber refreshes the
subscription. The publisher MJIST deliver event notifications to the
current delivery target as OSCORE- protected CoAP POST requests
carrying TELL nessages with the matching Correlation ID. If the
publ i sher cannot reach the subscriber’s endpoint, it MJST apply the
sel ected QoS and CoAP retransm ssion policy; after exhausting
permitted retries, the publisher MIUST terninate the subscription and
free the associated state.

CoAP (bserve (RFC 7641) is resource-centric: clients observe changes
to a specific resource identified by URI. ACP OBSERVE is
conversation-centric: agents establish subscriptions scoped to agent-
to-agent conversations, identified by Correlation I D and OSCORE
security context. \While both nechani sns provide event notification,
they address different use cases: CoAP Cbserve targets resource state
nmoni toring, while ACP OBSERVE enabl es agent interaction patterns

with subscription lifecycle tied to conversations. The two
mechani snms are conpl enmentary and nay coexist in deploynents.
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5.

5.

5.

7. Congestion Control Requirenents

Al'l ACP- over - CoAP depl oynents MJST i npl enent congestion control to
prevent network collapse and unfair bandw dth usage. |nplenentations
MUST fol |l ow CoAP congestion control nechanisns as specified in

[ RFC7252] Section 4.7.

Agents MJST adhere to: exponential backoff on CoAP CON
retransmssions (initial timeout >= 2s, max 247s per [RFC7252]), PING
rate limting (RECOWENDED default: <= 1 per 10 seconds per peer on
constrai ned networks; deploynments SHOULD configure this limt per
their link characteristics), OBSERVE throttling when bandw dth
pressure is detected, determnistic resource usage, nessage rate
limts per conversation. Wen Blockw se Transfer [RFC7959] is used,
agents MJST ensure bl ock sizes do not exceed nmenory lints.

8. Transport-Layer Error Handling

Transport errors (CoAP tinmeouts, OSCORE decryption failures, mssing
acknow edgments) MJST be translated into ACP-1evel behavior. OSCORE
decryption failures cause nmessage drop. Unacknow edged CoAP CON
messages apply ACP QoS senmantics for retransm ssion. Repeated

ti meouts nove the conversation to a failure state. Mlformed CoAP
envel opes are di scarded.

9. Summary of MIl Requirements

Al'l conpliant ACP inplenentations MJIST: support CoAP PCST to fixed
pat h "rmuacp", support Content-Format application/nuacp, protect all
messages except unencrypted PING with OSCORE, enforce OSCORE repl ay
protection, derive OSCORE contexts using EDHOC or equival ent, map QS
codes to CoAP nessage types, generate TELL responses for all ASK
messages, deliver OBSERVE notifications as TELL nmessages. This

bi ndi ng establishes interoperability and provides a m ni num security
basel i ne.

Error Handling, Version Negotiation, and Extensibility
This section defines normative error-handling rules, version-

negoti ati on nmechani sm downgrade protection requirenents, and the
extensibility franework provided by the TLV architecture.

1. Error Code TLVs

Al'l protocol -l1evel errors MIST be comuni cated using a TELL nessage
that includes an Error-Code TLV. FError codes are encoded as unsigned
8-bit integers and MJST follow the registry defined in the | ANA

Consi derati ons secti on.
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Type: 0x22 (Error-Code, see | ANA registry)
Length: 1 octet
Val ue: uint8 error code
Figure 6: Figure 6: Error-Code TLV
The sender MUST set the Correlation ID of the error response to match
the 1D of the failing message. Receivers MJST interpret the error
code as part of the ACP conversation state.
6.2. Standardized Error Conditions

The followi ng error codes are defined for ACP
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Fomm o - e e e e e oo o m e e e e e e e e e eee oo s

| O0x09 | ERR_REPLAY | Message rejected as potential

| | | replay or out-of-order

| | | delivery (Sequence ID |less

| | | than or equal to |ast

| | | observed value for this

| | | Correlation ID).

S o o m e e e e e e e eee— oo
Table 2

| mpl enent ati ons MAY define additiona

No error, operation conpleted
successfully. This code is
OPTI ONAL. If omtted,
successful conpletion is

i ndi cated by the absence of
an Error-Code TLV. Receivers
MUST treat the absence of an
Error-Code TLV as equi val ent
to SUCCESS (0x00).

Mal f or med header, TLV, or
payl oad.

Verb not recogni zed or not
supported by receiver.

Critical TLV not understood.

Qperation not permtted due
to policy or authorization

Menory, CPU, or subscription/
conversation limts exceeded.

Message uses unsupported
protocol version.

Sender or receiver tinmed out
while waiting for a response.

Internal failure not covered
by other error categories.

private-use range but MJST NOT redefine standardi zed codes.
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6.3. Handling Ml formed Messages

Recei vers MUST apply strict validation: if header TLV Length exceeds
remai ning bytes or the active profile limt, discard; if an

i ndi vidual TLV Length exceeds the renmaining TLV-region bytes,

discard; if TLVs appear out of Type order, discard; if required TLV
(future versions) is absent, reject; if header fields contain invalid
combi nations (e.g., reserved bits set), reject; if OSCORE decryption
fails, discard without error signaling. Were feasible, receivers
SHOULD send TELL(error) unless doing so would anplify a denial -of -
service attack.

6.4. Conversation-Lifetime Error Handling

Conversations MAY fail due to timeouts, resource limts, or message
corruption. Wen such failures occur

* The agent MJST free associ ated resources (conversation-table
entries).

* The agent SHOULD send an ERR TI MEQUT or ERR RESOURCE EXHAUSTED
TELL message.

* For resource exhaustion, an agent MJUST NOT attenpt recovery that
risks violating its resource budget.

If a Correlation ID collision is detected (a new nessage arrives with
a Correlation ID matching an active conversation fromthe sane
sender, as identified by the OSCORE security context), the receiver
MUST apply the following determnistic strategy in order

1. If the conversation table is full (all entries occupied), reject
the new nessage wi th ERR_RESOURCE EXHAUSTED and mai ntain the
exi sting conversation.

2. |If the new nessage’s Sequence ID (fromthe sane sender) is
greater than the existing conversation's |ast observed Sequence
ID fromthat sender, term nate the existing conversation (free
its resources), accept the new nessage, and create a new
conversation entry. This handles legitimate Correlation ID reuse
after conversation conpletion or tineout. Note: Sequence IDs are
per-sender and nonotonically increase within each sender’s
message stream To handl e Sequence | D wrap-around (nodul o 2716),
i mpl ement ati ons MJUST use sequence nunber conparison as defined in
[ RFC1982] Section 3.1: given two Sequence IDs S1 and S2, Sl is
considered greater than S2 if (S1 > S2 and S1 - S2 < 2715) or (Sl
< S2 and S2 - S1 > 2715). This ensures correct ordering even
when Sequence IDs wrap from OXFFFF t o 0x0000.
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3. If the new nmessage’s Sequence IDis less than or equal to the
exi sting conversation s | ast observed Sequence ID fromthe sane
sender, reject the new message as a potential replay or out-of-
order delivery. The receiver MJUST NOT nodify the existing
conversation state and SHOULD silently discard the new nessage
(or MAY send ERR REPLAY to indicate the rejection reason).

This deterministic strategy ensures interoperability while preventing
resource exhaustion and replay attacks. Correlation ID collisions
are rare when Correlation IDs are randomy generated with sufficient
entropy. Collisions fromdifferent senders (different OSCORE
contexts) are handl ed separately, as each OSCORE context nmaintains
its own conversation state. The Sequence |D conparison is secure
because Sequence IDs are authenticated and integrity-protected by
OSCORE.

*Exanple:* |f an active conversation exists with Correlation

| D=0x1234 and | ast observed Sequence | D=0x0010 from sender A
(identified by OSCORE context A), and a new message arrives with
Correl ati on | D=0x1234 and Sequence | D=0x0015 from the sane sender A,
the receiver term nates the old conversation and accepts the new one.
If the new nmessage has Sequence | D=0x0005 from sender A it is
rejected as a potential replay. |If a nessage arrives with

Correl ation |1 D=0x1234 from sender B (different OSCORE context), it is
treated as a separate conversation, as conversations are scoped per
OSCORE security context.

6.5. Version Negotiation

ACP includes a Version-TLV (Type=0x01) that MAY be included in any
message to indicate supported protocol versions. |f no Version-TLV
is present, receivers MJST assune version 0x00 (this specification).

The VER header field is the wire-format sel ector and MJUST be exam ned
before interpreting any TLV, including the Version-TLV. A receiver
MJUST parse the fixed header, validate that VER identifies a supported
wire format, and only then parse the TLV regi on according to that
version’s rules. The Version-TLV negotiates the version to use for
subsequent nessages in a conversation; once a version is selected,
senders MJST pl ace the selected value in the VER field of subsequent
messages for that conversation.

Ver sion negotiation follows these rules:
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* |f a nessage includes a Version-TLV that indicates only
unsupported versions (i.e., all versions listed in the Version-TLV
are higher than the receiver’s maxi num supported version), the
receiver MJST return ERR VERSI ON M SVMATCH in a TELL error
response.

* |f the Version-TLV contains at |east one supported version, the
recei ver MJST use the highest mutually supported version for
subsequent nessages in the conversation

* \When both parties send Version-TLVs (e.g., in ASK and TELL), each
party MJST i ndependently sel ect the highest nutually supported
version fromthe union of both Version-TLV lists. |f no comon
version exists, the receiver MJST return ERR VERSI ON M SMATCH

* The selected version applies to all nmessages in the conversation
identified by the Correlation ID. Once a version is selected, it
MUST NOT be changed for that conversation

* Version-TLV-based negotiati on MJST occur under OSCORE protection.
Note: the VER header field (byte 5 bits 7-4) carries the active
versi on unprotected by design, since it nust be read before OSCORE
decryption; this is intentional. PING nessages SHOULD NOT carry
Version-TLV. |f Version-TLV negotiation is required before OSCORE
context establishnent, inplementations SHOULD establish the OSCORE
context first, then negotiate versions in a subsequent message.

Type: 0x01 (Version)

Length: N (nunber of supported versions, 1-255)

Val ue: Sequence of N unsigned 8-bit integers.
Each integer represents one supported protocol version
(e.g., [0x00] for version 0).

Figure 7: Figure 7: Version TLV

*Encoding: * The Value field of the Version TLV is a sequence of N
unsigned 8-bit integers (where Nis the Length field value). Each

i nteger represents a protocol version nunber. For exanple, a Version
TLV indicating support for versions 0x00 and 0x01 woul d have Lengt h=2
and Val ue=[ 0x00, 0x01]. Inpl enentati ons MJST encode versi on nunbers
as single octets (0-255). Receivers MJST parse the Value field as a
sequence of Length octets, each interpreted as an unsigned 8-bit
versi on nunber.
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6

6

6

6. Downgrade and Version-Rol | back Protection

I mpl enent ati ons MUST ensure attackers cannot force a peer to use a
| ower protocol version when a higher nutually supported version is
avai l abl e. The highest nutually supported versi on MUST be chosen
Ver si on negotiation MJST occur inside OSCORE-protected nessages
(except PING. Agents MJUST NOT downgrade versions unless a failure
condition explicitly requires fallback

7. Extensibility Franmework

ACP evol ves through TLV-based extensibility. Constraints: receivers
MUST i gnore unknown non-critical TLVs, inplenentations MJUST NOT reuse
TLV Types for different semantics, future versions MAY introduce
critical TLVs (unsupported critical TLVs trigger

ERR _UNSUPPORTED TLV), all TLVs MUST be sorted by increasing Type

val ue, and private-use TLV val ues MJST NOT be assuned to interoperate
across vendors. Conpl ex extensions SHOULD define new structured TLVs
rather than overloading primtive types.

8. Sunmmary of Normative Requirenents

Mal f or med nessages MJST be rejected and SHOULD trigger TELL(error)

unl ess unsafe. Errors MJST use standardi zed codes. Version

negoti ati on MUST prefer the highest nutually supported version
Unknown non-critical TLVs MJST be ignored, unknown critical TLVs MJUST
trigger errors. OSCORE failures MJST cause silent discard. Resource
exhaustion MJST | ead to conservative cleanup behavi or

| ANA Consi der ati ons

This section requests the creation of new registries and assi gnnments
required for ACP to function as an interoperable Internet protocol
Thi s docunent is published on the I ndependent Subni ssion stream
Consi stent with the independent stream s scope, all new registries
use the Expert Review policy as defined in [ RFC8126] Section 4.5,
admi ni stered by designated experts appointed by I ANA in consultation
with the I SE. Designated experts are expected to have expertise in
constrained 10T protocols (e.g., CoAP, OSCORE, 6LoWPAN). Expert
review criteria: the proposed val ue nust have a stable public
specification, must not conflict with existing assignnents, and nust
be consistent with the ACP design principles in this document.
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.1. ACP TLV Types Registry

IANA is requested to create a newregistry entitled "ACP TLV Types”
(8-bit values 0-255). Each entry MJST contain: Val ue, Nane,
Description, Value format, Reference. The range is divided as

fol |l ows:

Bit 7 of the Type byte is the Criticality flag (0 = non-critical, 1 =
critical). Al ranges use Expert Review unless noted:

*  *0x00-0x1F* (non-critical): Expert Review
*  *0x20-O0x7F* (non-critical): Expert Review
*  *0Ox80-0x9F* (critical): Expert Review

*  *0OxAO-OxBF* (critical): Expert Review

*  *0OxC0-OxFF* (critical): Private Use

Initial values, all wth Reference "This docunent":

| 0X00 | RAW OCTETS
|

+

I

+

| Unstructured | Opaque|
| | data, MJST NOT |
I I | appear in I
| | | encrypted |
I I | nessages; I
| | | restricted to |
| | | unencrypted |
| | | PING Payl oad |
| | | MJST be zero- |
| | | length or |
| | | limted to 255 |
I I | bytes. I
| Advertised | Array |
| supported | of |
| protocol |uint8 |
| versions. | |

| 0x02 | CONTENT_TYPE | No | Specifies |uint8 |
| | | | payl oad | |
| | | | encodi ng. | |

| 0x03 | CBOR_PAYLQAD | No | Payl oad encoded |CBOR |
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| 0Ox10 | RESERVED_FRAGVENTATI ON

SUBSCRI PTI ON_LI FETI ME

CANCEL _SUBSCRI PTI ON

Reserved for
future
fragnmentation

extension. NOT
defined by this

speci fication.

Recei vers MUST
silently ignore

this TLV unti
a future
docunent
defines its
semant i cs.

Subscri ption
topic for
OBSERVE.

Tri gger
condi tion for
OBSERVE.

Error code
returned in
TELL(error).

Request ed
subscri ption
lifetime in
seconds for
OBSERVE.
ui nt 32, big-
endian. |If
absent ,
publ i sher

appl i es defaul t

( RECOMVENDED:

86400 seconds).

Explicit

term nation of
OBSERVE
subscription.
Critical:

recei vers MJST
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| data |
|[item |

| UTF- 8

ui nt 32|
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Value field
MUST be enpty
(Lengt h=0) .
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Future extensions MJUST NOT assign new semantics to existing TLV

val ues.

7.2. ACP QS Codes Registry

IANA is requested to create a registry entitled "ACP QS Codes".

QS is encoded as a 2-bit field in the header (val ues 0-3).

+=======
| Val ue
| O

I

I

| 1 I
I I
I I
I I
| 2 I
I I
I I
I I
| 3 I
I I

7.3. ACP Verb Codes Registry

I ANA is requested to create a registry entitled "ACP Verb Codes".

Verb val ues occupy 2 bits but are listed numerically (0-3).

Mal Ii ck & Chebol u

Descri ption | Reference |
e —————————— Ll p—p—_—(—————r
No reliability, | This |
mapped to CoAP | docunent |
NON. | |
----------------- S
| Use CoAP CON | This |
| and CoAP | document |
| retransm ssion | |
| behavi or. | |
----------------- e
| Use one CoAP | This |
| NON transfer | document |
| with no ACP | |
| retransm ssion. | |
----------------- e
Reserved for | This |
| future use. | document |
----------------- S
Tabl e 4
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[ ool oo sl s oo e e s
| Value | Name | Description | Reference |
[ bbb ol o fumesboms el S fos ey emsfespsesespesfesspeesfespepet
| O | PING | Liveness probe. | This docunent |
oo - O o m oo Fom e +
| 1 | TELL | State update, | This document |
| | | notification, or response. | |
B S, B S o m e e e e e e e e m e ao- Fom e e e oo - +
| 2 | ASK | Request for information or | This document |
| | | action. | |
oo - O o oo Fom e +
| 3 | OBSERVE | Subscription to events or | This docunent |
| | | state changes. | |
B S, B S o m e e e e e e e e m e ao- Fom e e e oo - +
Table 5

7.4. ACP Error Codes Registry

I ANA is requested to create a registry entitled "ACP Error Codes"
consi sting of integers 0-255.

The assignnment policy for values 0-127 is Expert Review. Val ues
128-255 are Private Use.

Initial val ues:
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B ool oo oo s s e g
| Code | Name | Description | Reference |
b bbbl e ey e e e gt
| 0x00 | SUCCESS | No error, operation | This |
| | | conpl eted | document |
| | | successfully. | |
ommmo - oo Fom e S +
| O0x01 | ERR_MALFORMED | Mal formed header, | This |
| | | TLV, or payl oad. | document |
+o-m - - o e e e e e e oo oo oo o e e e e m oo oo S +
| Ox02 | ERR_UNSUPPORTED VERB | Verb not recognized | This |
| | | or not supported. | document |
ommmo - oo Fom e S +
| 0x03 | ERR_UNSUPPCRTED TLV | Critical TLV not | This |
| | | under st ood. | document |
+o-m - - o e e e e e e oo oo oo o e e e e m oo oo S +
| O0x04 | ERR _FORBI DDEN | Operation not | This |
| | | permtted. | document |
ommmo - oo Fom e S +
| Ox05 | ERR_RESOURCE_EXHAUSTED | Resource limts | This |
| | | exceeded. | document |
+o-m - - o e e e e e e oo oo oo o e e e e m oo oo S +
| Ox06 | ERR _VERSI ON M SMATCH | Unsupported | This |
| | | protocol version. | document |
ommmo - oo Fom e S +
| O0x07 | ERR_TI MEQUT | Request timed out. | This |
| | | | document |
+o-m - - o e e e e e e oo oo oo o e e e e m oo oo S +
| Ox08 | ERR_I NTERNAL | Internal failure. | This |
| | | | document |
ommmo - oo oo S +
| O0x09 | ERR _REPLAY | Message rejected as | This |
| | | potential replay. | document |
+o-m - - o e e e e e e oo oo oo o e e e e m oo oo S +
Table 6

7.5. CoAP Content-Format Registration

I ANA is requested to register the foll owi ng CoAP Cont ent - For mat :
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[ ool oo s e el s g

| Media Type | Encoding | ID | Reference |

[ S ety s ey s el sty

| application/nmuacp | binary | TBD (to be | This |

| | assigned by | ANA) | docunent |

I I IR R R I I IR R I +
Table 7

This Content-Format is mandatory for all ACP-over-CoAP nessages.

The Content-Format ID will be assigned by I ANA prior to publication.
CoAP Cont ent - Format assi gnnments for independent subm ssions foll ow
the Expert Review policy for the CoAP Content-Formats registry.

7.6. Media Type Registration

I ANA is requested to register the following nedia type in the
"application" registry per [ RFC6838]:

Type name: application

Subt ype nane: rmnuacp

Requi red paraneters: none

Opti onal paraneters: none

Encodi ng consi derations: binary

Security considerations: See the Security Considerations section.

Interoperability considerations: Defined by the ACP header,
TLV-regi on, and payl oad structure.

Publ i shed specification: This docunent.

I nt ended usage: COVMON

Aut hor/ Change controller: |ESG

7.7. Well-Known CoAP Resource

I ANA is requested to register the followi ng well-known UR suffix per
[ RFC8615] using the "Specification Required" policy:

B sl e s s s sl oo e °}
| URI Suffix | Description | Reference |
B Rl e ey sty o
| nuacp | Di scovery resource | This |
| | indicating ACP support. | docunment |

I I I I I +

Tabl e 8
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A CoAP CGET to /.well-known/ nuacp SHOULD return a CBOR structure
(Content-Format: application/cbor) describing supported TLVs, naxinmm
sizes, and supported versions as specified in Section 10.5. A
successful response (2.05 Content) MJUST contain a CBOR map. A 4.04
Not Found response indicates that ACP is not supported by the

device. Inplenentations MIST handl e both success and error responses
graceful ly.

7.8. Summary of | ANA Actions

I ANA is requested to: create the ACP TLV Types registry (Expert

Revi ew) and popul ate initial values, create the ACP QoS Codes
registry (Expert Review), create the ACP Verb Codes registry (Expert
Review), create the ACP Error Codes registry (Expert Review),

regi ster the CoAP Content-Format application/muacp (Expert Review),
regi ster the nmedia type application/nuacp (Expert Review per RFC
6838), and register the well-known URI suffix nuacp (Specification
Required per RFC 8615). All Expert Reviewregistries will be

admi ni stered by designated experts appointed by | ANA on advice of the
| SE.

8. State Machines and Processing Logic

This section defines normative finite-state machi nes (FSMs) governing
ACP conversations. |nplenmentations MJST inplenment these FSMs for
determnistic, interoperable behavior. Agents operate according to:
recei ve message, validate OSCORE (if required), validate header/TLVs/
payl oad, identify conversation via Correlation ID, execute verb-
specific FSMtransition, emt resulting nessages. Agents MJST
enforce a bounded maxi num nunber of concurrent conversations
determned by their resource profile (see Section 10). Agents MJST
reject new conversations with ERR RESOURCE EXHAUSTED when resource
limts are exceeded.

8.1. ASK/ TELL Conversation State Machi ne

ASK initiates a conversation, TELL conpletes it. States: IDLE ->
(send ASK) -> WAIT_RESP -> (recv TELL) -> COVPLETED -> cl eanup. On
timeout with QoS=1, the CoAP | ayer retransmts the CON request; after
CoAP exhausts MAX RETRANSM T retransn ssions w thout acknow edgnent,
ACP MJST transition to COMPLETED with ERR TIMEQUT. On tinmeout with
QS=0 or Q©S=2 (no retransm ssion), ACP MJST imedi ately transition
to COWLETED with ERR TI MEQUT. Receiver MJST emt TELL(error) for
protocol errors.
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o +
| | DLE |
o e e e oo +
I
| (send ASK)
v
o +
| WAI T_RESP | <--+
R + | (CoAP retransmt,
| | | QoS=1 only, while
(recv TELL) | | | retries renain)
| (tinmeout, |
| QS=0/2; or ----+
| QoS=1 after
| max retries)
%
o e e e oo +
| COVPLETED |
| (ok or ERR_ |
| TI MEQUT) |
o e e e oo +

(cleanup) --> returns to |IDLE
Figure 8 Figure 8: ASK/ TELL State Machine
8.2. PING State Mchine

PI NG serves as a mnimal |iveness check. PINGis stateless and does
NOT create persistent conversation table entries. States: |IDLE ->
(send PING -> WAIT_PONG -> (recv TELL with matching Correlation ID,
or timeout) -> COWPLETED. Responses are always Verb=TELL: OSCORE-
protected TELL for OSCORE-protected PING unprotected TELL for
unencrypted PING (when permtted). |nplenentations MJST support
OSCORE- pr ot ect ed PI NG and MAY support unencrypted PING for

I'i ghtweight |iveness detection. PING MJST NOT nodify application
state and MUST NOT cause retransni ssions on tineout.
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R +
| IDLE |
Fomm oo +
| send PING
v
o e e o - +
| WAI T_PONG |
o e e - +
| AN
recv pong | | tinmeout
v I
o e e o - +
| COWLETED |
o e e - +

Figure 9: Figure 9: PING Liveness FSM
8.3. OBSERVE Subscription State Machine

OBSERVE est abl i shes a long-1lived subscription that persists and
delivers nultiple event-triggered notifications until cancelled or
expired. The FSMresides on the publisher (receiver of OBSERVE).
Each event trigger causes a TELL notification; the subscription
returns to SUBSCRI BED and awaits the next event. Subscriptions MJST
expire after the negotiated or default lifetine (see Section 4.4) and
MJST enforce resource ceilings (max subscriptions per peer). A new
OBSERVE on the sane Correlation ID fromthe sane peer resets the
lifetime timer. Upon expiry, the publisher MJST free all
subscription state and SHOULD notify the subscriber via a

TELL( ERR_TI MEQUT) .
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v
o a o + <emme----- +
| SUBSCRI BED | |
Fom e + |

I
(event trigger) | (expiry/limt) |
% % |
- S S RS- + |
NOTI FY | | TERM NATED| |
| (TELL) | +---------- + |
L + cl eanup |
| -> NO_SUB |
| (notify sent; subscription |
| still active) |
o e e e e e e e ememao - +

(recv CANCEL_SUBSCRI PTI ON TLV
or OBSERVE
wi th CANCEL _SUBSCRI PTION at any tine)

\"
Fommmea s +
| TERM NATED)
oo +

cl eanup -> NO_SUB
Figure 10: Figure 10: OBSERVE Subscription FSM (Publisher Side)
8.4. FError-State Transitions

Errors MJST transition FSMs to predictable termnation states:
ERR_MALFORMED causes discard with no state, ERR _UNSUPPORTED TLV
term nates the conversation and sends error TELL, ERR TI MEQUT
completes with error and frees resources, ERR RESOURCE EXHAUSTED
rejects without new state, and OSCORE failure causes silent discard
with no state update.
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8.5. Processing Tine and Resource Bounds

Al FSMtransitions MJST conplete in bounded tinme and menory.
Required limts: conversation table (a bounded nunber of entries,
determned by the active interoperability profile), subscription

tabl e (a bounded nunber of entries, determined by the active
interoperability profile), deterninistic nmessage buffer sizes (header
pl us bounded TLV regi on plus bounded payl oad), tiners w thout per-
message dynam c allocation. Nuneric mninums are defined only in
Section 10 (Interoperability Profiles). Platforms MAY use

preal | ocated nmenory pools or static tables.

9. Security Considerations

This section defines the security properties, assunptions, and
mandatory nmitigations for ACP. The protocol relies on OSCORE and
the underlying transport for security. Al inplenentations MJST
follow the requirements in this section to avoid exposure to denial -
of -servi ce, spoofing, downgrade, replay, or privacy attacks.

9.1. Threat Model

The ACP threat nodel assunes attackers nmy: passively eavesdrop,

modi fy, inject, reorder, or replay nessages, exhaust

menor y/ CPU/ st or age/ ener gy/ subscri ption tabl es, desynchronize state,
conduct traffic analysis, attenpt version downgrades, exploit weak
random nunber generation or incorrect OSCORE configuration. The
protocol provides security *only* when inplenented with OSCORE.
Attackers are assuned to have full control of the transport |ayer but
not of OSCORE-protected channel s.

9.2. Authentication, Integrity, and Confidentiality

Al'l ACP nessages except unencrypted PING MJST be authenticated and
integrity-protected using OSCORE. OSCORE provi des peer

aut henti cati on (when derived from EDHOC or provisioned credentials),
integrity protection over header/TLVs/ payl oad, replay protection, and
request/response binding. |nplenmentations MJST use a uni que OSCORE
security context per comunicating peer. TELL, ASK, and OBSERVE
messages MUST be encrypted via OSCORE. Authorization MIST be
enforced before perform ng operations triggered by ASK or OBSERVE.
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9.3. Replay Prevention and Freshness

ACP relies on OSCORE replay protection. |nplementations MJST enabl e
and correctly maintain OSCORE replay w ndows. Receivers SHOULD

mai ntain a per-peer sliding wi ndow of recent Sequence | Ds.
Subscription-triggered notifications MJST validate freshness. Agents
MUST rej ect delayed or reordered nmessages if OSCORE replay w ndows

i ndi cate a stal e nonce.

9.4. Denial-of-Service and Resource Exhaustion

I mpl ement ati ons MUST enforce: maxi num active conversations
(determined by interoperability profile), maxi mum OBSERVE
subscriptions (determ ned by interoperability profile), rate limts
on PING and ASK, TLV region size limts (max 1024 bytes), payl oad
size limts deternmined by the active profile (MP default: 1024
bytes; INP: up to 65535 bytes), and static/preallocated nenory pools.
Nuneric minimunms are defined in Section 10 (Interoperability
Profiles). When limts are exceeded, agents MJST return

ERR RESOURCE EXHAUSTED or silently drop messages. CoAP-level DoS
mtigation (exponential backoff, NON vs CON) MJIST al so be appli ed.

9.5. Subscription Security

OBSERVE and CANCEL_SUBSCRI PTI ON MUST be OSCORE- pr ot ect ed.
Subscriptions MJST be bound to an authenticated OSCORE context.
Correlation I Ds MIJST be unpredictable. Subscription deletion MJST
require a valid CANCEL_SUBSCRI PTION fromthe sane authenticated peer
or tinmeout/resource exhaustion. Agents MJST reject subscription
attenpts exceedi ng resource ceilings.

9.6. Downgrade Protection

The hi ghest nutually supported version MJST be used. Version
negoti ati on MUST occur under COSCORE (except PING. Agents MJST
reject nessages advertising only unsupported versions and MJST NOT
fall back silently to | ower versions.

9.7. Key Managenent

| npl enent ati ons MJST provide: secure key provisioning (EDHOC, PSK, or
manufacturing-time injection), rotati on of OSCORE naster secrets,
secure del etion of expired keys, protection agai nst key reuse across
peers, and protection against side-channel extraction. Conprom se of
OSCORE keys conprom ses all ACP security properties.
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*Key Rotation:* OSCORE master secrets SHOULD be rotated periodically
(e.g., tinme-based: 30-90 days, usage-based: after 2"32 messages, or
event - based: upon conprom se suspicion). Rotation procedures MJST
preserve active conversations where possible.

9.8. Side-Channel Attacks

9.

10.

10.

Constrai ned devices may be vul nerable to side-channel attacks
(timng, power, electromagnetic). Inplenentations SHOULD: use
constant-tinme cryptographic operations, mnimze observable timng
di fferences, protect agai nst power analysis (HSMs or software

count ernmeasures), avoid | eaking information through error timing or
resource allocation, use secure random nunber generators for
Correlation I Ds and Sequence IDs. \While conplete side-channel

resi stance may be inpractical on severely constrained devices,

i mpl ement ati ons SHOULD docunent their threat nodel and mitigations.

9. Safe Failure Mdes

Mal f or med nessages MJST be di scarded without modifying state. OSCORE
failures MJUST be silent and MUST NOT produce error messages usable
for oracle attacks. Tinmeouts MJST clean up state deterministically.
Subscription state MJST never persist without authenticated refresh.

Interoperability and Depl oyment Profiles

This section defines the mnimumfeature set required for
interoperability between ACP inplenentations, along wth depl oynent
profiles tailored to different classes of devices and networks.

1. MninmumInteroperability Profile (MP)

M P defines the absolute floor: every conformant ACP inpl ementation
MUST satisfy MP regardl ess of device class. Al ACP

i mpl ement ati ons MJUST support: the 64-bit header format (including the
VER field), all four verbs (PING TELL, ASK, OBSERVE), TLV processing
with ordering and size limts, OSCORE/ CoAP transport binding,

Cont ent - For mat appl i cation/ muacp, and error-handling and state-

machi ne behavi or as defined in this specification.

* M nimum concurrent conversations: 8
* M ni mum concurrent subscriptions: 4

*  Maxi mum payl oad size: 1024 bytes (senders MJST NOT send | arger
payl oads to M P peers without prior capability negotiation)

*  Maxi mum TLV region: 1024 bytes

Mal |'i ck & Chebol u Expi res 29 Novenber 2026 [ Page 42]



I nternet-Draft ACP May 2026

10.

10.

2. Constrained Node Profile (CNP)

CNP targets severely constrained mcrocontroller-class devices (d ass
1: ~10 KB RAM/ 100 KB flash; Cass 2: ~50 KB RAM/ 250 KB fl ash per

[ RFC7228]). CNP is a constrained inplenentation profile that still
satisfies the MP receive requirements. |nplenentations declaring
CNP conpliance MJST satisfy MP and additionally MJST use static/
preal | ocated buffers, mnimze | ogging, and SHOULD prefer PSK/ EDHOC-
based OSCORE cont exts.

* M ni mum concurrent conversations: 8 (same as MP mninunm CNP
nodes SHOULD expose this limt via feature negotiation)

* M ni mum concurrent subscriptions: 4 (sane as M P m ni nun

*  Maxi mum payl oad size accepted: 1024 bytes (sane as MP)

*  Maxi mum TLV regi on accepted: 1024 bytes (same as M P)

Not e: CNP nodes MAY use smaller routine application payl oads, for
exanpl e 512-byte payl oads and 256-byte TLV regi ons, as |ocal sending
defaults. Those local defaults MJST NOT be advertised as peer
receive limts unless the inplenentation is explicitly operating
out side M P confornance.

3. Infrastructure Node Profile (INP)

INP targets edge gateways and cloud-side collectors. Inplenentations
MUST support full subscription features, extended TLV sets, high-

t hroughput replay wi ndows, EDHOC key exchange, and rate-shaping for
constrai ned peers. |NP nodes MAY provide protocol translation and
har dwar e- accel erated crypto.

* M nimum concurrent conversations: 64

* M ni mum concurrent subscriptions: 16

*  Maxi mum payl oad size: 65535 bytes

*  Maxi mum TLV regi on: 1024 bytes
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10.4. Cross-Profile Interoperability

VWhen an | NP node conmuni cates with a CNP node, the I NP node SHOULD

di scover the peer’'s capabilities via feature negotiation

(Section 10.5) before sending | arge nessages, and MJST NOT exceed the
peer’s advertised payload or TLV limits. CNP nodes MJST ignore
unknown non-critical TLVs. MP conpliance is always the fallback
when no capability advertisement is available, all parties MJST
assune MP limts. Al profile interactions MJIST preserve security
properties.

10.5. Feature Negotiation

Feat ure di scovery uses GET /.well -known/ muacp, returning a CBOR map
describing the device's ACP capabilities. The response MJST use
Cont ent - For mat application/cbor and MUST conformto the follow ng
CDDL schema:

muacp-capabilities = {
? "max-tlv-size" => uint, ; Max TLV bytes

? "max- payl oad-si ze" => uint, ; Max payl oad bytes
? "supported-tlv-types" => [*uint], ; TLV Type val ues
? "supported-versions" => [*uint], ; Protocol versions
? "congestion-nodes" => [*text], ; Congestion nodes
? "conversation-linmt" => uint, ; Max conversations
? "subscription-limt" => uint, ; Max subscriptions
? "default-sub-lifetime" => uint, ; Default subscription lifetinme (seconds)
? "profile" => ("mp" / "cnp" / "inp"), ; Profile identifier
}
Figure 11: Feature Negotiati on Response Format (CDDL)
Al fields are optional. |If afield is omtted, inplenmentations MJST
assume the MP mnimumfor that capability. Nodes SHOULD cache
results until expiration or reboot. |f the resource is unavail able

(4.04 Not Found), inplenentations MJST assune MP defaults: max-tlv-
si ze=1024, max-payl oad-si ze=1024, conversation-limit=8, subscription-
limt=4, default-sub-Ilifetime=86400, supported-versions=[0x00].
Senders MJST NOT transmit payl oads or TLV regi ons exceeding the
peer’s advertised or assuned linmts.

11. Wre Exanples
This section provides essential normative exanpl es of ACP nessages.
Addi tional test vectors are available in the reference inplenentation

repository [ MUACP-1 MPL]. Byte order is network byte order (big-
endi an) .
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11.

11.

1. Mnimal PING (unencrypted)

A minimal PING contains only the ACP header. The conplete 64-bit
header is:

00 01 # Sequence | D = 0x0001

00 01 # Correlation I D = 0x0001

00 # QS =0 (bits7:6), Verb = 0 (bits5:4), Flags = 0
00 # VER = 0 (bits7:4), Reserved = 0 (bits3:0)

00 00 # TLV Length = 0 bytes

Total: 8 bytes
Figure 12: Example 1: PING Message (Hex)

No TLVs, no payload. This nessage nay be sent unencrypted over CoAP
NON.

2. ASK/ TELL over OSCORE

ASK messages are sent as CoAP POST requests with OSCORE protection.
The unencrypted ACP ASK structure: Header (Sequence | D=0x0002,

Correl ati on | D=0x0003, QoS=1, Verb=2), optional TLVs, optional

payl oad. After OSCORE encryption, the conplete ACP nessage becones
the CoAP payl oad. TELL responses use the sane Correlation ID and are
al so OSCORE- pr ot ect ed.

*Conpl et e Exanpl e:* The foll owi ng shows a conpl ete ASK/ TELL exchange:

Step 1: ASK before OSCORE encryption:
Header (8 bytes):

00 02 # Sequence | D = 0x0002
00 03 # Correlation I D = 0x0003
60 # QS=1 (confirmable, bits7:6=01),
# Verb=2 (ASK), Flags=0
00 # VER=0, Reserved=0
00 00 # TLV Length = 0 bytes
TLVs (none in this exanple):
[ No TLVs]
Payl oad (CBOR-encoded request, 13 bytes):
Al # CBOR map(1): 1 key-value pair
66 61 63 74 69 6F 6E # text(6): "action"
64 72 65 61 64 # text(4): "read"

Total ACP nessage:
8 bytes (header) + 0 bytes (TLVs) + 13 bytes (payl oad)
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= 21 bytes

Step 2: CoAP POST with OSCORE (encrypted):
CoAP Header: 44 02 7A 10 # CON, POST, M D=0x7Al0
CoAP Opti ons:
0B 6D 75 61 63 70 # Uri-Path: "nuacp"
[Content-Format: application/nuacp; | ANA val ue TBD|
09 XX # OSCORE Option

OSCORE- Pr ot ect ed Payl oad (encrypted ACP nessage):
[ G phertext depends on OSCORE context]
Note: the 21-byte nessage from Step 1 is encrypted here

Step 3: TELL before OSCORE:
Header (8 bytes):

00 03 # Sequence | D = 0x0003

00 03 # Correlation I D = 0x0003

10 # QS=0, Verb=1 (TELL), Flags=0

00 # VER=0, Reserved=0

00 03 # TLV Length = 3 bytes
TLVs:

22 01 00 # Error-Code TLV:

# Type=0x22, Len=1, Val ue=SUCCESS

Payl oad (CBOR-encoded result, 10 bytes):

Al # CBOR map(1l): 1 key-value pair

65 76 61 6C 75 65 # text(5): "val ue"

F9 4D 60 # floatl6: 21.5

# 0x4D60 decodes to 21.5

Step 4: CoAP Response with OSCORE (encrypted):
CoAP Header: 64 44 7A 10 # ACK, 2.04 Changed, M D=0x7Al0
OSCORE- Pr ot ect ed Payl oad (encrypted ACP TELL):
[ G phertext depends on OSCORE context]

Fi gure 13: Exanple 2: Conplete ASK/ TELL Exchange

Conpl et e hexdunps of encrypted payl oads with actual OSCORE ci phertext
are provided in the reference inplenentation repository, as they
depend on specific OSCORE security contexts, nonces, and key

material .

*Not e: * The Content-Format nuneric option value is intentionally
omtted fromthis exanple because it will be assigned by | ANA during
the 1 ESG revi ew process. Confornmant inplenentations MIST use the
assi gned val ue for application/nuacp.
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12.

13.

13.

Conf ormance Checkl i st

This section summari zes the conformance points that inplenmentations
need to satisfy. Conpliance is deternmined by the normative
requirenents in this specification; external test suites and the
reference inplenentation repository [ MUACP-IMPL] are informative aids
and do not define additional normative requirenents.

A conformant inplenentation MIST satisfy the normative requirenents
in the followi ng categories

* *Header and TLV Encodi ng:* Correct parsing of all header fields,
TLV ordering, size limts (1024 bytes TLV region, 65535 bytes
payl oad), and handling of unknown TLVs.

* *Parser Robustness:* Safe handling of malfornmed headers, oversized
payl oads, invalid TLV |l engths, and resource exhaustion conditions.

* *State-Machi ne Behavior:* ASK/ TELL conversation lifecycle, OBSERVE
subscri ption managenent, PI NG statel essness, and determ nistic
error transitions.

*  *OSCORE Security:* Authentication and decryption of protected
messages, replay wi ndow enforcenment, context isolation, and
downgr ade protection.

* *Resource Constraints:* Conversation table limts, subscription
limts, and bounded processing tine (mninuns defined per
interoperability profile in Section 10).

* *|Interoperability:* Successful nessage exchange between
i ndependent i npl enentations under the M nimum Interoperability
Profile.

Test vectors can hel p denpnstrate these properties, but a test suite
cannot weaken, replace, or add to the requirenents in this docunent.
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Open Questions for W rking Goup D scussion

The foll owi ng design choices are highlighted for working group review
and consensus- bui | di ng:

1. *Unencrypted PING * Shoul d unencrypted PING be nmandat ory-t o-
i mpl ement (for maxi muminteroperability), optional (current
specification), or prohibited (for nmaxi mum security)? The
current draft specifies MAY to bal ance |ightweight |iveness
detection with security concerns.

2. *Resource Mnimuns:* Are the profile-specific resource limts
(MP: 8/4, CNP: 8/4, INP: 64/16 conversations/subscriptions)
appropriate for the target device classes? Should additional
profil es be defined?
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3. *OBSERVE vs RFC 7641:* Shoul d ACP OBSERVE semantics be nore
closely aligned with CoAP (bserve (RFC 7641), or mmintain
conversation-centric subscription managenent? What are the
tradeoffs between resource-centric and conversation-centric
approaches?

4. *Transport Bindings:* Should additional transport bindings (e.g.,
DTLS/ UDP wi t hout CoAP, QUI C) be standardi zed, or shoul d CoAP/
OSCORE remain the only MIl (nmandatory-to-inplenent) binding?

5. *Interoperability Testing:* Wat interoperability events or
conformance test suites are needed to validate independent
i mpl ement ati ons? Should ACP participate in existing |oT
pl ugf est s?

The aut hors wel cone feedback on these and all other aspects of the
specification. The authors plan to submit this work to the CoRE
Working Group for consideration and to seek ACE review for the OSCORE
and aut hori zati on aspects.
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