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Abst r act

Thi s docunent describes extensions to the Virtualized Conversation
(VCON) syntax for instant messagi ng systens using the More |Instant
Messagi ng Interoperability (MM) content format.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://rohanmahy. gi t hub. i o/ vcon- m m - messages/ dr af t - mahy-vcon-m m -
messages. htm. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-nahy-vcon-m m - nessages/ .

Di scussion of this docunent takes place on the Virtualized
Conversations Wrking Goup nmailing list (milto:vcon@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/vcon/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/vcon/.

Source for this draft and an issue tracker can be found at
https://github. con rohanmahy/ vcon-ni m - messages.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 August 2025.
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1. Introduction

VCON [I-D.ietf-vcon-vcon-container] is a format for recording and
transmitting conversations. MM content [I-D.ietf-mm-content] is
a format for conveying |Instant Messages in an interoperable way when
end-to-end encrypted. This docunent describes a way to translate a
set of MM nessages in a conversation or part of a conversation into
a VCON.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

The exanmples in this document may contain base64url encoded val ues
that have extra whitespace added for readability, and to conformwth
Internet-Draft formatting conventions. That whitespace shoul d be

i gnor ed.

Sone netadata about a MM content nessage is conveyed in the
encryption protocol Messaging Layer Security (MS) [RFC9420] or in
the MM protocol [I-D.ietf-mm-protocol].

For exanple, the sender, recipient, date, and nessage ID are not
mandatory fields in a MM content nessage. The recipient is the
MM room | D associated with the corresponding M.S group. The
participants in the group are calculated fromthe M.S group state and
MM participant list during the M.S "epoch” in which the nessage was
sent. The sender is conveyed in MS. The MM "Hub" received
timestanp is conveyed in the MM protocol. The MM content nessage
IDis constructed by hashing fields fromthe MM content, and the
sender and room URIs (see Section 3.3 of [I-D.ietf-mm-content]).

When nessage franking is enabled, as defined in Section 5.4.1 of
[I-Dietf-mm-protocol], the franking tag is conveyed in the M.S
message’ s Additional Authenticated Data (AAD) field, while the MM
protocol conveys the Frank structure generated by the MM Hub.

The room net adata described in this docunent cones from Section 3 of

[1-D. mahy-ni m - app- conponents], while the nanes of the parties cones
fromthe participant list defined in Section 4 of the sane docunent.
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3. Syntax
A MM conversation (or portion thereof) is represented in VCON with
a mandatory |list of parties and dial ogs, a new top-Ilevel room object,
and optionally attachnment objects.

3.1. Roominformtion

Thi s docunent adds a mandatory, top-level roomobject. 1t contains
met adat a known about the roomat the start of the VCON peri od.

* idis the MM roomID URL. It is mandatory.

* npame is the textual name of the room It is optional
* avatar is a URL referencing the roominmage. It is optional
* subject is the roomsubject. It is optional
* pood is the roomnmood. It is optiona
* description is an array of roomdescription objects. It is
optional. Each object can contain:
- atype- a nmedia type or an enpty string. It is optional. It’'s
default value is text/plain;charset=UTF-8.
- a lang - a Language-tag as defined by [ RFC5646]. It is
opti onal
- acontent - if the type begins with "text" or is enpty, the

content the is UTF-8 text description of the room O herw se
it is the base64url encoding of whatever type is described.
The content field is mandatory in a roomdescription object.

3.2. Parties
The parties array MJST contain all the participants who were in the

conversation at any point in time during the period represented by
the VCON. The first party in the array is the MM room URI

Thi s docunent adds a new party object type: imuri. It is nmandatory.
The nane field is optional. The role indicates the MM role and is
optional. The docunent also adds a thunbprint party_object_type,

which is the JWK thunmbprint of the public key of the party. |If there
are nultiple parties (clients) with the same imuri then the
thunbprint is required, otherwise it is optional
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3.3. The dialog object (text type)

The following section refers to changes and additions to the dial og
obj ect when the type field is "text".

3.3.1. Semantics of the existing fields for text

The di al og object consists of an array of instant messages of type
"text". The start time is set to the hub received tinestanp when
avail able. The duration is zero. The originator is set to the
parties index of the sender of the nessage.

The first MM message represented in a MM VCON should contain the
complete list of parties who were participants in the roomat that
time. For subsequent nmessages, a parties array consisting of index
zero, indicates the recipients of the nessage are the active
participants of the room Changes to the roster can be tracked if
party history is present for those changes (see Section 3.4).

3.3.2. Extensions to the dialog object for text

The parties array consist of the party indexes of those who were
active participants when the nessage was sent.

* nmessage_id is the base64url encoding of the MM content nessage

ID. It is mandatory.
* salt is the base64url encoding of the MM content salt. It is
mandat ory.

* replaces is the base64url encoding of the MM content nessage_id
of the message this message replaces. It is optional if enpty.

* topic_id is the base64url encoding of the MM topic_id. It is
optional if enpty.

* expires is optional if enpty in MM. It contains null or a map
with the following itens:

- relative is a boolean that is true if the tinme is expressed
relative to the recipient read tine, and false if it is
expressed as an absolute date/tine. It is nandatory when
expires is present.

- relative_tine is an integer nunber of seconds. |If relative is
true, once the nessage has been read, the client is expected to
del ete the nessage after relative tinme seconds. It is

mandatory if relative is true
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- absolute tine is the expiration date/time of the nessage
expressed as a VCON (text) date_type. It is mandatory if
relative is fal se and optional otherw se.

* in_reply to is the base64url encoding of the MM content
message_id of the message to which this nmessage is replying (or

reacting). It is optional if enpty.

* mm_extensions is a base64 encoding of the CBOR MM content
extensions map or null. It is optional if not present in the MM
content.

* franking_tag is a base64url encoding of the MM franking_ tag, or
null. It is optional if not present.

* frank is a base64url encoding of the MM protocol Frank TLS
struct, or null. It is optional if not present.

VCON typically expresses message content using the body, encoding,
and nedi atype fields. 1In order to preserve this convention we use
these fields directly for a MM SinglePart structure, but use new
Multi Part and External Part objects for those corresponding MM
structures. For a SinglePart these two fields with the sane
semantics as their MM content counterparts could be present.

* disposition - optional if set to the default value ("render")
* |language - optional if absent

If there is only a single part its part_index is 0, and in this case
it is optional

3.3.3. MiltiPart objects

A MiultiPart object is designed to carry nultiple itens, as with the
MultiPart structure in MM content or the top level multipart nedia

types. It contains the follow ng fields.

* part_semantics is one of "chooseOne", "singleUnit", or
"processAll". It is mandatory.

* parts is an array of Parts. It is nmandatory in a MiltiPart
obj ect .

3.3.4. Part objects

The following fields can be in a Part object. They have the sane
meani ng as their MM content counterparts.
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* disposition optional if set to the default value ("render")

* | anguage - optional if absent

* part_index is an unsigned integer. It is mandatory in a Part
obj ect .

* cardinality is one of "nullpart", "single", "external", or
"multi". mandatory.

If cardinality is "single" or "external", then body, encoding, and

medi atype fields are included directly in the Part object.
3.3.5. External Part objects

The External Part object can contain the following fields with simlar
meanings to those in MM content, with exceptions noted bel ow

* mediatype is the value of the contentType in MM. It is
mandatory if present in the MM nessage and reconmended
ot herw se.

* url is the URL of the content as a text string. It is nandatory

* expires is a date_type (text) date. It is optional if not
present.

* size is an integer nunber of octets. It is optional if not
present.

* descriptionis a text string. It is optional if not present.

* filename is a text string. It is optional if not present.

* content _hash is the base64url encoded string of the MM
content Hash of the External Part, prefixed with the nane of the
hash al gorithm corresponding to hashAl g and a col on (for exanple
"sha256:"). content_hash is mandatory if it was included in the
M M content External Part, and omtted otherw se.

In addition, the following fields are unique to MM VCON

* cached is a boolean. It is mandatory if it is true, which neans
that a copy of the external content is available in a vcon
attachnent object (see Section 3.6). |If cache is true and no

content _hash is present, a new content hash is calculated for the
attachnent and placed the cache ref field (which can only be
present in this case).
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External Part has several fields for the decryption of the referenced
content. If it is not necessary to reconstruct the original MM
content (for exanple to allow |ater verification of the nessage ID),
these fields can be omtted once the content has been downl oaded,
decrypted, verified, and included in the VCON attachnents array.

O herwi se they are mandatory if present in the MM content. Al of
these fields are base64url encoded strings.

* encAlg
*  key
* nonce
* aad
Changes to the parties

The party_history object can be interleaved with text objects in the
di al og objects array. It indicates when changes have been nade to
the participants represented by party index zero, as well as
properties of individual parties (such as their role or nane).

The party_history object contains the follow ng fields.

* party is the party index of the nodified party. It is nandatory.

* originator is the party that originated the change. It is
opti onal

* time is the time that the change was effected

* event is the type of change. It is nmandatory and for MM VCONs
can be one of the follow ng new event types:

- add: user added by soneone el se

- self_add: user added herself directly

- leave: user |eaves of their own accord
- renove: user is renoved by anot her user
- ban: user is banned fromthe group

- update:
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3.

3.

3.

* nane is the new nane of the user. It is only permitted for an
updat e event.

* roleis the newrole assigned to the user. It is only pernmtted
for an update event.

5. Changes to the room
Changes to the room netadata shoul d be acconpani ed by a new room
dialog type. The roomdialog type can contain anything in the top-
| evel room object except for the id (which cannot change). It nust
contain a time field to convey the tine of the change, and may
contain an originator field to convey who made that change
6. Attachnents

An attachment consists of the following fields:

* start: is the tine when the attachnent was downl oaded. It is
mandat ory.

* party: is the party that downl oaded the attachnment. It is
mandat ory.

* content_hash: is the base64url encoded hash using the hash nane
prefixed with a colon before the hash (ex: "sha256:"). It is
mandat ory.

* dialog_object ref is a string consisting of: "md:" (representing
the nmessage ID URI), the nessage_id of the nmessage in the dialog
object, a colon, the part_index of the Part (or "0" if the
External Part is at the top level), and the string "@non.invalid"

The nedi atype, filenanme, encoding, and body fields are as they are
defined in VCON and are all mandatory.

7. Message tonbstones

VWhen a nessage has been deleted/retracted, or it expires, it can be
val uable to present a record that such a nessage was previously
present, by generating a dialog object with the follow ng fields
(which are all nmandatory):

* type is "tonbstone"

* start is the tinme the tonbstone was generated

* nmessage_id is the nmessage | D of the nessage.
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* status is the status of the forner nmessage, either "retracted" or
"expired".
4. Exanpl es
4.1. MM exanples as a VCON
The exampl e vcon consists of the exanple messages from Section 5 of

the MM content specification plus a party_history object adding two
new participants, and a single nultipart nessage at the end.

{
"vcon": "0.0.1",
"roonm': {
"id": "mm://exanpl e.com r/engi neering_teant,
"nanme": "Engi neering Teant,
"avatar": "https://exanpl e. com i mages/t HVgLMAKCz Nmwel" ,
"subj ect": None,
"mood": None,
"description": [
{"type":"", "lang":"en", "content":"Engi neering Team Internal Chat"},
{ “type":"",
"lang":"fr",
"content":"Chat de |’ 3iliquipe interne des inginieurs”
}
]
}
"parties": [
"imJri": "mim://exanple.conlr/engineering teant,
b
{
"imuri": "mm://exanple.comu/alice-smth",
"name": "Alice Smith",
"role": "noderator",
"t hurmbprint": " TODOFI XDZXCog_Ff Qo- xLenZk D5GKBOH7 Z- YA1O4j EW'
b
{
"imuri": "mm://exanple.con u/ bob-jones",
"name": "Bob Jones",
"role": "menber",
"thunbprint”: "TODOFI XYUFE7bVIpXAHZH 5bwSWLJqj ncevs9alLKDg"
b
{
"imuri": "mm://exanple.con u/cat hy-washi ngton",
"nanme": "Cathy Washi ngton",
"role": "menber",

"t hunbprint": " TODOFI XzH3EeOGh! 0- oi DGTXI gKnkMz QyQ@W Y- TB1U'
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b
{
"imuri": "mm://exanple.con u/ doug- ki ng",
"nanme": "Doug King",
"role": "menber",
"thunbprint”: "TODOFI X3f dpORNHwWncbdOS5Xi eH z1nbr 61ul4WNKj "
b
{
"imuri": "mm://exanple.comu/liz-roberts",
"name": "Elizabeth Roberts",
"role": "menber",
"thunbprint": "TODOFI X7gR70Fri yKf Kgl J43ZdANoChl CqHOkN9g82J*"
}
1,
"dialog": [
{
"type": "text",
"start": "2022-02-08T22:13:45.019-00: 00",
"duration": O,
"parties": [
1, 2, 3
1,
"franking_tag": null,
"frank": null,
"originator": 1,
"salt": "PCl6l kgDbGRi f f zj eyPKI g"
"message_id": "yjetjodyYNLBt 08YDnwLKEc89W)9r QuEi vbnxKG HLQ',
"mm _extensions": "oQG AXgrbW taTovL2h1Yi 5l eGFt cGxl L3I vU
mavz MOZXTENZV093e Ehy WABWWORRZWI 4GGLpbVK 6LY 9i LnivVAYWLWh G
UvdS9hbd j zQ',
"m metype": "text/markdown; variant =GFM',
"encodi ng": "none"
"body":
"H everyone, we just shipped release 2.0. _ Good work_!",
H
{

"type": "text",
"start": "2022-02-08T22:13:57.492-00: 00",
"duration": O,
"parties": |
0
o
"originator": 2,
"salt": "PVeWNQj Jej 4A] hgkd Skw"
"message_id": "Ygye96VUeBhTO6U3DOZI | YsSwSAKB3Si RIgxAb3cdAo",
"in_reply to": "yjetjodyYNLBt 08YDnWLkEC89W)9r QUEi vbnxKG HLQ',
"m metype": "text/markdown; variant =GFM',
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"encodi ng": "none"
"body": "Right on! _Congratulations_\"all!",
3
{
"type": "text",
"start": "2022-02-08T22:13:57.728-00: 00",
"duration": O,
"parties": [
0
1,
"originator": 3,
"salt": "l V7Coei FMX4ALPSKCOdr ROW!'
"message_id": "2YFOk6bl VOZbJ8sgXJgMCTJA of azdKwVRvf 6 ZUORFA"
"in_reply_to": "yjetjodyYNLBt o08YDnwWLkECc89WD9r QuEi vbnxKG HLQ',
"di sposition": "reaction",
"m nmetype": "text/plain;charset=utf-8"
"encoding": "none"
"body": "%, ",
3
{
"type": "text",
"start": "2022-02-08T22: 14: 03. 008- 00: 00",
"duration": O,
"parties": [
0
]

",riginator": 3,
"salt": "pkL5TrOpLl a5Ei LUCF VDIwW'
"message_id": "rF4i S5BcJ- aFfi soFDCr nTE9QpZZBGCx GCoX& 9VXnck" ,

"m metype": "text/markdown; variant =GFM',
"encodi ng": "none"
"body":

"Kudos to [@ice Smith](mm://exanple.comalice-snith) for
maki ng the rel ease happen!",

}1
{
"type": "text",
"start": "2022-02-08T22: 14: 08.621-00: 00",
"duration": O,
"parties": |
0
]

",riginator": 2,
"salt": "26Q 8ade®TDf Pvh-j 1St g"
"message _id": "-CGgJXuoaJulXosu- N8nt 6NV A2RLM RY0Q9j f _kvVkM',
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"replaces": "Ygye96VUeBhTO6U3DOZI | YsSWSAKB3Si RIgxAb3cdAo",
"in_reply_to": "yjetjodyYNLBt o08YDnwWLkEc89W)9r QuEi vbnxKG HLQ',
"m metype": "text/markdown; vari ant =GFM',

"encodi ng": "none"

"body": "Right on! _Congratulations_y'all"

"type": "text",
"start": "2022-02-08T22:14:08. 621-00: 00",
"duration": O,
"parties": |
0
o
"originator": 2,
"salt": "Hbkj ChTRr hn84LPT86WYQ"
"message_id": "8cqolB9l A6nnB63oPENMMI gr 7uk7W QTrBgWWi D_@c",
"replaces": "Ygye96VUeBhTO6U3DOZI | YsSWSAKB3Si RIgxAb3cdAo",
"in_reply_to": "yjetjodyYNLBt o08YDnwLkEC89W)9r QuEi vbnxKG& HLQ'

"party_history": |

"party": 4,

"event": "add",

"originator": 1,

"time": "2022-02-08T22: 14: 09. 277-00: 00"

"party": 5,

"event": "add",

"originator": 1,

"time": "2022-02-08T22: 14:09.277-00: 00"

"type": "text",
"start": "2022-02-08T22: 14: 10. 389- 00: 00",
“duration": O,
"parties": |
0
b
"originator": 3,
"salt": "IrAeojgZcZG Q j Bbmgvhw'
"message_i d": "bYZ2NHar yqOWs2pqg5! E9f M4zl t UyE6W KI7bNB5t M,
"replaces": "Ygye96VUeBhTO6U3DOZI | YsSWSAKB3Si RIgxAb3cdAo",
"in_reply_to": "yjetjodyYNLBt o08YDnwLkEC89W)9r QuEi vbnxKG& HLQ',
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"disposition": "reaction"
H
{
"type": "text",
"start": "2022-02-08T22:49: 06. 227- 00: 00",
"duration": O,
"parties": |
0
]

"originator": 1,
"salt": "8xnQ 9hj VWAN8c RGEmMX1A"
"message_i d": "Gkbl zkXJxyar Ol Tgkf cMQOwo8gpbcUOMyt Tg- gMLFi Y",
"expiring": {
"relative": fal se,
"expires": "2022-02-08T22:59: 06. 227- 00: 00"

}

tatus": "expired"

"type": "text",
"start": "2022-02-08T22:53:41. 134-00: 00",
"duration": O,
"parties": |
0
o
"originator": 2,
"salt": "bghJBqYaTyDngTj - @ dZPA"
"message _id": "Tdt8UCU 1ugSLRmuChvi b_4bvu_Hz3NSwaYuy- Tt ET4",
"disposition": "attachnent",
"l anguage": "en",
"External Part": {
"m nmetype": "videol/ np4",
"url": "https://exanpl e.con storage/ 8ksB4bSrr RE. np4",
"size": 708234961,
"description": "2 hours of key signing video",
"filename": "bigfile.nmp4",
"content _hash":
"sha256: CczZYpW LOB1DsMsLJIqL2j TRIKoj 7f TUJ2j hnX70- 00",
"enc_alg": 1,
"key": "aZl SCs306M/n_3csR-Jlcw',
"nonce": "5VMDQZI 3PNmmquV6CUgxg",
"aad": ""
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"type": "text",
"start": "2022-02-08T22:54: 09. 972-00: 00",
"duration": O,
"parties": |
0
1,

"originator": 3,
"salt": "dPEJAGOIZGeX6_OCpORUzA"
"message_id": "KgDTc29ZP4YyYnXt aYyxpZNrni gj vQ r CYuLTz19zW",

"di sposition": "session",
"External Part": {
"url": "https://exanple.conjoin/12345",
"description": "Join the Foo 118 conference"
}
b
{
"type": "text",
"start": "2022-02-08T22:57:14.084-00: 00",
"duration": O,
"parties": [
0
N
"originator": 1,
"salt": "YShs-8jeoXfl6Z4 QRUNQW'
"message_i d": "sD19bKRmu4mA9SHz nf QOLQQz Knx1Q4mEt SNGhvzqCzw',
"di sposition": "render",
"part _index": O,
"MultiPart": {
"part_semantics": "chooseOne",
"parts": |
"Part": {
"di sposition": "render",
"l anguage": "en",
"part _index": 1,
"m nmetype": "text/markdown; vari ant =GFM',
"encoding": "none"
"body": "Hello!"
}
"Part": {
"di sposition": "render",
"l anguage": "fr",
"part _index": 2,
"m metype": "text/markdown; variant =GFM',
"encodi ng": "none"
"body": "Bonjour!"
}
]
}
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H
]
}

4.2. MM VCON with an Attachment

Thi s exanpl e vcon consists of a single nessage in a dial og which
references an attachnent.

{
"vcon": "0.0.1",
"room': {
"id": "mm://exanpl e.com r/engi neering_teant,
"name": "Engi neering Teant,
}
"parties": |
"imJri": "mim://exanple.conlr/engineering teant,
b
{
"imuri": "mm://exanple.comu/alice-smth",
"name": "Alice Smth",
"role": "noderator",
“t humbprint": " TODOFI XDZXCog_Ff Qo- xLenZk D5GKBOH7Z- YA1O4j Ew'
b
{
"imuri": "mm://exanple.con u/ bob-jones",
"name": "Bob Jones",
"role": "menber",
"thunbprint”: "TODOFI XYUFE7bVIpXAHZH 5bwSWLJqj ncevs9alLKDg"
b
{
"imuri": "mm://exanple.con u/cat hy-washi ngton",
"nanme": "Cathy Washi ngton",
"role": "menber",
"t humbprint": " TODOFI XzH3EeOGbl 0- oi DGTXI gKnmk Mz Qy Q@W Y- TB1U'
}
1,
"dialog": [
{
"type": "text",
"start": "2022-02-08T22:53:41. 134-00: 00",
"duration": O,
"parties": [
o, 1, 2, 3
]

,ri ginator": 1,
"salt": "jaPfwAWReuvBdf ayVWkSvt Q'
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"message_id": "Tdt8UCU 1lugSLRmuGhvi b_4bvu_Hz3NSwaYuy- Tt ET4",
"di sposition": "attachnent",
"l anguage": "en",
"External Part": {
"m nmetype": "videol/ np4",

"url": "https://exanpl e.con storage/ 8ksB4bSrr RE. np4",
"size": 708234961,
"description": "2 hours of key signing video",

"filename": "bigfile.nmp4",
"content _hash":
"sha256: CczZYpW LOB1DsMsLJIqL2j TRIKoj 7f TUJ2j hnX70- 00",
"cached": true
}
3

ttachnments": [
{
"start": "2022-02-08T22:53:41. 134-00: 00",
"party": 1,
"content _hash":
"sha256: CczZYpW LOB1DsMsLJIqL2j TRIKoj 7f TUJ2j hnX70- 00",
"di al ogOhj ect Ref":
"m d: Tdt 8UCUl 1ugSLRmuCbvi b_4bvu_Hz3NSwaYuy- Tt ET4: O0@non. i nval i d",
"m metype": "videol/ np4",
"filename": "bigfile.nmp4",
"encodi ng": "base64url",
"body": "MaOhHSr Of _i Uk_RSShTgtY...nSQZEi p5danJYQsvw\Q'

]

Security Considerations

TODO Security

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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B. 1.

*

Changes in draft-nmahy-vcon-m m - messages- 02

adjust to make consistent with new syntax of MM content (add
salt, renoved |lastSeen, in reply to is just a nessage id, expires
is an object to handle relative expiration, added

m m _ext ensi ons).

use a different field fromcontent_hash when attachi ng an
External Part that did not have a hash in the MM message.

all ow the parties list of 0 to indicate sending to every active
participant in the room

added a description of using party_history to track changes to the
participant |ist.

added room netadata, and a way to nodify it
added support for nessage "tonbstones”
use nedi atype instead of m nmetype throughout

make the case of field nanes nore consi stent
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