Messagi ng Layer Security R Mahy
I nternet-Draft Rohan Mahy Consul ting Services
I ntended status: Informational 21 April 2025
Expires: 23 Cctober 2025

Seni - Private Messages in the Messagi ng Layer Security (MS) Protocol
draft-nmahy-nm s-seni pri vat emessage- 05

Abst r act

Thi s docunent defines a Sem PrivateMessage for the Messagi ng Layer
Security (M.S) protocol. It allows nenbers to share otherw se
private comrits and proposals with a designated |list of external
receivers rather than send these handshakes in a PublicMessage.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://rohannmahy. gi t hub.i o/ m s-sen privat emessage/ draft - nmahy-m s-
sem privatenessage. htm . Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-mhy-m s-

sem privat enessage/ .

Di scussion of this docunent takes place on the Messagi ng Layer
Security Wirking Goup mailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ms/. Subscribe
at https://ww.ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://github. com rohanmahy/ m s- sem pri vat enessage.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 23 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docune
Pl ease revi ew these docunents carefully, as they describe your ri
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
Thi s docunent defines two extensions of MLS [RFC9420]. The first is
the Seni PrivateMessage wire format, which allows an ot herw se
Privat eMessage to be shared with a predefined |list of external
receivers. It is restricted for use only with conmts or proposals.
The second is the external receivers G oupContext extension that
contains the list of external receivers and allows nenbers to agree
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on that |ist.

Sem Privat eMessages are expected to be useful in federated

envi ronments where nessages routinely cross nultiple admnistrative
domai ns, but the M.S Distribution Service needs to see the content of
commits and proposal s where group nenbers woul d ot herw se send
handshakes usi ng PublicMessage.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Thi s docunent uses terni nology extensively from M.S [ RFC9420] and the
Saf e Extensions framework, defined in Section 2 of
[1-D.ietf-mls-extensions].

Whenever a hash function is nentioned, it refers to the hash function
defined in the cipher suite in use for the relevant M.S group.

3. Syntax and Usage

The external _receivers G oupContext extension is used for all menbers
to agree on the list of external receivers in the current epoch. |Its
construction mrrors the syntax of the external senders extension in
[ RFC9420] .

struct {
HPKEPubl i cKey external _recei ver_public_key;
Credential credential;

} External Recei ver;

The m s_sem private_nessage wire format is advertised in the
supported_wire formats list in Leaf Node.capabilities.extensions,
(defined in Section 5 of [I-D.ietf-ms-extensions]). For

Sem Privat eMessage to be used in a group, ms_sem private_nessage
needs to be in the required wire formats list in the

GroupCont ext . ext ensi on_types of that group, and there needs to be at
| east one entry in the external receivers G oupContext extension.

Senmi Privat eMessage substantially reuses the construction of

Pri vat eMessage, but like a Wel come nmessage al so contains informtion
(key_and _nonces) necessary to identify the sender |eaf node and
decrypt the Sem PrivateMessage struct’s ciphertext. Note that the
encrypted_sender _data cannot be decrypted by an external receiver,
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but the sender_leaf _index is included with key_and_nonces and is
verified in another step. key_and _nonces is encrypted once for each
external receiver in the external receivers extension

3.1. Encryption of a Sem PrivateMessage

As with a PrivateMessage, the sending client chooses an unused
generation in its own handshake ratchet and derives a key and nonce.
It also generates a fresh random four-byte reuse_guard. The sni ppet
bel ow shows the syntax and encryption and decryption construction of
keys_and nonces into encrypted keys and nonces for each externa
receiver.

struct {
opaque key<V>;
opaque nonce<V>;
opaque reuse_guard[4];
ui nt 32 sender _| eaf _i ndex;
} Per MessageKeyAndNonces;

partial _context_hash = hash(sender _| eaf _index || nonce)

struct {

opaque group_i d<V>;

ui nt 64 epoch;

opaque partial _context_hash<V>;
} Sem Privat eMessageCont ext ;

Per MessageKeyAndNonces key_ and_nhonces;
Seni Privat eMessageCont ext seni _private_message_context;

encrypt ed_key_and_nonces = Encrypt Wt hLabel (
ext ernal _receiver_public_key,
"Sem Privat eMessageRecei ver",
sem _private_nessage_context, /* context */
keys_and_nonces)

key_and_nonces = Decrypt Wt hLabel (
ext ernal _receiver_private_key,
"Sem Privat eMessageRecei ver",
sem _private_nessage_context, [/* context */
encrypted_keys_and_nonces. kem out put,
encrypt ed_keys_and_nonces. ci phertext)

The KeyFor Ext er nal Recei ver structure contains a hash of the
Ext ernal Recei ver as a reference and the encrypted_key and _nonces.
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Ext er nal Recei ver Ref = hash( Ext er nal Recei ver)

struct {
Ext er nal Recei ver Ref external receiver _ref;
HPKECi phert ext encrypted keys and_nonces;
} KeyFor Ext er nal Recei ver

The Sem Privat eMessage struct extends the PrivateMessage struct,
addi ng the keys_for_external receivers list, the partial _context_hash
needed for its decryption context, and the hash of the
FramedContent TBS to i nsure that the sender cannot encrypt content to
the external receivers that is different fromthe other nenbers,

wi t hout detection.

The Sem Privat eCont ent AAD struct |ikew se extends the
Pri vat eCont ent AAD struct, adding the keys for_external receivers
list, the partial _context_hash and the franmed _content tbhs hash

The Sem Privat eMessageContent struct is the sane as
Pri vat eMessageCont ent except applicati on nmessages are not i ncluded.

framed_content _tbs _hash = hash(FranedCont ent TBS)

struct {
opaque group_i d<V>;
ui nt 64 epoch;
Cont ent Type content _type;
opaque aut henti cat ed_dat a<V>;
opaque partial context hash<V>;
KeyFor Ext er nal Recei ver keys for_external receivers<V>
opaque framed_content _tbs_hash<V>
opaque encrypted_sender _dat a<V>;
opaque ci phertext <V>;

} Sem Privat eMessage;

struct {
sel ect (Sem PrivateMessage. content _type) {
case proposal
Pr oposal proposal;
case commit:
Commt conmit;
i
Fr amedCont ent Aut hDat a aut h;
opaque paddi ng[| engt h_of _paddi ng] ;
} Sem Privat eMessageCont ent ;

struct {
opaque group_i d<V>;
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ui nt 64 epoch;
Cont ent Type content _type;
opaque aut henti cat ed_dat a<V>;
opaque partial _context hash<V>;
KeyFor Ext er nal Recei ver keys for_external receivers<V>;
opaque framed_content tbs hash<V>;
} Semi Pri vat eCont ent AAD;

struct {
Pr ot ocol Version version = nl sl0;
WreFormat wire format;
sel ect (M.SMessage.wire format) {
case m s_public_nessage:
Publ i cMessage public_nessage;
case nml s_private_nessage:
Pri vat eMessage private_nessage;

case nmls_sem private_nessage_:
Semi Pri vat eMessage seni private_nessage;
1
} M.SMessage;

Encryption of the ciphertext uses the cipher suite's AEAD al gorithm
usi ng the key, nonce xored with the reuse_guard, the

Seni Privat eMessageContent as the plaintext, and the

Seni Privat eCont ent AAD as the authenticated data.

Encryption of the encrypted sender _data proceeds in the same way for
Senm Privat eMessage as for PrivateMessage.

3.2. Decryption of Sem PrivateMessage as a nenber

VWhen receiving a Senmi PrivateMessage, a nenber receiver derives the
sender _data_key and sender _data_nonce and decrypts the
encrypted_sender _data, just as for a PrivateMessage.

The receiver uses the SenderData to | ookup the key and nonce for the
correct generation in the (non-blank) sender’s handshake ratchet.
The receiver verifies the partial _context_hash.

After xoring the nonce with the reuse _guard, the nenber decrypts the
ciphertext. It verifies the padding consists of the appropriate
nunber of zero bytes, and verifies that the framed_content _tbs_hash
is correct. Finally, it verifies that the signature in the
FramedCont ent Aut hData is valid.
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3.3. Decryption of Sem PrivateMessage as an external receiver

When receiving a Sem PrivateMessage, an external receiver |ooks in
the keys for _external receivers field for its external receiver_ref.
It calculates the sem private nessage context and uses HPKE to
decrypt the encrypted keys and _nonces. Using the nonce and

sender _| eaf _node it verifies the partial _context_hash.

After xoring the nonce with the reuse_guard, the nmenber decrypts the

ciphertext. It verifies the padding consists of the appropriate
nunber of zero bytes, and verifies that the framed content tbhs_hash
is correct. |If the external receiver has a copy of the G oupContext,

it verifies that the signature in the FranmedContent AuthData is valid.
4. Security Considerations
These two extensions provide a privacy inprovenent over sending
handshake nessages using PublicMessage. The handshake is shared with
a specific list of receivers, and that list is visible as part of the
G oupCont ext .
TODO More Security.
5. | ANA Consi derati ons
5.1. Sem Privat eMessage Wre Fornmat
* Value: TBD1 (to be assigned by | ANA)
* Nanme: ms_sem private nessage
* Recommended: Y
* Reference: RFC XXXX

5.2. External Receivers Extension Type

The external receivers extension contains a |list of external
receivers targeted in a Sem Privat eMessage.

* Value: TBD2 (to be assignhed by | ANA)
* Nanme: external receivers

* Message(s): GC. This extension may appear in G oupContext
obj ect s.

*  Recommended: Y
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* Reference: RFC XXXX
5.3. Sem Privat eMessageRecei ver Public Key Encryption Label
* Label: "Sem Privat eMessageRecei ver"
*  Recommended: Y
* Reference: RFC XXXX
6. Normative References
[1-D.ietf-m s-extensions]
Robert, R, "The Messagi ng Layer Security (M.YS)
Extensi ons”, Work in Progress, Internet-Draft, draft-ietf-
m s- ext ensi ons-06, 19 February 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-ms-
ext ensi ons-06>.
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.
[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.
[ RFC9420] Barnes, R, Beurdouche, B., Robert, R, MIllican, J.,
Omara, E., and K Cohn- Gordon, "The Messagi ng Layer
Security (M.S) Protocol", RFC 9420, DO 10.17487/ RFC9420,
July 2023, <https://ww.rfc-editor.org/rfc/rfc9420>.
Appendi x A.  Change | og
A. 1. Changes fromdraft-mahy-m s-sem privat enesage-04 to -05
* renove the "safe extension"” wire format

* use the supported/required wire fornmats extensions in ms-
ext ensi ons

* register Seni PrivateMessageRecei ver Public Key Encryption Label
A. 2. Changes fromdraft-mahy-m s-sem privat enessage-03 to -04

* corrected a typo in Sem Privat eMessageCont ent
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A 3.

*

Changes from draft-mahy-m s-sem privat emessage-02 to -03

do not attenpt to decrypt SenderData for external receivers;
i nstead al so encrypt the sender | eaf index and reuse_guard.

make the encrypted key and nonces context include the group_id,
epoch, and a the hash of the sender_I| eaf i ndex and nonce. include
that partial _context_hash in the AAD.

add a hash of the FramedContent TBS to the AAD to naeke sure the
content encrypted to the external receiver is the sane as that
sent to nmenbers.

add explicit instructions about encryption and decrypti on.
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