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Abst ract

The Messagi ng Layer Security (MS) protocol contains Credentials used
to authenticate an M.S client with a signature key pair. Selective

Di scl osure CBOR Wb Tokens (SD-CAWI) and Sel ective Disclosure JSON Wb
Tokens (SD-JWI) define token formats where the hol der can selectively
reveal clains about itself with strong integrity protection and
cryptographic binding to the holder’'s key. This docunent defines M.S
credentials for both these token types.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://rohanmahy. gi t hub.i o/ m s-sd-cwt-credential /draft-mahy-m s-sd-
cwt-credential.html. Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-mhy-ms-sd-cw -
credential /.

Di scussion of this docunent takes place on the Messagi ng Layer
Security Wrking Goup mailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/m s/. Subscribe
at https://ww. ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://github. com rohanmahy/ m s-sd-cwt - credenti al .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines new MLS [ RFC9420] credential types for SD CW
[I-D.ietf-spice-sd-cw] and SD JWI
[1-D.ietf-oauth-selective-disclosure-jw] tokens respectively. The
SD-CWI' Credential contains a Selective Disclosure Key Binding Token
(SD-KBT). The SD-JWI Credential contains SD-JW with Key Binding
(SD- JWI+KB), which could be represented in the traditional data
format, or in a nore conpact binary encodi ng.
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The "hol der" of one of these tokens could be the M.S client including
the token inits Credential inits LeafNode (in a group or in a
KeyPackage) or in an External Sender structure.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

The term Credential is used as defined in Section 5.3 of [RFC9420].
The terms MLS Distribution Service (DS) and MLS Aut henti cati on
Service (AS) are used as defined in [I-D.ietf-ms-architecture]. The
terns MLS client, MS group, Leaf Node, KeyPackage, PublicMessage,

Pri vat eMessage, ratchet tree, and G ouplnfo are |ikew se combn M.S
ternms defined in [ RFC9420].

3. New MLS Credential types

Thi s docunent extends the list of defined Credential Types in MLS to
include sd_cwt and sd jwt types. Additional syntax and semantics are
defined in the foll owi ng subsecti ons.

struct {
Credenti al Type credential _type;
sel ect (Credential.credential _type) {
case basic:
opaque identity<V>;
case x509:
Certificate certificates<V>

ééée sd _cwt:
opaque sd_kbt <V>;
case sd_jwt:
Sdiwmt sd_jw;
s
} Credenti al;

The M.S architecture [I-D.ietf-ms-architecture] describes the
Aut hentication Services as having the followi ng three services (i.e.
requirenents):

1. Issue credentials to clients that attest to bindi ngs between
identities and signature key pairs
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2. Enable a client to verify that a credential presented by another
client is valid with respect to a reference identifier

3. Enable a group nenber to verify that a credential represents the
sane client as another credentia

The consequence of this is that the consumer of the SD-CWM or SDJWI
needs to be able to determ ne both the M.S client and the application
identity referred to in a token in a Credenti al

3.1. MS SD-CW Credentia

An MLS SD-COWI Credential contains a single SD-KBT, containing an SD
CW in the KBT protected header. The SD-CAM contains zero of nore
di sclosures (in the sd_clains header field).

Any party that can view the credential can read the disclosed clains.
For exanple if Leaf Nodes are visible to the MLS DS, because M.S
handshake nessages are conveyed in PublicMessage, the disclosed
clains would al so be visible to the DS

The SD-CWI inside the credential MAY include zero or nore encrypted
di sclosures (in the sd_encrypted clainms header field). Each
encrypted disclosure is separately AEAD encrypted with a per-

di scl osure uni que epheneral key and salt. The per-disclosure
encryption key allows the holder/MS client to disclose an elenment to
a specific subset of nmenmbers, or (in the conmon case when the DS is
privy to the ratchet tree) only to nenbers of the group. A proof of
concept to decrypt encrypted disclosures only for nenbers of the
group is described in [I-D. mahy-m s-nmenber-secrets].

The audience in the SD-KBT is either a representation of the M.S
group, or a higher-level application structure associated with an M.S
group or tightly-coupled collection of groups (for exanple, a chat
room whi ch nai ntains one M.S group for the main discussion and

anot her for noderators to discuss the noderation of the roon) such
that being in one group wi thout the collection would be nonsensi cal

The subject in the SD-CWM represents a specific M.S client (for
exanpl e a COSE key thunbprint, or a client IDURI). It should not
use an identifier which represents nultiple signature key pairs of
the sane type, or represents the same "user"” on nultiple devices.
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3.2. MS SD-JW Credenti al

The SD-JWI Credential can be represented in the classic SD JW+KB
data format defined in Section 4 of
[1-D.ietf-oauth-selective-disclosure-jw] (shown below), or in a nore
conmpact binary representation. MS SD-JW Credentials MJST include

t he Key Bi ndi ng.

*TODO*: Discuss if the Leaf Node signature over the Credential is
suf ficient

The classic format uses only characters fromthe unpadded base64ur |

character set (Section 5 of [RFC4648]) plus the period (.) character
to separate the three parts of the Issuer-signed JW, and the tilde
(~) character to separate disclosures fromthe other components.

<l ssuer-si gned JW>~<Di scl osure 1>~<Di scl osure 2>~...~<Di scl osure N>~<KB- JW>
Figure 1: SD-JW+KB in classic fornmat

Thi s docunent al so defines a "conpacted” format where each of the
conponents of the Issuer-signed JWI, every Disclosure, and the KB-JW
are base64ur| decoded and stored in individual fields in the Sdiwt
struct.

struct {
Bool conpact ed;
sel ect (conpacted) {
case true:
opaque protected<V>;
opaque payl oad<V>;
opaque signat ur e<V>;
SdJwt Di scl osur e di scl osures<V>;
opaque sd_jwt_key_ bindi ng<V>;
case fal se:
opaque sd_jwt _kb<V>;
3
} Sdiwt;

enum {
fal se(0),
true(l)

} Bool ;

The conpacted variant allows inplenmentations to tradeoff reduced

size for the extra processing cost of base64url encodi ng and
decodi ng the Credenti al .
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4. Security Considerations

The privacy considerations in SD-CW, SD-JW, and M.S apply. TODO
nore security.

5. Privacy Considerations
The privacy considerations in SD-CWM and SD-JW apply. The privacy
consi derations of MLS are largely discussed in
[I-D.ietf-ms-architecture]. TODO nore privacy.
6. | ANA Consi derations
Thi s docunent requests IANA to add the following entries to the M.S
Credential Types registry. Please replace RFCXXXX wi th the RFC of
t hi s docunent.
6.1. SD-CW Credenti al
* Val ue: 0x0005 (suggested)
*  Nane: sd_cw
* Recommended: Y
* Reference: RFCXXXX
6.2. SD-JWI Credenti al
* Val ue: 0x0006 (suggested)
*  Nane: sd_jwt
* Recommended: Y
* Reference: RFCXXXX
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