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Abst r act

Thi s Messagi ng Layer Security (MS) extension adds two new variations
of the application content type, each with a separate key ratchet.

It also creates an M.S capability to negotiate use of the new types,
and an 1 ANA registry to register additional content types.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://rohannahy. gi t hub. i o/ M s- new cont ent -t ypes/ draft-nmahy-nl s- new
content-types.htm. Status information for this docunent nmay be
found at https://datatracker.ietf.org/doc/draft-nahy-m s-new content-
types/.

Di scussion of this docunent takes place on the Messagi ng Layer
Security Wirking Goup mailing list (mailto:ms@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ms/. Subscribe
at https://ww.ietf.org/mailman/listinfo/ns/.

Source for this draft and an issue tracker can be found at
https://github. com r ohanmahy/ m s- new cont ent -t ypes.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Sone messagi hg protocols (ex: XMPP [ RFC6120]) nmke a distinction

OCOOOWOWOONNNNOOOOPPWWIN

bet ween regul ar nmessages--where each nessage is relevant, and status

or "presence" nessages--where only the nost recent update per sen
is relevant. |In addition, sone nessages nmay have a sufficiently
short relevance (for exanple, typing notifications) that they can
discarded if the receiver is offline. |In |arge nessaging systemns
with lots of updates, optim zing decryption of such nessages, and
optionally suppressing delivery of irrelevant nessage can result

i mproved perfornance.

Mahy Expires 21 COctober 2026 [ Pag

der

be

in

e 2]



I nternet-Draft New Content Types for MS April 2026

Thi s docunent defines two new MLS [ RFC9420] content types: status and
epheneral. These largely act like the application content type, but
the new content types each maintain distinct key ratchets in the
secret tree. Only the npbst recent status nessage of a particular
type fromeach sender needs to be decrypted. Only epheneral nessages
received within a small anount of time (ex: 30 seconds) are rel evant
(and of those only the nost recent per type from each sender).

This allows an application to fast-forward over generations that
contain irrel evant nessages.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses nmany terns and structures from M.S [ RFC9420], and
terns and concepts discussed in the M.S Architecture [ RFC9750],
including the termDistribution Service (DS)

3. Negotiating Support

If a client supports the mechanismin this docunent, it adds a
supported_content _types extension to its

Leaf Node. Capabi |l i ti es. Ext ensi onTypes with the specific non-default
content types it supports (for exanple, status and/or epheneral in
this specification).

If an MLS group G oupContext.RequiredCapabilities.extension_types
contains a required_content_types extension, every nenber of the M.S
group MUST be prepared to receive nessages with any of the (non-
default) content types |isted.

It also redefines the ContentType enum as shown bel ow.
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enum {
reserved(0),
application(l),
proposal (2),
commit(3),
status(4),
epheneral (5),
(255)

} Cont ent Type;

struct {
Cont ent Type content_types<V>;
} Cont ent Types;

Cont ent Types supported_content _types;
Cont ent Types required _content _types;

4. Sending and Receiving

If a group lists a specific content type inits
required_content _types as described in the previous section, a nemnber
MAY send an M.S PrivateMessage with that content type.

The construction of the PrivateMessage is the same as for sending an
application nessage, except that the per-sender ratchet is used
derived fromthe rel evant content type, as shown in the figure bel ow,
whi ch repl aces Figure 26 of [RFC9420], and the new version of three
structs defined later in this section (FranmedContent,
FramedCont ent Aut hDat a, and Privat eMessgeContent) repl ace those
defined in [ RFC9420] :

tree_node_[ N] _secret

I
+--> ExpandWt hLabel (., "handshake", "", KDF.Nh)

| = handshake ratchet secret [N _[0]

I
+--> ExpandWt hLabel (., "application", "", KDF.Nh)

| = application_ratchet_secret [N _[0]

I
+--> ExpandWthLabel (., "status", "", KDF.Nh)

| = status_ratchet _secret [N _[0]

I
+--> ExpandWt hLabel (., "epheneral", "", KDF.Nh)

= epheneral _ratchet_secret [N _[ 0]

Figure 1: Initialization of the Hash Ratchets fromthe Leaves of
a Secret Tree
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struct {
opaque group_i d<V>;
ui nt 64 epoch;
Sender sender;
opaque aut henti cat ed_dat a<V>;

Cont ent Type content _type;
sel ect (FranedContent.content_type) {
case application:
case status:
case epheneral :
opaque application_dat a<V>;
case proposal:
Pr oposal proposal;
case commit:
Commt conmt;
b
} FranedCont ent;

struct {
[* SignWthLabel (., "FranedContentTBS', FramedContentTBS) */
opaque si gnat ur e<V>;
sel ect (FranedContent.content type) {
case commit:
/*
MAC(confi rmati on_key,
G oupCont ext. confirmed_transcript_hash)
*/
MAC confirmation_tag;
case application:
case status:
case epheneral :
case proposal:
struct{};
b
} FranedCont ent Aut hDat a;

struct {
sel ect (PrivateMessage.content_type) {
case application:
case status:
case epheneral :
opaque application_dat a<V>;

case proposal:
Pr oposal proposal;

case commit:
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Commit commt;

b

Fr amedCont ent Aut hDat a aut h;
opaque paddi ng[| engt h_of paddi ng];
} PrivateMessageContent;

Al clients in a group need to agree on the "maxi mum nunber of steps
that clients will nove a secret tree ratchet forward in response to a
singl e message before rejecting it" as described in Section 7 of

[ RFC9750]. If a client is about to exhaust that nunmber of steps for
its own status or epheneral ratchet, it MJST send a new commt. A
policy for conveying that nunmber is described as

Oper at i onal Par amat er s. app_nessage_pol i cy. nax_gener ati ons_ski pahead in
Section 7.1 of [I-D.ietf-m m-roompolicy].

On receipt of a PrivateMessage with a supported, non-default content
type, the receiver first determnes if it is outdated. If the
content is an epheneral content type older than its handling
threshol d, (ex: older than several mnutes), the recipient can drop

the message. |If the content is a status content type, and the client
has a nore recent status nmessage of the sane type fromthe sane
sender, the client can drop the nessage. |f the nessage is not

outdated, the client decrypts the nessage using the rel evant ratchet.
5. DS Behavi or

A DS MAY di scard nessages with an epheneral content type which are
considered "ol d" by the application (ex: several minutes). A DS

whi ch knows the identity of the sender of a nessage and the type of
status message, MAY di scard status nessages when there is a newer
status message of the same type fromthe sane sender. (For exanple,
the type of status could be administratively limted to a single
type, presented out-of-band, or in the Additional Authenticated Data
of the message.)

6. Security Considerations

Use of one of the two content types defined here m ght allow the M.S
DS (an on-path potential adversary) to infer nore about the state of
the sending client, by separating regular nessage, status nessage,
and epheneral nessage cl asses. However, the additional advantage is
unlikely to reveal information not already available during timng
and traffic analysis.

Addi ng new content types potentially increases the ambunt of keying

mat eri al that needs to be kept per nmenber, however this mechani sm
allows for clients to aggressively throw away ol d generati ons w t hout
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decrypting irrel evant nessages. Clients MJST verify the authenticity
of messages sent with these content types before del eting ol der
gener ati ons.
If the volume of nessages using these content types regularly exceeds
the nunber of ratchet steps (in instant nessagi ng applications,
typically around 10,000 steps), this extension could cause an
increase in the nunber of Conmit nessages sent.

7. 1 ANA Consi derations
Thi s docunment requests the addition of various new val ues under the
headi ng of "Messagi ng Layer Security". Each registration is
organi zed under the relevant registry Type.

Thi s docunent al so requests the creation of a new MLS Content Types
registry as described in Section 7. 2.

RFC EDI TOR: Pl ease replace XXXX throughout with the RFC number
assigned to this docunent.

7.1. MS Extension Types

7.1.1. supported _content types M.S Extension
The supported_content _types MS Extension Type is used inside
Leaf Node objects. It contains a list of non-default ContentTypes
supported by the client node.
Val ue: 0x0009 (suggested)
Nane: supported_content_types
Message(s): LN This extension may appear in LeafNode objects
Recommended: Y
Ref erence: RFC XXXX

7.1.2. required _content types M.S Extension
The required_content _types M.S Extension Type is used inside
GroupContext objects. 1t contains a list of non-default ContentTypes
that are mandatory for all MS nenbers of the group to support.

Val ue: 0x000a (suggested)

Nane: required content types
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Message(s): GC. This extension nay appear in G oupContext objects
Recommended: Y
Ref erence: RFC XXXX

7.2. MS Content Types
Thi s docunent requests the creation of a new | ANA "M.S Content Types"
regi stry under the "Messagi ng Layer Security" group registry heading.
Assignnents are via the Specification Required policy [ RFC8126] using
the M.S Desi gnated Experts.
Tenpl at e:
* Value: The nuneric value of the conponent ID
* Name: The name of the conponent
* Recommended: Sanme as in Section 17.1 of [RFC9420]

* Reference: The docunent where this content type is defined

Initial Contents:

[ oo oo ool el oo oo
| Value | Nanme | R| Ref |
‘o4 -4 -=-=—+4-—=——=—=—=—==+
| 0x00 | RESERVED | - | RFC9420 |
F------- Fom e e a - - I e I +
| 0x01 | application | Y | RFC9420

F--- - I I I +
| Ox02 | proposal | Y| RFC9420

+------- I L R i +
| Ox03 | commit | Y| RFC9420

F------- Fom e e a - - I e I +
| Ox04 | status | Y| RFCXXXX |
F--- - I I I +
| Ox05 | ephemeral | Y| RFCXXXX

+------- I L R i +
| 0x06- | (. I
F------- Fom e e a - - I e I +
| Oxff | UNASSIGNED | - | RFC9420 |
F--- - I I I +

8. References
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