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Abst ract

The More Instant Messaging Interoperability (MM) content format
defines a MM Message I D, comuni cated only to nenbers of the
Messagi ng Layer Security (MS) group in which the nmessage was sent.
Thi s docunent defines a way to share a Message IDin the M.S

Addi tional Authenticated Data (AAD) so it is visible to MM

provi ders.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://rohanmahy. gi t hub.i o/ m m - nsgi d- aad/ dr aft - mahy-m mi - nsgi d-
aad. html. Status information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-nmahy-m m -nsgi d- aad/.

Di scussion of this docunent takes place on the Mdire Instant Messagi ng
Interoperability mailing list (mailto:nmim @etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ mmni/.

Subscribe at https://ww. ietf.org/mailman/listinfo/mm/.

Source for this draft and an issue tracker can be found at
https://github. com rohanmahy/ m m - nsgi d- aad.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 Cctober 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Many nessagi ng protocols and formats have a Message ID. The MM
content format defines howto calculate a MM Message |ID (See
Section 3.3 of [I-D.ietf-mm-content]) for an application/mm -
content application nmessage. A MM Message IDis currently only
shared end-to-end encrypted with nmenbers of the M.S [ RFC9420] group
in which the nmessage was sent. This docunent defines an optional
mechanismto share a Message IDin the M.S AAD, so it is visible to
intermedi ary providers. This greatly facilitates debuggi ng and
troubl eshooti ng, but causes a mpbdest reduction in privacy.
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2.

5.

5.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Mechani sm

Thi s docunent defines a new Safe AAD nessage_id conponent as
described in Section 4.9 of [I-D.ietf-nls-extensions].

When the content of an M.S application nessage is a MM content
message (nedia type application/mm-content), if the nessage_id
conponent is present inside SafeAAD.aad itens, it MJST contain the
M M content Message ID cal cul ated as described in Section 3.3 of
[I-Dietf-mm-content].

To the extent that other application formats or nedia types have a
Message I D, the Message ID for an application nessage of that type
or format MAY be conveyed in this extension, using a nessage ID
appropriate to the nedia type of the content.
Security Considerations
An attacker or provider with access to a fragnent of nessage history,
and the nessage logs of a MM provider in the path of a nessage
could potentially learn nore about the participants of a particular
MM roomor the room s corresponding M.S group if it can see nessage
| Ds.
I ANA Consi derati ons
1. nessage_id M.S Conponent Type

Thi s docunent registers a new M.S Conponent Type in the Specification
Required range with the foll owi ng tenplate:

* Val ue: TBD (suggested val ue 0x0040)
*  Nanme: nessage id

*  \Were: AD

* Recommended: Y

*  Reference: RFC XXXX
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