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Abst r act

Thi s docunent explores the probl em space in instant nmessaging (I M
identity interoperability when using end-to-end encryption, for
exanple with the M.S (Message Layer Security) Protocol. It also
descri bes nam ng schenes for different types of IMidentifiers.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://rohannahy. gi thub.io/ m m-identity/draft-mhy-mm -
identity.htm. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-nmahy-nmim-identity/.

Di scussion of this docunent takes place on the Mrre Instant Messagi ng
Interoperability Wrking Goup mailing list (mailto:mim @etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/mm/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/mm/.

Source for this draft and an issue tracker can be found at
https://github. com rohanmahy/ mi m -identity.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

The | ETF began standardi zati on work on interoperabl e |Instant
Messaging in the late 1990s, but since that period, the typica
feature set of these systens has expanded wi dely and was | argely
driven by the industry w thout much standardization or
interoperability. The Mre Instant Messaging Interop (MM) Wrking
Goup (see [I-D.ietf-mmnmi-arch]) was chartered to devel op protocols
for IMinteroperability using end-to-end encryption with the M.S
protocol [RFC9420] and architecture ([RFC9750]).

The | argest and nost widely deployed Instant Messaging (I M systens
support end-to-end nessage encryption using a variant of the Double
Rat chet protocol [Doubl eRatchet] popul ari zed by Signal and the
compani on X3DH [ X3DH] key agreenent protocol. Many vendors have al so
i mpl emented MLS for IM These protocols provide confidentiality of
sessions (with Double Ratchet) and groups (with M.S) once the
participants in a conversation have been identified. However, the
current state of nobst systens require the end user to manually verify
key fingerprints or blindly trust their instant messagi ng service not
to add and renove participants fromtheir conversations. This
problemis exacerbated when these systens federate or try to
interoperate. Even systens that have sone type of Key Transparency
[1-D.ietf-keytrans-architecture] are essentially Trust On First Use
(TOFU) .

VWi | e sone single vendor solutions exist, clearly an interoperable
mechanismfor IMidentity is needed. This docunment builds on the
roles described in [I-D.barnes-nim-identity-arch]. First this
docunent attenpts to articulate a clear description and senmantics of
different identifiers used in IMsystens. Next the docunent provides
an exanple of how to represent those identifiers in a conmon way.
Then the docunent discusses different trust approaches. Finally the
docunent surveys various cryptographi c nethods of maki ng and
verifying assertions about these identifiers.

Arguably, as with email, the success of XMPP [ RFC6120] was partially
due to the ease of comunicating anmong XMPP users in different
domains with different XMPP servers, and a single standardized
address format for all XWMPP users.

The goal of this docunent is to explore the probl em space, so that
the I ETF community can wite a consensus requirenents document and
f r amewor k.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Types of ldentifiers

I M systens have a nunber of types of identifiers. Few (or perhaps

no) systens use every type of identifier described here. Not every
configuration of the same application necessarily use the same |ist
of identifiers.

Domain identifier: A bare domain nane is often used for discovery of
a specific IMservice such as exanpl e.comor i mexanple.com Many
proprietary | M systens operate in a single domain and have no
concept of dommins or federation.

Handl e identifier: A handle is an identifier which represents a user
or service. A handle is usually intended for external sharing
(for exanple it could appear on or in a paper or electronic
busi ness card). [|IMsystens could have handl es which are unscoped
(don’t contain a domain) or scoped (contain a domain). Unscoped
handl es are often prefixed with a comrercial at-sign ("@).
Handl es in sone services are nmutable. For exanple, @lice_snmth
could becone @lice jones or @lex_smth after change of marita
status or gender transition
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Pr ot ocol | Identifier Address | Exanple |
e ————— e —_—————————————————— Ll o
Jabber/ XMPP | Bare JID | juliet@xanple.com |
------------------------------------- e
SIP | Address of Record (AOR) | sip:juliet@xanple.com |
------------ e T T
I RC | nick | @uliet |
------------ T
Generic | "unscoped handl e" | @uliet |
exanpl e | | |
------------ e T T
Generic | "scoped handl e" | @uliet@xanple.com |
exanpl e | | |
------------ T
Emai|l style | Mail box address | juliet@xanple.com |
------------ e TS

Table 1

Tabl e: sone Handl e identifier styles

User or account identifier: Many systens have an interna

@

Mahy

representation of a user, service, or account separate fromthe
handle. This is especially useful when the handle is allowed to
change. Unlike the handle, this identifier typically cannot
change. For exanple the user identifier could be a UUD or a

simlar construction. In IRC a user identifier is prefixed with
a "!" character (exanple: !jcapul et 1583@xanple.comfor the "nick"
@uliet).

ient or Device identifier: Mst comercial instant messagi ng

systens allow a single user to have multiple devices at the same
time, for exanple a desktop conputer and a phone. Usually, each
client instance of the user is represented with a separate
identifier with separate keys. Typically these identifiers are
internal and not visible to the end-user (XMPP fully qualified
JIDs are a rare exception). The client or device identifier is
often based on a UUID, a persistent |ong-termunique identifier
like an I MElI or MAC address, a sequence nunber assigned by the I M
service domain, or a combination. |In some cases the identifier
may contain the internal user identifier. These identifiers |ook
quite different across protocols and vendors.
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| Protocol| ldentifier | Example |
| | Address | |
[ ettty —————————— s —_—————————
| Jabber/ | Fully- | juliet/bal cony@xanpl e.com |
| XMPP | qualified | |
I | JID I I
Fomm e - o - Fomm e oo - o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| SIP | Contact | sip:juliet@2001:db8::225:96ff:fel2: 3456]

| | Address | |
S I S TR . +
| Wre | Qualified | Ofd3eOdc-a2ff- |
| | client 1D | 4965-8873-509f 0af 0a75c/ 072b@xanpl e. com |
Fomm e - o - Fomm e oo - o e e e e e e e e e e e e e e e e e e e e e emaeao - +

Table 2
Tabl e: some Cient/Device identifier styles.

G oup Chat or Channel identifier (external): Al or nearly al
i nstant messagi ng systens have the concept of named groups or
channel s which support nore than 2 nenbers and whose nenbership
can change over tinme. Many |IM systens support an externa
identifier for these groups and allows themto be addressed. |In
| RC and nmany other systems, they are identified with a "#" (hash-
mar k) prefix. The proliferation of hashtags on social medi a makes
this convention | ess commbpn on newer systens.

Group, Conversation, or Session identifiers (internal): Mst IM
protocols use an internal representation for a group or 1:1 chat.
In MSthis is called the group_id. The Wre protocol uses the
termqualified conversation IDto refer to a group internally
across domains. Anong inplenmentations of the Doubl e Ratchet
famly of protocols a unidirectional sequence of nmessages from one
client to another is referred to as a session, and often has an
associ ated session identifier.

Team or Workspace identifier: A less common type of identifier anong

IMsystens is used to describe a set of users or accounts. This
is described variously as a team workspace, or tenant.
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One user often has multiple clients (for exanple a nobile and a
desktop client). A handle usually refers to a single user or rarely
it may redirect to nmultiple users. In sone systens, the user
identifier is a handle. In other systens the user identifier is an
internal representation, for exanple a UUI D. Handles nmay be changed/
renamed, but hopefully internal user identifiers do not. Likew se,
group conversation identifiers could be internal or externa
representati ons, whereas group nanes or channel names are often
external friendly representations.

It is easy to imagine a | oose hierarchy between these identifiers
(domain to user to device), but hard to agree on a specific fixed

structure. 1In sone systens, the group chat or session itself has a
position in the hierarchy underneath the domain, the user, or the
devi ce.

As described in the next section, the author proposes using URIs as a
container for interoperable IMidentifiers. Al the exanples use the
mm: UR schenme described in [I-D.ietf-mmi-protocol]. Wile other
URI schenes coul d be used inside | Msystens, the distinction between
each type of identifier is inmplicit rather than explicit. O her
schenes are fine within a closed system as |long as the conparison
and validation rules are clear

4. Representation of identifiers using URI's

Most if not all of the identifiers described in the previous section
could be represented as URIs. Wile individual instant nessaging
protocol -specific URI schenmes may not have been specified with this
use of URIs in mnd, the nim: UR schene is flexible enough to
represent all of or any needed subset of the previously discussed

i dentifiers.

For exanple, the XMPP protocol can represent a domain, a handle (bare
JID), or a device (fully qualified JID). Unfortunately its xnpp: UR
schene was only designed to represent handl es and donmi ns, but the
mm: UR scheme can represent all XMPP identifiers:

* mm://exanpl e.com (domai n only)

* mm://exanple.comu/juliet (bare JID - handle)

* mm://exanple.comd/juliet/balcony (fully qualified JID - client/
devi ce)

Li kewi se the I RC protocol can represent domain, handle (nick), user

(account), and channel. The exanpl es bel ow represent a domain, a
nick, a user, a local channel, and the projectX channel
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* mm://irc.exanple.com

* mm://irc.exanmple.comu/juliet

* mm://irc.exanpl e.com u/jcapul et 1583@xanpl e. com

* mm://irc.exanple.conir/local _announcenents_channel
* mm://irc.exanmple.conlfr/projectX

The first path segnent in a MM UR discrinnates the type of
identifier and nakes the type of resource unanbi guous

| id type | exanple URI |
[ et e e o1
| Provider | mim://a.exanple |
Fom e oo S +
| User | mm://a.exanplel/u/alice |
N o e e e e e e e e e e mmmemao - +
| Pseudonym | mmni://a.exanpl e/ p/crazykoal a75 |
S o e e e e e e e e e e e e oo oo +
| dient | mm://a. exanple/d/dientAl or |
| | mm://a.exanple/d/alice/dientAl |
R o m m e e e e e e e e e e e eo oo s +
| Room | mm://a.exanple/r/clubhouse |
R o e e e e e e e e e e e e e o m o +
| M.S group | mim://a. exanple/g/TlI9t5viBrXi Xc |
Fom e o m e e e e e e e e mee oo s +
| Team | mm://a.exanplel/t/engineering |
R o m m e e e e e e e e e e e eo oo s +

Table 3: types of MM URl identifiers

A Pseudonymis a user identifier that is designed to conceal the
identity of its user, but may or nay not wish to reveal its
pseudonynmous nature. In that way a pseudonym coul d be represented
with a first path segnent as a User or as Pseudonym according to
| ocal policy.

Note that if there is no domain, a URI schene coul d use
local.invalid in place of a resol vabl e domai n nane.

mm://local.invalid/u/alice.smth
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5.

5

D fferent Root of Trust Approaches

Different I Mapplications and different users of these applications
may have different trust needs. The follow ng subsections describe
three specific trust nodels for exanple purposes. Note that the
descriptions in this section use certificates in their exanples, but
nothing in this section should preclude using a different technol ogy
whi ch provides simlar assertions.

1. Centralized credential hierarchy

In this environnent, end-user devices trust a centralized authority
operating on behalf of their domain (for exanple, a Certificate
Authority), that is trusted by all the other clients in that domain
(and can be trusted by federated domains). The centralized authority
could easily be associated with a traditional ldentity Provider

(IdP). This is a popular trust nodel for conpanies running services
for their own enpl oyees and contractors. This is also popular with
governnents providing services to their enployees and contractors or
to residents or citizens for whomthey provide services.

For exanple XYZ Corporation could nake an assertion that "I represent
XYZ Corporation and this user denonstrated she is Alice Smth of the
Engi neering departnment of XYz Corporation."

In this nodel, a Certificate Authority (CA) run by or on behal f of
the domain generates certificates for one or nore of the identifier
types described previously. The specifics of the assertions are very
inmportant for interoperability. Even within this centralized
credential hierarchy nodel, there are at |east three ways to nmake
assertions about different types of IMidentifiers with certificates:

Example 1 (Separate Certs): The CA generates one certificate for a
user Alice which is used to sign Alice’'s profile. The CA also
generates a separate certificate for Alice’s desktop client and a
third for her phone client. The private key in each client
certificate is used to sign M.S KeyPackages or Doubl e Ratchet -
styl e prekeys.

Example 2 (Single Conbined Cert): The CA generates a single
certificate per client which covers both Alice’ s handl e and her
client identifier in the same certificate. The private key in
each of these certificates is used to sign M.S KeyPackages or
Doubl e Ratchet-style prekeys. Note that there is no separate key
pair used to refer to the user distinct froma device. Al the
legitimate device key pairs would be able to sign on behalf of the
user.
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Exanpl e 3 (Cascading Certs): The CA generates a single user
certificate for Alice’s handle and indicates that the user
certificate can issue its own certificates. The user certificate
then generates one certificate for Alice’ s desktop client and
anot her certificate for Alice’'s phone client. The private key in
each client certificate is used to sign M.S KeyPackages or Doubl e
Rat chet - styl e prekeys.

VWhat is important in all these exanples is that other clients
involved in a session or group chat can validate the rel evant
credentials of the other participants in the session or group chat.
Clients would need to be able to configure the relevant trust roots
and wal k any hi erarchy unanbi guously.

VWhen using certificates, this could include associating an |Issuer URI
in the issuerAltName with one of the URIs in the subjectAl tNane of
anot her cert. Oher nmechani sms have anal ogous concepts.

Regardl ess of the specific inplenentation, this nodel features a
strong hierarchy.

The advantage of this approach is to take advantage of a strong

hi erarchy which is already in use at an organi zation, especially if
the organi zation is using an ldentity Provider (1dP) for nost of its
services. Even if the IMsystemis conprom sed, the presence of
client without the correct end-to-end identity woul d be detected

i medi at el y.

The di sadvantage of this approach is that if the CA colludes with a
mal i ci ous | M system or both are conpronmi sed, an attacker or malicious
I Msystemcan easily insert a rogue client which would be as trusted
as a legitimte client.

5.2. Wb of Trust
In sone communities, it nmay be appropriate to make assertions about
IMidentity by relying on a web of trust. The follow ng specific
exanpl e of this general nethod is used by the OVEMO comunity
presented by [ Schaub] and proposed in [Matrix1756]. This docunent
does not take any position on the specifics of the proposal, but uses
it toillustrate a concrete inplenentation of a web of trust
involving IMidentifiers.
The exampl e uses a web of trust with cross signing as foll ows:
* Each user (Alice and Bob) has a master key.

* Alice’'s master key signs exactly two keys:
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- Aice’ s device-signing key (which then signs her own device
keys), and

- Alice s user-signing key (which can sign the naster key of
ot her users).

The advantage of this approach is that if Alice’s and Bob's keys,

i mpl ement ati ons, and devices are not conprom sed, there is no way the
infrastructure can forge a key for Alice or Bob and insert an
eavesdropper or active attacker. The disadvantages of this approach
are that this requires Alice' s device-signing key to be avail able any
time Alice wants to add a new device, and Alice’s user-signing key to
be avail abl e anytime she wants to add a new user to her web of trust.
This could either nmake those operations inconveni ent and/or
unnecessarily expose either or both of those keys.

Alice : Bob

S + : S +

| master |<---\  [------ >| master |

B + \/ B +

/ \ I\ / \

/ \ / S / \
S S S S S S S +
| device | | |user | :] user | | device
| signing | | signing | :| signing | | signing
B I T, I T, I T, +

/ \ : / \
R e C : R e C
| AL | | A2 | : | BL | | B2 |
R : R

Figure: Alice and Bob cross sign each other’s master keys

A detailed architecture for Wb of Trust key infrastructure which is
not specific to Instant Messaging systens is the Mathematical Mesh
[1-D. hal | anbaker-nmesh-architecture].

5.3. Well-known service cross signing

In this trust nodel, a user with several services places a cross
signature for all their services at a well known |ocation on each of
those services (for exanple a personal web site .well-known page, an
IMprofile, the profile page on an open source code repository, a
soci al medi a About page, a picture sharing service profile page, a

pr of essi onal i nterpersonal -networking site contact page, and a dating
application profile). This concept was perhaps first inplenented for
non-techni cal users by Keybase. The user of this schene |ikely
expects that at any given nonent there is a risk that one of these
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5.

6

6

services is conpromised or controlled by a nalicious entity, but
expects the likelihood of all or mpost of their services being
conmprom sed sinultaneously is very | ow.

The advantage of this approach is that it does not rely on anyone but
the user herself. This disadvantage is that if an attacker is able
to delete or forge cross signatures on a substantial nunber of the
services, the forged assertions would | ooks as legitimate as the

aut hentic assertions (or nore convincing).

4. Conbi ni ng approaches

These different trust approaches could be conbi ned, however the
verification rules become nore conplicated. Anong other problens,

i mpl ementers need to deci de what happens if two different trust

met hods conme to inconpatible conclusions. For exanple, what should
the application do if web of trust certificates indicate that a
client or user should be trusted, but a centralized hierarchy

i ndicates a client should not be, or vice versa.

Crypt ographi ¢ mechani sns to nake assertions about IMidentifiers
1. X 509 Certificates

X. 509 certificates are a mature technol ogy for maeki ng assertions
about identifiers. The supported assertions and identifier formats
used in certificates are somewhat archaic, inflexible, and pedantic,
but well understood. The senantics are always that an |ssuer asserts
that a Subject has control of a specific public key key pair. A
handful of additional attributes can be added as X 509 certificate
ext ensi ons, al though addi ng new extensions is |aborious and tine
consuming. In practice new extensions are only added to facilitate
the internals of managing the lifetime, validity, and applicability
of certificates. X 509 extensions are not appropriate for arbitrary
assertions or clains about the Subject.

The Subject field contains a Distinguished Nane, whose Conmmon Nane
(CN) field can contain free formtext. The subjectAl tNanme can
contain multiple other identifiers for the Subject with types such as
a URI, email address, DNS dommin nanes, or Distinguished Nane. The
rul es about which combinations of extensions are valid are defined in
the Internet certificate profile described in [RFC5280]. As noted in
a previous section of this docunment, URIs are a natural container for
hol di ng i nstant messaging identifiers. |nplementations need to be
careful to insure that the correct semantics are applied to a URl, as
they may be referring to different objects (ex: a handle versus a
client identifier). There is a corresponding issuerAtNane field as
wel | .
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Certificates are already supported in MLS as a standard credenti al
type which can be included in M.S Leaf Nodes and KeyPackages.

In the X3DH key agreenent protocol (used with Double Ratchet), the
first message in a session between a pair of clients can contain
an optional certificate, but this is not standardized.

Arguably the biggest drawback to using X. 509 certificates is that
adm nistratively it can be difficult to obtain certificates for
entities that can al so generate certificates---specifically to issue
a certificate with the standard extensi on basi cContrai nt s=CA: TRUE.
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Certificate:
Dat a:
Version: 3 (0x2)
Serial Number:

04: dc: 7a: 4b: 89: 22: 98: 32: 35: 1f:91: 84: f 7: €9: 4e: 5d: 24: c4

Signature Al gorithm ED25519
I ssuer: O = exanple.com CN = acne. exanpl e. com

Val i

Subj
Subj

dity
Not Before: Jul 6 06:41:50 2022 GVIT
Not After : Cct 4 06:41:49 2022 GVIT
ect: O = exanmple.com CN = Alice M Snmith
ect Public Key Info:
Public Key Al gorithm ED25519
ED25519 Publ i c- Key:
pub:
a0: 6b: 14: 1e: a8: 04: 2a: 09: 6b: 62: 89: 48: 7c: da: 5c:
68: 73: b9: 2a: 8e: 65: 50: f9: 15: 70: bd: 91: d7: 86: 52
le: 4f

X509v3 ext ensi ons:

X509v3 Key Usage: critica
Digital Signature, Key Agreenent
X509v3 Ext ended Key Usage:
TLS Web Cient Authentication
X509v3 Basic Constraints: critica
CA: FALSE
X509v3 Subj ect Key Ildentifier:
4C: EA: 12: 32: 79: 03: F6: 4F: 47: 29: 37: 5F: 96: BB: E1: 91: 5E: FC
X509v3 Authority Key ldentifier:
14: 2E: B3: 17: B7: 58: 56: CB: AE: 50: 09: 40: E6: 1F: AF: 9D: 8B: 14
Aut hority Information Access:
OCSP - URI: http://oscp.acne. exanpl e. com
CA Issuers - URI:http://acme. exanpl e. cont
X509v3 Subject Alternative Nanme: critica
URI : m m ://exanpl e. conl d/ SvPf LI wBQ - 60ddVRr kqpw/ 04c7,
URI :mm://exanple.confu/alice.smth
X509v3 Certificate Policies:
[etc....]

Signature Al gorithm ED25519

Si gnat ure Val ue:
da: 21: 49: cc: 7a: ac: ed: 7b: 27: 59: 30: 81: d9: 94: c0: d7: 86: e7
db: b2: c9:ed: 72: 47: 19: 01: aa: 2a: 7f: 24: d6: ce: 2f : 4f : 9d: f e:
ab: 8b: e2: 0e: 43: 1b: 62: b1: 1d: 12: 3f: 78: a2: bf : cc: 7b: 52: ef :
df : c1l:94: 5a: 3f: ca: al: f 6: 88: 02

Figure: nocked up IMclient certificate with both client id and

handl e

Mahy
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If inplenenting cascading certificates, the Issuer might be a
expressed as a URI in the issuerAl tNane extension

TBC

Fi gure: nocked up IMclient certificate issued by the domain for the
handl e URI as Subject. Then another certificate issued by the handle
URI for the device URI as its Subject.

6.2. JSON Wb Tokens (JWI) and CBOR Wb Tokens (CWI)

JSON Wb Signing (JWS) [RFC7515] and JSON Wb Tokens (JWI) [RFC7519]
are toolkits for nmaking a variety of cryptographic clainms. (CBOR Wb
Tokens [ RFC8392] are semantically equivalent to JSON Wb Tokens.)
Both token types are an appealing option for carrying IMidentifiers
and assertions, as the container type is flexible and the format is
easy to inplenent. Unfortunately the semantics for validating
identifiers are not as rigorously specified as for certificates at
the tinme of this witing, and require additional specification work.

The JWI Denonstrating Proof of Possession (DPoP) specification

[ RFC9449] adds the ability to make cl ains which involve proof of
possession of a (typically private) key, and to share those clains
with third parties. The owner of a the key generates a proof which
is used to fetch an access token which can then be verified by a
third party. JW DPoP was actually created as an inprovenent over
Bearer tokens used for authentication, so its use as a certificate-
like assertion nay require substantial clarification and possibly
additional profile work

Wiile there is support for token introspection, in general access

tokens need online verification between resources and the token
i ssuer.
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{
"typ": "dpop+wt”,
"al g": "EdDSA",
"Twk": |
"typ": "OKP',
"crv": "Ed25519",
"x": "9kaYQqg ... 3l nwW
}
}
{
"jti": "7535d380-673e-4219-8410- b8df 679c306e",
"iat": 1653455836315,
"htnm': "POST",
"htu": "https://exanple.comclient/token",
"nonce": "WE88EvOBzbqGer znM 2P_AadVf 7374y0cH19sDSZA2A"
"sub": "mm://exanple.conld/ SvPfLlI wBQ - 60ddVRr kqpw/ 04c7",
"exp": 1661231836315
}

Fi gure: JOSE header and clainms sections of a JWI DPoP proof referring
to an I M URI

Finally, there are selective disclosure variants of JWs
[1-D.ietf-oauth-selective-disclosure-jw] and CATs
[I-D.ietf-spice-sd-cwt] available. Selective Disclosure JWs (SD
JWI') have an optional key binding nechanism Selective D sclosure
CWs (SD-CWI) have a nmandatory Key Bindi ng Token (KBT). Both can be
used directly as M.S credentials [|-D. nmahy-m s-sd-cwt-credential].

6.3. Verifiable Credentials

Verifiable Credentials (VC) is a framework for exchangi ng machi ne-
readabl e credentials [WC. REC-vc-dat a- nodel -20191119]. The franmework
is well specified and has a very flexbile assertion structure, which
in addition to or in place of basic nanes and identifiers, can
optionally include arbitrary attributes (ex: security clearance, age,
nationality) up to and including sel ective disclosure dependi ng on
the profile being used. For exanple, a verifiable credential could
be used to assert that an IMclient belongs to a Custoner Support
agent of Sirius Cybernetic Corp, who speaks English and Vogon, and is
qualified to give support for their ldent-I|-Eeze product, without
revealing the name of the agent.

The VC specification describes both Verifiable Credentials and
Verifiable Presentations. A Verifiable Credential contains
assertions made by an issuer. Holders assenble credentials into a
Verifiable Presentation. Verifiers can validate the Verifiable
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Credentials in the Verifiable Presentation. Specific credenti al
types are defined by referencing ontol ogies. The exanple at the end
of this section uses the VCard ontol ogy [ WBC. WD-vcar d-rdf -20130924] .

Most of the exanples for Verifiable Credentials and nmany of the

i npl ementations by conmercial identity providers use Decentralized
Identifiers (DIDs), but there is no requirenent to use DID or the
associ ated esoteric cryptography in a specific VC profile. (Indeed
the VC profile for COVID-19 for vaccination does not use DIDs). The
nmost significant problemwith VCs are that there is no of f-the-shelf
mechani sm for proof of possession of a private key, and no consensus
to use VCs for user authentication (as opposed to using VCs to assert
identity attributes).

VWil e the exanples in this docunent are represented as JSON
i ncl udi ng whitespace, the actual JSON encodi ng used for VC has no
whi t espace

The first exanple shows a fragnent of the clains in a JW-based VC
proof, referencing the VCard ontol ogy.

{
"sub": "mm://exanple.conl d/ SvPf LI wBQ - 60ddVRr kqpw/ 04c7",
"fti": "http://imexanple.com @lice_snith/devices/04c7",
"iss": "https://imexanpl e.com keys/issuer.jwk",
"nbf": 1653455836315,
"iat": 1653455836315,
"exp": 1661231836315,
"nonce": "WEB8EvOBzbqGer znM 2P_AadVf 7374y0cH19sDSZA2A"
"ve'ro |
"@ontext": [
"https://ww. w3. org/ 2018/ credenti al s/v1",
"http://ww.w3. org/ 2006/ vcar d/ ns"
1,
"type": ["VerifiableCredential", "InDeviceCredential"],
"credential Subject": {
"fn": "Alice M Smth",
"hasOr gani zat i onNane": "Exanpl e Corp",
"hasOrgani zational Unit": "Engi neering”,
"hasl nst ant Message": "mim://exanple.comu/alice smth",
"hasl nst ant Message": "mim://exanpl e. com d/ SvPf LI wBQ - 60ddVRr kqpw/ 04¢c7"
}
}
}

Figure: fragment of exanple VC clains using VCard ontol ogy
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In the next exanple, there is a Verifiable Presentation (VP) JOSE
header and cl ai 8 which contains two enbedded VCs for the sane

hol der. The JOSE header contains an actual Ed25519 public key. The

correspondi ng key id could be expressed using the kid type with a
urn:ietf:parans: oaut h: jwk-thunbprint:sha-256: prefix, the actual
fingerprint value would be

mJaf gNxZWNAI kaDGPl NyhccFSAqnRj hy ASFINnOf 81 8.

The first VC contains a full name and a handl e-style identifier.

It

is created by one issuer (for exanple an identity provider), and uses
standard clainms from Qpenl D Connect Core. The second VC contains a
client or device identifier and is created by a different issuer (the

I M service).

Note that in the text version of this docunent, the jws val ues and

verification Method URLs are truncated.

{
Iltypll: Ildpop+j V\E"’
"al g": "EdDSA",
"typ": "OKP",
“crv": "Ed25519",
x": "6UnHNcJ_i FCkToj 9Zabf FgFTI 1LPoWO0ZAdv96EyaEW'

}
}

"@ontext": [
"https://ww.w3. org/ 2018/ credential s/v1"
]

"type": [
"Verifiabl ePresentation”
"{/eri fiabl eCredential": [
"@ontext": [

"https://ww. w3. org/ 2018/ credenti al s/v1",
"https://openid. net/2014/ openi d- connect -core/v1l",
] i)
"id": "https://idp.exanpl e.com credential s/1872",
“type": [
"Verifiabl eCredential",
"I mJserldentityCredential"
] ]
"issuer": {
"id": "dns:idp.exanple.conf
}1
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"issuancebDate": "2022-06-19T15: 30: 162",
"credential Subject": {

"sub": "mm://exanple.conmu/a_smth",
"nanme": "Smith, Alice (Alie)",
"preferred _usernane": "@_smth@xanpl e. cont',
}1
"proof":

"type": "Ed25519Si gnhat ure2018",

"created": "2022-06-19T15: 30: 157",

"jws": "LedhWazvgkl WAsPI GU4aEQuxPgXD16- aL5X7RNAy oXRvHPz YAqQH8a3. . Yot 9dpKNuhW m2 EwzZ
Uk-r mvB76Xex_Con_HGseAgR60",

"pr oof Purpose": "assertionMethod",

"verificationMethod":

"https://idp. exanpl e. com keys/ Ed25519/ sha256: wFr60ONWUJ Sa30i 8vyBEGBS2Ci ZANGTN_8ZN

Xf 4RYdy Q'

H
{

"@ontext": [
"https://ww. w3. org/ 2018/ credenti al s/v1",
"https://ietf.org/ 2022/ oauth/M sd ientCredential /v1"
] i)
"id": "https://imexanple.confcredential s/9829381",
"type": [
"Verifiabl eCredential",
"M sCientldCredential"
] ]
"issuer": {
"id": "dns:imexanple.cont
}

"i ssuanceDate": "2022-09-08T19: 23: 247",
"credential Subject": {
"sub": "mm://exanple.con d/ SvPf LI wBQ - 60ddVRr kqgpw/ 04c7"
1
"proof": {
"type": "Ed25519Si ghat ure2018",
"created": "2021-03-19T15:30: 157",
"jws": "N8xYCGopY8_2wl YuhFX5QWuvMBj zHPJqp06w73UL53BBdhxP9Qxt gxTAK. . j Zr Tdf r 4k Mk COYhL
OFQ&L7r o&ZFnDzVSecf zNwf 361 k",
" pr oof Purpose": "assertionMethod",
"verificationMethod": "https://imexanple.com keys/ Ed25519/ sha256: uZx- Zx68Pz| Msd2P
gs| EVBCF- BDyj MUdVDbZhnCZI | s*
}

}
1,

"id": "ebc6flc2",
"hol der": "mm://exanpl e.con d/ SvPf LI wBQ - 60ddVRr kqpw/ 04c7",
"proof": {
"type": "Ed25519Si gnhat ure2018",
"created": "2022-09-22T11:10: 04Z",
"chal | enge": "Es6R6R4yl 66_ywod4ul f FQ',
"domain": "mm://exanple.con d/ SvPf LI wBQ - 60ddVRr kqpw/ 04c7",
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"jws": "eyJhbCci O JFZERTQSI sl m 2NCl 6ZnFsc2Us| mNyaxXQ A si Yj YOI 1 19. . Ul Vpxg5CECSr Q vpse
2svUuhgzMBi CZOvcJ- Xj wNNdOo"
" pr oof Purpose": "authentication",
"verificationMethod": "urn:ietf:parans: oaut h:jwk-thunbprint: sha-256: mlaf gNxZWNAI kaDG
Pl NyhccFSAqQnRj hy A3FINnOf 81 8"
}

}
Figure: Example VP with 2 enbedded VCs

6.4. Oher possible nmechani snms

Bel ow are ot her nmechani snms which were not investigated due to a | ack
of tinme.

*  Anonynous credential schemes which can present attributes without
the long-termidentity (ex: travel agent for specific team) such
as those generated by the Privacy Pass Architecture [ RFCO576], or
Anonymous Credit Tokens [I-D.draft-schlesinger-cfrg-act]. .- Zero-
know edge proofs - new work is starting in the IETF to define JSON
Web Proofs (JWP) [I-D.ietf-jose-json-web-proof], a new format that
uses zero know edge proofs (with both JSON and CBOR fornats).

* Deniable credentials
7. | ANA Consi derations

Thi s docunent requires no action by | ANA
8. Security Considerations

TBC. (The threat nodel for interoperable | Msystens depends on many
subtl e details).
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