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Abst ract

Thi s docunent presents structures for room netadata, participant
lists, pre-authorized roles for future participants, and rol e-based
access control, all of which are intended for use in MM (Mre

I nstant Messaging Interoperability).

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://rohannahy. gi t hub. i o/ m m - app- conponent s/ dr af t - mahy- m ni - app-
conponents. htm. Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-nmahy-mn n -app-conponents/.

Di scussion of this docunent takes place on the Mdire Instant Messagi ng
Interoperability Working Group mailing list (mailto:mim @etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/mm/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/mm/.

Source for this draft and an issue tracker can be found at
https://github. com r ohanmahy/ m m - app- conmponent s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Mahy Expi res 15 August 2025 [ Page 1]



I nternet-Draft MM Application State February 2025

This Internet-Draft will expire on 15 August 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . 3
2. Conventions and Defl ni t| ons . 3
3. Room Met adat a . 3
4. Participant List 4
5. Preauthorized Users . 6
6. Rol e-Based Access Control C e e e e 8
7. Role Capabilities . . . . 0]
7.1. Menbership Capabili t| es . . . . . . . . . . . . . . . .. 10
7.2. Adjust metadata . . . . . . . . . . . . . . . . . . . . . 13
7.3. Message Capabilities . . . . . . . . . . . . . . . . . . 13
7.4. Asset Capabilities . . . . . . . . . . . . . . . . . . . 15
7.5. Real-tinme nedia . . e . . ... ... . . . . . . 15
7.6. Disruptive Poli cy Changes )
7.7. Reserved Capabilities . . . . . . . . . . . . . . . . . . 16
8. Security Considerations . . . . . . . . . . . . . . . . . . . 17
9. | ANA Considerations . . . 4
9.1. New MM Role Capabllltles reglstry. e i £
10. Normmtive References . . . B e
Appendi x A. Role exanples . . . e e ... 20
A. 1. Cooperatively adninister ed room. . . . . . . . . . . . . 20
A.2. Strictly administered room . . . . . . . . . . . . . . . 25
A. 3. Mdderated room . . 10
A. 4. Muilti-organization adm n| st ered room . e e . . . . . . . 36
Acknowl edgments . . . . . . . . . . . . . . . . . . . . . . . .. 43
Author’s Address . . . . . . . . . . . . . . . . . . . . . . .. 43

Mahy Expi res 15 August 2025 [ Page 2]



I nternet-Draft MM Application State February 2025

1.

I nt roducti on

Thi s docunent introduces specific structures to carry room netadat a,
the roomparticipant list (introduced conceptually in
[I-Dietf-mm-arch]), roompolicy for preauthorizing users into the
room based on identity-based attributes, and per-roomrole
definitions. Each of these structures is represented as an M.S

appl i cation conponent as defined in [I-D.barnes-nls-appsync] (soon to
be nmerged into [I-D.ietf-m s-extensions]). Each conponent is
represented in the MLS G oupContext for the room

Thi s docunent is provided as a standal one docunent as it is short and
easy to receive early reviewin its short format. The goal is to
incorporate the contents of this draft into
[I-Dietf-mm-roompolicy].

Wiile this work is intended for use with MM, it is suitable for use
with other systens using M.S (for exanple, non-authority-based
messagi ng systens) that require simlar functionality.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Room Met adat a

The Room Met adata component contai ns data about a room which night be
di spl ayed as human-readabl e i nformati on for the room such as the
nanme of the roomand a URL pointing to its roominage/avatar.

It can contain a list of roomdescriptions, each of which can have a
specific | anguage_tag and nedi a type along with the
description_content. An enpty nedia type inplies text/

pl ai n; char set =ut f - 8.

Room\vet aData is the format of the data field inside the ConponentData
struct for the Room Metadata conponent in the application _data
GroupCont ext ext ensi on.
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/* avalid URl (ex: MM URI) */

struct {
opaque uri <V>;
}ourig
/* a sequence of valid UTF8 without nulls */
struct {
opaque string<v>;
} UTF8Stri ng;
struct {

/[* an enpty nmedia type is equivalent to text/plain;charset=utf-8 */
opaque nedi a_t ype<V>;
opaque | anguage_t ag<V>;
opaque descri pti on_cont ent <V>;
} RichDescription;

struct {
Ui room.uri;
UTF8Stri ng room nane;
Ri chDescription room descriptions<V>;
/* an https URlI resolving to an avatar inage */
Ui room avatar;
UTF8Stri ng room subj ect;
UTF8Stri ng r oom nood;
} Roomvet aDat a;

Room\et aDat a RoomiVet aUpdat e;

Roomet aUpdat e (which has the same format as RoomMetaData) is the
format of the update field inside the AppDataUpdate struct in an
AppDat aUpdat e Proposal for the Room Metadata conmponent. |f the
contents of the update field are valid and if the proposer is

aut horized to generate such an update, the value of the update field
conpl etely replaces the value of the data field.

Only a single Room netadata update is valid per commt.
4. Participant List

The participant list is a list of "users" in aroom Wthin a room
each user is assigned exactly one role_(expressed with a role_index
and described in Section 6) at any given time (specifically within
any M.S epoch). In a roomthat has multiple M.S clients per "user",
the identifier for each user in participants.user is the sanme across
all that user’s clients in the room Note that each user has a
single role at any point in tine, and therefore all clients of the
sane user al so have the sane role.
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The participant list may include inactive participants, which
currently do not have any clients in the corresponding M.S group, for
exanple if their clients do not have avail abl e KeyPackages or if al
of their clients are tenporarily "kicked" out of the group. The
participant |list can also contain participants that are explicitly
banned, by assigning thema suitable role which does not have any
capabilities.

struct {
opaque user<V>;
ui nt 32 rol e_i ndex;
} UserRol ePair;

struct {
User Rol ePai r partici pant s<V>;
} ParticipantListData;

ParticipantListData is the format of the data field inside the
Conponent Data struct for the Participant |ist Metadata conponent in
the application_data G oupContext extension

struct {
ui nt 32 user _i ndex;
ui nt 32 rol e_i ndex;
} Useri ndexRol ePair;

struct {
Useri ndexRol ePai r changedRol eParti ci pant s<V>
ui nt 32 renovedl ndi ces<V>
User Rol ePai r addedParti ci pant s<V>;

} Parti ci pantLi st Updat e;

Partici pantListUpdate is the contents of an AppDataUpdate Proposa
with the conponent ID for the participant list. The index of the
participants vector in the current ParticipantListData struct is
referenced as the user_index when maki ng changes. First the
changedRol ePartici pants list contains UserindexRol ePairs with the

i ndex of a user who changed roles and their new role. Next is the
renovedl ndices list which has a list of users to renove conpletely
fromthe participant list. Finally there is a list of

addedPartici pants (which contains a user and role) that is appended
to the end of the ParticipantLi stData.

Each of these actions (nodifying a user’s role, renmoving a user, and
adding a user) is authorized separately according to the rules
specified in Section 7.1. If all the changes are authorized, the
ParticipantListData is nodified accordingly.

Mahy Expi res 15 August 2025 [ Page 5]



I nternet-Draft MM Application State February 2025

A single conmmit is not valid if it contain any conbination of
Participant list updates that operate on (add, renove, or change the
role of) the sane user in the participant |list nore than once

5. Preauthorized Users

Preaut hori zed users are MM users and external senders that have

aut horization to adopt a role in a roomby virtue of certain
credential clainms or properties, as opposed to being individually
enunerated in the participant list. For exanple, a roomfor enployee
benefits mght be available to join with the regular participant role
to all full-time enployees with a residence in a specific country;
whi | e anyone working in the human resources departmnment night be able
to join the same roomas a noderator. This data structure is
consulted in two situations: for external joins (external commits)
and external proposals when the requester does not already appear in
the participant |ist; and separately when an existing participant
explicitly tries to change its _own_ role.

Only consulting Preauthorized users in these cases prevents
several attacks. For exanple, it prevents an explicitly banned
user fromrejoining a group based on a preauthorization

PreAuthData is the format of the data field inside the Conponent Data
struct for the Preauthorized Participants conponent in the
appl i cation_data G oupCont ext extension

The i ndividual PreAuthRol eEntry rules in PreAuthData are consulted
one at atine. A PreAuthRoleEntry natches for a requester when every
Claimclaimid has a corresponding claimin the requester’'s M.S
Credential which exactly matches the corresponding clai mvalue. Wen
the rules in a Preauthorized users struct match nultiple roles, the
requesting client receives the first role which matches its clains.
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struct {
/* MS Credential Type of the "claim */
Credenti al Type credential _type;
/* the binary representation of an X.509 O D, a JW claimnane */
[* string, or the CBOR map claimkey in a CAM (an int or tstr) */
opaque i d<V>;

} daind;

struct {
Claimd claimid;
opaque cl ai mval ue<V>;
} Caim

struct {
/* when all clainms in the clainset are satisfied, the clainset */
*/ is satisfied */
Cl ai m cl ai nBet <V>;
Rol e target rol e;
} PreAut hRol eEntry;

struct {
Pr eAut hRol eEntry preaut hori zed _entri es<V>;
} PreAut hDat a;

Pr eAut hDat a Pr eAut hUpdat e;

Pr eAut hUpdat e (which has the sane format as PreAuthData) is the
format of the update field inside the AppDataUpdate struct in an
AppDat aUpdat e Proposal for the Preauthorized Partici pants conmponent.
If the contents of the update field are valid and if the proposer is
aut horized to generate such an update, the value of the update field
compl etely replaces the value of the data field.

As with the definition of roles, in MM it is not expected that
the definition of Preauthorized users would change frequently.
Instead the clains in the underlying credentials would be nodified
wi t hout nodi fying the preauthorization policy.

Changi ng Preaut hori zed user definitions is sufficiently disruptive,

that an update to this conponent is not valid if it appears in the
same commit as any Participant List change, except for user renpvals.
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Because the Preauthorized users conponent usually authorizes non-
menbers, it is also a natural choice for providing concrete

aut hori zation for policy enforcing systens incorporated into or which
run in coordination with the MM Hub provider or specific M.S
Distribution Services. For exanple, a preauthorized role could allow
the Hub to renove participants and to ban them but not to add any
users or devices. This unifies the authorization nodel for nenbers
and non-nmemnbers.

6. Rol e-Based Access Contro

The Rol e- Based Access Control conponent contains a list of all the
roles in the room and the capabilities associated with them It
contains a role_index, which is used to refer to the role el sewhere
(Note that role indexes might not be contiguous.) The role_index
zero is reserved to refer to a participant that does not (yet) or no
| onger appears (or will no longer appear) in the participant |ist.

The conponent al so contains a role_nane (a human-readabl e text string
nane for the role), and a role_description (another string, which can
have zero | ength).

Each Rol e al so can contain constraints on the m ni mum and naxi mum
nunber of participants, and the mni rum and maxi mum nunber of active

participants. |If the mni mumnunber is zero, there is no mni mum
nunber of participants for that particular role. |If there is no
maxi mum nunber of participants for a particular role, that paraneter
i s absent.

I f the maxi mum nunber of active participants is zero, then no
participants are allowed to have clients in the roonis MS group.

The authorized_role_changes field is used to provide fine-grained
control about which transitions are all owed when addi ng and renovi ng
partici pants and when noving participants to new rol es, including
banni ng/ unbanni ng, and pronoting/ denmoting to or fromroles with
nmoderator or administrator privileges. A nore detailed discussion is
in the description of the specific capabilities in the next section

This design results in each participant only having a single role
at atime, with a single list of capabilities and an explicit |ist
of allowed role transitions. It nakes the authorization process
for a verifier consistent regardless of the conplexity of the set
of authorization rules.

Sone exanples are provided in Appendix A
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Rol eData is the format of the data field inside the Conponent Data
struct for the Rol e-Based Access Control conponent in the
appl i cation_data G oupContext extension

/* See MM Capability Types | ANA registry */
uint 16 CapablityType;

struct {

uint32 fromrol e_index;

uint 32 target _rol e_i ndexes<V>;
} Singl eSour ceRol eChangeTar get s;

struct {

ui nt 32 rol e_i ndex;

opaque rol e_nane<V>

opaque rol e _descri ption<V>;

Capabi lityType rol e _capabilities<V>

ui nt 32 m ni rum partici pants_constraint;

optional uint32 maxi num participants_constraint;

ui nt 32 m ni rum active_partici pants_constraint;

optional uint32 maxi mum active_partici pants_constraint;

Si ngl eSour ceRol eChangeTar gets aut hori zed_rol e_changes<V>;
} Rol e;

struct {
Rol e rol es<V>;
} Rol eDat a;

Rol eDat a Rol eUpdat e

Rol eUpdat e (whi ch has the sane fornmat as RoleData) is the format of
the update field inside the AppDataUpdate struct in an AppDat aUpdat e
Proposal for the Rol e-Based Access Control component. If the
contents of the update field are valid and if the proposer is

aut horized to generate such an update, the value of the update field
conpl etely replaces the value of the data field.

Note that in the MM environnent, changing the definitions of
roles is anticipated to be very rare over the lifetime of a room
(for exanpl e changing a room which has grown dramatically from
cooperatively nmanaged by all participants to explicitly noderated
or admi ni stered).

Changing Role definitions is sufficiently disruptive, that an update

to this conmponent is not valid if it appear in the same commit as any
Partici pant List change.
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7. Role Capabilities

As described in the previous section, each role has a |list of
capabilities, which in rare cases could be enpty. Wen we say that
the hol der of a capability can take sonme action, we nean that

what ever entity is taking the action (a participant, a potentia
future participant, or an external party) has a specific entry in the
Participant List struct and a corresponding role--or is preauthorized
to take action with a specific role via the Preauthorized Users
struct--and that the role_capabilities list contains the rel evant
capability.

Unl ess ot herwi se specified, capabilities apply both to sending a set
of consistent M.S proposals that could be cormtted by any nmenber of
the corresponding M.S group, and to sending an M.S conmt containing
a set of consistent M.S proposals.

7.1. Menbership Capabilities

The nenbership capabilities bel ow all ow authorized hol ders to update
the Participant |list, or change the active participants (by renoving
and adding MLS clients corresponding to those participants), or both.

* canAddPartici pant - the holder of this capability can add anot her
user, that is not already in the participant list, to the
participant list. (This capability does not apply to the hol der
adding itself.) The authorized_ role_changes list in the holder’s
role is consulted to authorize the added user’s target role. The
aut hori zed rol e _changes |ist MJST have an entry where the
aut hori zed rol e _changes.fromrol e index equals zero, and that
entry’'s target _role_indexes list includes the target role. The
proposed action is only authorized if the action respects both the
maxi mum partici pants_constraint (if present) and
maxi mum active _participants_constraint (if present) for the added
user’'s target role. Wen the participant list addition for the
target role is authorized, the holder is also authorized to add
any M.S clients matching the added user to the rooms MS group .

* canAddOmC ient - a holder of this capability that is in the
participant list, can add its own client (via an external conmmt
or external proposal); and can add other clients that share the
same user identity (via Add proposals) if the holder’'s client is
al ready a menber of the correspondi ng MLS group.

* canAddSel f - the holder of this capability can use an externa
commit or external proposal to add itself to the participant |ist.
(The hol der MUST NOT al ready appear in the participant list). |Its
usage differs slightly based on in which role it appears.
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- \When canAddSel f appears on role zero, any user who is not
already in the participant list can add itself, with certain
provi sions. The hol der consults the authorized_rol e_changes
list for an entry with fromrole_index equal to zero. The
hol der can add itself with any non-zero target rol e_i ndexes
fromthat entry, if the action respects both the
maxi mum partici pants_constraint (if present) and
maxi mum active_participants_constraint (if present) for the
added user’s target role.

- \When canAddSel f appears on a non-zero role, a client can only
becone the holder of this capability via the Preauthorized
users mechani sm The authorized_rol e_changes list in the
target role MJST have an entry where the fromrole_index is
zero and the target_role_indexes contains the target role. In
addition, the action MJST respect both the
maxi mum partici pants_constraint (if present) and
maxi mum active participants_constraint (if present) for the
added user’s target role.

canUseJoi nCode - the holder of this capability can externally join
a roomusing a join code for that room provided the join code is
valid, the join code refers to a valid target role, and both the
maxi mum partici pants_constraint (if present) and

maxi mum acti ve_participants_constraint (if present) constraints
are respect ed.

canRenovePartici pant - the holder of this capability can propose
a) the renoval of another user (excluding itself) fromthe
participant list, and b) renoval of all of that user’'s clients, as
a single action. There MJUST NOT be any clients of the renoved
user in the M.S group after the corresponding comit. A proposer
hol ding this capability consults its role’s

aut hori zed rol e_changes entries for an entry where fromrol e_i ndex
mat ches the target user’'s current role; if the target _rol e_indexes
for that entry contains zero, and the

nm ni mum parti ci pants_constrai nt and

m ni mum active_participants_constraint are satisfied, the proposa
is authorized.

canRenmoveOmCl ient - the holder of this capability can propose to
remove its own client using an MLS Renpove or Sel f Renbve proposa

wi t hout changing the Participant list. Due to restrictions in M.S
whi ch insure the consistency of the group, this action cannot be
committed by the leaving user. |If the

m ni mum active participants_constraint is satisfied, the proposa

i s authorized.
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canRenoveSel f - the holder of this capability can propose to
renove itself from(i.e. leave) the participant list; it MJST

si mul t aneously propose to renmove all of its remaining clients from
the corresponding M.S group. Due to restrictions in M.S which

i nsure the consistency of the group, this action cannot be
committed by the | eaving user. A proposer holding this capability
consults its role’'s authorized_rol e_changes entries for an entry
where fromrole index matches its current role; if the
target _rol e_indexes for that entry contains zero, and the

m ni mum partici pants_constraint and

m ni mum active participants_constraint are satisfied, the proposa
i s authorized.

canKick - the holder of this capability can propose rempoval of
anot her participant’s clients, w thout changing the Partici pant
List. If the mininumactive participants_constraint is satisfied,
the proposal is authorized.

canChangeUserRol e - the holder of this capability is authorized to
change the role of another participant (but not itself), according
to the holder’s authorized_role _changes list, froma role
represented by an entry where the target’s current role matches
fromrole_ index to any of the non-zero target _role_indexes in the
sane el ement of authorized_role_changes. The

m ni mum parti ci pants_constrai nt and

m ni mum active_participants_constraint for the target user’s
current role, and the maxi mnum partici pants_constraint (if present)
and nmaxi mum active_participants_constraint (if present) for the
target user’'s target role nust also be satisfied.

canChangeOmRol e - the holder of this capability is authorized to
change its own role to the first non-zero role it matches in the
Preaut hori zed users conmponent (see Section 5). The

aut horized role changes list is not_consulted. The

m ni mum partici pants_constraint and

m ni mum active _participants_constraint for the holder’s origina
role, and the maxi mum participants_constraint (if present) and
maxi mum active_partici pants_constraint (if present) for the

hol der’s target role nust also be satisfied.

canBan - the holder of this capability can propose to "ban"

anot her user. Specifically, a successful ban changes the target
user’'s role to a special "banned" role (if it exists), and renoves
all the banned user’s clients. The "banned" rol e always has
role_index = 1 and rol e_name = "banned" (w thout quotes).
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7.2.

A "banned" role does not have to exist in a room but to use
the canBan and canUnban capabilities, the role needs to exi st
exactly as described above. VWhile hol ding canChangeUser Rol e
and canKick capabilities would all ow the sane action, it could
potentially allow the holder other actions which night be
undesirabl e in sone contexts, such as kicking clients wi thout
banni ng.

A proposer holding this capability consults its role’s

aut hori zed rol e_changes entries for an entry where fromrol e_i ndex
mat ches the target user’'s current role; if the target _rol e_indexes
for that entry contains the role_index 1; that role_name =
"banned" for the role with role_index = 1, and the

m ni mum parti ci pants_constraint and

m ni mum active_participants_constraint are satisfied, the proposa
i s authorized.

canUnban - the holder of this capability can propose to "unban"
anot her user. Specifically, a successful unban changes the target
user’'s role fromrole_ index = 1 to another non-zero rol e_index

all oned by the holder’s authorized_role_changes list. Adding
clients for that unbanned user is _not_authorized by this
capability. The authorization of this capability is identical to
t he canChangeUser Rol e capability, except that the fromrol e index
for the unbanned user MJST be 1, and the role_nanme of role 1 MJST
be "banned".

Adj ust net adat a

The hol der of each of the follow ng capabilities is authorized to
updat e the Room net adata, changing the relevant field:

*

7. 3.

canChangeRoomName
canChangeRoonDescri ption
canChangeRoomAvat ar
canChangeRoontSubj ect
canChangeRoonivbod

Message Capabilities

The capabilities below refer to functionality related to the instant
messages, for exanple sent using the MM content fornmat
[I-Dietf-mm-content].

Mahy
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canSendMessage - the hol der can send instant nessages to the room
Setting specific nessage fields may require additiona
capabilities.

canRecei veMessage - the holder can receive instant nessages from
the room

canCopyMessage - the hol der can copy content froma received
i nstant message.

canReport Abuse - the holder can report a franked instant nessage
as abusi ve.

canRepl yToMessage - the holder can send a nmessage replying to
anot her nessage.

canReact ToMessage - the holder can send a reaction, replying to
anot her nmessage, and using the "reaction" disposition.

canDel et eOMmReacti on - the hol der can retract (unlike) it own
previ ous reaction.

canDel et e her Reaction - the hol der can delete the reaction of
anot her user’s previous reaction

canEdi t OmMessage - the holder can edit the content of one of its
own previously sent messages

canDel et eOMmMessage - the holder can retract one of its own
previ ously sent nessages

canDel et et her Message - the holder can retract messages for other
users.

canStartTopic - the holder can set the topic for a nessage

canRepl yl nTopic - the hol der can send a nessage replying to a
previ ous nessage, using the sane topic as the original sender.

canEdi t OmTopic - the hol der can change the topic of a previously
sent nessage

canEdi t & her Topi ¢ - the hol der can change the topic of a nessage
previously sent by another user.

canSendLi nk - the holder can send an inline |ink
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4.

5

* canSendLi nkPrevi ew - the holder can send an inline link with an
associ ated previ ew.

* canFol l owLink - the holder can open a sent inline link

* canCopyLi nk - the hol der can copy the URL of a sent inline |ink
The Hub can enforce whether a nenber can send a nessage. It can also
wi t hhol d fanout of application nmessages to clients of a user. The
other capabilities in this section can only be enforced by other
clients.

Asset Capabilities

* canUpl oadAttachnment - the holder can upload a file with the
"attachent" disposition.

* canDownl oadAttachnent - the holder can download a file with the
"attachent" disposition.

* canUpl oadl mage - the hol der can upload a file with the nedia type
of "image" and the disposition of "render"

* canDownl oadl mage - the hol der can download a file with the nedia
type of "image" and the disposition of "render"

* canUpl oadVideo - the holder can upload a file with the nedia type
of "video" and the disposition of "render"

* canDownl oadVi deo - the hol der can download a file with the nedia
type of "video" and the disposition of "render"

* canUpl oadSound - the hol der can upload a file with the nedia type
of "audi 0" and the disposition of "render"

* canDownl oadSound - the hol der can download a file with the nedia
type of "audi 0" and the disposition of "render"

Real -ti ne nedi a

The MM Wrking has not yet defined requirenents for real-tine
medi a, however the capabilities bel ow are widely representative of
the permi ssions that woul d be required.

* canStartCall - the holder can initiate a newreal -tinme call/
conf erence
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canJoinCall - the holder can join an existing real-tine call/
conf erence

canSendAudi o - the holder is authorized to contribute audio in a
cal | / conf erence

canRecei veAudi o - the holder is authorized to receive audio in a
cal |/ conference

canSendVi deo - the holder is authorized to contribute video in a
cal | / conf erence

canRecei veVideo - the holder is authorized to receive video in a
cal |/ conference

canShareScreen - the holder is authorized to contribute screen
sharing in a call/conference

canVi ewSharedScreen - the holder is authorized to receive screen
sharing in a call/conference

Di sruptive Policy Changes

canChangeRoomVenber shi pStyle - the holder is authorized to nodify
t he base room menbership style.

canChangeRol eDefinitions - the holder is authorized to nmake
changes to the definitions of the Rol es component.

canChangePr eaut hori zedUserLi st - the holder is authorized to make
changes to the Preauthorized Users conponent.

canDestroyRoom - the holder is authorized to conpletely destroy
the room

canReinitGoup - the holder is authorized to send an M.S Relnit
proposal

Reserved Capabilities

The foll owi ng capability nanes are reserved for possible future use

*

*

*

canCr eat eJoi nCode
cankKnock

canAccept Knock
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* canCreat eSubgroup
* canSendDi r ect Message
* canTar get Message
* canChangeOanNamne
* canChangeOanPr esence
*  canChangeOmMbod
* canChangeOanAvat ar
* canCreat eRoom
* canChangeM sQperational Policies
* canChangeQt her Pol i cyAttribute
* MS specific
- update - update policy
- PSK - psk policy
- external proposal - general operational policy rules
- external conmmt - general operational policy rules
8. Security Considerations
TODO Security
9. | ANA Consi derations
9.1. New MM Role Capabilities registry

Create a newregistry with the foll owing val ues assi gned sequentially
usi ng the reference RFCXXXX.

canAddParti ci pant

canRenoveParti ci pant

canAddOmnd i ent

canRenoveSel f

canAddSel f

canCreat eJoi nCode - reserved for future use
canUseJoi nCode
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canBan

canUnBan

cankKi ck

canknock

canAccept Knock
canChangeUser Rol e
canChangeOwnRol e
canCr eat eSubgr oup
canSendMessage
canRecei veMessage
canCopyMessage
canReport Abuse
canReact ToMessage
canEdi t Reacti on
canDel et eReacti on
canEdi t OmMessage
canDel et eOMmMessage
canDel et eAnyMessage
canStart Topi c
canRepl yl nTopi c
canEdi t Topi c
canSendDi r ect Message
canTar get Message
canUpl oadl mage
canUpl oadVi deo
canUpl oadAt t achnment
canDownl oadl mage
canDownl oadVi deo
canDownl oadAt t achnent
canSendLi nk
canSendLi nkPrevi ew
canFol | owLi nk
canCopyLi nk
canChangeRoomNane
canChangeRoonDescri ption
canChangeRoomAvat ar
canChangeRoonBubj ect
canChangeRoonivbod
canChangeOmnNane
canChangeOmPr esence
canChangeOmMbod
canChangeOmAvat ar
canStart Cal |

canJoi nCal |
canSendAudi o
canRecei veAudi o
canSendVi deo
canRecei veVi deo
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canShar eScr een

canVi ewShar edScr een
canChangeRoonVenber shi pStyl e
canChangeRol eDefinitions
canChangePr eaut hori zedUser Li st
canChangeM sQper ati onal Pol i ci es
canDestr oyRoom

canSendM_SRei ni t Pr oposal

10.
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[ RFC2119]

[ RFC8174]

Appendi x A

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/rfc/rfc2119>

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>

Rol e exanpl es

A. 1. Cooperatively adm nistered room

This is an exanple set of role policies, which is suitable for
friends and fam |y roonms and small groups of peers in a workgroup or

cl ub.

* no_role

- role_index = 0

- no capabilities

- constraints

0

(o]

(o]

0

(o]

*  banned

m ni num partici pants_constraint = 0

maxi mum partici pants_constraint = nul

m ni mum active participants_constraint = 0
maxi mum active_partici pants_constraint = 0

aut hori zed rol e_changes = []

- role_index =1

- no capabilities

- constraints

0
(0]

(o]

Mahy

m ni mum parti ci pants_constrai nt

maxi mum parti ci pants_constrai nt

0

nul |

m ni mum active participants_constraint = 0
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0 maxi mum active_participants_constraint = 0
0 authorized_rol e_changes = []
* ordinary_user

- role_index = 2

- authorized capabilities
0 canAddParti ci pant
0 canRenoveParti ci pant
0 canAddownd i ent
0 canRenmoveOamnd i ent
0 canRenoveSel f
0 canSendMessage
0 canRecei veMessage
o canCopyMessage
0 canReport Abuse
o canRepl yToMessage
o canReact ToMessage
0 canDel et eOmnReacti on
0 canEdi t OmMessage
0 canDel et eOmMessage
0 canStartTopic
0 canReplylnTopic
0 canEdit OmTopi c
0 canUpl oadl mage

0 canUpl oadVi deo
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0 canUpl oadSound

0 canUpl oadAt t achnent
o canDownl oadl mage

o canDownl oadVi deo

o canbDownl oadSound

o canDownl oadAt t achnent
0 canSendLi nk

0 canSendLi nkPrevi ew

0 canFol | owLi nk

o canCopyLi nk

o canChangeRoomName

0 canChangeRoomAvat ar
0 canChangeRoontubj ect
o canChangeRoomvbod

0 canChangeOmNane

0 canChangeOmnPresence
o canChangeOmMbod

0 canChangeOmAvat ar

- constraints

0 mnimum participants_constraint 0

0 nmaxi mum partici pants_constraint = null

0 mnimmactive_participants_constraint 0
0 maxi mum active_participants_constraint = null

0 authorized role _changes = [(0,[2]), (2,[0])]
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* group_adm n
- role_index = 3
- authorized capabilities

o (include all the capabilities authorized for an
ordi nary_user)

0 canBan

0 canUnBan

o canKick

0 canRevokeVoi ce

o0 canG ant Voi ce

o canChangeUser Rol e

0 canDel et e her Message

0 canEditQ her Topic

0 canChangeRoomDescri pti on

- constraints

0 mnimmparticipants_constraint =1

0 maxi mum partici pants_constraint = null

0 mninmumactive_participants_constraint = 0

0 maximum active_participants_constraint = null

o authorized_role_changes = [(0,[2,2,3]), (1,][0,2,3]),
(2,10,1,3]), (3,[0,1,2])]

* super_adm n
- role_index = 4
- authorized capabilities

o0 (include all the capabilities authorized for a group_adm n)
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0 canChangeRoomMVenber shi pStyl e
0 canChangePr eaut hori zedUser Li st
0 canDestroyRoom

constraints

0 mnimum participants_constraint 0

nul |

0 maxi mum partici pants_constraint
0 mnimmactive_participants_constraint
0 maxi mum active_partici pants_constraint
0 authorized rol e _changes = o,

i cy_enforcer
role_index =5

capabilities

0 (does not include any other capabilities)

0 canRenpveParti ci pant

0 canChangeUser Rol e

o0 canBan

0 canUnban

0 canChangeRol eDefinitions

0 canChangePr eaut hori zedUser Li st
0 canChangeM sQperational Policies
0 canDestroyRoom

0 canSendM_SRei ni t Proposa
constraints

0 mnimmparticipants _constraint =1

Expi res 15 August 2025

[(0,[1,2,3 4]),
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0
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(1,[0,2,3,4]),
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0 maxi mum participants_constraint = 2

0 mnimmactive_participants_constraint 0
0 nmaxi mum active_participants_constraint = 0

o authorized_ role_changes = [(0,[1]), (1,[0]), (2,[0,1]),
(3,[0,1]), (4,[0,1])]

- Notes: can renove a banned user fromthe list (cleanup) but not
restore them

A 2. Strictly adm nistered room
This is an exanple set of role policies, which is suitable for
friends and fam |y roons and small groups of peers in a workgroup or
cl ub.
* no_role
- role_index =0
- authorized capabilities

0 canUseJoi nCode

- constraints

0 mnimumparticipants_constraint 0

0 maxi mum parti ci pants_constraint = nul

1
o

0 mnimmactive_participants_constraint

1
o

0 nmaxi mum active_participants_constraint
o0 authorized_role_changes = [(0,[2])]
*  banned
- role_index =1
- no capabilities
- constraints

0 mnimumparticipants_constraint = 0
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0 maxi mum partici pants_constraint = null
0 mnimmactive_participants_constraint
0 nmaxi mum active_partici pants_constraint

0 authorized_role_changes = []

ordi nary_user

role_index = 2

aut hori zed capabilities
0 canAddownd i ent

0 canAddSel f

0 canRenoveOwnd i ent

o0 canRenoveSel f

0 canChangeOmRol e

0 canSendMessage

0 canRecei veMessage

o0 canCopyMessage

0 canReport Abuse

0 canReact ToMessage

0 canDel et eOmnReacti on
0 canEdi t OmMessage

0 canDel et eOmMessage
0 canStartTopic

o canReplylnTopic

0 canUpl oadl mage

0 canUpl oadVi deo
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canUpl oadSound
canUpl oadAt t achnment
canDownl oadl mage
canDownl oadVi deo
canDownl oadSound
canDownl oadAt t achment
canSendLi nk
canSendLi nkPrevi ew
canFol | owLi nk
canCopyLi nk
canChangeOmnNane
canChangeOanPr esence
canChangeOmnMbod

canChangeOmAvat ar

constraints

(]

(0]

0

nmi ni mum_parti ci pants_constrai nt

maxi mum parti ci pants_constraint = nul
m ni mum active_partici pants_constraint

maxi mum active_partici pants_constraint

(2,10])]

aut hori zed_rol e_changes = [(0,[2]),

group_adm n

role_index = 3

aut hori zed capabilities

(o]

0

nul |

(include all the capabilities authorized for an

ordi nary_user)
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canAddParti ci pant
canRenoveParti ci pant
canBan

canUnBan

cankKi ck

canChangeUser Rol e

February 2025

canCreat eJoi nCode - reserved for future use

canDel et e her React i on
canDel et et her Message
canEdi t OmTopi c
canEdi t O her Topi ¢
canChangeRoonDescri ption
canChangeRoomNamne
canChangeRoomAvat ar
canChangeRoonBubj ect

canChangeRoonivbod

constraints

1

m ni num parti ci pants_constrai nt
maxi mum partici pants_constraint = nul

m ni num active_partici pants_constraint
maxi mum active_partici pants_constraint

aut hori zed_role_changes = [(0,[1,2,3]),
(2,[0,1,3]), (3,[0,1,2])]

super _admn

role_index = 4
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aut hori zed capabilities

(o]

(o]

(o]

(0]

(include all the capabilities authorized for a group_admi n)

canChangeRoonVenber shi pStyl e
canChangeRol eDefi ni ti ons
canChangePr eaut hori zedUser Li st
canDest r oyRoom

canSendM_SRei ni t Proposa

constraints

0

m ni mum parti ci pants_constrai nt

maxi mum partici pants_constraint = nul

m ni num active_partici pants_constraint 0
maxi mum active _partici pants_constraint = nul

aut hori zed_role_changes = [(0,[1,2,3,4]), (1,[0,2,3,4]),
(2,[0,1,3,4]), (3,[0,1,2,4]), (4,[0,1,2,3])]

icy_enforcer

role_index =5

capabilities

(o]

(o]

(does not include any other capabilities)
canRenoveParti ci pant

canChangeUser Rol e

canBan

canUnban

canChangeRol eDefi ni ti ons
canChangePr eaut hori zedUser Li st

canChangeM sQOper ati onal Pol i ci es
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0 canDest royRoom
0 canSendM.SRei ni t Proposa
- constraints

1

0 mnimmparticipants_constraint
0 maxi mum participants_constraint = 2

0

0 mnimumactive_participants_constraint

0

0 maxi mum active_partici pants_constraint

o authorized_role_changes = [(0,[1]), (1,[0]), (2,[0,1]),
(3,10,1]), (4,10,1])]

- Notes: can renpove a banned user fromthe list (cleanup) but not
restore them

A.3. Mdderated room
* no_role
- role_index =0
- authorized capabilities
0 canUseJoi nCode

- constraints

0 mnimumparticipants_constraint = 0

0 nmaxi mum partici pants_constraint = nul

0 mnimmactive_participants_constraint = 0
0 maxi mum active_partici pants_constraint = nul

0 authorized role _changes = [(0,[2,3])]
*  banned
- role_index =1

- no capabilities
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- constraints

0 mnimumparticipants_constraint 0

0 maxi mum partici pants_constraint = null

0 mnimmactive_participants_constraint = 0
0 maxi mum active_participants_constraint = 0
0 authorized role _changes = []
* guest

- role_index = 2

- authorized capabilities
0 canRenoveSel f
0 canRecei veMessage
o0 canCopyMessage
o0 canReact ToMessage
0 canDel et eOmReacti on
0 canFol | owLi nk
o canCopyLi nk
o canDownl oadl mage
o0 canDownl oadVi deo
o canDownl oadSound

- constraints
0 mnimumparticipants_constraint = 0
0 maxi mum partici pants_constraint = null
0 mnimmactive_participants_constraint = 0
0 nmaxi mum active_participants_constraint = null
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o authorized_role_changes = [(0,[2]), (2,[0])]
* attendee
- role_index = 3
- authorized capabilities
o (include all the capabilities authorized for a guest)
0 canAddOomd i ent
0 canAddSel f
0 canRenmoveOwnd i ent
0 canChangeOmRol e
0 canReport Abuse
o canReplylnTopic
o0 canDownl oadAt t achnent
0 canChangeOmNane
o canChangeOmPresence
0 canChangeOmAvat ar

- constraints

0 mnimumparticipants_constraint = 0

0 nmaxi mum partici pants_constraint = nul

0 mnimmactive_participants_constraint = 0
0 maxi mum active_partici pants_constraint = nul

0 authorized role _changes = [(0,[3]), (3,[0])]
*  speaker
- role_index = 4

- authorized capabilities
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(include all the capabilities authorized for a speaker)

canSendMessage
canEdi t OmMessage
canDel et eOMmMessage
canStart Topi c
canUpl oadl mage
canUpl oadVi deo
canUpl oadSound
canUpl oadAt t achnment
canSendLi nk

canSendLi nkPr evi ew

constraints

0 mnimmparticipants_constraint = 0

0 maxi mum partici pants_constraint = nul

0 mnimmactive_participants_constraint = 0

0 maxi mum active_participants_constraint = nul

o authorized_role_changes = [(0,[4]), (4,[0])]
noder at or

- role_index =5

- authorized capabilities

(o]

(include all the capabilities authorized for an
ordi nary_user)

canAddParti ci pant
canRenoveParti ci pant

canBan

Expi res 15 August 2025
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(0]

(o]

canUnBan

cankKi ck
canChangeUser Rol e
canCr eat eJoi nCode - reserved for future use
canDel et e her React i on
canDel et et her Message
canEdi t OmTopi c
canEdi t O her Topi ¢
canChangeRoomNane
canChangeRoomAvat ar
canChangeRoontBubj ect

canChangeRoonivbod

- constraints

(0]

m ni mum parti ci pants_constrai nt 1
maxi mum partici pants_constraint = nul

0

m ni mum active_partici pants_constraint

maxi mum active_partici pants_constraint = nul

aut hori zed role_changes = [(0,[1,2,3,4,5]), (1,[0,2,3,4,5]),
) i)

' 3,4,
(2,[0,1,3,4,5]), (3,[0,1,2,4,5] (4,[10,1,2,3,5]),
(5,[0,1,2,3,4])]

* super_adm n

- role_index = 6

- authorized capabilities

(0]

(o]

Mahy

(include all the capabilities authorized for a noderator)

canChangeRoonDescri ption
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0 canChangeRoomMVenber shi pStyl e
0 canChangeRol eDefinitions

0 canChangePr eaut hori zedUser Li st
0 canDest royRoom

0 canSendM.SRei ni t Proposa
constraints

0

0 mnimmparticipants_constraint
0 maxi mum partici pants_constraint = nul

0 mnimumactive_participants_constraint
0 maxi mum active_partici pants_constraint
o authorized_role_changes = [(0,[1, 4

(0,[1,2,3,4,
(1,[0,2,3,4,5,6]), (2,[0,1,3,4,5,6]), (
(4,[10,1,2,3,5,6]), (5,[0,1,2,3,4,6]), (

i cy_enforcer
role_index =7

capabilities

0 (does not include any other capabilities)

0 canRenoveParti ci pant

0 canChangeUser Rol e

0 canBan

0 canUnban

0 canChangeRol eDefinitions

0 canChangePr eaut hori zedUser Li st
o canChangeM sQperational Policies

0 canDestroyRoom

Expi res 15 August 2025
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6]),
[0,1,2,4,5,6]),
[0,1,2,3,4,5])]
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0 canSendM.SRei ni t Proposa

- constraints

0 mnimumparticipants_constraint = 1
0 maxi mum partici pants_constraint = 2
0 mnimmactive_participants_constraint = 0
0 nmaxi mum active_participants_constraint = 0

(1,[0]), (2,[0,1]),

o authorized_role_changes = [(0,[1]),
[0,1]), (6, [0,1])]

(3,10,1]), (4,[0,1]), (5,

- Notes: can renove a banned user fromthe list (cleanup) but not
restore them

A 4. Milti-organization administered room

In this exanmple roompolicy, Alice fromorganization Ais a super
adm n. There are per organization user and adnin roles for orgs A,
B, and C. Oganizational admins can only nove users to and from
their org user role, their org adnmin role, the no_role; and can ban
(but not unban) their own org users. The non-host orgs do not have
t he canChangeOmRol e and canAddSelf, and are limted to 3 adm ns per
org.
* no_role

- role_index =0

- no capabilities

- constraints

0 mnimmparticipants_constraint = 0

0 maxi mum partici pants_constraint = nul

0 mnimmactive_participants_constraint = 0
0 maxi mum active_participants_constraint = 0

o authorized_rol e_changes = []

*  banned
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- role_index =1
- no capabilities

- constraints

0 mnimmparticipants_constraint 0
0 maxi mum partici pants_constraint = nul
0 mnimumactive_participants_constraint
0 maxi mum active_partici pants_constraint
0 authorized_rol e_changes = []
* org_a_user
- role_index = 2
- authorized capabilities
o (all capabilities of org_b user)
0 canChangeOmRol e
0 canAddSel f

- constraints

0

0 mnimmparticipants_constraint
0 maxi mum partici pants_constraint = nul
0 mnimmactive_participants_constraint

0 maxi mum active_partici pants_constraint

0

nul |

o authorized_role_changes = [(0,[2]), (2,[0])]

* org_b_user
- role_index = 3
- authorized capabilities

o canRenpveSel f

Mahy Expi res 15 August 2025
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canAddOmd i ent
canRemoveOwnd i ent
canSendMessage
canRecei veMessage
canCopyMessage
canReport Abuse
canRepl yl nTopi c
canReact ToMessage
canDel et eOmReact i on
canEdi t OmMessage
canSendLi nk
canSendLi nkPrevi ew
canFol | owLi nk
canCopyLi nk

canDownl oadl mage
canDownl oadVi deo
canDownl oadSound
canDownl oadAt t achnment
canChangeOmnNane
canChangeOmPr esence

canChangeOmAvat ar

constraints

(0]

(o]

1
o

m ni mum parti ci pants_constrai nt

maxi mum parti ci pants_constrai nt
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nul |

February 2025

[ Page 38]



I nternet-Draft MM Application State February 2025

0 mnimmactive_participants_constraint 0

nul |

0 maxi mum active_partici pants_constraint
0 authorized role _changes = [(0,[3]), (3,[0])]
* org_c_user
- role_index = 4
- authorized capabilities
0 (sane capabilities as org_b_user)

- constraints

0 mnimumparticipants_constraint 0

0 maxi mum parti ci pants_constraint = nul

0 mnimmactive_participants_constraint 0
0 nmaxi mum active_participants_constraint = nul
o authorized_role_changes = [(0,[4]), (4,[0])]
* org_a_admn
- role_index =5
- authorized capabilities
o (all capabilities of org_b_adm n)
0 canChangeOmRol e
0 canAddSel f

- constraints

0 mnimumparticipants_constraint = 0

0 maxi mum parti ci pants_constraint = nul

0 mnimmactive_participants_constraint = 0
0 nmaximum active_participants_constraint = nul
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o authorized_role_changes = [(0,[2,5]), (2,][0,1,5]),
(5.[0,1,2])]
* org_b admn

- role_index = 6

- authorized capabilities
o (all capabilities of org_b user)
0 canDel et eOMMessage
0 canStartTopic
0 canUpl oadl mage
0 canUpl oadVi deo
0 canUpl oadSound
0 canUpl oadAtt achnent
0 canAddParti ci pant
0 canRenoveParti ci pant
o0 canBan
o canKick
o canChangeUser Rol e

- constraints

0 mnimmparticipants_constraint 1

3

0 maxi mum parti ci pants_constraint

0 mninmumactive_participants_constraint 1
0 maxi mum active_participants_constraint = nul

o authorized_ role_changes =[(0,[3,6]), (3,[0,1,6]),
(6,[0,1,3])]

* org_c_admn
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- role_index =7
- authorized capabilities
o (all capabilities of org_b _adm n)

- constraints

0 mnimum participants_constraint 1

3

0 maxi mum partici pants_constraint

1

0 mnimmactive_participants_constraint
0 maxi mum active_participants_constraint = null

o authorized role changes = [(0,[4,7]), (4,[0,1,7]),
(7,[0,1,4])]

* super_adm n

- role_index = 8

- authorized capabilities
0 (include all the capabilities authorized for org_a_adnin)
0 canUnBan
0 canbDel et eQ her Reacti on
0 canDel et eO her Message
0 canEdi t OmTopi c
0 canEditQ her Topic
0 canChangeRoomDescri pti on
0 canChangeRoomNane
0 canChangeRoomAvat ar
0 canChangeRoontubj ect
o0 canChangeRoomvbod

0 canChangeRoomMenber shi pStyl e
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0 canChangeRol eDefinitions
0 canChangePr eaut hori zedUser Li st
0 canDestroyRoom
0 canSendM.SRei ni t Proposa
- constraints

1

0 mnimumparticipants_constraint

0 maxi mum partici pants_constraint = nul

0 mnimmactive_participants_constraint =1

0 nmaxi mum active_participants_constraint = nul

o authorized_role_changes =[(0,[1,2,3,4,5,6,7,8]),
(11[012131415161718])1 (21[0111518])1 (31[01116])1
(4,[0,1,7]), (5,[0,1,2,8]), (6,[0,1,3]), (7,[0,1,4]),

(8,[0,1,2,5])]

* policy_enforcer
- role_index = 9
- capabilities
0 (does not include any other capabilities)
0 canRenoveParti ci pant
0 canChangeUser Rol e
0 canBan
0 canUnban
0 canChangeRol eDefinitions
0 canChangePr eaut hori zedUser Li st
o canChangeM sQperational Policies

0 canDestroyRoom

0 canSendM.SRei ni t Proposa
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- constraints

0 mnimumparticipants_constraint 1
0 maxi mum participants_constraint = 2

0

0 mnimmactive_participants_constraint
0 maxi mum active_participants_constraint = 0

0 authorized role_changes = [(0,[1]

). (1,
(4.00,1]), (5,[0,1]), (6,[0,1]), (7,[0

[0]). (3,[0,1]),
A1), (8,[0,1])]

- Notes: can renove a banned user fromthe list (cleanup) but not
restore them
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