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Abst ract

CBOR Pointer is a syntax to identify a single CBOR value froma CBOR
docunent with an arbitrarily conplex nested structure. It is
anal ogous to JSON Poi nter.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://rohannahy. gi t hub. i o/ cbor - poi nt er/ draft - mahy- cbor -
pointer.htm. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-nahy-cbor-pointer/.

Di scussion of this docunent takes place on the Concise Binary Object
Represent ati on Mai nt enance and Extensions Wrking Goup mailing |ist
(mailto:cbor@etf.org), which is archived at https://ww.ietf.org/
mai | -archi ve/ web/ cbor/current/maillist.htm . Subscribe at
https://ww. ietf.org/ mailman/listinfo/cbor/.

Source for this draft and an issue tracker can be found at
https://github. com r ohanmahy/ cbor - poi nter.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 20 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

CBOR Pointer is a syntax for identifying a single arbitrary subtree

or elenent of a CBOR [ RFC8494] Docunent or a CBOR sequence. It
provi des functionality anal ogous to JSON Poi nter [ RFC6901] but
supporting the full range of CBOR types.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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3.

3.

1.

2

Definition

A CBOR Pointer is an array consisting of pathspecs. The entire array
can be inmplicitly typed or explicitly typed. The first pathspec
operates on the root of the CBOR or CBOR sequence docunment as the
parent elenent. The entire CBOR docunent matches the CBOR Pointer

[1.

Eval uating a CBOR Pointer returns either an array containing a single
valid CBOR el ement, or returns null.

Implicit Pathspecs

The semantics of an inplicit pathspec depend on the type of the
parent el enent.

* |f the parent elenment is an array, it returns the appropriate
el enent :

- if the pathspec is an unsigned integer, it matches the el enent
at that zero-based position fromthe start of the array;

- if the pathspec is a CBOR negative integer, hexadeci mal 0x20
mat ches the | ast el enent of the array, with higher nunbers
movi ng backwar ds through the array

* |If the parent elenment is a map, the pathspec matches if it matches
one of the map keys of the map. It returns the value of the nap
key.

* |f the parent elenment is a tag, the pathspec matches if it matches
the tag number. It returns the value inside the tag.

* |f the parent elenment is a byte string, the parent elenent is re-
eval uated as enbedded CBOR  The pathspec is eval uated as above if
the type after byte string decoding is an array, nmap, or tag.

* |If the root elenment is a CBOR sequence, and the pathspec is
evaluated as if the entire sequence were wapped in an array.

Examples with Inplicit Pathspecs

G ven the follow ng source docunent, the table bel ow gives the
correspondi ng result.
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777(]

[1, "two", 3],
[4, "five", 6]

1,
{
1. "abc",
-18: h’ 1234’ ,
"x": null,
35: 1(1760686166),
VAT I R o (Y
<<{
2: 45,
"pdq": false
}>>,
27,
h’' abcdef’
1)
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| CBOR Pointer | Result |
[5 eemesfomsbomesbesfes b esos s esos s esoe g es ey esse s ese s ese s ps s fes e s g
| [77] | null |
Fom oo e +
| [777, 3] | [27] I
Fom e o m oo +
| [777, 9] | null |
o e e e e oo oo o e e e e e e e e e o +
| [777, null] | null |
Fom e e +
| [777, 0] | [[[2,"two",3],[4,"five",6]]] |
Fom e o m oo +
| [777, 0, 1] | [[4, "five",6]] |
o e e e e oo oo o e e e e e e e e e o +
| [777, 0, 1, 1] | ["five"] |
Fom e e +
| [777, 1, 1] | ["abc"] |
Fom e o m o e +
| [777, 1, -18] | [h'1234'] |
o e e e e oo oo o e e e e e e e e e o +
| [777, 1, -18, 1] | null |
Fom e e +
| [777, 1, "x"] | [null] |
Fom e o m o e +
| [777, 1, 35] | [1(1760686166)] |
o e e e e oo oo o e e e e e e e e e o +
| [777, 1, 35, 1] | [1760686166] |
Fom oo o m o i +
| (777, 1, *y*] | L0t |
Fom e o m oo +
| (777, 1, "y", 1] | ["n¥] I
o e e e e oo oo o e e e e e e e e e o +
| [777, 1, "z"] | null |
Fom e e +
| [777, 2] | [h49a202182d63706471f 4" ]

Fom e o m oo +
| [777, 2, 2] | [45] |
o e e e e oo oo o e e e e e e e e e o +
| [777, 2, "pdg"] | [false] |
Fom e e +
| [777, 2, 0] | null |
Fom e o m oo +

Table 1
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Explicit Pathspecs

Explicit CBOR Pointers use tags to match a specific type of el enent
for each pathspec. |If the type of the parent el ement matches the
expected type, the matching rules and return values are the sane as
for inplicit pathspecs, except that in explicit pathspecs, byte
string encoded strings are unw apped in a separate pathspec.

Explicit CBOR Pointers are always wapped in the tag <TBD1>. Each
element in an explicit CBOR Pointer is either the sinple val ue <TBDO>
for byte string encoded el enents, or a pathspec tagged with one of
the follow ng tags:

[ et S peje e o}
| Data Type | Tag |
[ oo S pe e
| array | TBD2 |
Fommmmea oo S +
| map | TBD3 |
e mmmee oo - S +
| tag | TBD4 |
o e e s N +
| sequence | TBDS5 |
Fommmme oo - S +
Table 2

Converting one of our inplicit pathspec exanples ([777, 1,
into explicit pathspecs, gives us:

y*, 11)

TBD1([ # Explicit pathspecs
TBD4(777), # Tag 777
TBD2(1), # 2nd Array el ement
TBD3("y"), # Map key "y"
TBD( 1) # 2nd Array el enent

1)

Both the inplicit and explicit version return the value ["ni].

However ,

an explicit pathspec tag referring to a different type woul d

wher e

Mahy

return null. Consequently explicit pathspecs are useful
different types could be in the sane |location and the distinction is
semanti cal |y neani ngful .

Explicit pathspecs involving enbedded byte strings require an
addi tional pathspec element. For exanple, the equival ent of the
inmplicit pointer [777, 2, 2] (which returns [45]) is the foll ow ng:
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3.

4.

TBD1([ # Explicit Pathspecs
TBD4(777), # Tag 777
TBD2( 2), # 3rd Array el ement
sinmpl e(TBD1), # decode byte string
TBD3( 2) # Map key 2

1)

This property of explicit pathspecs makes it possible to return the
entire decoded val ue of an encoded byte string. For exanple, the
followi ng explicit pointer applied to our original exanple:

TBD1([ # Explicit Pathspecs
TBDA(777), # Tag 777
TBD2( 2), # 3rd Array el ement

simpl e(TBD1) # decode byte string
1)

returns [ {2:45, "pdqg":false} ] as its result.
Array Filters

Array filters allow selecting a single array el ement by eval uating
the contents of those el enents agai nst another CBOR Pointer. This
filter pointer is evaluated agai nst each array el enent inside the
parent el enent where the filter was invoked, in turn. An array
filter is tagged with tag TBD6.

For exanple, if a filter were invoked at the foll owi ng parent el enent
of our initial exanple docunent, the filter pointer is evaluated once
for each of the two elenents of the parent.

[1, "two", 3],
[4, "five", 6]
]

The CBOR Pointer Filter below selects the entire matching array
el ement under the parent element, where the second el enent
([TBD2(1)]) matches the value "five":

TBD6( [ # Array Filter
[ # Per-el enent CBOR Poi nter
TBD2(1) # 2nd Array el enent

["five"] # value to match per-el enent pointer result

1)
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If multiple elements or no elenments would be returned after
evaluating an array filter, the result of the entire array filter is
nul I .

When eval uating the CBOR Pointer (containing an array filter) bel ow,
agai nst the original exanple, the result is [6]:

TBD1([ # Explicit Pathspecs
TBDA(777), # Tag 777
TBD2( 0), # 1st Array el enent
TBD6( [ # Array Filter
# Per-el enent CBOR Poi nter
TBD2( 1) # 2nd Array el ement

] i)

["five"] # value to match per-el enent pointer result
1),
TBD2( 2) # 3rd Array el ement

1)
4. Security Considerations
TODO Security
5. | ANA Consi derati ons
TO DO register 6 tags (TBD1 through TBD6) and 1 sinple value (TBDO).
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