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Abst ract

Ext ended Di agnostic Notation was designed as a superset of JSON to
represent CBOR instance docunents in human-readable format. This
docunent describes how it can be used to represent instances encoded
usi ng the TLS Presentation Language.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps://rohannahy. gi t hub. i o/ cbor-edn-for-tls/draft-nmahy-cbor-edn-for-
tls.htm. Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-nahy-cbor-edn-for-tls/.

Source for this draft and an issue tracker can be found at
https://github. com r ohanmahy/ cbor-edn-for-tls.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 Novenber 2026.
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1. Introduction

Ext ended Di agnostic Notation (EDN) [I-D.ietf-cbor-edn-literals] is a
text format, that was originally described to represent CBOR nessages
as diagnostic notation in [RFC7094] and then expanded in [ RFC8949].

It is a superset of JSON (all valid JSONis valid EDN) that can
natively represent binary content, non-finite floating point val ues,
and additional data types (tags and sinple values). Since then it
has been used to represent YAM. nmessages, especially those that
contain binary content or tags.

Thi s docunent defines a convention to represent instances of binary
sequences- -encoded using the TLS Presentation Language (TLS PL)
defined in Section 3 of [RFC8446]--using EDN. TLS encoding is used
in several other protocols, for exanple in the Messagi ng Layer
Security (MS) protocol [RFC9420] and the MM protoco
[I-D.ietf-mm-protocol]

Mahy Expires 6 Novenber 2026 [ Page 2]



I nternet-Draft EDN for TLS Presentation Language May 2026

TLS PL has a very linited set of patterns. It deals primarily with
structs and enunms. As a result, it is relatively straightforward to
represent TLS encoded data if the TLS PL definitions are avail abl e.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Representation of TLS PL in EDN

EDN Representations of TLS-encoded instance data always start with
the following coment line: # ~~~ tls followed by the struct nane,
and end with the following cooment line: # ~~~. This allows a
processor that knows TLS to convert an EDN docunent back into TLS-
encoded bi nary data.

I nstances of TLS-encoded structs are represented in EDN as maps with
the keys equal to the nanes of the nenbers

If an enum appears that contains only the values false (0) and true
(1), its values are represented in EDN as the sinple values fal se and
true.

I nstances of other TLS-encoded enuns are represented as their deci nal
i nteger values with an EDN end-of-1ine conment nam ng the enum nane
and the item nane.

I nstances of the follow ng predefined TLS nuneric types: uintl6,
uint 32, uint64, plus any variable-length integers (wdely used, for
exanple in M.S Section 2.1.2 of [RFC9420]) are represented as

unsi gned decimal integers in EDN. Likew se a single instance of
uint8 is represented as an unsi gned decimal integer in EDN

Vectors of uint8 (or the opaque type) are represented by single
quoted strings in EDN. Likew se fixed-length arrays of uint8 are
represented by single quoted strings in EDN. By default, they are
presented as hex-encoded single-quoted strings. |If such sequences
consist primarily of printable characters

Vectors of any other type are represented by an array of that type.

For exanpl e given the FooBar struct defined bel ow
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enum {

}

fal se(0),
true(l),
(255)
Bool ;

enum {

}

red(1),
yel | ow 2),
green(3)
(255)

Col or;

struct {

}

uint16 id;

ui nt 8[ 16] nonce;

Bool active;

Color traffic_light color;
ui nt 32 di vi si bl e_by<V>;
opaque reason;

FooBar ;

EDN for TLS Presentation

Language

an instance of that struct could be represented as

#
{

}
#

3. 1.

The optiona
struct.

Mahy

~~~ tls FooBar

"id": 16798,

"nonce": h’'f6bafb33a535d1f dO5bef 225d2ac8f 35’

"active": true,
"traffic_light _color": 3,

"divisible_by": [3, 5, 11],

"reason": 'server down’

Representation of Variants

# Col or green

keyword (Section 2.1.1 of [RFC9420])
For exanple given the follow ng structs:
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in EDN:

is represented as a
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struct {
ui nt 16 conponent _i d;
opaque dat a;

} Conponent;

struct {

ui nt 64 epoch;

opti onal <Conponent > conponent;
} Foo;

An instance of Foo which has an optional Conponent woul d be
represented by the follow ng snippet of EDN

"epoch": 42,
"conponent ": {
"present": true,

"val ue": {
"conponent _i d": OxBABA,
"data": h'’

}
}
}

When absent it woul d be represented as:

"epoch": 42,
"conmponent": {
"present": false
}
}

In general, the presence of a select construction in TLS PL indicates
the conditional presence of additional values in the struct. For
exanpl e, the struct bel ow
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Leaf NodeSour ce | eaf _node_source;
sel ect (Leaf Node. | eaf _node_source) {
case key_package
Lifetime lifetine;
case update:
struct{};
case conmmit:
opaque parent _hash<Vv>

Ext ensi on ext ensi ons<V>;
} Parti al Leaf Node;

woul d be represented as follows in EDN

~~~ cbor-di ag
{
"l eaf _node_source": 1, # enum Leaf NodeSour ce.
"lifetime": {
"not _before": 1777979674, # 05-May-2026T13:
"not_after”: 1780312474 # 05-Jun-2026T13:
} i)
"extensions": []
}

The notation struct {} in TLS PL refers to the
It is ignored in the representation of an EDN i

4. Exanpl es

4. 1. M.S Leaf Node

key_ package

14: 347
14: 34z

absense of a val ue.
nst ance.

The foll owi ng detail ed exanpl e represents the Leaf Node struct from

Section 7.2 of [RFC9420] and enbedded structs.

It includes

additional types from[I-D.ietf-ms-extensions],

[I-D.ietf-mm-roompolicy], and [I-D. mahy-mis-

G ven the followi ng TLS structures:

struct {
HPKEPubl i cKey encryption_key;
Si gnat ur ePubl i cKey si gnat ure_key;
Credential credential;
Capabilities capabilities;
Leaf NodeSour ce | eaf _node_source;
sel ect (Leaf Node. | eaf node_source) {
case key_ package

Mahy Expires 6 Novenber 2026

sd-cw -credential].

[ Page 6]



I nternet-Draft EDN for TLS Presentation Language May 2026

Lifetime lifetine;
case updat e:
struct{};
case commit:
opaque parent hash<V>
i
Ext ensi on ext ensi ons<V>;
/* SignWthLabel (., "Leaf NodeTBS"', Leaf NodeTBS) */
opaque signat ure<V>
} Leaf Node;

enum {
reserved(0),
key package(1),
updat e(2),
commit(3),
(255)

} Leaf NodeSour ce;

struct {
Pr ot ocol Ver si on versi ons<V>;
Ci pher Sui te ci pher _suites<V>;
Ext ensi onType ext ensi ons<V>;
Pr oposal Type proposal s<V>;
Credenti al Type credenti al s<V>;
} Capabilities;

struct {
ui nt 64 not before;
ui nt 64 not _after;
} Lifetine;

struct {
Ext ensi onType extensi on_type;
opaque extension_dat a<V>;

} Extension;

struct {
Credenti al Type credential _type;
sel ect (Credential.credential _type) {

case sd_jwt:
Sdiwt sd_jwt;
3
} Credential;

struct {
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Bool conpact ed;
sel ect (compacted) {
case true
opaque protected<V>;
opaque payl oad<V>
opaque si gnat ure<V>
SdJwt Di scl osure di scl osur es<V>;
opaque sd_jwt_key_ bindi ng<V>;
case fal se
opaque sd_jwt_kb<v>
b
} Sdiwt;

enum {
fal se(0),
true(1)

} Bool ;

struct {
Conponent | D conmponent _i d;
opaque dat a<V>;

} Conponent Dat a;

struct {
Conponent Dat a component _dat a<V>;
} AppDat abi cti onary;
AppDat aDi cti onary app_data_dictionary;

opaque HPKEPubl i cKey<V>;
opaque Si gnat urePubl i cKey<V>;

/* See the "Messagi ng Layer Security (M.S)" | ANA registries for values */

uint16 G pherSuite;
ui nt 16 Extensi onType;
ui nt 16 Proposal Type;
uint16 Credential Type;
ui nt 16 Conponent | D

bel ow i s an exanpl e i nstance represented in EDN

# ~~~ tls Leaf Node
{
"encryption_key": h’'41542cd14e930f 0d6db59743e2a27974
4d774ddc9d53679e78741787be96e832’
"signature_key": h’2d13ead305b4fbae97a9677a7f cO04d2a
1778ef 843121f 8f f db46c7389578768d’ ,
"credential": {
"credential type": 0x0006, # JW Credential Type
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"conpacted": true,
"protected": '{
"al g": "ES256",
"kid": "https://provider.exanple/jwk"

J
"payl oad": ’{

"iss": "https://provider.exanple",

"sub": "mm://provider.exanple/ulalice",

"aud": "mm://hub. exanpl e/ r/cl ubhouse",

"exp": 1780312474,

"enf": {"jkt": "KkPrK_gmxVWAYVAOWWBF6! uo3vVzz7TxHCTWXBygr S4k"}
[

"signature": h'’

"di scl osures": [],

"sd_jw _key_binding": h"cacl2ac8b387035dbdbeeed8b085d0f 1
79f 12cb1f a81218432268de12365c86¢C

}

"capabilities": {
"versions": [1], # Protocol Version m sl10
"ci pher_suites": [1, 2, 3, 7],
"extensions": [
0x0006, # app_data_dictionary
0x0007, # supported wire formats
0x0008 # required wire formats

]1
"proposal s": [0x0008, 0x0009, 0x000A],
credential s: [0x0006]
}1
"| eaf _node_source": 1, # enum Leaf NodeSource. key package
"lifetime": {
"not _before": 1777979674, # 05-May-2026T13: 14: 347
"not_after": 1780312474 # 05-Jun-2026T13: 14: 34Z
}1
"extensions": |

{

"extension_type": 0x0006, # app_data dictionary extension
"extension_data": [

{
"conponent _id": 0x0001, # app_conponents extension
"data": |
0x0022, # participant _|ist conponent
0x0024, # m s_operational policy conponent
0x0025, # roles-1ist conponent
0x0027 # base_room policy conponent
]
H
{

"conponent _id": 0x0003, # content nedi a_types extension

Mahy Expires 6 Novenber 2026 [ Page 9]



I nternet-Draft EDN for TLS Presentation Language May 2026

}

]
IS
{

"data": ["application/nmm-content"]

"extension_type": OxBABA. # CREASE extension
"extension_data": h'’

b
{

"extension_type": OxDADA. # CREASE extension
"extension_data": h'’

}
]

i gnature": h’88ad994cabf 15c4e90d0adaf 214b1d75

7aecef 23ef f f bd9d8e468866¢cccebac4’

Security Considerations

TODO Security

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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