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1. Introduction

The relying party is a key role in the Resource Public Key
Infrastructure (RPKI) ecosystem whose technical requirements are
listed in [ RFC8897]. However, how to foll ow RFC8897 to depl oy such a
relying party systemto nake the RPKI data take effect to the routing
control systemis yet another issue that is worth operationa
concerns.
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As the RPKI-based routing information validation is globally adopted,
there is an increasing nunber of RPKI data published by nore and nore
RPKI repositories, bringing in nore conplicated validation chains.
Granted, a relying party systemis always to be expected to tinely
get all the updates from gl obal RPKI repositories, rapidly validate
them and deliver to BGP speakers in tine.

To nmeet this end, this docunent introduces a current practice of
establishing an RPKI relying party (this RP) with distributed systens
of synchroni zati on nodes.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Architecture

In general, this RPis conbined with a set of RP Synchronization
Nodes (RSN) and a single RP Consol e Node (RCN).

The set of RP Synchronization Nodes (RSN) are depl oyed across the
Internet in geographically diverse locations with respect to
wor | dwi de RPKI publication points (RPP). The RSN is functioned to
take the responsibility of pulling RPKI data from RPPs desi gnated by
t he RCN.

The single RP Console Node (RCN) is functioned to ascertain the
updates from gl obal RPPs, orchestrate RSNs to performthe task of
downl oadi ng RPKI data respectively, and validate those data.

The overall systemarchitecture is illustrated in Figure 1.
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Figure 1: RPKI
Conponents of Distributed Synchroni zati on Systens
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3.1. Consol e Node (RCN)

RP Sys

t February 2025

The single RCN of this RP is constructed as in Figure 2.
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Figure 2: RCN Components
Ma, et al. Expi res 26 August 2025 [ Page 5]



Internet-Draft Distributed Synchronizati on RPKI RP Syst February 2025

3.1.1. Data Storage Mdul e
The main functions of the nodul e incl ude:
1). Managenent of RSN Met adat a
The nodul e mai ntai ns RSN Metadata and Load Information of this RP
RSN Met adat a i ncl udi ng:
-URL address of an RSN
- Geographic information of an RSN
-RIR service region where an RSN i s | ocat ed.
Load Information including:

-Overal |l resource usage of an RSN, covering CPU, nenory, and
network traffic;

-Execution state of an RSN, covering active and queued tasks.
The nodul e dynamically updates the node information to provide real -
time data input for the task assignnment algorithmto nake the
sel ection of an RSN performng the very task

2). Maintenance of gl obal RPP Infornmation

The nodul e maintains the RPP information pertained to task
assi gnnent :

- RPP URL;

-Version serial nunbers associated with the RRDP protocol in the
| ocal cache

The nodul e periodically updates this information to ensure that the
task assignnent al gorithm generates synchroni zed tasks based on the
| atest RPP st at us.

Thr ough dynani ¢ managenent and real -ti ne updating, the data storage

modul e ensures the conpl eteness and tineliness of the information of
both RSNs and RPPs, facilitating synchronization task assignnent.
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3.

1.

2. Task Scheduli ng Modul e

The task scheduling nodule is responsible for selecting the optinal
RSN to synchronize with an given RPP that has RPKI data update. The
mai n functions of this nodul e include:

1). Input

Retrieve the input information fromthe data storage nodule to do
schedul i ng:

- RSN Met adata and Load | nformation;

- RPP Updat e.
2). Calculation
Use a specific scheduling algorithmto analyze all the RSN Met adata
and Load Information of this RP, conbined with global RPP Update, to
sel ect optimal RSNs to synchronize with given RPPs that have RPKI
dat a updat e.
3). CQutput
Push task assignnents to Task Di spatch Mbdule, in the formof a set

wi th menbers, each indicating an specific RSN and its assigned
synchroni zati on tasks.

3.1.3. Task Dispatch Mdul e

This nodul e is responsible for comrunicating with RSNs to acconplish
the assignments.

3.1.4. Data Aggregation Mdul e

3.

2.

This nodule is responsible for collecting all the synchronization
data from RSNs and nake them aggregated into |ocal cache to
facilitate RPKI path validation.

Additionally, it periodically collects RSNs Load Information for
schedul i ng cycl e.

RP Synchroni zati on Nodes (RSN)

An RSN of this RP is constructed as in Figure 3.
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Figure 3: RSN Components
3.2.1. Task Receiving Mdul e

This modul e is responsible for comunicating with RCN to receive the
pushed task assignments.

3.2.2. Task Execution Mdul e

The nodul e is responsible for perform ng synchroni zation for specific
resource URL according to the task paraneters.
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3.2.3. Data Upl oad Mdul e

This nodul e is responsible for comruni cati ng the encapsul at ed
synchroni zati on data obtai ned from Task Executi on Mbdule to RCN
Additionally, it periodically conmunicates its |load information to
RCN.

4. Scheduling Al gorithms of RPKI Data Synchronization

In practice, the characteristics of an RSN such as geographic
| ocation, network condition, bandw dth, CPU |oad, vary w dely and are
subject to change fromtine to tine.

In this RP, scheduling algorithns are optional to the operator in
hi s/ her discretion according to | ocal condition. There are six
scheduling algorithns enployed by this RP in various scenarios, to
nmeet specific operational requirenents.

4.1. Random Task Assi gnnent

This algorithmrandomy selects an RSN fromthe |ist of available
RSNs to performa task. The algorithmis straightforward and does
not rely on historical selection records. And is able to achieve
roughly even distribution of tasks in honbgeneous environnents.

4.2. Sequential Task Assignnent

This algorithmtraverses a sorted RSN list in a cyclical manner,
ensuring fair and predictable task assignment. It naintains a
sel ection history to uphold assignnent consistency.

4.3. Network-Aware Task Assi gnment

This al gorithm dynam cally assigns tasks based on real -tinme network
performance netrics, focusing exclusively on network speed. RSNs
continuously neasure downl oad speed from desi gnated RPP sources and
| og performance data for analysis. During task assignnent, RCN
prioritizes RSN with the highest throughput, ensuring efficient
synchroni zati on and nini m zing | at ency.

4. 4. Dynamic Task Assi gnnent

This al gorithmdynanically adjusts RSN sel ecti on wei ghts based on
real -tinme synchroni zati on task | oad and system performance netrics,
prioritizing higher-weighted RSN for pending synchroni zati on tasks.
However, its conplexity is high due to sensitivity to nmultiple
paraneters, naking optinzation and tuning chall engi ng.
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4.5. RIR Regi on-Based Task Assi gnnent
Thi s al gorithm assigns tasks based on the RIR service regi on where an
RSN is located. For task assignment, the RSN with the cl osest
geographic location to the RPP address is prioritized.

4.6. Designated Position Assignment
Thi s al gorithm assigns tasks based on pre-specified RSN provided as
input, offering high flexibility in task assignnment. However, its
ef fecti veness depends on extensive nanual tuning and repeated
experinentation, which may inpact deploynment efficiency.

4.7. Conparison of Task Assignment Al gorithns

The conpari son anpong those scheduling algorithns are shown in
Tabl e 1.
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| Sequenti al
| Task |
| Assi gnnent |

| Net wor k- |
| Awar e Task|
| Assi gnnent |

| Dynam ¢
| Task |
| Assi gnnent |

| RIR |
| Regi on- |
| Based Task|
| Assi gnnent |

| Desi gnat ed|
| Position |
| Assi gnnent |

Tabl e 1: Conparison of RPKI

| ANA Consi d
Security Co

Ref er ences

et al.

Di stributed Synchronizati on RPK

Strai ghtforward
and fast to
depl oy.

Fair and
efficient
assi gnnent .

Net wor k- awar e,
busi ness-
al i gned.

Strong
adaptability

Locati on- awar e
efficient
routing

H gh contro
and
flexibility.

erations

nsi derati ons

| gnores node

performance and
task conpl exity,

causi ng
i nbal ance.

| Lacks dynanic
| adaptability.
I
I

| I'gnores node
| capacity and
| I oad.
I
I

instability.

| Unreliable due
| to node config
| or CDN

I

virtualization.

| Manual ,

| inflexible,
| unscal abl e.
I

I

Al gorithns
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Best for | ow
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perf or mance
scenari os.

for stable

| deal
synchroni zati on
tasks with
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synchroni zati on
tasks with

net wor k
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dynam ¢
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optin zed
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