Net wor k Wor ki ng G oup T. Madaras

I nternet-Draft P. Estis
I ntended status: Experinental GuardSuite, VXMsecure
Expires: 6 June 2026 3 Decenber 2025

Hi gh- Assurance Execution Environment (HAE) for Secure Approva
dr aft - madar as- hi gh- assur ance- exec- 00

Abst r act

Thi s docunment specifies the Hi gh- Assurance Execution Environment
(HAE), a trusted, epheneral approval environnent designed to protect
the authorization of high-risk digital and physical actions.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 June 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
The Hi gh- Assurance Execution Environment (HAE) provides an isol ated,
attestation-backed approval environnent for high-risk actions such as

financial transfers, cloud adm nistrative operations, industrial
control system conmands, and Al-initiated operations.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 ([ RFC2119], [RFC8174]) when, and only when, they appear in al
capitals, as shown here

3. Security Considerations

Thi s docunent introduces no security considerations beyond those
i nherent in isolated execution and attestation systens.

4. |1 ANA Consi derations
Thi s docunment has no | ANA acti ons.
5. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997,
<https://www.rfc-editor.org/rfc/rfc2119>
[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, My 2017,
<https://www. rfc-editor.org/rfc/rfc8174>
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