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Abst ract

Thi s docunent specifies the Guardwvail Protocol (GW), a franmework for
aut henti cat ed out bound nessagi ng that provides cryptographic proof of
origin, integrity, and policy conpliance for enmail and fil e-based
communi cations. QW introduces GuardMail Receipts (GVRs), signed

met adata structures bound to sender identity and nessage content that
allow recipients to verify authenticity independent of transport
mechani sms such as SPF, DKIM and DVARC.

GWP provi des a nodern, interoperable nethod for organizations to
protect agai nst inpersonation, deepfake-based fraud, unauthorized
content changes, and spoofed internal comrunications in enterprise
envi ronment s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 June 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Emai | and nessagi ng systenms comonly rely on SPF, DKIM and DVARC to
provi de domai n-|evel authentication and alignnment. Wile these
mechani sns hel p detect sone forns of spoofing, they do not provide a
sender-speci fic, action-bound, or content-bound non-repudiation
mechanism A nessage may appear to originate froma legitinmate
domain while still being nmalicious, manipul ated, or unauthori zed.

GuardMail Protocol (GW) introduces GuardMail Receipts (GVRs), which
are cryptographically signed netadata objects that bind a sender
identity to a particular nessage instance and its canoni cal content
representation. A recipient or automated verifier can use the GVR to
determ ne whether a nmessage is authentic and intact, regardl ess of
the underlying transport.

GW is designed to work with existing email infrastructure and can be

depl oyed increnentally. 1t is intended to conplenent, not repl ace,
mechani snms such as SPF, DKIM and DVARC
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2.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in BCP

14 [RFC2119] [RFCB174] when, and only when, they appear in all

capitals, as shown here.

Ter mi nol ogy

The following terns are used throughout this docunent:

GWR (GuardMmail Receipt) A cryptographically signed netadata
structure associated with a specific outbound nmessage instance,
cont ai ni ng sender identity and content hashes.

GW (GuardMail Protocol) The protocol described in this docunent,
defining how GVRs are constructed, attached, and verifi ed.

GVB (GQuardMail Stanmping Service) The service that creates and
attaches GVRs to outbound nessages on behal f of a sending domain
or organizati on.

VERI FI ER A service or conponent that validates GVRs on received
nmessages.

MJUA (Mail User Agent) Email client used by end-users.

MIA (Mail Transfer Agent) Server responsible for transnmitting enail
bet ween donai ns.

Architectural Overview
GWP assunes the follow ng high-level architecture:
1. A sender conposes a nmessage using a MJA

2. The message is subnmitted to a sending MIA, which forwards it to
the GuardMail Stamping Service (GWS) or applies stamping locally.

3. The GVB conputes content hashes, constructs a GVR, signs it, and
attaches it to the nessage as a header and/or footer bl ock.

4. The stanped nessage is delivered over existing SMIP
infrastructure to the recipient’s MIA and MJA
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5. A VERIFIER (running as part of the MJA, a plugin, or a gateway)
extracts the GVR reconputes hashes, validates the signature, and
presents a verification status

GW does not mandate where the GVE or VERI FIER reside; they MAY be

i npl erent ed as standal one services, integrated gateways, MIA

extensions, or client-side conmponents.

5. @QuardMail Receipt (GW) Structure

A GWR is a structured netadata object that MJST contain at |east the
followi ng fields:

* rid: A globally unique receipt identifier for this message.
* sender _id: A sender identity string representing the originator

* org_id: An organization identifier for the sending donain or
entity.

* hdr_hash: A SHA3-256 hash of the canonicalized header set.
* body_hash: A SHA3-256 hash of the canonicalized nessage body.

* att_hash: A SHA3-256 hash of the attachments, or the string "NONE"
if there are no attachnents

* policy id: An optional identifier referencing the policy or
profil e used when stanping this nessage.

* ts_issued: The tinmestanp at which the GVR was created

* signature: A digital signature conputed over the above fields
using a key controlled by the GVS for the sending organi zati on

* wverify url: An HTTPS URL for independent verification
The foll owi ng header format i s RECOVMENDED:
X- GuardMai | - Stanp: rid=<ID>; sender_i d=<sender >;
org_id=<org>; hdr_hash=<hex>; body_ hash=<hex>;
att _hash=<hex- or- NONE>; ts=<| SO 8601>;
si g_al g=<al g>; signature=<base64>; verify_ url=<url>

A body footer MAY be added for human consunption
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----BEG N GUARDVAI L RECEI PT- - - -

Receipt-1D: <l D>

Sender -1 D: <sender >

Og-1D <org>

| ssued- At: <tinestanp>

Verification: https://verify.exanple.conlr/<ID>
----END GUARDMAI L RECEI PT- - - -

The header representation is authoritative for automated
verification; the footer is primarily cosnetic.

6. CQutbound Stanping Process

The GuardMail Stanping Service (GVS) perforns the foll ow ng steps
when stanpi ng a nessage:

1. Canonicalize the headers and body.

2. Compute hdr_hash, body_hash, and att_hash.
3. Construct a GVR with the required fields.
4. Sign the GVR with an organi zational key.

5. Insert the GWR into the nmessage as an "X-GuardMil - St anp" header
and/ or a footer block.

6. Deliver the stanped nessage to the next-hop MIA.

MUAs and internedi ate MIAs SHOULD preserve the GVR header and any
associ ated footer bl ocks.

7. Verification Process (Inbound)

A VERI FI ER (or conpati bl e conmponent) MJST inplenent at |east the
fol |l owi ng steps:

1. Extract the GWR fromthe "X-GuardMil -Stanmp" header.

2. Canonicalize nessage headers and body using the sane al gorithm as
t he GWB.

3. Conpute local hdr_hash, body_hash, and att_hash fromthe received
nessage.

4. Conpare the locally conputed hashes with those contained in the
GWR.
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5. Validate the GVR signature using a trusted public key or
certificate for the sendi ng organi zati on or GVS

6. Optionally contact the verify url endpoint for revocation checks,
policy evaluation, or additional status information.

Based on these checks, the VERI FI ER SHOULD produce one of:

* VALID

*  TAMPERED

*  UNTRUSTED

*  NOT FOUND

8. Security Considerations

GW is intended to raise the bar agai nst inpersonation, spoofing, and

tanpering by binding nessages to both sender identity and content

hashes through digital signatures. It does not replace the need for
endpoi nt security, anti-malware, and user education.

| mpl enent ers MUST:

* Protect private keys used for GWR signing.

* | nplenment safe key rotation and revocati on nmechani sns.

* Address replay and downgrade attacks in the verification flow,
including reuse of old GVRs with new nessages or weaker policy
profiles.

GW does not protect against conpromi se of the sender’s device or

account prior to GWR generation. |f an attacker controls the

sender’s environnment, they MAY be able to send malicious but
syntactically "valid" nessages. Additional controls (for exanple,
strong authentication, device posture checks, and anonaly detection)
are REQURED to mitigate those threats.

GWP al so does not replace the need for transport-Ilevel protections

such as TLS or donmi n-based aut henticati on mechani sms such as SPF

DKIM and DMARC. Rather, it is intended to conplenment these

mechani sms by provi di ng cryptographi c non-repudi ati on at the |evel of
i ndi vi dual nmessages and senders.
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9.

10.

| ANA Consi der ati ons

Thi s docunent requests the registration of a new email header field
in the "Provisional Message Header Field Nanmes" registry:

Header field nane: X-CGuardMail-Stanp

Appl i cabl e protocol: mail

Status: provisional

Aut hor/ Change controller: |ESG
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