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Abstract

Thi s docunent describes sone of the problens in nbdern operations and
managenent systens and how know edge graphs and RDF can be used to
solve closed | oop system in an automatic way.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com i ke-mackey.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
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1. Introduction

The |1 AB organi zed a workshop in June 2002 to establish a dialog

bet ween network operators and protocol devel opers, to guide | ETF when
wor ki ng on network nanagenent protocols and data nodels. The outcone
of that workshop was docunented in the "Overview of the 2002 | AB

Net wor k Management Wor kshop" [ RFC3535] which identified 14 operator
requirenents for consideration in future network managenment protoco
design and rel ated data nodels, along with sone recommendations for
the | ETF.

The RFC3535 requirenents were instrumental in developing first the
NETCONF protocol (in the NETCONF Wirki ng G oup) [RFC6241], the

associ ated YANG data nodel ling | anguage (in the NETMOD Worki ng G oup)
[ RFC7950], RESTCONF [ RFC8040], and npbst recently CORECONF
[I-D.ietf-core-com].

A new | AB wor kshop, Next Era of Network Managenment Operations
(NEMOPS), is getting organized to tackle the next big challenges in
the world of network managenent. Exactly |ike the previous

wor kshops, operator chall enges and requirenents will be docunented
The new set of requirenents will hopefully guide the Operational and
Managenent Area (OPS) https://datatracker.ietf.org/group/ops/about/
future directions.

Thi s docunent describes the challenges in network operations, and
proposes a new framework based on know edge graph, to solve (sone of)
those operational challenges, mainly how to automatically assure

net wor ks.

As an introduction, let’'s review the difference between information
nmodel and data nodel. Quoting RFC 3444 [ RFC3444], "The main purpose
of an information nodel is to nodel nmanaged objects at a conceptua

| evel , independent of any specific inplenentations or protocols used
to transport the data. The degree of specificity (or detail) of the
abstractions defined in the informati on nodel depends on the
nmodel I i ng needs of its designers. |In order to make the overal
design as clear as possible, an information nodel should hide al
protocol and inplenmentation details. Another inportant
characteristic of an information nodel is that it defines

rel ati onshi ps between managed objects.”
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*An information nodel *, typically expressed in a | anguage such as

Uni fied nodel |l i ng Language (UML) do not generate the full APls, as it
| acks some of the inplenentation- and protocol -specific details; for
exanpl e, rules that explain howto nmap nanaged objects onto | ower-

| evel protocol constructs.

*A data nodel *, on the other end, can directly be used for network
automati on. As an exanpl e, YANG data nodels [ RFC7950] can generate
APl's, to be accessed by protocols such as NETCONF and RESTCONF

Chal | enges
This section covers the current operational challenges.
Data Overl oad from Network Operations

Modern network operators are inundated with vast ampunts of data
generated from various sources within the network. This data
enconpasses informati on fromthe managenent pl ane, control plane, and
data plane. Each contributing to a massive influx of information

The sheer volune of data is staggering, making it challenging even
for advanced conputer systens to process and anal yze effectively.

2. Difficulties in Data Analysis and Insight Extraction

Data anal ysts with network domain know edge play a crucial role in
| everaging this data to predict faults, perform Root Cause Analysis
(RCA), and inplenent automatic renediation. However, they often
struggle to extract useful information due to the overwhel m ng

vol ume, data standardization and conplexity of the data. The
challenge lies not only in processing the data but also in finding
meani ngf ul patterns and correlations that can derive actionable

i nsi ghts.

2.3. Conplex Data Correl ati on Requirenents

A significant challenge in nodern network operations is the need to
correlate data fromdifferent planes - managenent, control, and data.
Each pl ane generates its own set of data, often stored in disparate
repositories and formats. Linking this information together is
essential to gain a holistic view of network operations but is

i nherently difficult.
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2.4. Service and Custoner Correl ation

Utimately, all collected data nust be correl ated back to specific
connectivity services (and its custonmers). This correlation is
critical for understanding the inpact of network events on service
qual ity and custoner experience. However, the process of linking
managenent plane data with control plane and data plane information,
is to provide a coherent connectivity service with customer
perspective is extrenely challenging. Even as a sinpler chall enge,
it’s not always easy to correlate the configurati on managenent pl ane
informati on with the streamed operational data: YANG as a data
nmodel |i ng

| anguage sinplifies the situation, if used for both config and
stream ng but some extra correlation m ght anyway be required beyond
the data nodel

2.5. Data Storage and Format Disparities

Data is frequently stored in nultiple repositories, each potentially
using different formats. This fragmentation makes it difficult to
manage the |inks between different data sets. |n some cases, these
links, relationships, may be lost within the engines of the
managenent and anal ytics systens, |eading to inconplete or incorrect
anal yses.

For exanple, data is stored using a variety of data nodel |anguages,
sometines different schemas for a specific data nodel |anguage (for
exanpl e YANG ), which are sonetines different per router vendors,
often siloed in different applications and storage platforns.

Est abl i shing rel ati onshi ps between this data, especially when

di sconnected fromthe service context and original intent, is
exceedingly difficult. This fragmentation hinders the ability to
mai ntain a cohesive understandi ng of network operations and their

i npacts on service quality.

2.6. Contextual Understanding and Rel ati onship Mappi ng

To reduce the problem space and facilitate automated deci si on-maki ng,
it is essential to understand the context and semantic of the data,
the rel ati onshi ps between different data sets, and how this data
relates to the overall network. By devel oping a clear understanding
of these relationships, network operators can nmake nore inforned and
qui cker deci sions, which is crucial for achieving autononous

operati ons.
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2.7. Loss of Context in Data Collection

The context of the collected data is often lost, conplicating the
task of network nonitoring and analysis. For instance, it can be
chal lenging to determ ne what a particular interface represents (in
other words, its role): is it a Provider Edge (PE), Provider (P)
Customer Edge (CE), or an interface on an Autononmous System Boundary
Router (ASBR) (or ABR)? Based on this particular context, the intent
is obviously different, and, as a consequence, this context is key to
interpret the collected data. For exanple, the | P addresses observed
on CE router, PE router, or P router have different context (and on
the PE router, it actually depends if we refer to CE-facing or PE-
facing interface). As a different exanple, understandi ng whether a
link serves as a primary connection for certain customers or a backup
for others is critical but frequently anbi guous.

2.8. Data Collection Methods and Interpretation

The nmethods and intervals at which data is collected al so vary, which
contributes in adding another |ayer of complexity. Data m ght be
sampled within specific time w ndows, on-change, on-demand, or
periodically. 1t mght represent an aggregation or calcul ati on of

ot her val ues. Understanding how the router or anal ytics engi ne
conputes this data is vital for accurate analysis and

troubl eshoot i ng.

2.9. Oganizational Silos

I n many organi zations, network configuration and operations teans
function as separate entities. This division can lead to a

di sconnect where the rational e behind network changes is |ost or
m scommuni cat ed between teans. This |ack of cohesion can further
complicate data correlation and analysis efforts

2.10. Miltiple Sources of Truths
VWhat is the network intent? Is it owned in the controller, or the
current network is the network intent? What if the network is
configured at the same tine fromthe controller and fromthe CLI (for
qui ck network anonaly resolution), does it inply that the network
intent is partially in the controller, and partially in the network
state? There are actually nultiple sources of truth in networking:
* the controller configuration (intended state)

* the network itself (applied state, described by the Digital Mp)
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* the inventory, typically stored across different systens, with a
different 1D (sometinmes UU D [ RFC7950])

* the I P Address Managenent (I PAM is another other source of truth
* etc.
2.11. Machi ne Readabl e Know edge

While we nmentioned nultiple data sources, with different data
nodel | i ng | anguages, the requirenent is to have one data sources in a
machi ne readable way, with the ability to correlate and |ink

i nformati on.

Note that, sonetimes, the nodelling | anguage is sinply not existent,
as protocols such as BWMP or BGP-LS directly stream PDUs.

3. I|ETF Initiatives

To help with the different chall enges nentioned in the previous
section, the | ETF standardi zed sone RFCs, while sone |ETF drafts are
currently being worked on

TO DO once we have the exact challenge tags, we are going to refer
to those

* Service Assurance for Intent Based Networking [ RFC9417] [ RFC9418]

* Network Telenmetry framework [RFC9232] explains the different
tel enmetry nechani sns

* draft-ietf-nnmop-yang- nessage- broker-integration-03
(https://datatracker.ietf.org/doc/draft-ietf-nnop-yang-nmessage-
br oker-integration/)
specifies an Architecture for YANG Push to Message Broker
Integration is helping with the data coll ection aspects.

* draft-ietf-opsawg-coll ect ed-dat a- mani f est
(https://datatracker.ietf.org/doc/draft-ietf-opsawg-collected-
data-mani fest/) docunments the netadata that ensure that the
stream ng coll ected data can be interpreted correctly.

* draft-ietf-nnmop-network-anonal y-architecture
(https://datatracker.ietf.org/doc/draft-ietf-nnop-network-anomal y-
architecture/) defines an architecture for detecting anonalies in
t he networ k

Mackey, et al. Expi res 4 Septenber 2025 [ Page 8]



I nternet-Draft Knowl edge Graph Net Ops March 2025

* The basic concepts of the Digital Map are nentioned in draft-
havel - nmop-di gi t al - map- concept (https://datatracker.ietf.org/doc/
draft - havel - nnop- di gi t al - map- concept/)

These are building blocks, to help towards the goal s of autononous
net wor ki ng. However, these building blocks are not sufficient.

4. The Difficult and Costly Data Mddels Integration with Different
Silos Protocol & Data Mdels

4.1. Understanding And Using Different Mddels In A Solution

Even excludi ng the vast amount of vendor specific nodels, the

tel econmuni cation industry is drowning in nodels frommany different
SDCs (| ETF, TMF, ETSI, ONF, MEF, 3GPP). Al of themfulfill a need
and all of themare optional depending on the requirenents of the
solution/operator. Sone of the nodels are designed to be extended,
therefore even though a nodel is based on a standard it can deviate
or add new information. This nodel and APl soup results in confusion
and in sone cases (ms)interpretation that can differ per

i mpl ement at i on.

There have been attenpts to address this, to converge nodels and APls
towards a single nodel. These initiatives have largely failed.

There are many reasons for this (technical debt, separation of
concerns/responsibility between SDOs) but the reality is that this
remains (and will likely always remain) unachievable. So what is
needed is a way to understand how these different nodels connect and
how t hese nbdels were interpreted by the sol ution designer.

4.2. Exanpl e: Onboarding A New Device

In order to onboard a new device, what features and nodel s that

devi ce supports nust be known, how that device will map to any

exi sting internal nodels for resource nanagenent e.g.

https://github. com Qpen- Net wor k- Model s- and- | nt erfaces- ONM / TAPI ,
Assurance is mapped to existing assurance and coll ection nodels (data
col l ecti on/ message broker/ TSDBs), existing health assurance pipelines
(as described in [draft-ietf-nnmop-network-anomal y-architecture]).

If | onboard a new device will it work with ny data processing
pipeline If | receive observe a problemin ny service, can | trace
quickly to find the related network configuration, if | decide | need
to nodify that network configuration do | know the val ues that nust
change at the resource APl in order for it to happen.
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The cost of onboardi ng a new device or indeed upgrading to a new
software/ hardware version is buried within the different
applications, the mapping code that transforms data between nodel s,
the inpact on existing nodels (is a new instance enough or does the
application schema need to be extended)

What if we could answer all of those questions by querying the
connecti ons between schemas and data. What if we could trace the
connections across different applications and different design
artefacts.

4.3. Different Models For Different Jobs

On the other side, with different technol ogy domai ns and different
protocols, come different data nodels. In order to assure cross
dommi n use cases, the network nanagenent system and network operators
must integrate all the technol ogies, protocols, and therefore data

nmodel s as well. In other words, it nmust performthe difficult and
time-consuning job of integrating & mapping information from
different data nmodels. Indeed, in sonme situations, there exist

different ways to nodel the sane type of information.

This problemis conpounded by a | arge, disparate set of data sources:
* M B nodul es [ RFC3418] for monitoring, * YANG nodel s [ RFC7950] for
configuration and nonitoring, * IPFIX information elenents [RFC7011]
for flow information, * syslog plain text [RFC3164] for fault
managenent, * TACACS+ [ RFC8907] or RADIUS [ RFC2865] in the AAA

(Aut hori zation, Authentication, Accounting) world, * BG Fl owSpec

[ RFC5575] for BGP filter, * BVWP - BGP Monitoring protocol [RFC7854] *
BPG LS for IGP nonitoring * etc. or even sinply the router CLI for
router managenent.

Sone networ ki ng operators still manage the configuration with CLI
while they nonitor the operational states with SNMP/ M Bs. How
difficult is that in terns of correlating information? Sone others
moved to NETCONF/ YANG for configuration but still need to transition
from SNMP/ M Bs to Model -driven Tel enetry.

VWhen network operators deal with nmultiple data nodels, the task of
mappi ng the different nodels is tinme-consunmi ng, hence expensive, and
difficult to automate.

4.4. Exanple: Wats An Interface ?
To make it crystal clear, let’s illustrate this with a very sinmple
and wel |l known networking concept: a sinple interface. Let’'s start

with a sinple CLI command: "show ip interface" for basic interface
i nformation.
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*  Between M B nodul e and YANG nodel, fortunately, we have the sane
i flndex concept (iflndex in MB and if-index in YANG. This
facilitates the mapping.

* |In the context of IPFIX nbdels, even if the ingresslnterface and
egressinterface report the fanmous iflndex values within the flow
record, the interface semantic changed. W have one specific
field for the ingress and another one for egress traffic. The MB
obj ect iflndex doesn’'t make that distinction. While it’s not
difficult to map the IPFIX interface information elenents with the
M B and YANG i nterface ones, the different semantic nust be
hardcoded in the NVS

* For the protocols fromthe AAA world, TACACS+ and RADI US
interfaces are called "ports" to use the right term nol ogy. Those
have nothing to do with the networking iflndex definitions, even
if it's perfectly fine to host TACACS+ or RADIUS in routers.

* Howto map with interface concept with the syslog nessage, where
the sysl og nessage night not have the exact same interface id
(G gabit Ethernet versus gi gE versus gigEthernet ... X/Y.Z as an
exanple) for a machine to read.

At this point, these concepts are known inside network engineer’s
heads, their network domai n know edge, but how to convey this
information to a data scientist |acking the network domai n know edge
but capable to anal yze data systematically? The cost of docunenting
this information for the different ways it can be configured/used is
enornous. ldeally protocol designers should understand that there
wi Il be an network nanagenent/automation cross donmai n use case that
will require the integration and the potentially mappi ng of those

di fferent data nodel s.

4.5. How To Connect Information For Cl osed Loop

CGoi ng one step further, understanding that an anonaly defined in

[1-D. net ana- nnop- net wor k- anomal y-1ifecycle] is connected to a synptom
created by SAIN [ RFC9418], which has an alert that defines an
expressi on based on a set of nmetrics that are | ETF but al so vendor
defined. The Service(s) that are experiencing an anonaly defined
using a Service Intent that was defined using /[ TMF921A/] but ful
filled using [ RFCO182] that maps to one or nore vendor nodels.

In order to be able to automate any cl osed | oop action, the

rel ati onship between the Service Intent (defined using /[ TMF921A/]),
the error/policy condition that caused the synptom and the
fulfillment provided at the device level via [ RFC9182] all have to be
under st ood.
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Many of the operators (at the time of witing) who are trying to
docunent and manage these rel ationships are trying to do it using
vari ous spreadsheets and version control systems. Instead, we could
provide a way to define and query those relationships in a manner
that could instantly answer all the questions that an operator has.

What if we could provide this information not only in a format the
operator can understand but in a way a machine can easily interpret
and nmake deci sions.

This is the key to noving from Autonmation to Autonony and one of the
keys to unl ocking autonony is to | everage Know edge Engi neering and
Know edge Based Systens (KBS)

4.6. The Limts of YANG as THE Mddel Language

Wil e YANG i s depl oyed data nodel for configuration and nonitoring,
YANG has limtations that prevent it to be THE nodel to which other
data nodels will be mapped. Instead, the different data nodels will
still have a life of their own (ex: the I PFI X nodel does a good job
for its purpose). Therefore |et use introduce know edge graph
concepts, which will address the chall enges.

TO BE COVPLETED.
5.  Knowl edge G aph Franework

Addr essing these chall enges nentioned in section 2 requires

i nnovati ve approaches that can handl e the scale and conplexity of the
data while ensuring accurate correlation and analysis. By |everaging
advanced data nanagenent techni ques and semanti c technol ogi es,
networ k operators can unlock the full potential of their data, paving
the way for nore efficient and autononous network operations.
Under st andi ng the context and rel ati onships of the data collected is
essential to overcoming the linmtations of traditional siloed
approaches and achi eving seam ess, autonated network nanagenent.

A know edge-based system (KBS) is a computer programthat |everages a
know edge base and an inference engine to solve compl ex probl ens.
These systens are designed to sinulate human deci si on- maki ng and
probl em sol ving capabilities, nmaking them val uable tools in various
domai ns. Here are the key features of a know edge- based system
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Know edge Base

The know edge base is the core conmponent of a KBS, where all the
explicit know edge about the dommin is stored. This know edge is
usual ly represented in a structured and formalized manner to
facilitate easy access and nani pul ation. Key characteristics of the
know edge base i ncl ude:

* *Explicit Representation*: Know edge is represented in a way that
can be easily interpreted and processed by the system

* *Structured Data*: Information is organized in a structured
format, such as rules, facts, and rel ationshi ps.

* *Rich Semantics*: The know edge base captures not only raw data
but al so the nmeaning and context of that data.

I nf erence Engine

The inference engine is the reasoni ng conponent of a KBS. It
processes the information stored in the know edge base to derive new
know edge, make decisions, or solve problens. Key functions of the

i nference engi ne incl ude:

* *Reasoning*: Applies logical rules to the know edge base to infer
new i nformati on or concl usi ons.

* *Deci sion-Making*: Uses the inferred know edge to nake deci si ons
or recomrend acti ons.

* *Probl em Sol ving*: Sol ves conpl ex problens by systematically
expl oring possi bl e solutions based on the know edge base.

In sone proposed architectures the inference engine is split into
i ndi vi dual agents that have responsability for a deconposed aspect
of the Service/ Network lifecycle (e.g. anonaly detection,
assurance renedi ation, solution proposal, solutions eval uation,
solution actuation etc). The Agents (which could be Al Agents)
can conmuni cat e/ col | aborate via the Know edge Base.

For mal Ont ol ogy
A formal ontology is a crucial element in capturing facts about the
world in which the KBS operates. It provides a structured and fornal

description of the concepts and relationships within a specific
domai n. Key aspects of formal ontol ogies include:
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5.

6

6

*  *Concepts and Rel ati onshi ps*: Defines the key concepts and the
rel ati onshi ps between themwi thin a particul ar domain.

* *Standardi zed Vocabul ary*: Provides a conmon vocabul ary for the
domai n, ensuring consistency and interoperability.

* *Formal Specification*: Uses formal logic to specify the
properties and constraints of the concepts and rel ati onshi ps,
all owi ng for precise and unamnbi guous interpretation

4. Conprehensive and Dynanmi ¢ Know edge

Know edge- based systens are designed to handl e a conprehensi ve range
of know edge within their domain and adapt to new information. This
i ncl udes:

* *Extensibility*: The ability to add new know edge and rules to the
system as the domai n evol ves.

* *Adaptability*: The capability to update and refine the know edge
base based on new insights or changes in the environnent.

* *|ntegration*: Conbining know edge fromnultiple sources to
provide a holistic understanding of the domain.

FAI R dat a

FAIR Data Principles were defined in a 2016 research paper by a
consortium of scientists and organizations in Nature.

The authors intended to provide guidelines to inprove the
Findability, Accessibility, Interoperability, and Reuse of digita
assets. They have since published their principles in
https://ww. go-fair.org/fair-principles/.

1. Findability (F)

Net wor ki ng systens generate | arge anmounts of configuration,
telemetry, and state data, which needs to be easily discoverable by
net wor k operators, engineers, or automated systens.
2. Accessibility (A

Data wi thin the networking domain needs to be accessible to both

human operators and automated systens, with well-defined access
mechani sms and pr ot ocol s.
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6.3. Interoperability (1)

Net wor ki ng environnents typically involve many devices and protocol s
fromdifferent vendors. Ensuring interoperability across systens is
crucial for seam ess network operations and nanagenent.

6.4. Reusability (R

Reusability ensures that network data can be used and repurposed
across different contexts, applications, and scenari os.

The FAIR principles have been widely cited, endorsed and adopted by a
broad range of stakeholders since their publication in 2016. By
intention, the 15 FAIR guiding principles do not dictate specific
technol ogi cal inpl enentations, but provide guidance for inproving
Findability, Accessibility, Interoperability and Reusability of
digital resources.

6.5. Creating And Usi ng FAIR Knowl edge G aphs

There are two nmmj or approaches to inplenenting know edge graphs.
Property graphs and RDF. In recent years Property graphs have gai ned
a lot of traction with successful with conpanies |ike Neo4j and
others attenpting to standardize on an approach.

Property graphs are great to use in a closed application but face a
nunber of issues when nmoving to |arge scale and open data that are
designed to be FAIR  For exanple:

* *Schema*: Property Graphs do not have a schema. This can be
considered a positive as well as negative, but having a schema
that you can validate against can limt issues and bugs during
i mpl ement ati ons

* *Validation*: Property graphs do not define a way to validate data
but the WBC standard, SHACL (SHApes Constraint Language) to
specify constraints in a nodel driven fashion.

* *@obally Unique lIdentifiers*: The identifiers in Property G aphs
are strictly local. They don” t mean anything outside the context
of the inmedi ate dat abase.

* *Resolvable lIdentifiers*: Because URI/IRs are so simlar to URLs,

and indeed in many situations are URLs it makes it easy to resolve
any itemin RDF graph.
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* *Federation*: Wiile there are proprietary nechani sns for
federating property graphs across databases e.g. neodj fabric,
federation is built into SPARQL the WBC standard for querying

“triple stores” or RDF based G aph Dat abases

There are ways for these two worlds to converge though, there is
current work within the w3c to add properties to edges in RDF. This
wor k RDF-star (https://w3c.github.io/rdf-star/cg-spec/
editors_draft.htm) (RDF-_) and SPARQ.-star (SPARQ.-_) at time of
witing is ongoing in the WBC

Simlarly, Neod4j has a plugin "Neosenantics" that enables the use of
RDF data and sone of the RDF stack (OA, RDFS, SHACL) inside of Neo4j
but crucially using C pher and not SPARQ for querys.

So as of now, RDF Know edge Graphs have FAIR baked in and are part of
the standard. Property graph approaches have proprietary sol utions
to help make things FAIR but there is no standard. These two worlds
and approaches do seemto be converging though

7. Introduction to the Semantic Web Technol ogy Stack

The Semantic Wb technol ogy stack enabl es nore sophisticated data
integration, sharing, and retrieval across diverse information
systems. At its core, it provides a framework for defining, |inking,
and querying data on the web, allowing for nore intelligent and

i nterconnected systens. Here is an overview of the key conponents of
the Semantic Wb technol ogy stack

7.1. URI/IR: Uniform Resource lIdentifier/lInternationalized Resource
Identifier

A Uni form Resource ldentifier (URI) is a unique sequence of
characters that identifies a |logical or physical resource used by web
technologies. URIs may be used to identify anything, including real-
wor | d obj ects such as people and pl aces, concepts, or information
resources |ike web pages and books. The Internationalized Resource
Identifier (IRI) extends the URI to include a w der range of
characters fromdifferent |anguages, facilitating global use and
interoperability.
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7.2. RDF: Resource Description Framework

The Resource Description Framework (RDF) allows you to link resources
(concepts) together in a way that forns a directed graph. For
exanpl e, you could represent the statement "John is a person" using
RDF. However, RDF al one does not provide the neans to classify

obj ects or establish conmplex relationships such as saying that a
person is a subclass of human bei ngs.

7.3. RDFS: RDF Schera

RDF Schenma (RDFS) builds upon RDF by providing nore expressive
vocabul ary to classify resources and establish hierarchica

rel ati onships. Using RDFS, you can define classes and subcl asses
(using rdfs:class and rdfs:subclass), and set restrictions on
properties (relationships) within your donain know edge using

rdf s:donmain and rdfs:range. This allows for a nore structured and
meani ngful representation of data.

7.4. OAL: Web Ontol ogy Language

The Web Ontol ogy Language (OAL) enhances the expressiveness of RDFS
by introducing nore detailed and conpl ex constraints on data. OMNL
categori zes properties into object properties (relationships between
two resources) and data properties (relationships between a resource
and a data value). It also allows you to add restrictions on
properties, such as specifying cardinality constraints or defining
equi val ent and di sjoint classes, enabling nore precise and
sophi sti cated know edge representation

7.5. Query: SPARQL Protocol and RDF Query Language

SPARQL (SPARQL Protocol and RDF Query Language) is an RDF query

| anguage desi gned for querying and mani pul ating data stored in RDF
format. SPARQL is powerful because it can automatically join al
objects in a graph froma single query, allow ng for conpl ex and
efficient data retrieval. This capability nakes SPARQL an essentia
tool for accessing and integrating diverse datasets within the
Semantic Wb framework.

Senantic Wb technol ogi es have significantly evol ved beyond their
initial web-based applications, extending into various industries
(Heal t hcare, Finance, Manufacturing, Government and Public Sector) as
a powerful neans to define, integrate, and retrieve know edge.
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7.6. Validation: Shapes Constraint Language (SHACL)

SHACL (Shapes Constraint Language) can be used to enhance an RDF-
based solution by providing a formal nechanismfor validating the
structure, content, and constraints of RDF data that nodels network
devi ces, configurations, and rel ationships.

By using SHACL, you can ensure that the data adheres to predefined
busi ness rules, network policies, and industry standards, thus
i mproving data quality and consistency within a managenent system

7.6.1. Ensuring Data Consi stency

For instance, you can use SHACL to enforce that each network device
has a deviceType (e.g., router, switch) and an associ ated | P address,
and that routers have specific attributes such as a bgpAsn (BGP

Aut ononous Syst em Nunber).

7.6.2. Validating Relationships

For rel ationshi ps between objects, SHACL allows you to validate these
i nterconnections by specifying shapes that ensure the correct
rel ati onshi ps are naintai ned.

7.6.3. Enforcing Network Policies

I n network managenent, policies can dictate how devices are
configured and how they interact. For exanple, a policy may require
that certain VLANs are used in specific types of networks or that
certain subnets are restricted to specific devices.

SHACL all ows you to encode these policies as constraints and
automatically validate the RDF data against them For instance, if a
policy requires that only certain VLANs are allowed on specific

swi tches, you can define a SHACL shape to validate this.

7.6.4. Automating Configuration Conpliance

In | arge-scal e networks, automating conpliance checks is essential to
ensure devices are configured according to standards and poli ci es.
SHACL can be used to automatically validate the entire RDF dataset
representing network configurations agai nst predefined shapes. This
can flag potential issues such as m ssing configurations, incorrect
rel ati onships, or policy violations, enabling network adm nistrators
to quickly take corrective action
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7.6.5. FError Reporting and D agnostics

SHACL provides detailed error reporting and di agnostics, which can
hel p network adm nistrators quickly identify and fix issues in the
network configuration. For each violation of a SHACL shape, SHACL
can generate neani ngful error nessages, such as m ssing required
properties, invalid data types, or relationships that do not conform
to the network topol ogy.

8. Wiy Semantic Wb is Right for the Networking Wrl d?
8.1. Handling Vast Amunts of Data

Modern network operators coll ect extensive data from various network
pl anes - Managenent, Control, and Data. Semantic Wb technol ogi es
are designed to handle | arge datasets efficiently:

*  *RDF (Resource Description Franework)* enabl es the nodelling of
data as a directed graph, allowing for flexible and scal abl e data
representation.

*  *SPARQL* can efficiently query |large datasets, automatically
joining relevant data points to provide conprehensive insights.

* *URI/IR* allow data to be referenced and enriched using markup/
met adat a wi t hout nodi fying the existing systenms. |Information can
referenced and retrieved using the schema/ metadata defined in RDF

8.2. Inproved Data Correlation and Integration

Semantic Web technol ogi es excel at linking disparate data sources and
formats, which is crucial for network operations:

* *URI/IR* provides a unique way to identify and |ink resources
across different data silos, ensuring that all data points can be
correl ated accurately.

* *RDFS (RDF Schema)* and *OAL (Wb Ontol ogy Language)* provide
mechani sms to classify and rel ate data, enabling the creation of
detail ed ontol ogi es that represent network conponents and their
rel ati onshi ps.

8.3. Contextual Understanding and Enhanced Met adata

One of the major challenges is the loss of context in the data
col l ected from network operations:
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8. 4.

*RDFS* and *OAL* all ow operators to define rich metadata about
network el ements. For instance, they can specify that an
interface is a Provider Edge (PE) or Custoner Edge (CE), and
whether a link is primary or backup

*ONL* provides advanced features to define and enforce data
properties and rel ationships, ensuring that the context of data is
mai nt ai ned and under stood correctly.

Data Interoperability Across Miltiple Repositories

Net work data often resides in multiple repositories with different
schemas and formats:

*

8. 5.

*RDF* provides a common franmework for data representation
enabling interoperability between diverse data sources.

*Linked Data principles* can connect data from various
repositories, making it easier to integrate and query across
different systens.

*Consune O Reference Data From Multiple Sources in Miltiple

For mat s* using well known patterns within the semantic web
ecosystem for connecting external databases, whether relational,
hi erarchical, tabular or other graph formats.

*Determnistic URIs* can allow data can be referenced renotely

wi t hout being consuned or replicated inside a know edge store.
Thus allowing only data that is enriched to be created and stored
in the know edge and for it to reference the existing data in
externally repositories.

Enhanced Fault Prediction and Aut onat ed Renedi ati on

To predict faults and autonmate renedi ati on, operators need to |ink
and anal yze data fromdifferent network planes:

*

*SPARQL* can query across nultiple datasets, |inking managenent,
control, and data plane information to provide a holistic view of
t he network

*ONL & RDF(S)* can define rules, relationships and constraints
that breakdown the barriers between the network planes and link
this data with all relevant information (e.g. context based on
topol ogi es represented by [I-D. havel - nmop-di gi tal - map],
configuration based on network el enent YANG) .
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8.

8.

9

6. Bridging Oganizational Silos

Net wor k configuration and operations teanms often work in silos,
| eading to miscommunication and data fragnentation:

*  *(Ontol ogi es* defined using *RDFS* and *OAL* can standardi ze the
term nol ogy and rel ati onshi ps used across teans, ensuring
consi stent under st andi ng and communi cat i on.

* *Semantic annotations* can capture the intent and rational e behind
net wor k changes, preserving context and facilitating better
col laboration. Inporting existing schemas (whether from YANG or
Rel ati onal or sonething el se) and defining the connections between
themall ow the semantic of any object or value to fully known and
traced within the system

7. Managi ng Schema and Format Disparities

Different data formats (YANG | PFI X, BMWP) and schermas can nmake data
i ntegration chall engi ng:

* *Semantic Wb technol ogi es* provide a unified nodel to represent
data fromvarious formats, enabling seanl ess integration and
retrieval

* *Schema mappi ng* using *RDF* and *OAL* can reconcile differences
bet ween schemas, providing a coherent view of the data.

It's not only about protocol and nodels (IETF), we can link to the
NMS/ OSS | ayers, fromthe top down to the bottomup ... but also
(business) intent, the BSS

YANG and RDF

As nentioned above, there are nore than enough nodels already in the
tel ecom domain. Chief anong them (fromthe | ETF point of view) is
YANG. The YANG nodel Ii ng | anguage al ready has many ways to augnent
and extend the nodel, but these extensions are very formal and not
very dynamni c

1. Data catalog for YANG data sources

The flexibility and extensibility of know edge graphs have made t hem
a popul ar choice for inplenmenting data catal ogs. The purpose of a
data catalog is to provide consuners with a registry of datasets
exposed by data sources where to find data of interest.

Additionally, these datasets can be linked to the (business) concepts
that they refer to, so that consuners can search for datasets based
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on rel evant concepts such as “interface” .

Know edge graphs can enable the YANG Catal og to evol ve towards a data
catal og, where the YANG nodul es represent datasets of interest. The
dependenci es between YANG nodel s (inport, deviations, augnents) can
be naturally represented in the know edge graph. In turn, these YANG
nmodel s can be linked with concepts that are represented in

ont ol ogi es.

Additionally, these YANG nodels, can be conbined with the

i npl ementation details of network devices yang |ib augnent

[1-D. lincla-netconf-yang-1ibrary-augnentation] that could be part of
an inventory [I-D.ietf-ivy-network-inventory-yang].

9.2. Translation of YANG to RDF

Since the original YANG specification [ RFC6020], |ETF has enbraced
YANG as the way to define any new nodels or APls, fromthe device all
the way up the Service nodel [RFC8299]. How easy would it be to
convert these vast nodel set to RDF ?.

RDF has its roots in semantic web and is defined by the w3c, who are
al so the owners of the XML standard. The origi nal [ RFC6020]
definition for YANG has XM. deeply enbedded, defining serialization
formats for the YANG (YIN in XML as well as of course instances of
YANG dat a used by NETCONF

Translation of XML to RDF is a well described problem and many tools
exist in order to achieve it, w3c thensel ves have R2RM. t hat al |l ow
custom definitions of nmappings.

Generation of IRI's for YANG schema objects can be created using
schema paths and IRIs for YANG i nstance data using XPaths. There are
several advantages to this approach, the nobst inportant being that
the IR is determnistic and could be generated externally by a

know edge system wi thout need to access the real data. There is a
second advantage that it is human readabl e and therefore easy to

br owse.

The mai n di sadvant age being the possible length of IRIs and the

vol unme of data being processed could be | ead to nmenory/ perfornmance

i ssues. There are obvious trade offs to be explored but it can be
seen that YANG is very much a good fit for nodelling as know edge in
RDF give both formats cl ose association to XM.
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10.

Know edge Engi ne Positioning And Architecture

Bel ow shows the basic positioning of the Know edge Engine in any GSS
system As you can see the Know edge Engine is at the heart of any
deci si on naki ng process.

Key to this is the ability to consume and connect data fromnultiple
di fferent datasources and to connect themin a single semantic |ayer.

Not e as nentioned above, there are already nmany nodels that exist in
t el econmuni cati on systens, the goal maybe not to create a new nodel
but to provide a sinple way to navi gate between the existing nodels.
Under standing that the value on the intent APl that is nmapped to a
value on the fulfillment APl that is used to configure this part of
the device is connected to the Telenmetry nmetric that was received
where an anonaly was observed.

This 360 degree view of the network is the only way the secrets of
the network can be unl ocked and aut ononpus networ ks enabl ed.
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10.1. Key Use Cases For Know edge Engi ne
The above shows the target for Autononmous networks and aut omat ed

deci si on processing, but for each step the Know edge Engi ne can play
a key role.
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10.

10.

10.

10.

1.1. Service Intent Transl ation

A know edge graph can facilitate intent translation the operator
intent to the network intent by providing a unified way to query the
digital twin [I-D.irtf-nnrg-network-digital-twi n-arch].The ability to
i ntegrate heterogenous silos of data, in conbination with the
explicit representation of the semantics of the data; making the
know edge graph a powerful technol ogy for building and connecting
data across different datasource.

The capability to represent abstract concepts by neans of ontol ogies,
enabl es the representations of a generic network digital twi ns,
regardl ess of the conplexities of the underlying technol ogies. For
exanpl e, an abstract representation of a network topology Digital Mp
[1-D. havel -nnmop-digital-map] in the know edge graph can be transl ated
into a descriptor or data nodel that is specific to the technol ogy
used.

1.2. Contextualized telenetry data

Havi ng context of how YANG tel enetry data

[1-D.ietf-opsawg-coll ected-data-nmanifest] is being collected can

i nprove the understanding of the data for network anal ytics or

cl osed-1 oop automati on. Know edge graphs can help in this task by
linking the collected data with**: (i) the nmetadata that
characterizes the platform producing the data; and (ii) the metadata
that characterizes how and when the data were metered

1.3. Anonmly detection and incident nmanagenent

Know edge graphs can help in the detection of anonalies in network
systens by linking event/netric data (e.g. |ogs, alarms, and
ticketing) with the context (digitial tw n/network configuration).
The Know edge graph enabl es the connecting of these events using the
context to link and explore for new connecti ons.

1.4. Network Rectification
Conbing all of the above to enable the OSS to respond to issues in

the network and autonmmtically generate a change in the network to
rectify the probl em
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10.

2. Accessing Existing Data

A key enabler that allows the information in all these systens to be
exposed and connected is the Virtual Know edge Graph. Oiginally
call ed Ontol ogy Based Data Access (OBDA), it is a collection of
techni ques and technol ogi es that hel p overcone the chall enge of

combi ning data fromdifferent sources and formats. |t uses
ontologies to create a unified view of this data, and mappings to
link the ontology with the individual data sources.

OBDA has evol ved through three nain stages:

* Materialization: Initially, OBDA focused on translating data into
a conmon format and storing it in a central location, sinilar to
dat a war ehousi ng.

* Query Translation: To avoid the limtations of materialization,
OBDA shifted towards translating queries over the unified view
into queries specific to each data source

* Declarative Mappings: The | atest generation of OBDA uses
decl arative mappi ng | anguages, |like RRRML, to define how data
sources relate to the ontology. This inproves flexibility and
sinmplifies the integration process.

Virtual Knowl edge G aphs provide significant advantages for data
i ntegration:

* Real-tinme Data Access: Data remmins in its original sources,
ensuring that queries always reflect the | atest updates.

* Reduced Costs: Avoid the expense of building and maintaining a
separate, materialized data store.

* Sinplified Integration: Leverages your existing data
infrastructure and experti se.

* Increased Agility: Supports an increnental approach to
integration, making it easier to adapt to changes and add new data
sources over tinme.

Unlike traditional materialized approaches that require ETL to create
a unified data copy, Virtual Know edge Gaphs offer a nmore dynamc
solution. Instead of noving data, Virtual KGs |eave data in place
and access it on demand. This elimnates data duplication, reduces

| atency, and sinplifies maintenance, nmaking it a powerful alternative
for nodern data integration needs.
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In the Virtual Knowl edge Graph (or Ontol ogy Based Data Access) the
renote schema can be inported as RDF/ OAL data and used for both query
and for creating new rel ationships over existing data. 1In this way
exi sting nodels can be inported and the connections between silos can
overlaid as extra know edge. These relationships can be created
manual |y or programmatically.

At query tine, these relationships can be exploited to join data from
different sources, allow ng the connection between anonaly to
assurance metric to inventory object to digital nmap to configuration
to be traced seam essly regardl ess of where the information is being
st ored.

10.3. What is materialised in RDF and what is Virtual ?

G ven the above, you may ask what is materialised in the triple store
and what is virtual, of course the answer as always is, it depends.

If you have a read APl that |lets you access the renpte data anyway
you want it e.g. JDBC then maybe virtual is good enough. |If however
you have a restricted APl that makes it difficult to query and join
data (e.g. Netconf/Restconf) you may want to inport that data into
the graph in order to satisfy all of your queries. For this reason
we have focused the initial inplenmentation on materializing YANG
schenma and YANG | nstance dat a.
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11.

12.

12.

12.

13.

I mpl ement ati on Status

At | ETF Hackat hon 121 (Dublin) we successfully denpnstrated an
approach for translation of YANG schema npbdels to a representation in
RDF. This code is avail able here: https://github.conl Huawei - | OAM
yang2r df .

At | ETF Hackat hon 122 (Bangkok) we will denonstrate how that YANG RDF
Schema data can be used to create RDF versions of configuration data.

Sone pointers to existing work for |inked data

Li nked data and senmantic web has al ready been enbraced by TMF and
ETSI, their reasons for adoption are both valid both for them and for
the 1 ETF when aimng to link data in different systenms and to capture
know edge.

1. NGSI-LD (Next Generation |IoT Services Layer - Lightweight Data)

*NGSI -LD* is an ETSI standardi zed franework for representing and
managi ng context information in the Internet of Things (10T) domain.

*Context Information Moddel:* Represents context information as
entities with properties and relationships, inspired by property
graphs. *Semantic Foundation:* Based on RDF (Resource Description
Framewor k) for formal semantics and |inked data principles.

2. TMF921A I ntent Managenent AP

*TMF tnf921a* is an APl for intent based networking. It ainms to
provi de a standardi zed interface for expressing and managi ng hi gh-

| evel network intents, enabling automated network configuration and
optim zation.

*Know edge Based Reasoning:* Core to the TMF approach is the ability
for the intent managenent functions to "use reason intrinsically by
exanmi ning the relationships between facts". Therefore their decision
to nodel the intents as know edge and to use *RDF* to define the
intents.

Next Steps for the Industry

It’s inmportant to note, the authors are not proposing creating a new
model for the network, there is much work being done in all of the
exi sting SDOs wi th numerous nodel s managi ng all aspects of the
networ k and busi ness. The authors are proposing ways to connect al
of this data and through those connections find the semantic of the
information and allow it to unlock the know edge al ready being

Mackey, et al. Expi res 4 Septenber 2025 [ Page 28]



I nternet-Draft Knowl edge Graph Net Ops March 2025

14.

15.

16.

16.

16.

17.

17.

generated by the network.

To this end, the industry nust come together to define ways to
descri be the connections between data (either at the instance |evel
or at the schema level). Agree on formats for inporting existing
protocol schemas into RDF e.g. in |ETF. YANG | PFI X, BMP but al so
other nodels in different SDOs

Crucial to this is to define a way to create determnistic IRIs for
bot h nodel and instance data so that information in disparate systens
and repositories can be referenced, |inked and enriched using the
power of Know edge graphs and |inked data.

Security Considerations
TBC
I ANA Consi derations

Thi s docunment has no actions for | ANA
Ref erence
1. Normative References
2. Informative References (to be included)
* RDF 1.1 Concepts and Abstract Syntax. WBC Recommendation, 2014.
* RDF Schenma 1.1. WBC Recommendati on, 2014.

* OANL 2 Wb Ontol ogy Language Docunent Overview. WBC
Recommendati on, 2012.

* SPARQ. 1.1 Query Language. WBC Recommendation, 2013.
* SHACL - Shapes Constraint Language. WBC Recommendation, 2017.
* R2RML - RDB to RDF Mappi ng Language. WBC Recommendati on, 2012.

* RML - Extend R2ZRML to al |l ow mappi ng from any data source. vl1.1.2,
2024.

Ref er ences

1. Normative References
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Appendi x B. Appendi x
Appendi x C. Resource Description Franework (RDF) schena

The RDF Schema defines the different types of rel ationship (RDF
properties). They are defined hierarchically. That allows specific
rel ati onships to be grouped as nore generalized rel ationshi ps.
Queries can be applied at different |evels of specificity.

cipfixRefersTo a rdf: Property ;
rdfs: conment "IPFI X reference to a leaf" ;
rdf s: subPropertyO>f :refersTo .

;i pfixRefersTolnterface a rdf: Property ;

rdf s: comment "I PFI X reference to a |eaf" ;
rdf s: subPropertyd :ipfixRefersTo .
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Appendi x D. SPARQL Protocol and RDF Query Language (SPARQ)

SPARQL finds different rel ationships that exist between data sources
e.g. The relationship "ipfixRefersTolnterface" (defined in the RDF
schenma) will find relationships between any | PFI X data field and the
Device Interface. A nore generalized relationship "ipfixRefersTo"
woul d find all known rel ationshi ps between | PFl X and Devi ce

(underl ay, overlay) Configuration.

PREFI X rdfs: <http://ww. w3. org/ 2000/ 01/ r df - schema#>
PREFI X yang: <http://I|ocal host/yang#>
SELECT ?source_path ?rel ationship ?target _path
VWHERE {
?source ?rel ationship ?target
?rel ationship rdfs: subPropertyCc* yang:i pfi xRefersTol nterface
?source yang: path ?source_path
?target yang:path ?target _path .
}

Appendi x E.  RESULT

The result for the above query shows - the source: IPFIX fields
aligned with ANA "I P Flow Information Export (IPFIX) Entities"
ingressinterface element Id 10 - egressinterface element Id 14 - the
type of relationship: (specified in the RDF schema) - the target:
YANG pat h specified in Device Configuration

o e e e e oo oo e o e e e e e e e e e e e e e e e e e e e e e eo oo o e e e e oo
_________________ +

| source | relationship | target
+----------------|----+ ------------------------------------------------- o e e e e oo -
_________________ +

| "ingressinterface" | <http://local host/yang#i pfi xRefersTolnterface> | "ifnlinterfaces/
i nterface/index"

| "egressinterface" | <http://l|ocal host/yang#i pfi xRefersTolnterface> | "ifnlinterfaces/
i nterface/index"

Fom e e e e oo o Lt o e e e e oo -
_________________ +

Appendi x F. SHACL

SHACL (Shapes Constraint Language) can be used to enhance an RDF-
based solution for network managenent by providing a formal mechani sm
for validating the structure, content, and constraints of RDF data
that nodel s network devices, configurations, and rel ationships. By
usi ng SHACL, you can ensure that the data adheres to predefined

busi ness rules, network policies, and industry standards, thus

i nproving data quality and consistency wi thin a network managenent
system

Exampl e of SHACL to validate every router that uses the BGP protocol

has a valid BG ASN configured. ~~~~ ex: BGPConpli anceShape a
sh: NodeShape ; sh:targetCd ass ex: Router ; sh:property [ sh:path
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ex:routingProtocol ; sh:hasValue "bgp" ; ] ; sh:property [ sh:path
ex: bgpAsn ; sh:m nCount 1 ; sh:datatype xsd:integer ; sh:nmessage
"Rout ers using BGP nust have a BGP ASN defined." ; ] ; ~~~~

SHACL can al so be used to validate rel ationshi ps between objects,
here is an exanple of a rule that says each router nust be connected
to at | east one swtch.

ex: Rout er Swi t chConnecti onShape a sh: NodeShape ;
sh: target C ass ex: Router ;
sh: property [
sh: path ex: connectedTo ;
sh:class ex:Switch ;
sh: m nCount 1 ;
sh: message "Each router nust be connected to at | east one switch."”

1
Aut hors’ Addr esses

M chael Mackey

Huawei

Irel and

Enmai | : m chael . mackey@uawei . com

Benoit C ai se

Huawei

Bel gi um

Emai | : benoit.clai se@uawei.com

Thomas G af

Swi sscom

Binring 17

CH 8045 Zurich

Switzerl and

Emai | : thomas. graf @w sscom com

Hol ger Kel l er

Deut sche Tel ekom

Ger many

Emai | : Hol ger. Kel | er @ el ekom de

Dan Voyer
Bel | Canada
Canada

Mackey, et al. Expi res 4 Septenber 2025 [ Page 35]



I nternet-Draft Knowl edge Graph Net Ops March 2025

Emai | : dani el . voyer @el | . ca

Paol o Lucente

NTT

Veemweg 23

3771 Bar nevel d

Net her | ands

Emai | : paol o@tt. net

I gnaci o Doni nguez Martinez- Casanueva

Tel ef oni ca

Spai n

Emai | : ignaci o. dom nguezmarti nez@ el ef oni ca. com

Mackey, et al. Expi res 4 Septenber 2025 [ Page 36]



