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Abst r act

Thi s docunent defines functional, protocol, and operational
requirenents for Provider Edge (PE) devices operating in a nmulti-
domai n networ k environnent where the underlay is exclusively based on
I Pv6. These requirenents ensure consistent service delivery,
interoperability, and efficient operations across autononous donmi ns
whi | e supporting | Pv4-as-a-Service (I|Pv4aaS).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

The evol ution towards | Pv6-only underlay networks presents a

conpel ling opportunity to sinmplify network architecture and reduce
operational overhead. |In large-scale service provider environnents,
this underlay often spans nultiple adninistrative domains (e.qg.,

di fferent Autononmous Systens or organi zati onal boundaries). A
framework for such a nulti-domain | Pv6-only underlay, supporting
services |like | Pv4-as-a-Service (IPv4aaS), is described in
[1-D.ietf-v6ops-framework-nd-ipv6éonly-underl ay].

In this architecture, the Provider Edge (PE) device serves as the

critical nodal point where custoner service attachment intersects

with the multi-domain IPv6-only underlay. Its role extends beyond
traditional PE functions to include key responsibilities in inter-
domai n service routing, protocol-agnostic data encapsul ati on, and

cross-donai n service assurance.

Thi s docunent specifies the requirenents for PE devices operating in
this specific context. These requirenents ensure that PEs from
different vendors and domains can interoperate seam essly to deliver
end-to-end services across a pure | Pv6 underl ay.
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It should be noted that this document does not cover all the
requirenents for PE devices, it only introduces the parts directly
related to | Pv6-only. By specifying these requirements, this
docunent ains to provide a commobn reconmmendation for equi pnent
vendors and network operators, facilitating the devel opnent,

depl oynent, and interoperability of multi-domain |IPv6-only PE
Routers. This will ultimately contribute to the successfu

est abli shnent and operation of multi-domain | Pv6-only network.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14[ RFC2119] [RFCB174] when, and only when, they appear in al

capitals, as shown here

2. Term nol ogy

The following terns are defined in this draft:

* Milti-domain Network: A network conprising two or nore
adm nistratively separate dommins (e.g., Autononous Systens)
i nterconnected to provide end-to-end services.

* | Pv6-only Underlay: A network infrastructure that exclusively uses
I Pv6 for forwarding and control -plane protocols, with no native
I Pv4 forwardi ng path.

* |Inter-domain PE: A PE device |located at the boundary between two
adm ni strative domai ns, responsible for exchangi ng service
informati on and forwarding traffic across domains.

* Intra-domain PE: A PE device located within a single
adm ni strative domai n.

* | Pv4-as-a-Service (IPvd4aaS): A service nodel where |Pv4
connectivity is provided to custonmers over an |Pv6-only underl ay
net wor k, using encapsul ation or translation techniques.

* PE: Provider Edge, defined in [ RFC4026]

3. Architectural Reference Nbdel
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Fom e + PE Fom e +
| Domain A | (Intra/lnter] Domain B |
| (IPv6-only AS) | -domain) | (IPv6-only AS) |
| S + |
| [PE---[P]---[ASBR [ASBR---[P]---[PE |
R + L LTI +
I I
R + B
| 1Pv4d CE | | 1Pvd CE |
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Figure 1: Milti-domain | Pv6-only Underl ay
with PE Service Attachnent Points

In the reference nodel (Figure 1)

* Each donmmin operates an internal |IPv6-only IGP (e.g., |S-1Sv6 or
OSPFv3)

* Domains are interconnected via Inter-domain PEs (acting as ASBRs)
usi ng | Pv6 EBGP sessi ons.

* Service layer routes (e.g., |IPv4d VPN routes) are exchanged via MP-
BGP over the | Pv6 underl ay.

* Custoner IPv4 traffic is encapsulated within IPv6 (e.g., with an
SRv6 header) for traversal across the nulti-domain underl ay.

4. Core Requirenents for PEs

4.1. Inter-domain Routing Distribution Requirements
REQ 1: A PE device, when acting as an Inter-domain PE, MJST be able
to exchange service layer routes (e.g., VPN-IPv4/VPN-1Pv6 NLRIs
[ RFC4364] with PEs in other domai ns using MP-BGP sessi ons where the

next-hop is an | Pv6 address. This MJST be supported over |Pv6-only
underlay transport.
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REQ 2: A PE device MJST support the necessary MP-BGP extensions and
procedures for advertising |Pv4-to-1Pv6 (and vice versa) service
mappi ngs across domai n boundaries. This capability is FUNDAMENTAL
for enabling services |ike |IPv4-as-a-Service (lIPvd4aaS) in an |Pv6-
only underlay. It allows a downstream PE to correctly associate a
received | Pv4d service prefix with its corresponding | Pv6 underl ay
path identifier or tunnel endpoint. The specific encoding (e.g., a
dedi cated BGP attribute, extended community, or a new AFI/SAFI) and
procedures for distributing these mappi ngs MJST fol |l ow
[1-D.ietf-idr-npbgp-extension-4map6]. PE devices MJIST be able to
install forwarding state based on these received nappi ngs.

REQ 3: A PE device MJST correctly process and enforce policies based
on BGP Extended Community attributes, specifically Route Target, to
identify and isolate service routes and their associ ated mappi ngs
bel onging to different custoners or domains.

REQ - 4: A PE device MAY support additional nechanisns for inter-
domain traffic steering and policy enforcenent beyond basic
connectivity. |f supported, such mechanisnms (e.g., BGP-based
mechani sms for segment routing or other tunnel technol ogi es) SHOULD
operate transparently across the IPv6-only underlay. Crucially, the
absence of any specific traffic steering mechani sm MUST NOT break
basi ¢ | Pv4aaS service connectivity established through REQ 1 and REQ
2

4.2. Data Plane Forwardi ng & Encapsul ati on Requirenents

REQ- 5: A PE device MJST support at |east one | ETF-standardi zed
encapsul ati on nethod for carrying non-1Pv6 custoner traffic (e.g.,

| Pv4, Ethernet) across the I Pv6-only underlay. Possible nechanisns
include, but are not limted to, IPv6-in-1Pv6 tunneling [ RFC2473],
Generic Routing Encapsul ation (GRE) over |Pv6, MPLS-in-UDP/IPv6

[ RFC7510], or SRv6 [RFC8986]. The choice of encapsul ati on MJST be
derivable fromthe control -plane information (e.g., the service
mappi ng adverti sed per REQ 2).

REQ- 6: As an ingress PE, the device MIST be capabl e of encapsul ating
recei ved customer packets (e.g., IPv4) with an appropriate |IPv6
header, based on the forwarding state installed via the control plane
(driven by REQ 2). As an egress PE, the device MJST be capabl e of
decapsul ating the outer |Pv6 header to recover the original custoner
packet and forward it to the correct service instance.
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REQ- 7: Due to the increased packet size from encapsul ation, a PE
devi ce MJST inpl enent Path MIU Di scovery for | Pv6 [ RFC3201]. It MJST
either handl e fragnmentation appropriately or signal MU issues back
to the source (e.g., using |ICMPv6 Packet Too Bi g nessages) in a way
that functions correctly across donmai n boundaries, considering the
encapsul at ed pat h.

4.3. (Operations & Managenent Requirenents

REQ 8: A PE device MJST support standardi zed OAM nechani sns t hat
operate end-to-end across multiple domains over the | Pv6-only
underlay. This includes, but is not limted to, |Pv6-based

Bi di rectional Forwardi ng Detection (BFD)[RFC5880] and | CMPv6- based
traceroute. The OAM packets MUST foll ow the same encapsul ati on path
as data traffic.As a forwardi ng node in | Pv6-only networks, PE router
shal | accept centralized policy scheduling fromthe network
controller and inplenmenting automated configuration through the
NETCONF pr ot ocol / YANG nodel . Meanwhil e, the PE supports syslog and
SNVP Trap al arm nmechani sns, enabling rapid fault [ocation and
security incident tracing through standardi zed | ogs.

REQ-9: A PE device MJST be able to map the Quality of Service (QS)
mar ki ngs fromthe custoner packet (e.g., |IPv4 DSCP) to the

encapsul ating | Pv6 header’s Traffic Cass field (or equivalent), and
ensure this policy is consistently applied and honored as the packet
traverses different domains.

REQ 10: A PE device MJIST provide robust isolation between traffic
fromdifferent custoners or services across the shared | Pv6 underl ay.
This MJUST be enforceable at inter-domain boundaries, typically

i mpl ement ed t hrough the use of distinct VPN routing/forwarding
instances or logically separated encapsul ation identifiers derived
fromthe control plane.

5. Relationship with Existing Frameworks

Thi s document provides the concrete device-level requirenments that

i mpl ement the architecture described in the framework docunent
[1-D.ietf-v6ops-framework-nd-ipvéonly-underlay]. It relies upon and
extends the principles established in existing VPN specifications
(e.g., [RFC4364], [RFC7432]) and places critical new requirenments on
MP- BGP for service mapping (REQ 2) to enable operation in a nulti-
domain, |Pv6-only context.

6. Security Considerations

Security in a multi-domain | Pv6-only environnent introduces specific
consi derations for PE devices:
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9.

1.

0 BGP Session Security: Al inter-domain BGP sessions MJST be secured
usi ng mechani sms such as | Psec [ RFC4301]. Route Oigin Authorization
(ROA) validation via RPKI [RFC6810] SHOULD be i nmpl enent ed where

f easi bl e.

0 Mapping Advertisenent Integrity: The service mappi ng adverti senents
(REQ 2) are critical for correct forwarding. Mechanisns MJST be in
pl ace to ensure their integrity and authenticity, potentially

| everagi ng existing BGP security neasures.

o OAM Protection: OAM protocols MJST be rate-linmted and protected
frommsuse that could | ead to denial -of -service attacks across
donai ns.

0 Encapsul ati on Overhead and I nspection: The addition of

encapsul ati on headers shoul d be considered in network capacity

pl anni ng and security nonitoring. Techniques for deep packet

i nspection may need to be adapted to operate on encapsul ated traffic
within the underl ay.
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