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| Pv6 has been widely in nobile networks of operators
and it has even gained the dominant position fromthe
exist in
be

considered to guarantee the users’ experience. Furthernore,
operators have begun experinenting with deploying | Pv6-only approach
in their nobile networks.

The 5G systemis defined in the 3GPP standards organi zati on.
the session related to the endpoint’s access
is called the Packet Data Unit (PDU) session, and its
In the 5G

5G system architecture,
to the internet

type determines the | P protocol used for user access.

st andar ds,

In the

the PDU session supports both IPv6 and | Pv4 protocols, and

it also provides policies to ensure that user equi pnent (UE) can
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access the internet. Wen a UE only supports the | Pv4 protocol while
the network supports dual -stack (1 Pv4 and | Pv6), the network will
provide an | Pv4 protocol stack configuration for the UE

Accordingly, for UE only supporting |Pv6,the network will provide an
| Pv6 protocol stack configuration for the UE. Additionally, there
are policy configuration schenes related to static addresses and

ot her aspects, but It does not specify the requirenments related to

| Pv6-only technol ogy.

There are several |Pv6-only transition technol ogi es described in
[ RFC9313] . Most existing deploynments utilize 464XLAT technology in
cellular network. This docunment describes the architecture for
depl oyi ng 464XLAT based | Pv6-only technol ogy on user plane in 3GPP 5G
system Based on the field trail, this document al so di scusses the
maj or issues encountered and potential solutions to address them

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14] RFC2119] [ RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Terns and abbreviation
The following terns are defined in this docunent:
*  464XLAT: I1Pv6-Only Transition Mechanism (I Pv6-to-1Pv4 Transl ation)
* BGC: 5G Core
* 5GS: 5G System
* AMF: Access and Mbility Managenent Function

* CLAT: CLAT is custoner-side translator (XLAT) that conpiles with
[ RFC6146]

* PLAT: PLAT is provider-side translator (XLAT) that conpiles with
[ RFC7915]

* PDU: Protocol Data Unit
* | MEl: International Mobile Equi pnent ldentity

* SMF: Session Managenent Function
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3.

3.

3.

* UE: User Equipnent, e.g., nobile phone.
* LBO: Local Break Qut
5GS I Pv6-only Architecture on User Pl ane

Exanpl es of 5GS | Pv6-only architectures on user plane are shown in
the figures in the follow ng sections. |In production 5GS network,
there is roam ng behavi or which specifies where the PDU session
anchor and its controlling SM- are |located in. That decides whether
UE' s PDU sessions get IP configuration and access the Internet from
hone 5GS network or visited 5GS network. Regarding roaning, 5GS
contains three scenarios including non-roam ng, roaming with home
routed, and roanming with | ocal break out.

1. Non-roam ng Network Scenario

Based on wirel ess 3GPP network architecture defined in [ RFC6877], the
non-roam ng network architecture is depicted as figure 1. Wen a
mobi | e network operator run only a 5GC, there is just non-roam ng
network scenario. |In this csae, the CLAT function is deployed on the
UE, while the PLAT/stateful NAT64 function and DNS64 function are
depl oyed on the network side.

Foee - - R T T +
| UE | |]5CGC | / \
R B B SRR R S B \
| | CLAT| +--+4--+UPF +---+---+ [Internet
R I I SRR T N B /
- S SR SR [ \--+ S . +
/ \

F-- - - - +  H------ +

| NAT64 | | DNS64

[ + oo ---- +

2. Roam ng Network Scenario with Home Routed

CGeneral ly, large nobile operators run nultiple 5GCs divided by

adm ni strative divisions or other geographical nmethods. The roani ng
network scenario with home routed is shown in figure 2. 1In this
case, UEs acquire | P network configuration and access the Internet in
their hone 5GS network. The I P address allocation strategy and
traffic exit interface are decided by their home 5GC. The CLAT
function is deployed on the UE, while the PLAT/stateful NAT64
function and DNS64 function are depl oyed on the hone network.
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3.3. Roaming Network Scenario with Local Break Qut

The roam ng network scenario with LBOis show in figure 3. In this
case, UEs get IP network configuration and access the Internet in the
visited network. The CLAT function is deployed on the UE, while the
PLAT/ st at eful NAT64 function and DNS64 function are depl oyed on the
visited network. Home network al so need to support NAT64 and DNS64
when UE is in the non-roam ng case.

The following table 1 summarizes 5GC s network capabilities where the
mobi | e network shall have to provide | Pv6-only connectivity service.

. Hoomm- . S RIS +
| Scenario | UE | Home Network | Visited NetworKk|
o e e e e oo oo +--m - - S T +
| Non-r oam ng | CLAT | NAT64 DNS64 | |
e . S I +
| Roam ng with Local | CLAT | NAT64 DNS64 | NAT64 DNS64 |
| Br eakout | | | |
Fom e e e oo Fomm - - o m e e e oo - o m e e e oo - +
| Roam ng with Hone | CLAT | NAT64 DNS64 | |
| Rout ed | | | |
e . S I +

Table 1. Network Capabilities for |Pv6-only 5G Scenari os
4. Depl oyment Chall enges

Based on our practices, for |arge-size nobile network operators, it’ s
very difficult for operators to deploy IPv6-only capabilities across
the whole network at once. There is a transition period that the

| Pv6-only capability is deployed gradually. This section identifies
the maj or chall enges when appl yi ng 464XLAT in a producti on networKk.

4.1. Roaning Challenge

In the scenario where 5GC A supports |IPv6-only capability while 5GC B
doesn’ t. Wen UE A from5GC A roans to 5GC B, it only obtains |Pv6
configuration and accesses Internet according to the |ocal breakout
roaming policy. In this case, the access to IPv4 Internet may fai
due to 5CGC B | acks NAT64 and DNS64 capabilities.

4.2. UE Chal |l enge

Regardi ng UE chal | enge, a significant number of termnals have not
enabl ed CLAT functionality. The vast majority of Android term nals
support and have enabl ed the CLAT functionality. Mst new termnals
like smart watch do not support this feature. Moreover, Apple’'s iCS
i n China does not enable CLAT functionality.
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4.3. UP Layer Challenge

When | Pv6-only users access | Pv4 sites, the actual address they reach
is generated by the DNS64 server, which conbines a special |Pv6
prefix with the IPv4 site address to forman | Pv6 address. Existing
| ayer 3& ayer 4 content billing rules based on | Pv4 addresses will no
| onger be effective and will need to be adjusted to accommodate the

| Pv6 addresses forned by DNS64.

4.4. DNS64 Configuration Challenge

After enabling the DNS64 functionality, there is an increase in the
processing | oad due to the additional handling of IPv6 queries and
the DNS64 conversion, which consunmes sone device perfornmance. The
extent of this performance demand i ncrease depends on the scal e of

I Pv6 queries. In a 5G network, once the DNS64 functionality is
enabl ed, DNS resolution requests fromboth |IPv6-only and dual -stack
users will be processed by the DNS64 server. Even |IPv4 resolution
requests from dual -stack users will be treated as if they were from
| Pv6-only users, which place a significant |oad pressure on the DNS
server. This may futher inpact the service logic of the existing
dual - stack users

5. Depl oynent Sol utions
5.1. PDP Context / APN Isolation Method

In 3GPP nobile networks, the PDP context (in GPRS/UMIS) or PDN
connection (in LTE/5G represents a |ogical association between a
User Equi pnent (UE) and a packet data network. Each context is
associ ated with a specific APN or DNN (in 5@, which identifies the
external network (e.g., the Internet, a corporate intranet, or an
operator’s wal |l ed garden) and determ nes the services and policies
applied to that connection. Operators can |leverage this architecture
to separate users into different |ogical networks based on their
service requirements, including |Pv6 capabilities and DNS64 needs.

An operator can configure multiple APNs with distinct
characteristics:

APN Type| | P Capabilities| DNS Configuration | Target Users

APN-A | Dual -stack | Standard DNS resol vers |Legacy dual -stack users
APN-B | I Pv6-only | DNS64- capabl e resol vers |1 Pv6-only early adopters
APN-C | IPv4-only | Standard DNS resol vers |Legacy |Pv4-only devices

When a UE attaches to the network, it requests a PDP context for a
specific APN. The network can
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Assign users to different APNs based on subscription data (e.g., user
profile in HLR/ HSS).

Dynam cal ly steer users to different APNs based on device
capabilities (e.g., whether the UE supports |Pv6-only operation).

Use policy control to selectively enable DNS64 for certain user
groups.

Each PDP context can have its own DNS server addresses assigned vi a:
PCO (Protocol Configuration Options) during context activation.
DHCPv6 or Router Advertisenent (for IPv6) within the context.

St at el ess address autoconfiguration with RDNSS options.

For | Pv6-only contexts, the operator can configure DNS64-capabl e
resol vers; for dual-stack contexts, standard resolvers are used

In a typical IPv6-only rollout using APN isol ation, an operator
initially provisions a snmall pilot group with a dedicated

"i pvéonly.apn," where their PDP contexts receive |Pv6-only addresses
and DNS64 resol ver addresses via Protocol Configuration Options
(PCO . Subsequently, the operator expands depl oynent by updating
subscription profiles to nove nore users to this | Pv6-only APN
Eventual |y, the IPv6-only APN becones the default for all new
subscriptions, while |l egacy APNs are retained for backward
conpatibility. Throughout this phased approach, dual -stack users
connected to standard APNs continue using conventional DNS resol vers
and never utilize the DNS64 infrastructure, ensuring clean separation
bet ween user groups and preventing unnecessary | oad on NAT64

gat enways

PDP context and APN isol ation provide strong separation between

di fferent user groups at the bearer |evel, ensuring that dual-stack
users never unintentionally utilize DNS64 resol vers and overl oad
NAT64 gat eways. This approach offers operators fine-grained contro
over which users receive |IPv6-only service based on subscription
data, device capabilities, or other policy criteria, while

mai ntai ning full backward conpatibility for |egacy devices that
continue operating on existing APNs wi t hout any nodification

Furt hernore, User Equi pment behaves normally by sinply requesting an
APN and receiving the appropriate configuration, as this nmethod

| everages proven, mature technology that is w dely deployed and wel |
under st ood by nohbile operators worldwide, nmaking it a reliable
foundation for managi ng | Pv6-only deploynments in 3GPP networks.
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Despite its strengths, PDP context and APN isol ation introduce
significant operational conplexity, as managing nultiple APNs

i ncreases the burden on provisioning, billing, and subscription
managenent systens, particularly when noving users between APNs
requires updates to individual subscriber profiles that may not be
practical for large-scale or dynam ¢ changes. The approach operates
at the bearer level rather than the IP flow level, limting its
granul arity and making it incapable of supporting percentage-based
rollout strategies within a single user group without resorting to
conplex multi-APN configurations. Additionally, some User Equi pnent
may cache APN information or exhibit unpredictabl e behavi or when
multiple APNs are available, and crucially, this nethod is specific
to 3GPP nobil e networks and does not apply to fixed broadband or
enterprise environments, leaving a gap that nmust be addressed by
compl enentary sol utions.

5.2. I MEl Configuration at Network Side

One solution is to enhance the core network’s capability to configure
| P addresses and DNS server addresses based on | MElI nunber ranges.
The I MElI is a unique sequence of 14 to 15 digits assigned to each
mobi | e phone. 1t serves as a device identification nunber, enabling
service providers to recogni ze the phone within the network. The
primary purpose of the IMEl is to uniquely identify each device,

all owing the network to determ ne whether the UE supports CLAT
functionality. By configuring a whitelist of | MEls that support CLAT
functionality in the network, the network can assign an |Pv6-only
environment to UEs listed in the whitelist.

5.3. Option 108

One possible solution is to use the optionl08 [ RFC 8925]

[ RFC8925] et hod, allowing UEs to choose whether to join the | Pv6-only
network. Additionally, a method for configuring DNS64 server
addresses needs to be considered. However, in practical deploynents,
core network support for DHCPv4 functionality is optional and nmay not
be applicable to all networks.

5.4. Using RA to deliver PREF64 and DNS64 configuration

Anot her possible solutionis to transmt PREF64 and DNS64 address

i nformati on through the RA option. 1In 5G systens, RAis used to
advertise I Pv6 prefixes in SLAAC, which is a nmandatory functionality.
Transmitting this information through RA is also a |ogical approach.
Currently, the | ETF has produced two RFCs, nanely [RFC 8106][ RFC8106]
and [ RFC 8781] [ RFC8781]. In practical inplenentations, the nobile
core network supporting |Pv6-only environments (I Pv6-only node)
shoul d i nclude these two options in the RA messages. Upon receivVing
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6

6

1.

2

this nessage, the UE can abandon the I Pv4 interface and operate in
I Pv6-only node. |In this solution, the core network does not need to
be aware of the final protocol stack configuration used by the UE

PREF64 and DNS64 Configuration via Router Advertisenent Options

This section specifies a nethod for advertising PREF64 ( NAT64 prefix)
and DNS64 configuration to hosts by conbini ng PREF64 RA Option and
DNS64 RA Opti on.

Option Overvi ew

The nechanismrelies on the presence of two distinct Router
Adverti sement options:

1. PREF64 Option: Carries the IPv6 prefix used by the network’s
NAT64 gateway for |Pv4/IPv6 protocol translation. The format,
semantics, and processing rules for this option are defined in

[ RFC8781] .

2. DNS64 Option: Carries the | Pv6 address(es) of DNS64 servers
capabl e of synthesizing AAAA records fromA records. The fornmat and
semantics of this option are defined in RFC 8781 RFC8781] and

[1-D. ma-6man-ra-dns64-fl ag] .

A router (e.g., a 5G User Plane Function (UPF), a broadband gateway,
or a network router) MJST include both options in its Router
Advertisements to fully enable | Pv6-only w th NAT64/ DNS64
functionality on the link

Host Behavi or

Upon receiving a Router Advertisenment nmessage containing both a valid
PREF64 Option and a valid DNS64 Option, a host supporting this

speci ficati on SHOULD:

1. Process the PREF64 Option. This involves:

Extracting the NAT64 prefix and its |ength.

Calculating the validity of the prefix.

Installing the prefix inits local policy table to be used for
detecting synthesized | Pv6 addresses.

2. Process the DNS64 Option as foll ows:
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Extract the DNS64 server addresses and their Lifetine. Add these
addresses to its list of available recursive DNS resol vers, marking
themwi th a special attribute indicating DNS64 capability.

Prefer DNS64 servers for resolution. The host MAY prioritize these
DNS64 servers over other configured DNS servers (e.g., those |earned
via DHCPv6 or the RDNSS option) to ensure synthesis occurs.

3. Resol uti on and Comruni cati on

When an application requires nanme resolution, the host queries the
DNS64 server for a AAAA record

If the DNS64 server returns a synthetic AAAA record (constructed by
enbeddi ng the | Pv4 address fromthe authoritative A record into the
adverti sed PREF64 prefix), the host will initiate comunication using
this | Pv6 address.

Traffic destined for this synthesized | Pv6 address will be routed to
the network’s NAT64 gateway, which will performthe necessary
protocol translation to reach the target |Pv4-only server

A host MAY use heuristics to discover a NAT64 prefix if only the
DNS64 Option is present, as defined in RFC 7050. However, the
explicit signaling via the PREF64 Option is the preferred and nore
reliabl e nethod.

6.3. Router Behavi or
A router configured to support |Pv6-only with NAT64 MUST:

1. Cenerate periodic and solicited Router Advertisenents that
i nclude both the PREF64 Option and the DNS64 Opti on.

2. PREF64 Option Configuration: Populate the PREF64 Option with the
correct prefix, prefix length, and lifetinme as per network policy and
RFC 8781.

3. DNS64 Option Configuration: Populate the DNS64 Option with the
| Pv6 address(es) of the network’s DNS64 servers and a valid Lifetine.

4. Ensure the lifetime values for both options are aligned to

provi de a consistent user experience. It is generally advisable to
set simlar lifetimes for both the NAT64 prefix and the DNS64
servers.
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6.4. Backward Conpatibility and Coexi stence

Hosts that do not support the DNS64 Option will ignore it as
specified in RFC 4861. They may rely on other nmethods (e.g., DHCPv6,
RDNSS) to di scover DNS servers, but may not achieve full |Pv6-only
functionality w thout manual configuration

Thi s met hod coexists with the DHCPv6- based net hod for conveyi ng DNS64
server information. |If a host receives both, the source of truth is
i mpl ementation-specific. It is RECOWENDED that network

adm ni strators ensure consistent configuration across all discovery
mechani sns.

The DNS64 Option is distinct fromthe RDNSS Option (RFC 8106). A
router MAY include both an RDNSS Option (pointing to standard DNS
servers) and a DNS64 Option (pointing to DNS64 servers). A host that
under st ands the DNS64 Option can then distinguish between servers
that perform synthesis and those that do not.

6.5. Depl oynent Scenari os

This section describes the operational contexts in which the proposed
DNS64 Rout er Advertisenent option provides tangible benefits, and
clarifies its relationship with existing transition technol ogi es.

1. Coexistence of | Pv6-Only and Dual - Stack Users

Many operators are migrating towards |Pv6-only access networks while
still supporting a | arge base of dual -stack subscribers. In such a
m xed environment, |Pv6-only hosts require DNS64 to reach | Pv4-only
content, whereas dual -stack hosts should continue to use standard
(non- DNS64) resolvers to avoid unnecessary | oad on NAT64 gat eways.
However, when DNS server addresses are advertised via RDNSS (RFC
8106), all hosts receive the sane set of resolvers. Wthout

addi tional signaling, |IPv6-only hosts cannot distinguish which
resol vers are DNS64-capabl e, and dual -stack hosts may inadvertently
send queries to a DNS64 server, increasing the traffic that nust be
transl ated by the NAT64 devi ce.

2. Phased Rol | out of DNS64 Services

Operators often introduce new services increnmentally to manage ri sk
and val i date perfornmance. For exanple, an operator may wish to start
by directing 10% of its |IPv6-only subscribers to a DNS64 resol ver and
gradual |y i ncrease that percentage over time. Using RDNSS al one,
such a phased rollout would require either conplex per-user
provisioning (e.g., separate network slices or PDP contexts) or

net wor k- wi de changes that affect all users simultaneously. The
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proposed option can be selectively included in Router Advertisements
sent to a subset of hosts, enabling fine-grained, percentage-based
depl oynent without per-host configuration changes. As the rollout
progresses, the option can be enabled for nore prefixes or nore RA
instances until full coverage is achieved.

3. Miltiple DNS Server Tiers with Different Capabilities

In sone networks, operators operate nultiple tiers of recursive
resol vers. For instance, a set of high-perfornmance resolvers may be
dedi cated to standard (non- DNS64) queries, while a separate set of
resol vers (perhaps with nore | ogging or policy enforcenent) are
configured to perform DNS64 synthesis. Both sets may share the sane
| Pv6 prefixes, making it inpossible for a host to know which

resol vers offer DNS64 solely fromthe addresses thenselves. The
proposed option provides an explicit signal that a given resol ver
supports DNS64, enabling hosts to nmake an inforned choice without
resorting to probe queries (which add | atency and overhead) or static
configuration (which reduces flexibility).

4, Net wor ks That Prefer Centralized Transl ation

Wi |l e host-side synthesis (e.g., using the Pref64 option defined in

RFC 8781) is a powerful tool, it requires host support and may not be
avail abl e on all devices. Mreover, sonme operators prefer to keep
translation logic centralized for reasons of policy control, |ogging,

security, or ease of troubleshooting. For such environnments, DNS64
remai ns a necessary conponent of the IPv6-only transition toolkit.
The proposed option enhances these depl oynents by giving operators
control over which hosts receive DNS64 resol ver information, thereby
avoi di ng the overl oadi ng of NAT64 gateways and enabling gradua

m gration strategies.

7. Security Considerations

To i npl emrent PREF64 RA Options, see the security sonsiderations
presented in Section 7 of [RFC8781]

To i npl ement DNS64 RA Options, see the security sonsiderations
presented in Section 7 of [RFC8106]

8. | ANA Consi derati ons

Thi s docunent doesn’t introduce any | ANA consi derati ons.
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