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1. Introduction
Currently, 1Pv6 has been widely in nobile networks of operators
wor | dwi de, and it has even gained the dom nant position fromthe
perspective of traffic. However, |IPv4 applications still exist in

the network, and the support for

| Pv4 services must still be

considered to guarantee the users’ experience. Furthernore,
operators have begun experinenting with deploying | Pv6-only approach
in their nobile networks.

The 5G systemis defined in the 3GPP standards organi zation. 1In the

5G system architecture,
to the internet

type determines the | P protocol used for user access.

st andar ds,

the session related to the endpoint’s access
is called the Packet Data Unit (PDU) session, and its
In the 5G

the PDU session supports both IPv6 and | Pv4 protocols, and

it also provides policies to ensure that user equipnent (UE) can

access the internet.

When a UE only supports the | Pv4d protocol while

the network supports dual -stack (1 Pv4 and | Pv6), the network will

provi de an | Pv4 protocol

stack configuration for the UE.

Accordingly, for UE only supporting |Pv6,the network will provide an
| Pv6 protocol stack configuration for the UE. Additionally, there
are policy configuration schenes related to static addresses and

ot her aspects, but It does not specify the requirenents related to

| Pv6-only technol ogy.
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There are several |Pv6-only transition technol ogi es described in
[ RFC9313] . Mbst existing deployments utilize 464XLAT technol ogy in
cellular network. This document describes the architecture for
depl oyi ng 464XLAT based | Pv6-only technol ogy on user plane in 3GPP 5G
system Based on the field trail, this docunent al so di scusses the
maj or issues encountered and potential solutions to address them

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14] RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Terns and abbreviation
The following terns are defined in this docunent:
*  464XLAT: |1 Pv6-Only Transition Mechani sm (I Pv6-to-1Pv4 Transl ation)
* bGC: 5G Core
* B5GS: 5G System
* AMF: Access and Mbility Managenent Function

* CLAT: CLAT is custoner-side translator (XLAT) that conpiles with
[ RFC6146]

* PLAT: PLAT is provider-side translator (XLAT) that conpiles with
[ RFC7915]

* PDU: Protocol Data Unit

* | MEl: International Mobile Equi pnent Identity
*  SMF: Sessi on Management Function

* UE: User Equi pnent, e.g., nobile phone.

*  LBO: Local Break Qut
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3.

3.

3.

5GS I Pv6-only Architecture on User Pl ane

Exampl es of 5GS | Pv6-only architectures on user plane are shown in
the figures in the followi ng sections. 1In production 5GS network,
there is roami ng behavi or which specifies where the PDU session
anchor and its controlling SM- are |located in. That decides whether
UE' s PDU sessions get IP configuration and access the Internet from
honme 5GS network or visited 5GS network. Regarding roaning, 5GS
contains three scenarios including non-roamng, roanming with hone
routed, and roanming with |ocal break out.

1. Non-roam ng Network Scenario

Based on wirel ess 3GPP network architecture defined in [ RFC6877], the
non-roam ng network architecture is depicted as figure 1. Wen a
nmobi | e network operator run only a 5GC, there is just non-roam ng
network scenario. |In this csae, the CLAT function is deployed on the
UE, while the PLAT/stateful NAT64 function and DNS64 function are
depl oyed on the network side.

R, S S SRR +
| UE | |5GC | / \
Rl N N et S R \
| | CLAT| +--+--+UPF +---+---+ Internet
R I I SRR EEE N B /
B S, + H---f----- \--+ B +
/ \

+o-m - - +  ------ +

| NAT64 | | DNS64 |

S R +  A------ +

2. Roami ng Network Scenario with Hone Routed

General ly, large nobile operators run nmultiple 5GCs divided by

adm ni strative divisions or other geographical nmethods. The roam ng
network scenario with home routed is shown in figure 2. In this
case, UEs acquire |IP network configuration and access the Internet in
their hone 5GS network. The I P address allocation strategy and
traffic exit interface are decided by their home 5GC. The CLAT
function is deployed on the UE, while the PLAT/stateful NAT64
function and DNS64 function are depl oyed on the hone network.
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3.3. Roaming Network Scenario with Local Break Qut

The roam ng network scenario with LBOis show in figure 3. In this
case, UEs get IP network configuration and access the Internet in the
visited network. The CLAT function is deployed on the UE, while the
PLAT/ st at eful NAT64 function and DNS64 function are depl oyed on the
visited network. Home network al so need to support NAT64 and DNS64
when UE is in the non-roam ng case.

The following table 1 summarizes 5GC s network capabilities where the
mobi | e network shall have to provide | Pv6-only connectivity service.

. Hoomm- . S RIS +
| Scenario | UE | Home Network | Visited NetworKk|
o e e e e oo oo +--m - - S T +
| Non-r oam ng | CLAT | NAT64 DNS64 | |
e . S I +
| Roam ng with Local | CLAT | NAT64 DNS64 | NAT64 DNS64 |
| Br eakout | | | |
Fom e e e oo Fomm - - o m e e e oo - o m e e e oo - +
| Roam ng with Hone | CLAT | NAT64 DNS64 | |
| Rout ed | | | |
e . S I +

Table 1. Network Capabilities for |Pv6-only 5G Scenari os
4. Depl oyment Chall enges

Based on our practices, for |arge-size nobile network operators, it’ s
very difficult for operators to deploy IPv6-only capabilities across
the whole network at once. There is a transition period that the

| Pv6-only capability is deployed gradually. This section identifies
the maj or chall enges when appl yi ng 464XLAT in a producti on networKk.

4.1. Roaning Challenge

In the scenario where 5GC A supports |IPv6-only capability while 5GC B
doesn’ t. Wen UE A from5GC A roans to 5GC B, it only obtains |Pv6
configuration and accesses Internet according to the |ocal breakout
roaming policy. In this case, the access to IPv4 Internet may fai
due to 5CGC B | acks NAT64 and DNS64 capabilities.

4.2. UE Chal |l enge

Regardi ng UE chal | enge, a significant number of termnals have not
enabl ed CLAT functionality. The vast majority of Android term nals
support and have enabl ed the CLAT functionality. Mst new termnals
like smart watch do not support this feature. Moreover, Apple’'s iCS
i n China does not enable CLAT functionality.
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4.3. UP Layer Challenge

When | Pv6-only users access | Pv4 sites, the actual address they reach
is generated by the DNS64 server, which conbines a special |Pv6
prefix with the IPv4 site address to forman | Pv6 address. Existing
| ayer 3& ayer 4 content billing rules based on | Pv4 addresses will no
| onger be effective and will need to be adjusted to accommodate the

| Pv6 addresses forned by DNS64.

4.4. DNS64 Configuration Challenge

After enabling the DNS64 functionality, there is an increase in the
processing | oad due to the additional handling of IPv6 queries and
the DNS64 conversion, which consunmes sone device perfornmance. The
extent of this performance demand i ncrease depends on the scal e of

I Pv6 queries. In a 5G network, once the DNS64 functionality is
enabl ed, DNS resolution requests fromboth |IPv6-only and dual -stack
users will be processed by the DNS64 server. Even |IPv4 resolution
requests from dual -stack users will be treated as if they were from
| Pv6-only users, which place a significant |oad pressure on the DNS
server. This may futher inpact the service logic of the existing
dual - stack users

5. Depl oynent Sol ution

5.1. IMEl Configuration at Network Side

One solution is to enhance the core network’s capability to configure
| P addresses and DNS server addresses based on | MEI nunber ranges.
The I MElI is a unique sequence of 14 to 15 digits assigned to each
mobi | e phone. It serves as a device identification nunber, enabling
service providers to recogni ze the phone within the network. The
primary purpose of the IMEl is to uniquely identify each devi ce,

all owing the network to determ ne whether the UE supports CLAT
functionality. By configuring a whitelist of IMEls that support CLAT
functionality in the network, the network can assign an |Pv6-only
environment to UEs listed in the whitelist.

5.2. Option 108

One possible solution is to use the optionl08 [ RFC 8925] nethod,

all owing UE to choose whether to join the | Pv6-only environnent.
Additionally, a nethod for configuring DNS64 server addresses needs
to be considered. However, in practical deploynents, core network
support for DHCPv4 functionality is optional and may not be
applicable to all networks.
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Anot her possible solution is to transnmt Pref64 and DNS64 address

i nformati on through the RA option. 1In 5G systenms, RAis used to
advertise I Pv6 prefixes in the SLAAC, which is a mandatory
functionality. Transmitting this information through RAis also a
favorabl e option. Currently, the | ETF has produced two RFCs, nanely
[ RFC 8106] and [RFC 8781]. In practical inplenmentations, the nobile
core network supporting | Pv6e-only environments (I Pv6-only node)
shoul d i nclude these two options in the RA nessages. Upon receiving
this message, the UE can abandon the IPv4 interface and operate in

I Pv6-only node. In this solution, the core network does not need to
be aware of the protocol stack ultimately used by UE

6. Security Considerations
TBD.

7. | ANA Consi derations
TBD.
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