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1. Introduction

Segnment Routing ([ RFC8402]) | everages the mechani sm of source
routing. An ingress node steers a packet through an ordered |list of
instructions, called "segnents". Each one of these instructions
represents a function to be inplenented at a specific location in the
network. A function is locally defined on the node where it is
executed. Network Progranmi ng conbi nes Segnent Routing functions to
achi eve a networking objective that goes beyond nere packet routing.

[ RFC8986] defines the SRv6 Network Programmi ng concept and specifies
the mai n Segnent Routing behavi ors and network programm ng functions.

Bit Index Explicit Replication (BIER) [RFC8279] is an architecture
that provides optimal multicast forwarding without requiring a
protocol for explicitly building nulticast distribution trees or per-
flow state naintained by internmediate routers. Wen a nulticast data
packet enters BIER forwardi ng dormai n, the ingress node encapsul ates
the packet with a bitstring, each bitposition of which presents the

Liu, et al. Expi res 20 Sept enber 2026 [ Page 2]



I nternet-Draft RGB Segnent for MSR6 March 2026

egress nodes. To forward the packet to a given set of egress nodes,
the bits corresponding to those egress nodes are set in the
bitstring. The intermediate nodes in the BIER domain replicate and
forward the packet based on the bitstring. The nmechani sm of forwarding
a packet based on bitstring of BIER are specified in [ RFC8279].

An | Pv6 based nulticast source routing (MSR6) solution is defined in
[1-D. cheng-spring-ipv6-nsr-desi gn-consideration]. Like SRv6 for

uni cast, MSR6 provides network progranmm ng capability for multicast
service by encoding network instructions in the | Pv6 packet header,
and specifies a packet to replicate and forward based on these
instructions. Each instruction is inplenented on one or severa
nodes in the network and identified by an MSR6 Segnment |dentifier
Simlar as BIER, bitstring is used in MSR6 to represent nodes or
links in the network to save encapsul ati on expense.

MBR6 has two basic nodes of forwarding: one is based on Shortest Path
First(SPF), which is called MSR6 BE(Best Effort) node; the other is
based on traffic engi neered, which is called MSR6 TE(Traffic

Engi neering) node. This docunent defines a new type of segment,
Replication through dobal Bitstring Segment (RGB Segment), and the
correspondi ng packet processing procedures over the | Pv6 data pl ane
for the MSR6 BE sol utions.

2. Terninol ogi es
The following new terns are used throughout this docunent:

MBR6 Dormmin: a set of nodes participating in the nmulticast source
routing over |Pv6;

MBR6 | ngress Node: a node through which a nulticast data packet
enters an MSR6 domain; The MSR6 I ngress Node could be a host or a
net wor k devi ce

MBR6 Egress Node: a node through which a nulticast data packet |eaves
an MBR6 dommi n; The MSR6 Egress Node could be a host or a network
devi ce.

MBR6 Root Node: a node which is the beginning point of a nulticast
tree for multicast service using MSR6. It encapsul ates the packet
with an MSR6 nulticast header.

MBR6 Leaf Node: a node which is the ending point of a nulticast tree

for multicast service using MSR6. It decapsulates the MSR6 nulticast
header in the packet.
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MSR6 Replication Endpoint: the internediate node of a mnulticast
treefor nulticast service using MSR6, which replicates packet and
forwards the packet to the downstream nodes. For MSR6, the
Replication Node is called Replication Endpoint which can be

i ndi cated by the MSR6 Segnent and replicate packets according to the
mul ticast source routing informated encapsul ation in the MSR6 header
of the packet.

MBR6 Transit Node: a node which forwards the MSR6 packet as an | Pv6
uni cast packet between MSR6 replication endpoints or MSR6 replication
endpoi nt and MSR6 | eaf node;

3. RGB Destination Options Header

Multicast BE flow, relative to the concept of nulticast TE fl ow, does
not need to go through a planning path satisfying service
requirenents. The path for nulticast BE flowis normally provided by
routing underlay protocol, as IGP

In MSR6, a set of egress nodes which the packet is supposed to be
sent to are supposed to be indicated in the packet, in order to avoid
mai ntaining nulticast tree for each nulticast flow dobal bitstring
could represent the egress nodes efficiently and such nmechani sm has
been defined in Bl ER [ RFC8279] through BI ER Header [ RFC8279], which
coul d be reused in MSR6.

For 1 Pv6 data plane, a new | Pv6 Destinati on Options Header
([ RFC8200]) option called RGB (Replication through d obal Bitstring)
is introduced in MSR6.

The encoding of RG Option is showed as foll ows:

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i

| Next Header | Hdr Ext Len | Option Type | Option Length

R et e s i o e s i i
I
I
+-

S I S S S

RGB Option Data ~

Next Header 8-bit selector. Ildentifies the type of header
i medi ately followi ng the Destination Options header.

Hdr Ext Len 8-bit unsigned integer. Length of the Destination
Options header in 8-octet units, not including the first 8 octets.
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Option Type To be allocated by | ANA. See section 6

Option Length 8-bit unsigned integer. Length of the option, in
octets, excluding the Option Type and Option Length fields.

The encoding of RG Option is defined as follows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| BI FT-i d |  Rsv | TTL |
O e i o R i i I R S e o
| Rsv | Ver | BSL | Ent r opy |
i T s i o S i i S R I S I S S S M
| OAM Rsv|  DSCP | Rsv I
B T S i T s i i e e SEI S
| BitString (first 32 bits) ~
O e i o R i i I R S e o
i T s i o S i i S R I S I S S S M
~ BitString (last 32 bits) |
B T S i T s i i e e SEI S

The RGB Option Data reuses sonme codepoint of Non-MPLS Bl ER Header
defined in [ RFC3296] except the fields of N bble, DSCP and Proto,

whi ch are replaced as the Reserved field. The Reserved fields SHOULD
be set to 0 and MJUST be ignored up reception

4. RGB Segnent

4.1. RGB Segrment Definition
As defined in [ RFC8402], segnment represents instruction, topol ogica

or service based.ln an | Pv6 donain, a segnent could be encoded as an
| Pv6 address.
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In MSR6, a new type of segnment is defined called RGB segnent. RGB
segnment is used to identify the Replication Endpoint and direct to
replicatereplicate the packet using Bl ER forwardi ng mechani sm defi ned
in [RFC8279] according to the bitstring defined in the RG Option.
RGB segnent follows the SID format defined in [ RFC8986], consisting
of LOC: FUNCT: ARG RGB segnent is advertised by the RGB replication

endpoint. In an MSR6 domain, RGB segnent is used as the destination
address of the MSR BE packet, steering the packet to the next
Replication Endpoint. |If there is 1 or nore MSR6 transit nodes

bet ween two Replication Endpoints, the packet is forwarded as nor nal
uni cast |1 Pv6 packet, and RGB segnment is treated as unicast |Pv6
prefix to route the packet

The segnment defined in [ RFC8402] can represent instruction,
topol ogi cal or service based. In an |IPv6 dormain, a segnent could be
encoded as an | Pv6 address.

In the Pv6 data plane, RGB segnent is a new type of segment which is
used to identify the Replication Endpoint. Replication Endpoint is
able to replicate the packet using BIER forwardi ng nechani sm
according to the bitstring defined in the RG Option.

RGB segnent is used as an | Pv6 address, which is 128 bits and fol |l ows
the SID format defined in [ RFC8986], consisting of LOC: FUNCT: ARG
RGB segnent is advertised by the RG replication endpoint.

In an MSR6 donain, RGB segnent is used as the destination address of
the MSR BE packet, when a packet is replicated to the next
Replication Endpoint. |If there is 1 or nmore MSR6 transit node
between two Replication Endpoints, the packet is forwarded as norma
uni cast | Pv6 packet.

4. 2. End. RGB Behavi or

In SRv6, a packet processing behavior is executed at the SRv6 Segnent
Endpoi nt Node ([RFC8986]). Simlarly, in MSR6, a new type of
behavi or, End. RGB(End. Replication through Gobal Bitstring), is
defined for RGB Segnent. The pseudo-code for End. RGB is defined in
this section.

VWhen an MSR6 Replication Endpoint receives a packet whose | Pv6 DA

(Destination Address) is a SID and the SIDis a local End. RG&B SID
the MSR6 Replication Endpoint does the follow ng:
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IF (There is DoH as an | Pv6 Extension header and one of the options type is RGB);
Lookup BIFT(Bit Index Forwardi ng Tabl e, RFC8279) based on the bitstring
inside the RGB Option Data.
3. Forward t he packet via the matched entry in the BIFT.
4. ELSE | F NH=I CWPv6 or (NH=RGB Ext ensi on Header Type and NH
of Extension Header=I CVMPv6) ;
Send to CPU.
ELSE ; Ref
Drop the packet.

N

Noo

Ref: An | CMPv6 packet using End. RGB as destination address.
5. MSR6 BE Encapsul ation

MBR6 BE encapsul ation is conposed of 3 parts: |Pv6 header, |Pv6 RGB
option DoH and client nulticast packet, which is showedas foll ows:

| I1Pv6 DO Header | dient Milticast |
| with RGB Option | Packet or Upper |
| | Layer Encasul ations

I I I

| <--------- MSR6 BE header--------- >| <-- MSR6 BE payl oad- - ->|

In the MBR6 BE header, the RGB Segnent is used as the | Pv6
Destination Address and indicates the next MSR6 Replication Endpoints
in an MSR domain. RGB DoH option is used as the carrier of bitstring
informati on and the MSR6 Replication Endpoint uses the bitstring as
the entry to look up BIFT(Bit Index Forwarding Table) to replicate
and find the next MSR6 Replication Endpoints.

6. Packet Processing Procedure

This section defines the general process of MSR6 BE to transport a
mul ticast service. The corresponding control plane is out of scope
of this docunment and could be discussed in the foll ow ng work.

MBR6 Root Node: The Ingress Node of a multicast flow It can be
either a host originating the MSR6 packet, or a router encapsul ating
the customer packet in an MSR6 header. The bitstring in the DoHis
determ ned by the egress nodes the packet is supposed to be
replicated to. The IPv6 destination address is the RGB segnent which
is determined by the next MSR6 RGB Replication Endpoints the packet
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7

i s supposed to be sent to. The downstream MSR6 Replicati on Endpoints
are determ ned by the matched entries in BIFT according to the bier
forwar di ng nechani sm

MBR6 Replication Endpoint: Replicate the packet and forward the
packet to the next MSR6 Replication Endpoints. Wen an MSR6
Repl i cation Endpoint receives a packet whose |Pv6 Destination Address
is Aand Ais the local RE&B SID for the existing MSR6 Replication
Endpoi nt, process the bitstring in the RGB DoH of the packet and | ook
up the corresponding BITF for the next MSR6 Replicati on Endpoints.
Replicate the packet, update the bitstring and DA in each replicated
packet based on the | ookup result.The RGB processi ng procedure
follows the specification in BIER architecture defined in "’

[ RFC8279] .

MBR6 Transit Node: Transit the packet as a unicast |Pv6 packet by
| ooking up FIB until find the next MSR6 Replication Endpoint.

MBR6 Leaf Node: The Egress Node of a multicast flow \Wen an MSR6
Replication Endpoi nt receives a packet whose | Pv6 Destinati on Address
is Aand Ais the Iocal RGB segnent and the one of the bits which is
set to 1 identifies the MBR6 the egress node. |f the MSR6 egress
node is the edge of a network donmin, copy the packet and send the
copy to the nulticast flow overlay; If the MSR6 egress node is the
host supposed to receive the packet, send the packet to the upper

| ayer.

VBR6- RE MBR6- EN
+----+ +----+ +----+
I R I .
-+ -+ -+
MBR6- | N | P bt
e N LSttt N
+----+ +----+

MSR6- TN  MSR6- EN
MBR6- I N: MSR6 | ngress Node (MSR6 Root Node)
MBR6- TN: MSR6 Transit Node (which is not MSR6 aware)
MBR6- RE: MSR6 Replication Endpoint
VBR6- EN: MSR6 Egress Node (MSR6 Leaf Node)
Illustration

* Case 1: Host originating MSR6 BE
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I i + I i +
| {S=S1, D=P1} | | {S=S1, D=C1} |
F-- - - - - - + F-- - - - - - +
| [BitStr=0110] | | [ Bi t Str=0010] |
R ey o R ey o
| Upper Layer | >> | Upper Layer
=== ===
| Pay Load | | Pay Load |
===+ ===+
[Serverl]-------------- [P1]-------emmm e - - [dient1]
( MBR6- | N) ( MBR6- RE) ( MBR6- EN, BFR- i d=2)
/
/ - + - +
| | {S=S1, D=C2} | | {S=S1, D=C2} |
| S + S +
| | [ BitStr=0100] | | [ BitStr=0100] |
| R ey o R ey o
| >> | Upper Layer | >> | Upper Layer
=== ===
\ | Pay Load | | Pay Load |
\ +=============+ ===+
b [P2] ---cemmmm-- [Cient2]
( MBR6- TN) ( MBR6- EN, BFR- i d=3)

{S=Server 1, D=P1}: Source address and Destination address in |IPv6 header

[BitStr=0110]: BitString value in I Pv6 Destination Options Header.
MBR6- I N: MSR6 | ngress Node
MBR6- TN: MSR6 Transit Node (which is not MSR6 aware)
VMBR6- RE: MSR6 Replication Endpoint
MBR6- EN: MSR6 Egress Node

Serverl generates the packet with an | Pv6 Header. Knowi ng that BFR-
IDof Client 1is 2 and BFR-ID of Client 2 is 3, it follows that when
the nmulticast service is supposed to be transnmitted to Cientl and
Client2, the bitstring in RGB DoH of the | Pv6 header is set as
"0110". Look up the BIFT and finds the RGB segment of next MSR6 BFR
is Pl. The IPv6 DA is set as "P1".

P1 receives the packet with DA as "P1", which is the | ocal RGB
segnent. Pl parses the DoH with RGB Option Data and | ooks up the
BIFT to find the corresponding entry. P1 replicates the packets into
2 copi es based on the look up result. DA of one replicated packet is
set to "Cl" and the bitstring is set to "0010". DA of the other
replicated packet is set to "C2" and the bitstring is set to "0100"
These 2 packets are forwarded to next hop based on the updated DA

P2 receives the packet and forwards it Cient2 based on the DA of
"c2".
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Clientl receives the packet with DA as "Cl1". "Cl" is the |local RGB
segrment and "0010" identifies Cientl itself. The packet is sent to
the upper |ayer.

Client2 receives the packet with DA as "C2". "Q2" is the local RGB
segnment and "0100" identifies Cient2 itself. The packet is sent to
t he upper |ayer.

* Caes 2: MSR6 is used in a network donmin

L i + L i +
| { S=PE1, D=P2} | | { S=PE1, D=PE2} |
I i + I i +
| [BitStr=0110] | | [ BitStr=0100] |
+o—————m————+ +o————————————+ +o————————————+ +o—————m————+
|[(CGMC Pkt)| >> | (GMCPkt) | > | (GMCPkt) | > |(C M Pkt)]|
R et peegy R ey o R ey o R et peegy
CEl----------- [ PE1]------ [P1]------ [P2]----------- [PE2] --------- CE2
(MSR6- SN) (MBR6-TN) / ( MBR6- RE) ( MSR6- DN, BFR-i d=2)
/
/ S +
| | { S=PE1, D=PE3} |
L i +
| | [ Bi t Str=0100] |
\ === ===
\ >>| (GMCPkt) | >> |(CM Pkt)|
+o————————————+ +o—————m————+
SN — [P3]------ [PE3]---------- CE3

(MBR6-TN) ( MBR6- DN, BFR- i d=3)

{S=CE1, D=P1}: Source address and Destination address in |Pv6 header
[BitStr=0110]: BitString value in I Pv6 Destination Options Header.
(G MC Pkt): Custonmer MultiCast packet.
MBR6- I N. MSR6 | ngress Node
MBR6- TN: MSR6 Transit Node (which is not MSR6 aware)
MSR6- RE: MSR6 Replication Endpoi nt
MBR6- EN: MSR6 Egress Node

PE1 receives the custonmer nulticast packet from CELl. An MSR BE
header is encapsul ated as defined in section 3. Knowing that BFR- 1D
of PE1is 2 and BFR.ID of PE 2 is 3, it follows that when the

mul ticast service is supposed to be transnitted to PE2 and PE3, the
bitstring in the RGB Options Header of DoH is set as "0110". Look up
the correspondi ng BIFT and finds the RG segnent of next MSR6 BFR is
P2. The IPv6 DA is set as "P2".

P1 receives the packet and forwards it P2 based on the DA of "P2".
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8.

8.

8.

1.

2.

P2 receives the packet with DA as "P2", which is the | ocal RGB
segment. P2 parses the DoH with RGB Option Data and | ooks up the
BIFT to find the corresponding entry. P2 replicates the packets into 2
copi es based on the | ook up result. DA of one replicated packet is
set to "PE2" and the bitstring is set to "0010". DA of the other
replicated packet is set to "PE3" and the bitstring is set to "0100".
These 2 packets are forwarded to next hop based on the updated DA

P3 receives the packet and forwards it PE3 based on the DA of "PE3".
PE2 receives the packet with DA as "PE2". "PE2" is the |local RGB
segnment and "0010" identifies PE2 itself. The packet is sent to the
mul ti cast flow overl ay.

PE3 receives the packet with DA as "PE3". "PE3" is the |local RGB

segnment and "0100" identifies PE3 itself. The packet is sent to the
mul ticast flow overl ay.

| ANA Consi der ati ons

RGB Option Type

Allocation is expected fromI|ANA for a RGB Option Type codepoint from
the "Destination Options and Hop-by-Hop Options" sub-registry of the
"Internet Protocol Version 6 (1Pv6) Paraneters" registry.

Fom e +--m o= +--m o= Fomm o - Fom e o - Fom ek +
| Hex Value | act | chg | rest | Description | Reference |
R +--- - - +--- - - S R T +
| TBD | 01| 1 | TBD | RGB Option | This draft |
R +--m - - +--m - - R, S R +

End. RGB Functi on

Al'l ocation is expected fromI|ANA for an End. RGB function codepoi nt
fromthe "SRv6 Endpoi nt Behavi ors" sub-registry. The value 60 is
suggest ed.

Fomm o - T o m e e e aa oo s Fom ek +
| Value | Hex | Endpoi nt function | Reference |
S R o m e e e e e e e oo - T +
| TBD | TBD | End. RGB | This draft |
R, Fomm oo S R +

Liu, et al. Expi res 20 Sept enber 2026 [ Page 11]



I nternet-Draft RGB Segnent for MSR6 March 2026

9

9

Security Considerations

The MSR6 domain can be a single I GP area, an anonynous system (AS)
with multiple IGP areas, or nmultiple anonynous systens (ASes)
operated by a network operator

It is expected that all nodes in an MSR6 domai n are nanaged by the
same adm nistrative entity. MSR6-encapsul ated packets shoul d
generally not be accepted fromuntrusted interfaces or tunnels. For
exanpl e, an operator may wi sh to have a policy of accepting MSR6
encapsul at ed packets only frominterfaces to trusted routers, and not
from custoner-facing interfaces.

For applications that require a MSR6 Replication Endpoint to accept a
MBR6 encapsul ated packet froman interface to a systemthat is not
controlled by the network operator, the security considerations of

[ RFC8296] apply

1. Intra Domai n Depl oynent

General |y nodes outside the MSR6 Domain are not trusted: they cannot
directly use the End. RGB segnent of the domain. This is enforced by
two | evels of access control Iists:

1. Any packet entering the MSR6 Domain and destined to an End. RGB
Segnment within the MSR6 Domain is dropped. This may be realized with
the following logic. Oher nmethods with equival ent outcone are

consi dered conpliant:

* allocate all the End. RGB Segnent froma block S/s

* configure each external interface of each edge node of the domain
with an inbound infrastructure access list (IACL) which drops any
i ncom ng packet with a destination address in S/s

* Failure to inplenment this method of ingress filtering nay expose
the MSR6 Domain to BIER attacks. The security consideration on BIER
attacks is as described and referenced in [ RFC3296].

2. The distributed protection in #1 is conplenented with per node
protection, dropping packets to End. RGB Segnent from source addresses
outside the MSR6 Domain. This may be realized with the follow ng
logic. Oher nmethods with equival ent outcone are considered
compliant:

* assign all interface addresses fromprefix Ala
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* assign all the I Pv6 addresses used as source address of MSR6
packets froma bl ock B/b

* at node k, all End. RGB Segnent |Pv6 addresses local to k are
assigned from prefix Sk/sk

* configure each internal interface of each MSR6 node k in the MSR6
Domain with an i nbound | ACL which drops any incom ng packet with a
destination address in Sk/sk if the source address is not in Ala or
B/ b.

For sinmplicity of deployment, a configuration of | ACL effective for
all interfaces can be provided by a router. Such | ACL can be
referred to as global I ACL(Q ACL) .Each MSR6 node k then sinply
configures a G ACL which drops any incom ng packet with a destination
address in Sk/sk if the source address is not in Ala or B/b for the

i ntra-domai n depl oynent node.

9.2. |ICW Error Processing

The MSR6 Replication Endpoint does not send | CVP error nessages to
the source address of a MSR BE packet, but there is still chance that
Non- MSR6 Replication Endpoint routers send | CMP error nessages to
source nodes within the MSR6 Domai n.

A large nunmber of ICMP may be elicited and sent to a MSR6 I ngress
router, in case when an MSR6 BE packet is filled with wong Hop
Limt, either error or nal feasance. A rate-limting of | CVMP packet
shoul d be inpl emented on each MSR6 Replicati on Endpoint.

The ingress node can take note of the fact that it is getting, in
response to MSR6 BE packet, one or nore |ICMP error packets. By
default, the reception of such packet MJST be countered and | ogged.
However, it is possible for such log entries to be "fal se positives”
that generate a |ot of "noise" in the log; therefore, inplenentations
SHOULD have a knob to disable this |ogging.

9.3. Security caused by RGB option
Thi s docunent introduces a new option used in |IPv6 Destination
Options Header. An I Pv6 packet with a normal | Pv6 address of a

router (e.g. |oopback IPv6 address of the router) as destination
address will possibly carry a RGB option.
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10.

For a router incapable of MSR6 BE, such MSR6 BE packet will not be
processed by the procedure described in this docunent, but be
processed as normal |Pv6 packet with unknown option, and the existing
security considerations for handling | Pv6 options apply. Possible
way of handling | Pv6 packets with RGB option nay be send to CPU for
sl ow path processing, with rate-limting, or be discarded according
to the | ocal policy.

For a router capable of MSR6 BE, such MSR6 BE packet MJST NOT be
forwarded, but should be processed as a nornmal |Pv6 packet with
unknown option, or additionally and optionally be countered and
|l ogged if the router is capable of doing so.
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