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Abst r act

Thi s docunent updates and clarifies CBOR Serialization and
Determ ni stic Encoding as defined in [RFC8949]. It also provides
background expl anations that were not included in the origina
speci fication.
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The overwhel ni ng purpose of this docunment is clarity and ease for the
CBOR ecosystem on the subject of serialization and determ ni sm

Aside fromone snmall change, this restatenment of the requirenents
doesn’ t change anything in [ RFC8949]. No new concepts or term nol ogy
i s introduced.

The small change is to Preferred Serialization. The conditiona
“preference” for deterministic length encoding in Section 4.1 of

[ RFC8949] is pronpted to an unconditional requirenment by this
docunent. This change is considered reasonably conpatible with the
extant CBOR ecosystem Since the publication of [RFC8949], a period
of five years, the CBOR comunity |largely assuned determnistic

| ength encodi ng was a requirenment of Preferred Serialization. It is
better to make this m nor change than to create a third serialization
concept that woul d conmpound the conplexity and confusion in this part
of the CBOR ecosystem

2. Information Mdel, Data Mddel and Serialization
To understand CBOR serialization and determinism it’s helpful to

di stingui sh between the general concepts of an information nodel, a
data nodel, and serialization

| | I'nformation | Data Model | Serialization |
I | Model I I I
[ oo by s s oo oo s e e sy s st o}
| Abstraction | Top level; | Realization of | Actual bytes |
| Level | conceptual | information in | encoded for

| | | data structures | transm ssion |
| | | and data types | |
oo o - o m e e e oo - o e e e e oo oo oo o - +
| Exanple | The | A floating- | Encoded CBOR |
| | tenperature | point nunber | of a floating- |
| | of | representing | point nunber |
| | soret hing | the tenperature | |
o a o R o e e e oo o a o +
| Standards | | CDDL | CBOR |
o e S o e e e o o e +
| I'nplenentation | | APl Input to | Encoded CBOR |
| Representation | | CBOR encoder | in nenory or |
| | | library, output | for |
| | | from CBOR | transm ssion |
| | | decoder library | |
o e S o e e e o o e +

Table 1
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CBOR doesn’t provide facilities for information nodels. They are
menti oned here for conpl eteness and to provide sone context.

CBOR defines a palette of basic types that are the usual integers,

fl oati ng-point nunbers, strings, arrays, maps and other. Extended
types nmay be constructed fromthese basic types. These basic and
extended types are used to construct the data nodel of a CBOR
protocol. While not required, [RFC8610] may be used to describe the
data nodel of a protocol. The types in the data nodel are serialized
per [ RFC8949] to create encoded CBOR

CBOR allows certain data types to be serialized in nultiple ways to
facilitate easier inplenmentation in constrained environments. For
exanpl e, indefinite-length encodi ng enabl es strings, arrays, and maps
to be streaned w thout knowi ng their |ength upfront.

Crucially, CBOR allows — and even expects — that sone inplenentations
will not support all serialization variants. |In contrast, JSON
permits variations (e.g., representing 1 as 1, 1.0, or 0.1lel), but
expects all parsers to handle them That is, the variation in JSON

is for human readability, not to facilitate easier inplenentation in
sone environments.

Si nce CBOR does not require inplenentations to support every
serialization variant, defining a common serialization format is

hi ghly beneficial for those that don’ t need specialized encoding.
This is the role of preferred serialization. It mandates a specific
variant for each data type when nultiple options exist.

3. Preferred Serialization

The requirenents in the next two sections replace the definition of
Preferred Serialization in [ RFC8949].

They are restated in normative formto be nore clear and so they can
be formally referenced by the restatenent of Section 4.

To claimsupport for Preferred Serialization, everything output by an
encoder MJST neet all these requirenents. In particular this
disallows using tag 2 and 3 for values in the range of -(27"64) to
2764 - 1.

As nentioned in Section 1 there is one change relative to the
definition of Preferred Serialization in [RFC8949].
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3.1. Encoder Requirenents

1. Shortest-form encoding of the argunment MJST be used for all major
types. The shortest formencoding for any argunent that is not a
floating point value is:

* 0to 23 and -1 to -24 MJST be encoded in the sane byte as the
maj or type

* 24 to 255 and -25 to -256 MJUST be encoded only with an
additional byte (ai = 0x18).

* 256 to 65535 and -257 to -65536 MJUST be encoded only with an
additional two bytes (ai = 0x19).

* 65536 to 4294967295 and - 65537 to -4294967296 MJST be encoded
only with an additional four bytes (ai = Oxla).

2. |If maps or arrays are emitted, they MJST use definite-length
encodi ng (never indefinite-length).

3. If text or byte strings are emtted, they MJIST use definite-
| ength encoding (never indefinite-length).

4. |f floating-point nunbers are enmtted, the follow ng apply:

* The length of the argument indicates half (binaryl6, ai =
0x19), single (binary32, ai = 0Oxla) and doubl e (binary64, ai =
Ox1b) precision encoding. |If nultiple of these encodi ngs
preserve the precision of the value to be encoded, only the
shortest formof these MUST be enmitted. That is, encoders
MUST support hal f-precision and single-precision floating
point. Positive and negative infinity and zero MJST be
represented in hal f-precision floating point.

* NaNs, and thus NaN payl oads MJST be supported.

As with all floating point nunbers, NaNs w th payl oads MJST be
reduced to the shortest of double, single or half precision
that preserves the NaN payload. The reduction is perforned by
renoving the rightnost N bits of the payload, where Nis the
difference in the nunber of bits in the significand (nmantissa)
between the original format and the reduced format. The
reduction is performed only (preserves the value only) if al
the rightnost bits renoved are zero
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5. If big nunbers (tags 2 and 3) are supported, the Preferred
Serialization requirements decribed in Section 5 MJIST be
i mpl ement ed.
3.2. Decoder Requirenents
1. Decoders MJST accept shortest-form encoded argunents.

2. If arrays or maps are supported, definite-length arrays or maps
MUST be accept ed.

3. If text or byte strings are supported, definite-length text or
byte strings MJST be accept ed.

4. |f floating-point nunbers are supported, the follow ng apply:
* Hal f-precision val ues MJST be accept ed.
* Doubl e- and singl e-precision values SHOULD be accepted;
| eaving these out is only foreseen for decoders that need to

work in exceptionally constrained environments.

* | f doubl e-precision values are accepted, single-precision
val ues MJUST be accept ed.

* NaNs, and thus NaN payl oads, MJST be accept ed.

5. If big nunbers (tags 2 and 3) are supported, the Preferred
Serialization requirenents decribed in Section 5 MJIST be
i mpl ement ed.

3.3. When to use Preferred Serialization

It is recomended that Preferred Serialization be used unless an
application has special needs.

It is usually inplenmentations in constrained environnents that have
speci al needs. For example, indefinite-length encoding is useful to
send a lot of data froma device that has insufficient menory to
store the data to be sent.

4. CBOR Determnistic Encodi ng Requirenents

The requirenents in the next two sections replace the definition of
CDER from [ RFC8949] :
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There are no differences between these requirenents and those of
[ RFC8949]. This restatenment is only for the sake of clarity.

([ RFC8949] all owed indefinite-length encoding for preferred
serialization but not for CDER, that is why there is a change to
preferred serialization in this docunent but not to CDER)

To clai msupport for CDER, everything output by an encoder MJST neet
all these requirenents. |In particular this disallows using tag 2 and
3 for values in the range of -(2"64) to 2764 - 1.

4.1. Encoder Requirenents
1. Preferred Serialization defined in Section 3.1 MJST be used.

2. If ampis emtted, the keys in it MIST be sorted in the
byt ewi se | exi cographic order of their determnistic encodings.

4.2. Decoder Requirenents

1. Decoders MJST neet the decoder requirements for Section 3.2.
That is, determ nistic encoding i nposes no requirenments over and
above the requirenents for decoding Preferred Serialization.

4.3. Wen to use Determnistic Serialization

Most applications do not require determnistic encodi ng—even those
that use signing or hashing to authenticate or protect the integrity
of data. For exanple, the payload of a COSE _Sign nessage does not
need to be encoded deternministically, because it is transnmtted al ong
with the message. The recipient receives the exact sanme bytes that
wer e signed

Det erm ni stic encodi ng becomes i nmportant when the data being
protected is NOT transmitted in the formneeded for authenticity or
integrity checks—typically when that formis derived from other data.
Thi s can happen for reasons such as data size, privacy concerns, or

ot her constraints.

The only difference between preferred and non-determnistic
serialization is map key sorting. Sorting can be prohibitively
expensive in very constrained environnents. However, in many
systens, sorting nmaps is not costly, and determ nistic encoding can
be used by default. Determnistically encoded data is always
decodabl e, even by receivers that do not specifically support
determnistic encoding. It can also be hel pful for debuggi ng

pr ot ocol s.
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5. darified Big Nunmber Requirenents
5.1. Big Nunber Requirements
This text replaces Section 3.4.3 of [RFC8949].

Tag nunbers 2 and 3 are used to represent bignums, which encode
arbitrary-precision integers.

The content of a bignumtag MJST be a byte string, interpreted as an
unsigned integer n in network byte order (big-endian).

* For tag 2 (positive bignum, the value is n
* For tag 3 (negative bignum, the value is -1 - n

Decoders MJST accept and ignore |l eading zeros in the byte string of a
bi gnum Decoders MJST al so accept an enpty byte string and treat it
as representing the value zero.

CBOR defines both Preferred and Non-Preferred Serializations for

bi gnuns. The Preferred Serialization of bignuns is also
determnistic; therefore, no additional requirenents are needed for
determni stic encodi ng beyond those of Preferred Serialization

5.1.1. Preferred Serialization
In Preferred Serialization, the bignum nunber space is unified with
CBOR major types 0 and 1. This nmeans that any val ue that can be
represented using major type 0 (unsigned integers) or 1 (negative
i ntegers) MJST NOT be encoded as a bi ghum

For exanple, the value 1 MJST be encoded as the single-byte 0x01, and
MUST NOT be encoded as a bignum (e.g., 0xc24101).

Additionally, bignunms in Preferred Serialization MIST NOT be encoded
with | eadi ng zeros.

5.1.2. Non-Preferred Serialization
In Non-Preferred Serialization, the unification of the bi gnum nunber
space with major types 0 and 1 does not apply. Values that can be
represented using nmajor types 0 or 1 MAY instead be encoded as
bi gnuns.

For exanple, the value 1 MAY be encoded as 0xc24101
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5.1.3. Inplenentati on Gui dance

I mpl enent ati ons operating in environments that support 128-bit
i ntegers SHOULD i nplenment tags 2 and 3 to encode and decode those
val ues.

5.2. Background Di scussion on Preferred Serialization of Big Numbers

The requirenent for Preferred Serialization of big nunbers is
atypical. The follow ng subsections explain why this is the case and
why this design choice was nade. This background is intended to help
clarify the distinction between serialization and data nodels, as the
inclusion of this particular requirement in Preferred Serialization
blurs that line.

5.2.1. Preferred Serialization Background

As mentioned in Section 2, CBOR was intentionally designed to allow
variation in serialization to support inplenmentation in constrained
environments. All requirenments associated with Preferred
Serialization and the CBOR Determnistic Encoding Rules (CDER) —
except those concerning big nunbers — exist to elimnate this
variation in deploynents that do not require it. These requirenents
provide interoperability and deternminismfor the CBOR nmjor types and
don’t affect anything at the data nodel |evel

For exanple, the Preferred Serialization requirement to use the
shortest formof an argunent elimnates variability in how argunents
are encoded — variability that is sonetinmes intentionally nade use of
in constrai ned environnents.

5.2.2. Data Mdel Background

Section 2 distinguishes serialization fromdata nodels. In CBOR data
nodel s, the major types (such as types 0 and 1 for integers) and tags
(such as tags 2 and 3 for bignuns) are distinct constructs. The way
a particular value is serialized is separate fromhow it manifests in
the data nodel |evel

For instance, a floating-point nunber remmins the sane at the data
nodel |evel regardless of whether it is serialized as a half-,
single-, or double-precision float. The encoding is orthogonal to
its neaning in the data nodel.
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Simlarly, major types O and 1 are conceptually separate fromtags 2
and 3. Unifying these two representations — by requiring val ues
encodable with major types O or 1 to be encoded that way instead of
using tags 2 or 3 — anmpunts to a unification at the data nodel |evel
As such, this requirenent is unlike other Preferred Serialization
constraints, which are focused solely on serialization variability.

5.2.3. Rationale for Including Unification in Preferred Serialization

An alternate interpretation is that, since every val ue representable
as a bignumw thin the range of major types 0 and 1 has an exact

equi val ent encodi ng using those major types, this is nerely a matter
of serialization choice. Fromthis perspective, selecting one
encodi ng formover the other could be seen as a serialization
preference — even though it also inplies unifying distinct data node
types.

Anot her reason is that this is what [ RFC8949] specified and this
docunent seeks maximal conpatibility with it.

Finally, including the unification rule in Preferred Serialization
pronotes consi stent encoding of 128-bit integers. By incorporating
this requirenent, the specification encourages broader adoption and
i npl ementation of uniform 128-bit integer representations within
CBOR

6. Determnistic Encoding for Popul ar Tags

The definitions of the following tags in [RFC8610] allow variation in
the data node, thus it is useful to define a determ nistic encoding
for them should a particular determnistic protocol need one. The
tags defined in [ RFC8610] but not nentioned here have no variability
in their data nodel

6.1. Date Strings, Tag O
TODO -- conplete this work and renmove this coment before publication
6.2. Epoch Date, Tag 1
6.2.1. Encoder Requirenents
The integer form MJST be used unless one of the follow ng applies:
(1) the date is too far in the past or future to fit in a 64-bit
integer of type 0 or 1, or (2) the date requires sub-second

precision. In these cases, the floating-point form MJST be used
i nst ead.
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6.2.2. Decoder Requirenents
The decoder MJST decode both the integer and floating-point form
6.3. Big Nunbers, Tags 2 and 3
See Section 5.
6.4. Big Floats and Decimal Fractions, Tags 4 and 5
6.4.1. Encoder Requirenents

The manti ssa MJST be encoded in the preferred serialization form
specified in Section 3.4.3 of RFC 8949

The mantissa MJUST NOT contain trailing zeros. For exanple, the
decimal fraction with value 10 nmust be encoded with a mantissa of 1
and an exponent of 1. For big floats, the mantissa nmust not include
any trailing zero bits if encoded as a type 0 or 1 integer, and no
trailing zero bytes if encoded as a big nunber

6.4.2. Decoder Requirenents

Both the integer and big nunber forns of the manti ssa MJST be
decoded.

7. GCeneral Protocol Considerations for Determ nism
This is the section that covers what is know as ALDR i n sone
di scussi ons.
/1 RFC Editor: Please renpve above sentence before publication

In addition to Section 4 and Section 6, there are considerations in
the design of any determnistic protocol

For a protocol to be determ nistic, both the encoding (serialization)
and data nodel (application) |layer nust be determ nistic. Wile CDER
ensures determnismat the encoding |layer, requirenents at the
application | ayer may al so be necessary.

Here’ s an exanple application |ayer specification
At the sender’ s convenience, the birth date MAY be sent either

as an integer epoch date or string date. The receiver MJST
decode both formats.
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Wiile this specification is interoperable, it |acks determ nism
There is variability in the data nodel |ayer akin to variability in
the CBOR encoding | ayer when CDER i s not required.

To make this exanple application |ayer specification determnistic,
specify one date format and prohibit the other

A nore interesting source of application layer variability cones from
CBOR s variety of number types. For instance, the number 2 can be
represented as an integer, float, big nunber, decimal fraction and
other. Most protocols designs will just specify one nunber type to
use, and that will give determ nism but here’ s an exanple

speci fication that doesn’ t:

At the sender’ s convenience, the fluid | evel measurenent MAY be
encoded as an integer or a floating-point nunber. This allows
for mniml encoding size while supporting a |arge range. The
recei ver MIST be able to accept both integers and floating-
poi nt numbers for the neasurenent.

Again, this ensures interoperability but not determ nism—identica
fluid | evel neasurenents can be represented in nore than one way.
Det erm ni sm can be achieved by allow ng only floating-point, though
that doesn’ t mininize encoding size.

A better solution requires the fluid | evel always be encoded using
the small est representation for every particul ar value. For exanple,
a fluid level of 2 is always encoding as an integer, never as a

fl oati ng-poi nt nunber. 2.000001 is always be encoded as a fl oating-
poi nt number so as to not |ose precision. See the nuneric reduction
defined by dCBOR

Al though this is not strictly a CBOR issue, determnistic CBOR

protocol designers should be mndful of variability in Unicode text,

as sone characters can be encoded in multiple ways.

Wiile this is not an exhaustive |list of application-Iayer

consi derations for determnistic CBOR protocols, it highlights the

nature of variability in the data nodel |ayer and some sources of

variability in the CBOR data nodel (i.e., in the application |ayer).
8. CDDL Support

TODO -- complete work and renmove this coment
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9. Security Considerations
The security considerations in Section 10 of [ RFC8949] apply.
10. | ANA Consi derations
TODO -- conplete work and renove this comment before publication
11. Normative References
[ RFC8610] Birkholz, H, Vigano, C., and C. Bornann, "Concise Data
Definition Language (CDDL): A Notational Convention to
Express Conci se Binary Object Representation (CBOR) and
JSON Data Structures", RFC 8610, DO 10.17487/ RFC8610,
June 2019, <https://ww.rfc-editor.org/rfc/rfc8610>.
[ RFC8949] Bormann, C. and P. Hoffnan, "Concise Binary Object
Representation (CBOR)", STD 94, RFC 8949,
DO 10.17487/ RFC8949, Decenber 2020,
<https://www. rfc-editor.org/rfc/rfc8949>.
Appendi x A.  Exanpl es and Test Vectors
TODO -- conplete work and renove this comment before publication
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