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Abst ract

Thi s specification defines COSE algorithmidentifiers for negotiating
how to split a signature algorithm between two cooperating parties.
Typically the first party hashes the data to be signed and the second
party finishes the signature over the hashed data. This is a common
techni que, useful for exanple when the signing private key is held in
a smart card or simlar hardware conponent with limted processing
power and conmmuni cation bandwi dth. The resulting signatures are
identical in structure to those computed by a single party, and can
be verified using the sanme verification algorithmw thout additiona
steps to preprocess the signed data.
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https://github. com Yubi coLabs/ cose-two-party-signing-algs-rfc.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
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Internet-Drafts are working docunments of the Internet Engineering
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1. I nt roducti on

CBOR nj ect Signing and Encryption (COSE) [ RFC9052] al gorithm
identifiers are used for algorithmnegotiation and to annotate
cryptographic objects with howto interpret them for exanple which
algorithmto use to verify a signhature or decapsul ate a shared key.
Exi sting COSE algorithmidentifiers omt some internal details of how
the object was constructed, since those details are typically
irrelevant for the recipient.

The algorithmidentifiers defined in this specification are neant for
a conpl ementary use case: to divide responsibilities during
_construction_ of a cryptographic object, instead of describing how
to _consume_ the object. Specifically, they provide an interoperable
way to negotiate how a signing operation is split between two
cooperating parties, for exanple, a smart card and a software
application, while the verification algorithmfor the resulting
signature remains the same as if the signhature was created by a
single party. These split algorithmidentifiers are therefore not
meant for annotating signature objects, since the verification
algorithmis better indicated using already existing al gorithm
identifiers.

As nentioned above, a primary use case for this is for algorithm
negoti ati on between a software application and a smart card or other
hardware security nodule (HSM hol ding the signing private key.
Since the HSM may have |imted processing power and comruni cati on
bandwi dth, it may not be practical to send the entire origina
message to the HSM I nstead, since nost signature algorithns begin
with digesting the nessage into a fixed-length internediate input,
this initial digest can be conputed by the software application while
the HSM perforns the rest of the signature algorithmon the digest.
This is a common technique used in standards such as OpenPGP

[ OPENPGPCARD] , PKCS #11 [ PKCS11- Spec-v3.1], and PIV

[ NI ST- SP-800- 73- 5] .

Since different signature algorithms digest the message in different
ways and at different stages of the algorithm it is not possible for
a cryptographic APl to specify that, for exanple, "the hash digest is
conputed by the caller" generically for all algorithnms. Security
considerations for this split nay also differ between al gorithns.
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Instead, the algorithmidentifiers defined in this specification
enabl e the parties of that cryptographic APl to signal precisely, for
each signature algorithmindividually, which steps of the algorithm
are perfornmed by which party. W thus define two roles: the
_digester_ (e.g., a software application) that initializes the
signing procedure, and the _signer_ (e.g., an HSM that hol ds

excl usive control of the signing private key.

Note that these algorithmidentifiers do not define new "pre-hashed”
variants of the base signature algorithm nor an internedi ate "hash
envel ope" data structure, such as that defined in

[1-D. COSE- Hash- Envel ope]. Rather, these identifiers denote existing
signature algorithnms that would typically be executed by a single
party, but split into two stages.

Sone signature algorithns, such as PureEdDSA [ RFC8032], by their
design, cannot be split in this way, and therefore cannot be assi gned
split signing algorithmidentifiers. However, if such a signature

al gorithm defines a "pre-hashed" variant, that "pre-hashed" algorithm
can be assigned a split signing algorithmidentifier, enabling the
pre-hashing step to be performed by the _digester_ and the remaining
steps by the _signer . For exanple, this specification defines
Ed25519ph-split (Section 2.2) as a split variant of Ed25519ph

[ RFC8032]. Note that Ed25519 and Ed25519ph have di sti nct
verification algorithns, but Ed25519ph and Ed25519ph-split use the
same verification algorithm

1.1. Requirenents Notation and Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 RFC2119 [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Prior Art
Split signing is a common technique used in existing smart card
standards. The foll ow ng subsections expand on how the technique is
applied in OpenPGP [ OPENPGPCARD|, PKCS #11 [ PKCS11- Spec-v3.1], and
PI'V [ NI ST- SP- 800- 73- 5] .

1.2.1. OpenPGP

The OpenPGP smart card protocol [ OPENPGPCARD] defines the format of
signing conmmands in section "7.2.10 PSO COVPUTE DI G TAL SI GNATURE":

*7.2.10 PSO COVPUTE DI G TAL SI GNATURE*
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The command for digital signature computation is shown in the
tabl e below. The hash value (ECDSA) or the Digestinfo is
delivered in the data field of the command. [...]

The "Data field" paranmeter is subsequently defined as "Data to be
integrated in the DSI: hash value (ELC) or Digestinfo (RSA)". Thus
bot h ECDSA and RSA signatures are conputed jointly by the host
computing the digest of the signed data and the smart card finalizing
the signature on the digest; the host acts as _digester_ and the
smart card acts as _signer_.

TODO. Spec 3.4.1 only covers ECDSA and RSA, but sone inplenentations
al so support Ed25519. ldentify and include good references for how
QpenPGP smart cards handl e Ed25519.

1.2.2. PKCS #11

PKCS #11 [ PKCS11- Spec-v3.1] defines signing comrands in sections
"5.13 Signing and MAC ng functions" and "5.14 Message- based signing
and MAG ng functions". These sections define C Signlnit and

C MessageSignlnit functions that both take a pMechani sm parameter

i ndicating the signature nechanism Mechanisns are defined in
section "6 Mechanisns", which notably includes the subsections
"6.3.12 ECDSA wi t hout hashing" and "6.3.13 ECDSA with hashing":

*6.3.12 ECDSA wi t hout hashi ng*

[...]

The ECDSA wi t hout hashi ng nmechani sm denoted *CKM ECDSA*, is a
mechani sm for single-part signatures and verification for ECDSA.
(Thi s mechani sm corresponds only to the part of ECDSA that

processes the hash val ue, which should not be | onger than 1024
bits; it does not conpute the hash val ue.)

[...]
*6.3.13 ECDSA wi th hashi ng*

[...]
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The ECDSA with SHA-1, SHA-224, SHA-256, SHA-384, SHA-512,

SHA3- 224, SHA3-256, SHA3-384, SHA3-512 nechani sm denoted *CKM ECD
SA [ SHALl| SHA224| SHA256| SHA384| SHA512| SHA3_224| SHA3_256| SHA3_384| SH
A3 512]* respectively, is a mechanismfor single- and multiple-
part signatures and verification for ECDSA. This nmechani sm
conputes the entire ECDSA specification, including the hashing
with SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, SHA3-224,

SHA3- 256, SHA3-384, SHA3-512 respectively.

[...]

Thus PKCS #11 supports both split signing using the *CKM ECDSA*
mechani sm and "non-split" signing using the *CKM ECDSA SHA**
mechani sms; when usi ng *CKM ECDSA*, the PKCS #11 caller acts as
_host _ and the Cryptoki inplenentation acts as _signer_.

1.2.3. PIV: FIPS-201, NI ST SP 800

NI ST Special Publication 800 [N ST-SP-800-73-5] contains technica
specifications for the Personal Identity Verification (PIV) standard
[ FI PS-201], and defines the format of signing comuands in section
"3.2.4. GENERAL AUTHENTI CATE Card Conmand":

*3.2.4. CENERAL AUTHENTI CATE Card Command* [...]

The GENERAL AUTHENTI CATE conmmand SHALL be used with the digita

signature key ("9C ) to realize the signing functionality on the
PIV client application programming interface. Data to be signed
is expected to be hashed off-card. Appendix A 4 illustrates the
use of the GENERAL AUTHENTI CATE command for signature generation

[...]

Appendi x A 4 gives exanpl es of RSA and ECDSA signature generation
commands. For RSA the command needs to be sent in two parts, giving
the "Data Field" argunent first as "'7C L1 { '82" 00" '81 L2
{first part of the PKCS #1 v1.5 or PSS padded nmessage hash value }}"
and then "{second and | ast part of the PKCS #1 v1.5 or PSS padded
message hash value}"; for ECDSA the "Data Field" argunment is given as
"*7C L1 { '82" '00" 81" L2 {hash value of nessage}}".

Thus both ECDSA and RSA signhatures are conputed jointly by the host
computing the digest of the signed data and the smart card finalizing
the signature on the digest; the host acts as _digester_ and the
smart card acts as _signer_.
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2

2

Split Signing Al gorithms

This section defines divisions of signing algorithmsteps between a
_digester_and a _signer_in a split signing protocol, and assigns
algorithmidentifiers to these algorithmdivisions. The _digester_
performs the first part of the split algorithmand does not have
access to the signing private key, while the _signer_ perforns the
second part of the split algorithmand has access to the signing
private key. For signing algorithms that format the nmessage to
insert domain separation tags, as described in Section 2.2.5 of

[ RFC9380], this nmessage formatting is also perforned by the _signer .

How t he digest, and any related COSE_Sign_Args structure (see
Section 3), are transported from _digester_to _signer_ is out of
scope for this specification, but it is expected that the digest wll
usually be transnmitted as the "data to be signed" argunent.

The algorithmidentifiers defined in this specification with "-split"
in their names MAY appear in COSE structures used internally between
the _digester_ and the _signer_in a split signing protocol, but
SHOULD NOT appear in COSE structures consumed by signature verifiers.
COSE structures consunmed by signature verifiers SHOULD i nstead use
the correspondi ng conventional algorithmidentifiers for the
verification algorithm These are listed in the "Verification

al gorithm' colum in the tables defining split signing algorithm

i dentifiers.

The foll owi ng subsections define an initial set of split signing
algorithmidentifiers. The |ast subsection provides gui dance for
defining additional identifiers beyond this initial set.

1. ECDSA

ECDSA [ FI PS-186-5] split signing uses the foll ow ng division betwen
the digester_and the _signer_of the steps of the ECDSA signature
generation algorithm|[FIPS-186-5]:

* The signing procedure is defined in Section 6.4.1 of [FIPS-186-5].

* The _digester_perforns Step 1 of the signing procedure - hashing
the nessage, producing the value H.

* The message input to the _signer_is the value _H defined in the
si gni ng procedure.

* The _signer_ resunes the signing procedure from Step 2.

The following algorithmidentifiers are defined:
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[ oo ool s oo s s e
| Nare | COSE | Verification | Description |
| | Value | algorithm | |
[} et et Cjes o pugut e pu e pupp, ©es s fuss s o
| ESP256-split | TBD | ESP256 | ESP256 split signing as

| | | | defined in Section 2.1 |
S TR Foee - - S TR e +
| ESP384-split | TBD | ESP384 | ESP384 split signing as

| | | | defined in Section 2.1 |
R —— Fome oo - R —— o +
| ESP512-split | TBD | ESP512 | ESP512 split signing as

| | | | defined in Section 2.1 |
S TR Foee - - S TR e +

Table 1: ECDSA split signing al gorithm val ues.

Note: This is distinct fromthe sinlarly naned Split-ECDSA ( SECDSA)
[ SECDSA], al though SECDSA can be inplenented using this split
procedure as a conponent.

2.2.

HashEdDSA

Split HashEdDSA [ RFC8032] uses the follow ng division between the

digester _ and the _signer_ of the steps of the HashEdDSA si gni ng

al gorit hm [ RFC8032] :

*

HashEdDSA i s a conbi nati on of the EJDSA signing procedure and the
Pur eEdDSA si gni ng procedure. The EdDSA signing procedure is
defined in the first paragraph of Section 3.3 of [RFC8032]. The
Pur eEdDSA signing procedure is defined in the second paragraph of
Section 3.3 of [RFC8032].

The _digester_ conputes the value PH(M defined in the EdDSA
si gni ng procedure.

The nessage input to the signer_is the value PH(M defined in
the EdDSA signing procedure. This value is represented as Min
t he PureEdDSA signi ng procedure.

The _signer_ executes the PureEdDSA signing procedure, where the
val ue denoted Min the PureEdDSA signing procedure takes the val ue
denoted PH(M in the EdDSA signi ng procedure.

Pur eEdDSA [ RFC8032] cannot be divided in this way since such a
division would require that the _digester_ has access to the private
key.

The following algorithmidentifiers are defined:
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B ool ool oo s e s
| Nare | COSE | Verification | Description |
| | Value | algorithm | |
B Sl g, s ety s el
| Ed25519ph | TBD | Ed25519ph | EdDSA using the |
| | | | Ed25519ph paraneter |
| | | | set in Section 5.1 of |
I I I | [RFC8032] I
I e I T +------- I i T B e I +
Ed25519ph-split TBD Ed25519ph EdDSA usi ng t he

I I
| Ed25519ph paraneter |
| set in Section 5.1 of |
| [RFC8032] and split as |
| defined in Section 2.2 |

| EdDSA using the |
| Ed448ph paraneter set |
| in Section 5.2 of |
| [RFC8032] |

| EdDSA using the |
| Ed448ph paraneter set |
| in Section 5.2 of |
| [RFC8032] and split as |
| defined in Section 2.2 |

Tabl e 2: HashEdDSA al gorithm val ues.
2.3. Defining Split Signing Al gorithns

Future definitions of additional split signing algorithmidentifiers
SHOULD fol Il ow the conventions established in Section 2 as far as
possible. For exanple, if a signature algorithm prescribes insertion
of donmmin separation tags in a way that requires processing the
entirety of the data to be signed, it nmight be necessary to del egate
the domai n separation responsibility to the _digester_. Per the
considerations in Section 4.2, split signing algorithmidentifiers
SHOULD be defined in ways that mnimze how nmuch responsibility is
del egated to the _digester .

As a concrete exanple, consider M-DSA and HashM.- DSA [ Fl PS-204] .

M.- DSA and HashM.-DSA prefix the input data with a O octet and a 1
octet respectively, which enforces domain separati on between M.- DSA
and HashM.- DSA signatures. Appendix D of [RFC9881] describes a node
of M.-DSA that could be assigned a split signing algorithmidentifier
where the _digester_perforns Conputew and the _signer_ perforns
Signu. Note that this puts the _digester_in control of the domain
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separation tags; this is necessary if the hash step is not performed
by the _signer_. Therefore with this construction, it is the
_digester_ that deci des whether the signing protocol wll produce an
M.- DSA signhature or a HashM.-DSA signature. 1In contrast, HashM.- DSA
first hashes the input data alone and then another tine with donmain
separation tags; therefore HashM.- DSA can be assigned a split signing
algorithmidentifier that keeps the _signer_ in control of the domain
separation tags and ensures that the signing protocol can only
produce HashM.- DSA si gnat ures

3. COSE Signing Argunents

Whi l e many signature algorithns take the private key and data to be
signed as the only two paraneters, sonme signature algorithns have
addi tional parameters that nust also be set. For exanple, to sign
usi ng a key derived by ARKG [|-D. bradl eyl undber g- ARKG, two

addi tional arguments kh and ctx are needed in ARKG Derive-Private-Key
to derive the signing private key.

Wil e such additional arguments are sinmple to provide to the APl of
the signing procedure in a single-party context, in a split signing
context these additional arguments al so need to be conveyed fromthe
_digester _to the _signer_. For this purpose, we define a new CCSE
structure COSE Sign_Args for "COSE signing argunents”. This enables
defining a unified, algorithmagnostic protocol between the
_digester_ and the _signer_, rather than requiring a distinct
protocol for each signature algorithmfor the sake of conveying

al gorithm specific paraneters

COSE_Sign_Args is built on a CBOR map. The set of common paraneters
that can appear in a COSE Sign_Args can be found in the | ANA "CCSE
Si gni ng Argunents Conmon Paraneters” registry (TODO). Additiona
paraneters defined for specific signing algorithns can be found in
the 1 ANA "CCSE Signing Argunments Al gorithm Paraneters" registry
(TODO) .

The CDDL grammar describing COSE_Sign_Args, using the CDDL fragnent
defined in Section 1.5 of [RFC9052], is:

COSE _Sign Args = {

3~ =>tstr [/ int, ; alg
* | abel => val ues,
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3.1. COsE Signing Argunents Conmon Par anet ers

Thi s docunent defines a set of comon paraneters for a COSE Signing
Argunents object. Table 3 provides a summary of the paraneters
defined in this section.

[ el b oo e e s el s e o}
| Narme | Label | CBOR Type | Value Registry | Description |
[ il St femsfemef e e e e s ety
| alg | 3 | tstr / int | COSE Algorithns | Signing |
| | | | | algorithmto use

+------ +------- I I I R I I I +

Tabl e 3: Common paranmeters of the COSE_Sign_Args structure

* alg: This paraneter identifies the signing algorithmthe
addi tional arguments apply to. The signer MJST verify that this
al gorithm mat ches any key usage restrictions set on the key to be
used. |If the algorithms do not match, then the signature
operation MJST be aborted with an error.

Definitions of COSE al gorithns MAY define additional algorithm
specific paraneters for COSE_Sign_Args.

The foll owing CDDL exanpl e conveys additional argunents for signing
data using the ESP256-split algorithm (see Section 2.1) and a key
derived using ARKG P256 [1-D. bradl eyl undber g- ARKG :

3: -65539, ; alg: ESP256-split with ARKG P256 (placehol der val ue)

; ARKG- P256 key handl e
i (HVAC- SHA- 256- 128 fol | owed by
SEC1 unconpressed ECDH public key)
-1: h’27987995f 184a44cf a548d104b0a461d
0487f c739dbcdabc293ac5469221da91b220e04c681074ec4692a76f f ach9043de
€c2847ea9060f d42da267f 66852e63589f 0c00dc88f 290d660c65a65a50c86361" ,

; ctx argunent to ARKG Derive-Private-Key

-2: " ARKG P256.test vectors’,
}

4. Security Considerations
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4.1. Protocol -Level Trusted Rol es

Thi s specification assunmes that both the _digester_ and _signer_
roles described in Section 2 are trusted and cooperate honestly.

This is because a simlar division between "application" and "secure
el ement" typically exists already: even if all steps of the signing
al gorithmare executed in a trusted secure elenent, the inputs to the
secure el ement are provided by sone outside conponent such as a
software application. |f the application can provide any input to be
signed, then for all practical purposes it is trusted with possession
of any private keys for as long as it is authorized to exercise the
secure elenment. The application can in practice obtain a signature
over any chosen nessage without needing to performa forgery attack
The sane rel ationship exists between _digester_ and _signer_.
Applications that cannot trust an external _digester_ - for exanple a
hardware security device with an integrated secure display of what
data is about to be signed - by definition have no use for split
signing algorithmidentifiers.

Simlarly froma verifier's perspective, these split signing
procedures are inplenentation details. Wen a signature is generated
by a single party, that single party takes on both the _digester_and
the _signer_roles, and obviously trusts itself to performthe
_digester _role honestly. Fromthe verifier’'s perspective, a
mal i cious _digester_ in the split signing nodel would have the sane
powers as a nalicious sighature generator in a single-party signing
model .  Thus, on the application or protocol |evel, assum ng an
honest _digester is no nore restrictive than assum ng an honest

si gnat ure gener at or.

4.2. Conponent-Level Trusted Roles

The reasoning in Section 4.1 does not hold on the conmponent level. A
_signer_ inplenentation MJST NOT assunme that the _digester
inplementation it interoperates with is necessarily honest. Split
signing algorithms MJUST NOT be defined in a way that enables a
mal i ci ous _digester_ wth access to an honest _signer_ to produce
forgeries - any that could not be produced by sinply requesting a
signature over the desired nessage - or extract secrets fromthe
_signer_.

For exanple, for ECDSA (Section 2.1), a nulicious _digester_ can
choose _H in such a way that the _signer_ will derive any

_digester_-chosen value of _e , including zero or other potentially
probl ematic values. Fortunately, in this case, this does not enable
the digester_ to extract the signature nonce or private key. It

al so does not nake forgeries easier, since the _digester_still needs

to find a preimage of _e for the relevant hash function
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4. 3.

5

Definitions of other algorithnms need to ensure that simlar chosen-
i nput attacks do not enable extracting secrets or forging protocol -
| evel nessages.

For exanple, a naively prehashed version of FALCON [ FALCON] woul d

al l ow such a key conpromnise: A FALCON signature is a value s such
that both s and s * h - hash(r || n) are short, where h is the public
key and r a random zer. |If the digester gets to query the signer for
signatures of arbitrary stand-ins for hash(r || n), they can extract
the private key by for exanple asking for repeated signatures of O.
Therefore, definitions of split signing algorithns need to be
reviewed and potentially have security proofs adjusted.

Incorrect Use of Split Signing Algorithmldentifiers

Section 2 recomends agai nst exposing split signing algorithm
identifiers - including those defined in this specification with
"-split" in their names - to signature verifiers. For exanple, they
shoul d not appear as the "al g" paraneter of a COSE Key public key
sent to a signature verifier. |If a split signing algorithm
identifier is encountered in an invalid context like this, the

reci pient SHOULD reject the nessage with a fatal error

This is because the purpose of these split signing al gorithm
identifiers is to enable nore flexible production of signatures that
can be verified by existing inplementations of existing verification
algorithms. A preval ence of these identifiers appearing outside the
split signing context would defeat this purpose; we therefore
recommrend such use SHOULD NOT be tol erat ed.

Thi s reconmendation is the opposite of the oft-cited "robustness
principle" stated in paragraph 3.9 of [RFC1958]. |Inplenentations MAY
choose to instead follow the robustness principle and tolerate
incorrect use of split signing algorithmidentifiers, instead
interpreting the identifier as referencing the defined corresponding
verification algorithm Note however that this is no | onger
considered a best practice and is likely to harminteroperability

[ RFC9413] .

A verifier's choice to tolerate or not tolerate incorrect use of
split signing algorithmidentifiers is expected to not affect
security, assuming a split algorithmidentifier is interpreted as an
alias representing the sane verification algorithmas a non-split
algorithmidentifier.

I npl enent ati on Consi derati ons
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5.1. Using Non-Split Signing Algorithmldentifiers in a Split Signing
Pr ot ocol

A protocol designed to use split signing algorithmidentifiers such
as those defined in this specification MAY al so all ow use of
algorithmidentifiers that do not represent split signing algorithns.
In this case, the _signer_ performs all steps of the signing
procedure as usual. For exanple, if the _signer_ receives a
signature request with an the algorithmidentifier "ESP256", then the
_digester_ passes the input data through unnodified and it is the
_signer__ that conputes the SHA-256 digest of the input data as
defined in the ESP256 definition [ RFC9864].

6. | ANA Consi derations

6.1. COSE Algorithnms Registrations

This section registers the followi ng values in the | ANA "CCSE
Al gorithms" registry [l ANA. COSE :

*  Nanme: ESP256-split
- Value: TBD (Requested Assignnent -300)
- Description: ESP256 split signing
- Capabilities: [kty]
- Change Controller: |IETF
- Reference: Section 2.1 of this specification
- Recommended: Yes
*  Nane: ESP384-split
- Value: TBD (Requested Assignnment -301)
- Description: ESP384 split signing
- Capabilities: [kty]
- Change Controller: |ETF
- Reference: Section 2.1 of this specification

- Recommended: Yes
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*  Nane: ESP512-split
- Value: TBD (Requested Assignnment -302)
- Description: ESP512 split signing
- Capabilities: [kty]
- Change Controller: IETF
- Reference: Section 2.1 of this specification
-  Recommended: Yes
*  Name: Ed25519ph
- Value: TBD

- Description: EJIDSA using the Ed25519ph paraneter set in
Section 5.1 of [RFC8032]

- Capabilities: [kty]
- Change Controller: |IETF
- Reference: Section 5.1 of [RFC3032]
- Recommended: Yes
*  Name: Ed25519ph-split
- Value: TBD (Requested Assignnment -303)
- Description: Ed25519ph split as defined in Section 2.2
- Capabilities: [kty]
- Change Controller: |IETF
- Reference: Section 2.2 of this specification
- Recommended: Yes
*  Nanme: Ed448ph

- Value: TBD
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Description: EdDSA using the Ed448ph paraneter set in
Section 5.2 of [RFC8032]

Capabi lities: [kty]
Change Controller: |ETF
Ref erence: Section 5.2 of [RFC8032]

Recomrended: Yes

* Name: Ed448ph-split

Val ue: TBD (Requested Assignment -304)

Description: Ed448ph split as defined in Section 2.2
Capabi lities: [kty]

Change Controller: |ETF

Ref erence: Section 2.2 of this specification

Recomrended: Yes

6.2. CCSE Signing Argunents Common Paraneters Registry

TODO

6.3. COSE Signing Argunents Al gorithm Paraneters Registry

TODO

7. Inplenentation Status

This section is to be renoved fromthe specification by the RFC
Edi tor before publication as an RFC

There are currently two known inpl enentations using features defined
by this specification
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*  wwallet (https://github. comlwMallet), an EU Digital ldentity
pilot project. wMallet was entered into the "EUDI Wall et
Pr ot ot ypes" conpetition held by SprinD GrbH
(https://ww. sprind. org/en/actions/chall enges/ eudi -wal | et -
prototypes), and a branch of the wallet was submtted in the
conpetition. The conpetition entry inplenents ARKG
[1-D. bradl eyl undberg- ARKG for efficiently generating single-use
har dwar e- bound hol der bi ndi ng keys.

The inpl enentation (https://github.com gunet/funke-s3a-wall et -
front end/ bl ob/ st age- 3/ src/ servi ces/ keystore.ts) uses the
COSE_Key Ref data structure defined in version 01 of this
specification in order to send ARKG i nputs to a WebAut hn

aut henti cator, and uses the placehol der value for the experinmenta
split algorithmidentifier ESP256-split-ARKG defined in

Section 5.2 of [I-D. bradl eyl undberg-ARKG to negotiate creation
and usage of ARKG derived keys for signing operations. Thus
WWWI | et assunes the _digester_ role while the WbAut hn

aut henti cator assunes the _signer_ role.

* Yubico (https://ww.yubico.com), a hardware security key vendor
has produced limted-availability prototypes of their Yubi Key
product with an ARKG i npl enmentation interoperable with wwal | et.
The Yubi Key i npl enentati on uses the COSE Key Ref data structure
defined in version 01 of this specification to receive ARKG i nputs
froma WbAuthn Relying Party, and uses the placehol der val ue for
the experinmental split algorithmidentifier ESP256-split-ARKG
defined in Section 5.2 of [I-D.bradl eyl undberg- ARKG to negoti ate
creation and usage of ARKG derived keys for signing operations.
Thus the Yubi Key assunmes the _signer_role while the WbAut hn
Relying Party assunes the _digester_ role.

Table 4 summari zes inplenmentation status for individual features.
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| Feature | Defined by | Digester |Signer|
[} e ————————— L ——————————_——————————————— Ll p—p——————— Ll—p—p—(——r
| ESP256-split | This specification | - | - |
S TRy e Focmmnaaann S +
| ESP384-split | This specification | - | - |
T I T T oo +
| ESP512-split | This specification | - | - |
o e e e o o e e e e e e e e a oo - TS R +
| Ed25519ph-split | This specification | - | - |
S TRy e Focmmnaaann S +
| Ed448ph-split | This specification | - | - |
I IR T T oo +
| ESP256-split-ARKG | [I-D.bradl eyl undberg- ARKG | wwal | et | Yubico|
o e e e o o e e e e e e e e a oo - TS R +
| ESP384-split-ARKG | [I-D.bradl eyl undberg- ARKG | - | - |
S TRy e Focmmnaaann S +
| ESP512-split-ARKG | [I-D.bradl eyl undberg- ARKG | - | - |
T I e T oo +
| COSE_Sign_Args | This specification | wwWal | et | Yubicol
o e e e o o e e e e e e e e a oo - TS R +

Table 4: Inplenentation status of individual features.
7.1. Dependent Specifications
As indicated in the previous section, the Internet-Draft of ARKG
[1-D. bradl eyl undberg- ARKG extends this specification with
definitions for ARKG
* Section "5.2 COSE al gorithns" defines COSE algorithmidentifiers
ESP256- split- ARKG ESP384-split-ARKG and ESP512-split-ARKG based
on the ECDSA identifiers defined in this specification
(Section 2.1).
* Section "5.3 COCSE signing argunents" defines a representation for
ARKG ar gunments using the COSE_Sign_Args data structure defined in
this specification (Section 3).
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