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Abst ract

Thi s specification defines COSE algorithmidentifiers for negotiating
how to split a signature algorithm between two cooperating parties.
Typically the first party hashes the data to be signed and the second
party finishes the signature over the hashed data. This is a common
techni que, useful for exanple when the signing private key is held in
a smart card or simlar hardware conponent with limted processing
power and conmmuni cation bandwi dth. The resulting signatures are
identical in structure to those computed by a single party, and can
be verified using the sanme verification algorithmw thout additional
steps to preprocess the signed data.

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-|undberg-cose-two-party-
si gni ng-al gs/ .

Di scussion of this docunent takes place on the COSE Wirking G oup
mailing list (mailto:cose@etf.org), which is archived at
https://mailarchive.ietf.org/arch/ browse/cose/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/cosel.

Source for this draft and an issue tracker can be found at
https://github. com Yubi coLabs/ cose-two-party-signing-algs-rfc.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

CBOR nhj ect Signing and Encryption (COSE) [ RFCO052] al gorithm
identifiers are used for algorithmnegotiation and to annotate
cryptographic objects with howto interpret them for exanple which
algorithmto use to verify a signature or decapsul ate a shared key.
Exi sting COSE algorithmidentifiers onmit some internal details of how
the object was constructed, since those details are typically
irrelevant for the recipient.

The algorithmidentifiers defined in this specification are neant for
a conpl ementary use case: to divide responsibilities during
_construction_ of a cryptographic object, instead of describing how
to _consume_ the object. Specifically, they provide an interoperable
way to negotiate how a signing operation is split between two
cooperating parties, for exanple, a smart card and a software
application, while the verification algorithmfor the resulting
signature renmains the sane as if the signature was created by a
single party. These split algorithmidentifiers are therefore not
meant for annotating signature objects, since the verification
algorithmis better indicated using already existing al gorithm
identifiers.

As nentioned above, a primary use case for this is for algorithm
negoti ati on between a software application and a smart card or other
hardware security nodule (HSM hol ding the signing private key.
Since the HSM may have |imted processing power and conmuni cati on
bandwi dth, it may not be practical to send the entire origina
message to the HSM I nstead, since nbst signature al gorithns begin
with digesting the nessage into a fixed-length internediate input,
this initial digest can be conputed by the software application while
the HSM perforns the rest of the signature algorithmon the digest.
This is a common techni que used in standards such as OpenPGP

[ OPENPGPCARD], PKCS #11 [ PKCS11- Spec-v3.1], and PIV [ FI PS-201].

Since different signature algorithns digest the nmessage in different
ways and at different stages of the algorithm it is not possible for
a cryptographic APl to specify that, for exanple, "the hash digest is
computed by the caller” generically for all algorithms. Instead, the
algorithmidentifiers defined in this specification enable the
parties of that cryptographic APl to signal precisely, for each
signature algorithmindividually, which steps of the algorithmare
performed by which party. W thus define two roles: the _digester_
(e.g., a software application) that initializes the signing
procedure, and the _signer_ (e.g., an HSM that hol ds excl usive
control of the signing private key.
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Note that these algorithmidentifiers do not define new "pre-hashed"
variants of the base signhature algorithm nor an intermedi ate "hash
envel ope" data structure, such as that defined in

[1-D. COSE- Hash- Envel ope]. Rather, these identifiers denote existing
signature algorithns that would typically be executed by a single
party, but split into two stages

Sone signature al gorithnms, such as PureEdDSA [ RFC8032], by their
design, cannot be split in this way, and therefore cannot be assigned
split signing algorithmidentifiers. However, if such a signature

al gorithm defines a "pre-hashed" variant, such as Ed25519ph

[ RFC8032], that "pre-hashed" algorithmcan be assigned a split
signing algorithmidentifier, enabling the pre-hashing step to be
performed by the _digester_ and the renmaining steps by the _signer_.

1.1. Requirenents Notation and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 RFC2119 [RFC8174] when, and only when, they appear in all

capitals, as shown here

2. Split Signing Al gorithms

This section defines divisions of signing algorithmsteps between a
_digester_ and a _signer_ in a split signing protocol, and assigns
algorithmidentifiers to these algorithmdivisions. The _digester_
performs the first part of the split algorithmand does not have
access to the signing private key, while the _signer_perforns the
second part of the split algorithmand has access to the signing
private key. For signing algorithms that format the nmessage to
insert domain separation tags, as described in Section 2.2.5 of

[ RFC9380], this nmessage formatting is also perforned by the _signer .

The algorithmidentifiers defined in this specification MAY appear in
COSE structures used internally between the _digester_ and the
_signer_ in a split signing protocol, but SHOULD NOT appear in COSE
structures consunmed by signature verifiers. COSE structures consuned
by signature verifiers SHOULD i nstead use the correspondi ng
conventional algorithmidentifiers for the verification algorithm
These are listed in the "Verification algorithm colum in the tables
defining split signing algorithmidentifiers.
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2.1. ECDSA
ECDSA [ FI PS-186-5] split signing uses the foll ow ng division between
the digester_and the _signer_of the steps of the ECDSA signature
generation al gorithm]|[FIPS-186-5]:
* The signing procedure is defined in Section 6.4.1 of [FIPS-186-5].

* The _digester_ perforns Step 1 of the signing procedure - hashing
the nmessage, producing the value H.

*  The message input to the signer_is the value H defined in the
si gni ng procedure.

* The _signer_ resunes the signing procedure from Step 2.

The following algorithmidentifiers are defined:

[ oo ool s oo s s e
| Narme | COSE | Verification | Description |
| | Value | algorithm | |
[} et et Cjes o pugut e pu e pupp, ©es s fuss s o
| ESP256-split | TBD | ESP256 | ESP256 split signing as

| | | | defined in Section 2.1 |
S TR Foee - - S TR e +
| ESP384-split | TBD | ESP384 | ESP384 split signing as

| | | | defined in Section 2.1 |
R —— Fome oo - R —— o +
| ESP512-split | TBD | ESP512 | ESP512 split signing as

| | | | defined in Section 2.1 |
S TR Foee - - S TR e +

Table 1: ECDSA split signing al gorithm val ues.

Note: This is distinct fromthe sinlarly naned Split-ECDSA ( SECDSA)
[ SECDSA], al though SECDSA can be inplenented using this split
procedure as a conponent.

2.2. HashEdDSA
Split HashEdDSA [ RFC8032] uses the follow ng division between the

_digester _ and the _signer_ of the steps of the HashEdDSA si gni ng
al gorithm [ RFC8032] :
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*  HashEdDSA i s a conbi nati on of the EdDSA signing procedure and the
Pur eEdDSA si gni ng procedure. The EdDSA signing procedure is
defined in the first paragraph of Section 3.3 of [RFC8032]. The
Pur eEdDSA si gni ng procedure is defined in the second paragraph of
Section 3.3 of [RFC8032].

* The _digester_ conputes the value PH(M defined in the EJDSA
si gni ng procedure.

* The message input to the _signer_is the value PH(M defined in
the EdDSA signing procedure. This value is represented as Min
t he PureEdDSA signi ng procedure.

* The _signer_ executes the PureEdDSA signing procedure, where the
val ue denoted Min the PureEdDSA signing procedure takes the val ue
denoted PH(M in the EADSA signi ng procedure.

Pur eEdDSA [ RFC8032] cannot be divided in this way since such a

division would require that the _digester_ has access to the private

key.

The following algorithmidentifiers are defi ned:
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3.

B ool ool oo s e s
| Nare | COSE | Verification | Description |
| | Value | algorithm | |
B Sl g, s ety s el
| Ed25519ph | TBD | Ed25519ph | EdDSA using the |
| | | | Ed25519ph paraneter |
| | | | set in Section 5.1 of |
I I I | [RFC8032] I
I e I T +------- I i T B e I +
Ed25519ph-split TBD Ed25519ph EdDSA usi ng t he

I I
| Ed25519ph paraneter |
| set in Section 5.1 of |
| [RFC8032] and split as |
| defined in Section 2.2 |

| EdDSA using the |
| Ed448ph paraneter set |
| in Section 5.2 of |
| [RFC8032] |

| EdDSA using the |
| Ed448ph paraneter set |
| in Section 5.2 of |
| [RFC8032] and split as |
| defined in Section 2.2 |

Tabl e 2: HashEdDSA al gorithm val ues.
COSE Signi ng Argunents

VWil e many signature algorithns take the private key and data to be
signed as the only two paraneters, sonme signature algorithns have
addi tional parameters that nust also be set. For exanple, to sign
usi ng a key derived by ARKG [|-D. bradl eyl undber g- ARKG , two

addi tional argunments kh and ctx are needed in ARKG Derive-Privat e- Key
to derive the signing private key.

Wi |l e such additional argunments are sinple to provide to the APl of
the signing procedure in a single-party context, in a split signing
context these additional argunments al so need to be conveyed fromthe
_digester_ to the _signer_. For this purpose, we define a new CCSE
structure COSE_Sign_Args for "COSE signing argunments”. This enables
defining a unified, algorithmagnostic protocol between the
_digester_ and the _signer_, rather than requiring a distinct
protocol for each signature algorithmfor the sake of conveying

al gorithm specific paraneters.
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COSE_Sign_Args is built on a CBOR map. The set of conmmon paraneters
that can appear in a COSE Sign_Args can be found in the | ANA "CCOSE
Si gni ng Argunents Conmon Paraneters” registry (TODO). Additiona
paraneters defined for specific signing algorithns can be found in
the 1 ANA "CCOSE Signing Argunents Al gorithm Paraneters" registry
(TODO) .

The CDDL grammar describing COSE_Sign_Args, using the CDDL fragnent
defined in Section 1.5 of [RFCO052], is:

COSE_Sign _Args = {
3N =>tstr / int, ; alg
* | abel => val ues,

}

3.1. COCSE Signing Argunents Common Par aneters

Thi s docunent defines a set of common paraneters for a COSE Signing
Arguments object. Table 3 provides a summary of the paraneters
defined in this section.

R el Sl e el s s e ety
| Narme | Label | CBOR Type | Value Registry | Description |
f el oo oo e e e e el oo =}
| alg | 3 | tstr / int | COSE Al gorithns | Signing |
| | | | | algorithmto use

+------ +------- R I I e I T R i +

Tabl e 3: Common paranmeters of the COSE_Sign_Args structure

* alg: This parameter identifies the signing algorithmthe
addi tional arguments apply to. The signer MJST verify that this
al gorithm mat ches any key usage restrictions set on the key to be
used. If the algorithns do not match, then the signature
operation MJST be aborted with an error

Definitions of COSE al gorithns MAY define additional algorithm
specific paranmeters for COSE_Sign_Args.

The foll owi ng CDDL exanpl e conveys additional argunents for signing

data using the ESP256-split algorithm (see Section 2.1) and a key
derived using ARKG P256 [I-D. bradl eyl undber g- ARKG :
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3: -65539, ; alg: ESP256-split with ARKG P256 (placehol der val ue)

; ARKG P256 key handl e
;. (HVAC- SHA- 256- 128 fol | owed by
SEC1 unconpressed ECDH public key)
-1: h’27987995f 184a44cf a548d104b0a461d
0487f c739dbcdabc293ac5469221da91b220e04c681074ec4692a76f f ach9043de
€c2847ea9060f d42da267f 66852e63589f 0c00dc88f 290d660c65a65a50c86361"

; Cctx argunent to ARKG Derive-Private-Key
-2: 7 ARKG P256.test vectors’,

}

4. Security Considerations
4.1. Protocol-Level Trusted Rol es

Thi s specification assunmes that both the _digester_ and _signer_
roles described in Section 2 are trusted and cooperate honestly.
This is because these split signing procedures concern details that
are considered inplenmentation details froma verifier’s perspective.
When a signature is generated by a single party, that single party
takes on both the _digester_ and the _signer_ roles, and obviously
trusts itself to performthe _digester_role honestly. This
assunption is carried forward for the split signing use case: the
_digester_is assuned trusted, since it is part of the overal
procedure of generating a signature over sone input data. Fromthe
verifier's perspective, a malicious _digester_in the split signing
nmodel woul d have the sane powers as a nalicious signature generator
in a single-party signing nodel. Thus, on the application or
protocol |evel, assum ng an honest _digester_is no more restrictive
than assum ng an honest signature generator

4.2. Component-Level Trusted Rol es

The reasoning in Section 4.1 does not hold on the conponent level. A
_signer_ inplementation MUST NOT assune that the _digester_
inplementation it interoperates with is necessarily honest. Split
signing algorithms MJUST NOT be defined in a way that enables a
mal i ci ous _digester  wth access to an honest _signer_to produce
forgeries or extract secrets fromthe _signer_.

For exanple, for ECDSA (Section 2.1), a malicious _digester_ can
choose _H in such a way that the _signer_ wll derive any

_digester_-chosen value of _e , including zero or other potentially
probl ematic values. Fortunately, in this case, this does not enable
the digester_ to extract the signature nonce or private key. It
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al so does not enable forgeries, since the _digester_ still needs to
find a preimage of _e_ for the relevant hash function. Definitions
of other algorithnms need to ensure that simlar chosen-input attacks
do not enable extracting secrets or forging protocol -l evel nmessages.
5. | ANA Consi derati ons
5.1. CCSE Algorithms Registrations

This section registers the followi ng values in the | ANA "COSE
Al gorithns" registry [|ANA COSE]:

*  Name: ESP256-split
- Value: TBD (Requested Assignnment -300)
- Description: ESP256 split signing
- Capabilities: [kty]
- Change Controller: IETF
- Reference: Section 2.1 of this specification
- Recommended: Yes
*  Nanme: ESP384-split
- Value: TBD (Requested Assignnment -301)
- Description: ESP384 split signing
- Capabilities: [kty]
- Change Controller: |IETF
- Reference: Section 2.1 of this specification
- Recommended: Yes
*  Nane: ESP512-split
- Value: TBD (Requested Assignnment -302)
- Description: ESP512 split signing

- Capabilities: [kty]
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- Change Controller: |IETF
- Reference: Section 2.1 of this specification
- Recommended: Yes
* Name: Ed25519ph
- Value: TBD

- Description: EdDSA using the Ed25519ph paraneter set in
Section 5.1 of [RFC8032]

- Capabilities: [kty]
- Change Controller: |ETF
- Reference: Section 5.1 of [RFC8032]
-  Recommended: Yes
*  Nane: Ed25519ph-split
- Value: TBD (Requested Assignnment -303)
- Description: Ed25519ph split as defined in Section 2.2
- Capabilities: [kty]
- Change Controller: |IETF
- Reference: Section 2.2 of this specification
- Recommended: Yes
*  Nane: Ed448ph
- Value: TBD

- Description: EdDSA using the Ed448ph paraneter set in
Section 5.2 of [RFC8032]

- Capabilities: [kty]
- Change Controller: IETF

- Reference: Section 5.2 of [RFC8032]
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5.

5

6

-  Recommended: Yes

Nane: Ed448ph-split

- Value: TBD (Requested Assignnent -304)

- Description: Ed448ph split as defined in Section 2.2
- Capabilities: [kty]

- Change Controller: |IETF

- Reference: Section 2.2 of this specification

-  Recommended: Yes

2. COSE Signhing Argunents Common Paraneters Registry
TODO

3. COSE Signing Argunments Al gorithm Parameters Registry
TODO

I mpl ement ati on Status

This section is to be renmoved fromthe specification by the RFC
Edi tor before publication as an RFC

There are currently two known i npl enentati ons using features defined
by this specification

*

wwWal | et (https://github.comlwWallet), an EU Digital ldentity
pilot project. wwallet was entered into the "EUDI Wall et

Pr ot ot ypes" conpetition held by SprinD GrbH

(https://ww. sprind.org/en/actions/chall enges/eudi-wallet-
prototypes), and a branch of the wallet was subnitted in the
competition. The conpetition entry inplements ARKG

[1-D. bradl eyl undberg- ARKG for efficiently generating single-use
har dwar e- bound hol der bi ndi ng keys.

The inpl enentation (https://github.com gunet/funke-s3a-wall et -
front end/ bl ob/ st age- 3/ src/ servi ces/ keystore.ts) uses the
COSE_Key_ Ref data structure defined in version 01 of this
specification in order to send ARKG i nputs to a WebAut hn

aut henticator, and uses the placehol der value for the experinental
split algorithmidentifier ESP256-split-ARKG defined in

Section 5.2 of [I-D. bradl eyl undberg-ARKG to negotiate creation
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and usage of ARKG derived keys for signing operations. Thus
WWI | et assunmes the _digester_role while the WbAut hn
aut henti cator assunmes the _signer_ role.

* Yubico (https://ww.yubico.com), a hardware security key vendor
has produced limited-availability prototypes of their Yubi Key
product with an ARKG i npl enmentation interoperable with wal | et.
The Yubi Key i npl enent ati on uses the COSE_Key Ref data structure
defined in version 01 of this specification to receive ARKG i nputs
froma WbAuthn Relying Party, and uses the placehol der val ue for
the experinmental split algorithmidentifier ESP256-split-ARKG
defined in Section 5.2 of [I-D.bradl eyl undberg-ARKG to negotiate
creation and usage of ARKG derived keys for signing operations.
Thus the Yubi Key assumes the _signer_ role while the WbAut hn
Rel ying Party assunes the _digester_ role.

Table 4 summari zes inplenentation status for individual features.

| Feature | Defined by | Digester | Signer|
[} e ————————— L ——————————_——————————————— Ll p—p——————— Ll—p—p—(——r
| ESP256-split | This specification | - | - |
S TRy e Focmmnaaann S +
| ESP381-split | This specification | - | - |
T I T T oo +
| ESP512-split | This specification | - | - |
o e e e o o e e e e e e e e a oo - TS R +
| Ed25519ph-split | This specification | - | - |
S TRy e Focmmnaaann S +
| Ed448ph-split | This specification | - | - |
I IR T T oo +
| ESP256-split-ARKG | [I-D.bradl eyl undberg- ARKG | wwal | et | Yubico|
o e e e o o e e e e e e e e a oo - TS R +
| ESP381-split-ARKG | [I-D. bradl eyl undberg- ARKG | - | - |
S TRy e Focmmnaaann S +
| ESP512-split-ARKG | [I-D.bradl eyl undberg- ARKG | - | - |
T I e T oo +
| COSE_Sign_Args | This specification | wwWall et | Yubico

o e e e o o e e e e e e e e a oo - TS R +

Table 4: Inplenentation status of individual features.
6.1. Dependent Specifications
As indicated in the previous section, the Internet-Draft of ARKG

[1-D. bradl eyl undberg- ARKG extends this specification with
definitions for ARKG
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* Section "5.2 COSE al gorithns" defines COSE algorithmidentifiers
ESP256- split- ARKG ESP384-split-ARKG and ESP512-split-ARKG based
on the ECDSA identifiers defined in this specification
(Section 2.1).

* Section "5.3 COCSE signing argunents" defines a representation for
ARKG ar gunments using the COSE_Sign_Args data structure defined in
this specification (Section 3).
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